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The Wireless Sensor Network (WSN) is a novel and demanding technology that requires 

little processing and computational capabilities. In the WSN, security is a serious issue. 

Because of its wireless nature, it is vulnerable to a wide range of assaults and data packet 

loss. Secure routing is critical to avoid problems like this. When it comes to data delivery 

to other nodes, routing is one of the most important WSN method to provide security to the 

network. Based on the expected trust value, the routing process's trust mechanism 

prevents/includes nodes in routing. This research examines security objectives for routing 

the sensor networks and presents an Extreme Trust Factor for Route Identification with 

Prime Node (ETFRI-PN). The Prime Node (PN) examines each node's behavior throughout 

the delivery process, as well as computers' ability to detect malicious assaults, and assigns 

a trust factor to each node involved in data transmission along with Alphanumeric 

Inimitable Label (AIL) for every node. The proposed model is in contrast to previous 

models, and the results show that the proposed model outperforms traditional models.  
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1. INTRODUCTION

A Wireless Sensor Network (WSN) is made up of a large 

number of interconnected Sensor Nodes (SNs) that can sense 

physical environment variables including temperature, 

moisture and sound while also interacting with each other 

across the wireless medium [1]. Advances in many 

technologies have resulted in the development of small, low-

cost multimedia devices such as video cameras [2] and 

microphones, which can be easily combined to form a sensor 

node [3]. Due to the inherent properties that separate WSNs 

from other wireless networks such as mobile ad hoc networks 

or cellular networks, routing in these networks is extremely 

difficult [4].  

For starters, a global addressing system for Wi-Fi Sensor 

Networks that are formed of highly interconnected sensor 

nodes [5], each of which is able to sense and communicating 

with other SNs through the wireless medium, is not achievable 

due to the comparatively large number of sensor nodes. Small, 

low-cost entertainment gadgets [6] such video microphones 

and webcams can now be combined to form a sensor node, 

thanks to advances in technology. WSN routing is highly 

complex because it differs from other wireless networks such 

as mobile ad hoc networks [7] or cellular networks.  

Nodes in sensor networks frequently demonstrate trust 

relationships that go beyond those found in ad hoc networks, 

which is a significant advantage [8]. Nodes in sensor networks 

that are close to one another are frequently witness to the same 

or closely related environmental phenomena. In the event that 

each node responds by sending a packet to the base station, 

valuable energy and bandwidth are squandered [9]. Sensor 

networks need in-network processing, aggregation, and 

duplicate removal in order to prune these redundant messages 

in order to reduce traffic and conserve electricity [10]. In ad 

hoc networks, trust relationships between nodes are not often 

established, as malicious nodes [11] also involve in routing 

process that degrades the network performance [12]. The 

available routing protocols in WSN network are shown in 

Figure 1. 

Figure 1. WSN routing protocols 

Weak resources and changing topology make WSNs 

vulnerable to security and computational capabilities concerns 

[13]. It's now possible to use trust-based methods to handle 

nodes that behave badly, but there are still a variety of assaults, 

high energy consumption and congestion [14] in 

communication between nodes to contend with. On top of all 

of that, cluster heads determine the safest multiple hop paths, 

which can actively prevent wormhole attacks.  

Routers separate WSN from other networks such as 

MANET. When using a WSN, routing might be a difficult 

operation because there are so many sensor nodes installed. As 

a result of the wireless nature, routing is one of the most 

important areas to focus on. In order to prevent signal spoofing, 
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the injection of created messages into the network, and the 

change of messages during transmission [15], secure routing 

[16] must be implemented. Error data and system faults may 

also cause network failure [17]. As a result of attacks and data 

loss, secure routing is required. In addition, secure routing 

through a trustworthy node is one technique to avoid the kind 

of attacks.  

To ensure the trustworthiness of a node, trust must be 

established between nodes [18]. To be considered a 

trustworthy node [19], a node must be capable of sensing and 

sending data to the right destination without compromising the 

integrity or confidentiality of the data [20]. In order to discover 

the trust node and detect malicious nodes, many different types 

of techniques are utilized that have numerous limitations [21] 

that impacts the performance levels of the network [22]. The 

reputation and behavior of the node can be used to determine 

trust values in the trust-based technique. The system has a 

threshold over which a node is considered normal, and below 

which it is considered as malevolent [23]. To discover 

malicious nodes in WSN, a cryptography method is 

implemented that provides a strong model for node analysis 

[24]. 

 

 

2. LITERATURE SURVEY 

 

A fuzzy-based solution was presented by Raje and Sakhare 

[1] in order to increase the security of routing protocols There 

is a node that employs fuzzy criteria to pick trustworthy routes 

and uses the trust model for calculating the trust degree of its 

neighbors. However, the proposed algorithm consumes a lot 

of energy. In the field of energy-constrained wireless sensor 

networks, there is definitely a need for further advancements. 

A Trust-based Energy Efficient Routing Protocol (TEESR) 

was introduced by Durrani et al. [3] which relies on suitable 

permission and flooding methods to prohibit malicious nodes. 

Node trust values are used to construct coverage area networks 

and multipath security routes, and then the cluster node and 

base station node that selects a secure route. Even while the 

protocol suggested in this paper can deal with convergence 

holes and wormhole assaults, it can't do anything to stop 

internal attacks from happening. 

Information-Centric Networking (ICN) security 

requirements were examined by Fang et al. [6] who came up 

with a Fast and Efficient Trust Management Scheme (FETMS) 

to resist the On-Off attack. To detect and remove the malicious 

node responsible for the On-Off attack, FETMS was used. 

Thus, this system was ideal for low-latency scenarios. 

MM-DSR routing protocol is proposed by Frias et al. [7], 

which works in conjunction with cross-layer algorithms to 

offer quality of service for various video sources on the 

network "Reliability Metric (RM)" and "Movement Metric 

(MM)" are two new parameters defined by the approach. This 

is by looking at each possible transmission path and picking 

the best one. These methods rely on the quality of video source; 

however, they do not ensure that they will work at high speeds. 

As a way to improve the DSR routing protocol for MANETs, 

Sharma et al. [8] proposed a model using ANFIS (fuzzy 

inference system). Parameters of the ANFIS system take 

energy, hop count and latency into account when choosing 

which route information to use to ensure the link can 

communicate. While this strategy produces ideal pathways, it 

does not account for the speed of node movement. When nodes 

move at rapid speeds, the network topology changes 

dramatically, necessitating the selection of more stable and 

dependable routes for data transmission. 

It is proposed that a Secure Hybrid Routing Protocol (SHRP) 

based on topography and layering be developed. It consists of 

two stages, the first two are clustering and cluster head 

selection, and the second is securing routing methods. Shrp's 

clustering algorithm is its first step. According to the center 

position, remaining energy, and node mobility, cluster heads 

are then selected. The secure routing method, on the other 

hand, employs symmetric and asymmetric cryptography to 

protect packets throughout the transmission process against 

eavesdroppers, impersonation attacks, replay attacks and man 

in the middle attacks, among other threats. Three GPS nodes 

are required per cluster. As a result, the protocol's 

implementation demands a lot of computing and energy. 

Mezrag et al. [12] proposes a hybrid cryptography-based 

secure data transfer strategy for wireless sensor networks. 

ECC and symmetric key cryptography are introduced in 

HCBS for key exchange and data encryption, respectively. 

Viswanathan and Kannan [13] proposed a key management 

secure routing method based on Enhanced Elliptic Key 

Cryptosystem Routing Algorithm (ECCSRA) in order to 

increase the security of the protocol. Because of this, it is 

impossible for malevolent users to decrypt data using elliptic 

curve discrete logarithms when the secret key is unknown. 

Simple prime integers make up the cyclic group utilized in 

classical elliptic curve encryption. To further enhance network 

communication security, ECCSRA employs Beta and Gamma 

functions to produce secret keys. 

A Trust and Energy-aware Secure Routing Protocol 

(TESRP) for WSNs had been proposed by Ahmed et al. [16]. 

As part of TESRP, nodes exhibiting anomalous behavior are 

discovered and isolated using a distributed trust model. As a 

part of its routing approach, TESRP takes into account trust 

value, residual energy and hops while simultaneously making 

routing decisions. A significant number of relay nodes must 

forward RREQ packets in the routing phase, which can lead to 

congestion of information and increased communication 

overhead. 

A more secure and trusted routing technique is proposed by 

Beheshtiasl and Ghaffari [18]. The route's trust value is 

calculated using fuzzy logic. When trust and safety are 

considered, the shortest route from source to destination is 

chosen. The MDS-MAP algorithm is used to find the best path 

with the least amount of errors. According to the trust 

management system, destination nodes are assumed to be a 

reliable source of information for the scheme. Many 

malevolent nodes, on the other hand, might pose as destination 

nodes to trick genuine nodes to send data. 

 

 

3. PROPOSED EXTREME TRUST FACTOR FOR 

ROUTE IDENTIFICATION WITH PRIME NODE 

MODEL 

 

A wireless sensor network has large nodes that are 

established dynamically. Each sensor node is capable of 

communicating sensing and computing information. Sensor 

nodes deliver data to a base station via wireless transfer 

mechanisms. A sensor network system, on the other hand, 

requires a lifetime routing structure [25]. Taking into account 

the limits, such as the requirement for large capabilities and 

energy, traditional routing solutions for these networks are 

ineffective. Routing is very important in WSN nodes [26]. The 
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routing protocol, also known as a routing policy, specifies how 

routing mechanisms interact in a network by dividing control 

data that determines the optimum routes for any two nodes 

from many routes. In the routing protocol [27], data can be 

shared from a source node with closer neighbours until it 

reaches the target node [28]. When routing, it uses algorithms 

to identify the optimum route between the source and the 

target node. The proposed model employs Extreme Trust 

Factor for Route Identification with Prime Node (ETFRI-PN) 

model to determine the best and most reliable route by taking 

into account the trusted factors of each and every node 

involved in the routing process and verifying each node 

behaviour using a PN node allocated Alphanumeric Inimitable 

Label. Figure 2 depicts the structure of the suggested model. 

 

 
 

Figure 2. Proposed network structure 

 

3.1 Alphanumeric inimitable label calculation 

 

Cryptography is a set of semantic and mathematical 

approaches for encrypting data during transmission, 

particularly in wireless networks. Historically, cryptography 

was only focused with encryption, or the data transformation 

from its regular state into an unexplainable and inaccessible 

state of information using a secret key. The cryptographic 

method for creating and managing data relies heavily on keys. 

Every node is assigned an Alphanumeric Inimitable Label 

(AIL) by the PN node in the proposed scheme. Every node 

involved in communication will be allotted with a AIL by the 

PN node. During data transmission, the PN node will monitor 

the node behaviour using the allocated AIL value.  

 

Algorithm AIL Generation 

 

{ 

Step-1: Initially a WSN network will be established and the 

PN node will be selected randomly by considering the 

computational capabilities and energy levels.  

Step-2: Every node sends a request to the PN node to 

involve in data transmission by sending a ID_REQ message. 

Step-3: The PN node will then calculates AIL and then 

distributes to all the nodes where it got request from. The AIL 

is calculated by considering two random values X and Y where 

X is a prime number and Y is not prime and must be greater 

than X. The ID is allocated for PN node that is calculated as: 
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Here every node is considered and represented as N(i) and 

the Th is threshold value considered in the process of ID 

calculation. 

Step-4: The AIL for every node is calculated and then 

allocated to the requested nodes. The AIL calculation is 

performed as:  
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Here X and Y are 2 random numbers and Alphanumeric 

Inimitable Label is calculated using the operation.  

Step-5: The PN node allots the AIL to all the requested 

nodes in the network. 

 } 

 

3.2 Trusted node detection 

 

The trust mechanism in routing includes nodes in routing 

with strong support on the approximate trust value generated 

[29]. Trust Calculation is defined as an entity that manages 

trust relationships, such as acquiring information, making 

trust-related choices, evaluating trust-related criteria, and 

observing and re-evaluating existing ties. Tracking neighbour 

list during transmissions, identifying misbehaviour, assessing 

trustworthiness based on performance accuracy, and 

transmitting trust values to finish the routing process are all 

part of the Trust Calculation process. 

Input the number of nodes, initial trust value T and PN node. 

Initial node trust level is calculated as: 
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The PN node will verify the behaviour of each node and 

then allocates a Status ID (SID). The PN node will allocates 

SID between 1-50 for malicious nodes and remaining values 

for normal nodes  

 

3.3 Route detection process 

 

Awareness of the network structure and routing protocol is 

essential, and it must be suitable for the user requirements [30]. 

The routing process in the proposed model is represented in 

Figure 3. 

Figure 3 depicts the routing mechanism in the suggested 

model. Only trusted nodes are considered by the network for 

commencing data connection.  

 

 
 

Figure 3. WSN routing in proposed model 
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The routing protocol is a method for selecting an 

appropriate route for data to pass from source to destination. 

While selecting the path, which is dependent on the type of 

network, channel characteristics, and performance metrics, the 

process encounters many difficulties. The proposed model 

considers only trusted nodes to involve in data communication 

by considering the trust factors of nodes. 

 

Algorithm ETFRI-PN 

 

{ 

Step 1: Establish a WSN network with the essential nodes 

to start data transmission. 

Step-2: Every node will maintain a routing header with the 

data indicated as: 

 

foreach N(i) ∈ WSN(N[]) 

( )

( )

( ) " " ( ). .

( 1). . ( )

N i TF N i X dest X

N i Y dest Y AIL ID

 + −

+ + − +
 

nullIDdest

nullstatusTrust

nullhopnext

nulltableroute









_

_

_

_

 

 

 

Step-3: The PN node will allocate AILs to the nodes 

involved in data communication. 

 

foreach N(i)  ∈ WSN(N[]) 

ThIDPNiNAILiN + )())(()(
 

 

 

Step-4: Neighbor nodes will send Node_Trust_Status to the 

NCH node to verify whether they received the TRREQ 

message from a trusted node or not. 

Step-5: The PN node will verify and update the status to the 

nodes by allocating the SID after behaviour analysis. The 

routing header will be finally updated as: 

 

foreach N(i)  ∈ WSN(N[]) 

( )

( )

( ) " "

( ). .

( 1). .

N i AIL

N i X dest X

N i Y dest Y



+ −

+ + −

 

_ [] ( ( ), )

_ ( 50)

_ [] ( ( ),

( 1) ( ( ), ( 1))

route table Seq N i SID

Trust status True

available routes Seq N i

N i Seq N j N j



 



+ + +

 

 

 

Step-6: If the node fails to get verified at NCH node level, 

it is marked as malicious and then removed from the network 

communication. 

 

_ [] ( )

50

_ ( 50)

Malicious nodes N i

where SID

Trust status False





 

  

 

Step-7: The process was repeated until the routing database 

has been revised from sender to the receiver and all nodes have 

the status labelled. 

Step-8: For data transfer, all available routes are updated, 

and the route with the highest trust factor nodes is chosen. In 

the event of a link or node failure, the next possible route is 

used. 

} 

 

 

4. RESULTS 

 

The proposed model is implemented using NS2 simulator 

by creating a sensor network and establishing a secured route 

by considering the trust factors of every node that need to 

involve in data transmission. The proposed model analyses 

every node behavior in the wireless sensor network for 

reducing the malicious actions in the network. The proposed 

Extreme Trust Factor for Route Identification with Prime 

Node (ETFRI-PN) model is compared with the existing 

Software-Defined Multihop Wireless Sensor Networks 

(SDWSN) Model by considering the factors like Trusted Node 

Identification Time Levels, Route Detection Accuracy Levels, 

Route Identification Time Levels, Malicious Nodes in 

Network, Data Transmission Rate and Route Security Levels. 

Internet of Things are gaining significance because of its 

popularity and advantages for achieving quick data 

transmission and making the humans life easier. Few 

applications require fast data transmission with minimal 

interruption, despite the widespread use of sensor networks. 

The parameters considered for establishing a WSN is indicated 

in Table 1.  

 

Table 1. Simulation parameters 

 
Parameters Values 

Number of Sensor Nodes 2-50 

Simulation Area 1000*1000 

Minimum nodes in cluster 20 

Initial Energy 100J 

Node Energy 100J 

Listening Time 1s 

Sleep Time 3s 

Routing Protocol Genetic Algorithm 

 

 
 

Figure 4. Trusted node identification time levels 

 

The proposed model considers a prime node for monitoring 

all the sensor nodes that are involved in communication. Based 

on the trust factor of every node, the nodes are considered as 

normal nodes or malicious nodes. The trust factors of the 

nodes will range from 50-100 and the nodes within the trust 

range are considered as trusted and the remaining are normal 

or malicious nodes. The proposed model takes less time in 

identifying trusted nodes. The trusted node identification time 

levels of the proposed and traditional models are represented 
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in Figure 4. 

Identification of route in the wireless sensor network is a 

primary task to establish data transmission. The identification 

of route need to be carefully performed to select only normal 

nodes and to avoid malicious nodes. The route detection 

accuracy levels of the proposed model are high as it considers 

only trusted nodes. A ROUTE REQUEST packet is sent out 

by a node to initiate a route discovery. Before responding to a 

ROUTE REQUEST packet, the destination node confirms its 

originator's identity. The route detection accuracy levels of the 

proposed and the traditional models are represented in Figure 

5. 

 

 
 

Figure 5. Route detection accuracy levels 

 

Using the routing protocol, data can be routed from source 

to destination in an efficient manner. It is not easy to choose 

the route because it is based on the type of network and 

channel characteristics as well as performance measures. The 

route identification time levels of the proposed and existing 

models are indicated in Figure 6. 

 

 
 

Figure 6. Route identification time levels 

 

 
 

Figure 7. Malicious nodes detection time levels 

 

A malevolent node is one that tries to prevent other nodes 

in the network from receiving services. A malicious node is 

one that alters data before, during, or after transmission. The 

malicious nodes in the network will reduce the network 

performance levels. The malicious nodes detection time levels 

of the proposed and traditional models are represented in 

Figure 7. 

The data transmission rate refers to the amount of data sent 

over a transmission channel or through a data interface in a 

certain amount of time. Bits per second are the units used for 

this. The proposed model data transmission rate is high when 

compared to the existing models. The data transmission rates 

of the existing and proposed models are shown in Figure 8. 

 

 
 

Figure 8. Data transmission rate 

 

The proposed model monitors all the nodes actions in the 

wireless sensor network to avoid malicious actions. The PN 

node will monitor all node behavior and then considers them 

to involve in communication if they are normal. The proposed 

model route security levels are high than the existing model. 

The Figure 9 represents the route security levels of both 

existing and proposed models. 

 

 
 

Figure 9. Route security levels 

 

 

5. CONCLUSION 

 

Secure routing is critical for the acceptability and 

deployment of sensor networks in many applications, however 

based on the survey done, it is observed that the routing 

protocols currently available are insecure. Routing in sensor 

networks is a relatively recent field of study, with a small but 

rapidly developing body of knowledge. Transmission of data 

is processed and measured in a wireless sensor network in 

order to ensure data security while being transmitted between 

the intra nodes in the network. On the basis of node behavioral 

changes, it aims to solve the problem of normal nodes being 

isolated in practical communication. The proposed model 

considers a PM node that analyzes the node behavior and 

identifies a trust factor. Based on the trust factor, the node 

behavior is analyzed and marked as normal node or malicious 

node. The packet delivery rate of the proposed model is 

enhanced as the malicious nodes will be easily detected that 

results in performance enhancement. As the malicious nodes 

are identified based on their behavior and historical 

performance, rather than demanding all the nodes in a path, as 
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is done in traditional methods, the improvisation is possible, 

which helps to keep the network alive for longer time and 

increase the performance. By studying the semantic changes 

in the negative and positive messages spread by intermediate 

nodes as well as malicious nodes, we hope to develop a more 

stable network over the network in the future. In future, the 

cryptography models complexity levels can be reduced to 

enhance the performance levels. 
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