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This paper creates a risk management model of enterprise information based on graph theory 

and the multi-agent system, and discloses the relationship between agents and information 

elements. According to the OSI framework, five information elements were included in the 

modelling, namely, authentication, access control, data security, data integrity and non-

repudiation. The potential functions were introduced to depict the interaction between various 

information elements: the attractive force means the agents hold the same opinions, and the 

repulsive force means the agents disagree with each other, calling for adjustment. The control 

law based on smooth potential functions was also adopted for the modelling process. Finally, 

the proposed model was proved innovative and effective through a simulation on five robots. 

The research findings shed new light on risk management of enterprise information.  
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1. INTRODUCTION

Information is the result of the interconnection and 

interaction between various objective things. With such 

characteristics as objectivity, universality and transferability, 

information reflects the movement and state variation of the 

objective things. Information security directly bears on the 

profit and risk prevention of enterprises. To manage its 

information risks, an enterprise needs to evaluate the risks and 

adopt proper control measures at an acceptable cost. 

According to the ISO7498-2, the risk management of 

enterprise information should include five security services 

available in the OSI reference model framework, namely, 

authentication, access control, data security, data integrity and 

non-repudiation. This calls for a human-machine system that 

supports specific applications by collecting and processing 

information. This system, also known as the information 

system, often consists of a computer and a number of relevant 

devices/facilities. 

Risk analysis refers to the identification and estimation of 

risks in a project or event, that is, to identify all the factors that 

may generate risks, calculate the risk probability, predict the 

possible loss of a risk, and determine the risk level of a project 

or event [1, 2]. Currently, the multi-agent system is a popular 

tool for risk analysis at home and abroad [3-5]. 

2. MULTI-AGENT SYSTEM

As its name suggest, a multi-agent system is composed of 

multiple agents. Compared to a single-agent system, the multi-

agent system can complete complex tasks, facilitate the design 

and production, and enhance the robustness and fault tolerance 

of the entire mechanism. Considering the interaction between 

agents, the multi-agent system is a linear superposition of 

multiple agents, rather than a simple combination of individual 

agents. In the system, the agents interact with each other in two 

ways, namely, coordination and cooperation. The multi-agent 

coordination and cooperation is mostly controlled by 

centralized methods or distributed methods. The centralized 

methods were developed earlier than the distributed methods, 

but the distributed methods are more popular nowadays, 

thanks to the fast development of distributed programming. 

By centralized methods, the multi-agent system is deemed 

as a complex agent with multiple degrees of freedom (DOFs), 

and the interaction between individual agents is controlled 

according to a unified plan. The centralized methods can find 

the optimal solution without considering the complexity of 

calculation and programming. Nevertheless, much time is 

consumed to execute the algorithm in this type of methods. 

By distributed methods, each agent collects information 

from its surroundings and the adjacent agents, and, on this 

basis, plans a relative optimal path towards the target. This 

type of methods enjoys high computing efficiency and fast 

running speed, and does not have to consider the condition of 

the global optimal solution. However, the distributed methods 

may lag behind their centralized counterparts in runtime and 

even fail to reach the optimal solution. 

3. ENTERPRISE INFORMATION FRAMEWORK 

BASED ON GRAPH THEORY 

The conclusions and techniques of the graph theory have 

been widely adopted to study the multi-agent system. The 

multi-agent system can be described accurately using the 

language and symbols of the graph theory, as the system 

covers undirected, directed and weighted connected networks. 

According to the graph theory [6], an undirected graph can 

be expressed as G=(V,E), with V=(v1, v2, …, vn)∈R2n and E=(e1, 

e2, …, en) being n vertices and m edges, respectively. Let |V| 

be the number of vertices and |E| be the number of edges. 

Assuming that each vertex stands for an agent, the undirected 

graph |E|=2|V|-3 can achieve a stable state based on the 
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principle of multi-agent rigid formation. The stable undirected 

graph is presented in Figure 1 below, in which |V|=5 and |E|=7. 
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Figure 1. Stable undirected graph 

 

As mentioned before, the information of an enterprise 

usually covers the following five areas: Agent 1 identity 

authentication, Agent 2 access control, Agent 3 data security, 

Agent 4 data integrity and Agent 5 non-repudiation.  

 

 

4. MULTI-AGENT INFORMATION MODEL 

 

The risk management of enterprise information aims to 

transform each agent from a disordered state to an ordered and 

operable state. Inspired by References [1, 2], the author 

adopted the potential functions between the multiple agents for 

the modelling of multi-agent information of enterprises. With 

the potential functions, a repulsive force exists between two 

agents when the distance between them is below a pre-set 

threshold, and an attractive force exists between them when 

the distance is greater than that threshold. The forces keep 

changing until reaching a stable operating state. 

 

 
 

Figure 2. The potential function between agent i and agent j 

 

Here, the potential functions are considered as the constraint 

on enterprise information, under which all departments and 

systems can reach a stable operating condition. In our multi-

agent information model, the smooth potential functions are 

adopted: 
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where a, b and Rd are positive constants (
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Vij is the potential function between agent i and agent j; xij is 

the distance between agent i and agent j. As shown in Figure 

2 below, Vij is an everywhere continuously differentiable 

function. 

The potential function Vi of agent i can be derived in light 

of the features of Vij: 
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Then, the control law ui of agent i can be expressas: 
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where wij is the weight coefficient of each edge; the value of 

wij is positively correlated with the tightness of the contact 

between agents in the multi-agent information model. 

 

 

5. EXPERIMENTAL VERIFICATION 

 

This section attempts to verify the feasibility of the 

proposed multi-agent information model through robotic 

simulation. As shown in Figure 3, five robots were selected as 

samples for the experimental verification. Each robot 

represent one of the five elements of enterprise information. 

 

  
(a) (b) 

  
(c) (d) 

 

Figure 3. Robotic simulation 

 

It can be seen that the robots are in the disordered state in 

Figure 3(a), while those in Figures 3(b)~(d) have entered the 

ordered state under the action of the potential functions. This 

means the enterprise information has reached a stable state 

under the constraints. 
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6. CONCLUSIONS 

 

This paper creates a risk management model of enterprise 

information based on graph theory and the multi-agent system, 

and discloses the relationship between agents and information 

elements. The potential functions were introduced to depict the 

interaction between various information elements: the 

attractive force means the agents hold the same opinions, and 

the repulsive force means the agents disagree with each other, 

calling for adjustment. The control law based on smooth 

potential functions was also adopted for the modelling process. 

Finally, the proposed model was proved innovative and 

effective through a simulation on five robots. The research 

findings shed new light on risk management of enterprise 

information. 
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