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 The authentication textual passwords are the most widely used technique. However, this 

type of legacy authentication is vulnerable to various attacks, such as shoulder-surfing 

attacks. Hence, graphical password authentication is one of these approaches which has 

been suggested to overcome the issues related to textual passwords. Nevertheless, the 

hackers have also developed new techniques that can be finally broken the graphical 

password, for instance, listening to the transmitted information between the client and the 

server. In this paper, Passnumbers graphical authentication password is proposed. 

Passnumbers approach involves two new stages, which are first, using the coordinates of 

a graphical grid cells-based numbers for entering the password. The second stage is 

represented by deploying a new technique to encrypt the password based on the image 

pixels. The performance evaluation reveals that the proposed Passnumbers can provide 

high resistance against several graphical password attacks including shoulder surfing and 

eavesdropping attacks. Passnumbers is evaluated using several metrics including security 

and usability.  
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1. INTRODUCTION 

 

Authentication is the process by which a person's identity is 

verified in a large number of applications including websites 

and mobile computing environments. It is also a way to 

establish the truth whether the data feature claimed by an 

entity is valid or not. The authentication system stores identity 

provided in the user information database within the 

computing system user information database [1, 2]. During 

verification, if the credentials entered match with this 

information stored in the database, the verification process is 

completed, and the user gets permission to access the system. 

Throughout this process, hackers have many ways to break the 

user password to access private information [3]. Therefore, 

several challenges may confront the design of authentication 

systems. One of these challenges is how to maintain high 

security, but also convenient or simple to use [3]. In the 

classical textual passwords, using a string of characters may 

be vulnerable to what is so-called the ‘Dictionary Attack’ [4], 

which relies on frequent passwords that could be used by users. 

In other words, there is a trade-off between the ease of 

passwords that can be simply guessed and its difficulty which 

is often difficult to remember. To overcome the problem of 

low security, one of the possible alternative solutions is 

graphical authentication that uses images, shapes, or patterns 

as a password easier to remember or recognize than text. 

Graphical password has been proposed as a possible 

alternative to text-based schemes, which adds more difficulty 

against some of the common attacks. For instance, the 

dictionary attack, brute force, replay attack, eavesdropping 

and spyware attacks [5, 6]. There are several advantages for 

using graphical password authentication technology which are 

i), the dictionary attacks and brute forces search are infeasible; 

ii) graphical password provides a way of making more human-

friendly passwords with high security; iii) reduces the burden 

of human memory as in the classical text-based password 

However, the graphical password is also exposed to several 

new attacks such as shoulder-surfing attacks [6, 7]. which 

requires more complected authentication approaches to 

maintain high level of security. 

In this paper, a new graphical password authentication 

called Passnumbers is proposed to enhance the legacy 

graphical password approach. Passnumbers uses numbers in 

the range from 0 to 99 for entering the password based on the 

index of both rows and columns locations on the grid cells. 

Additionally, a new method is used to encrypt the password 

over the transmission medium via encoding the password 

using the image pixels. The proposed method is resistant to 

shoulder attacks where it is very difficult for the attacker to 

monitor the entry because the password locations on the grid 

are constantly changing due to the changing of the location 

numbering of rows and column. To the best of author’s 

knowledge, no research study has been followed similar the 

procedure of the proposed Passnumbers approach.  The rest of 

the paper is structured as follows. In section 2, a concise 

literature review of the previous work is presented. Section 3 

presents the proposed Passnumbers method. Section 4 

includes the analysis and the experimental results. In section 5, 

some conclusions with key future ideas are provided. 

 

 

2. RELATED WORK 

 

Regarding the prior works, several research studies have 

been conducted to focus on the problem of information 

security and authentication. Some of these contributions that 

have been commonly used are summarized as follows. 

Sadasivam et al. [7] has proposed the Blonder authentication 
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approach in which the user can click on different positions of 

the image that are already clicked on the password creation 

phase. The advantage of this approach is to provide a hint for 

the user to recall the password. However, the main drawback 

is the password space is very little and also users cannot 

arbitrarily click on the background. Likewise, Syukri et al. [8] 

have developed the so-called Syukri authentication method 

where the users can draw their signatures using the mouse. 

Goldberg et al. [9] have proposed the Passdoodle 

authentication or (hand-drawn) method, which allows the user 

to draw on the touch-sensitive screen using a stylus. This 

enables the user to remember whole doodle images accurately 

like the alphanumeric passwords. Zhao and Li [10] propose an 

authentication approach called the Textual-Graphical 

password authentication approach. In this method, a 

combination of graphics and texts is used to avoid different 

types of attacks such as shoulder surfing, brute force attack, 

hidden cameras, and spyware attacks. 

Tao et al. [11, 12] have developed a Pass-Go graphical 

password method. In this method entering the password is 

achieved by choosing the intersections on the generated grid. 

which was inspired by the Chines game “GO”. This method 

can offer 256 bits as password space and can be applied to a 

large number of applications. However, this scheme has a 

significant drawback which is that the user can easily forget 

their stoke sequence. This causes the user to often set simple 

passwords which will reduce security and increase 

vulnerability to graphical dictionary attacks. Zangooei et al. 

[13] develop the Passpoint authentication method which is 

inspired by the idea of Blunder’s method by eliminating the 

predefined boundaries and allowing arbitrary images to be 

used. As a result, the user can click on any place on an image 

(as opposed to some pre-defined areas) to create a password. 

Chiang and Chiasson [14] have focused on the challenge of 

typing text passwords in touchscreens mobile devices, so a 

touchscreen multi-layered drawing approach has been 

proposed as a graphical password to be used in touchscreens 

devices. The proposal tries to maintain the input accuracy 

issues while keeping a secure password. 

Different other research studies have been proposed for 

graphical password technology. A hybrid pin keypad has been 

used with the graphical password authentication which can be 

deployed in banking applications [15]. The shoulder surfing 

attack is one of the main purposes of developing this method. 

Yao et al. [16] have tried to connect between the text-based 

and topological graphic passwords to improve the security of 

the authentication process. This has been applied by using 

some graph labeling that is related to some mathematical 

conjectures. The focus was on the representation of text-based 

passwords in form of topological graphic passwords.  

Likewise, pattern-based password authentication has been 

developed in the studies of Sinha et al. and Hemamalini and 

Saranya [17, 18]. In these studies, the user has to select the 

pattern type throughout the registration. In the process of login, 

the password is represented in form of a textual password that 

must be entered in order like the patterns that have been 

selected in the registration phase. Here, the style of text 

password grid is presented randomly with objects such as 

images, numbers, or characters which is more difficult against 

the shoulder surfing attack.  

All of the mentioned studies have compared different 

mechanisms of password entry that combine graphics and text 

in the authentication process and shoulder surfing attacks 

resistance. However, the password entry is rarely encrypted or 

encoded in a new way. Furthermore, to best our knowledge, 

no studies have used numbers to enter the password directly 

on the graphical grid cells as shown in the proposed method. 

 

 

3. THE PROPOSED PASSNUMBERS APPROACH 

 

The proposed Passnumbers is designed to be resistant to 

shoulder attacks where it is very difficult for the attacker to 

monitor the method of entry because the password locations 

on the gird are constantly changed, which results from 

changing the numbering of rows and columns. The 

Passnumbers is also considered a new way to encrypt the 

password based on the image data sent by the server during the 

authentication phase. In other words, the password does not 

send directly or encrypted by traditional methods, but it will 

be encoded using data from the image sent by the server. The 

detail of the Passnumbers structure approach is depicted in 

Figure 1, which consists of two main stages. The first stage 

involves entering the password. In the next stage, the image is 

sent by the server to be encrypted to encode the password. 

 

 
 

Figure 1. Structure of the proposed Passnumbers 

authentication approach 

 

3.1 Password entering technique 

 

There are two main parts included in the process of 

password entering in the proposed approach as follows. 

 

3.1.1  Grid-based password system 

The designed grid size is 10 x 10 which consists of square-

shaped cells as shown in Figure 2 (a). Numbers of rows and 

columns locations will be displayed in grid cells to enable the 

user for choosing the cells corresponding to the password. The 

selection is made by clicking on the required cell 

independently. In other words, each button will be represented 

by a pair of coordinates resulting from the intersection of the 

row and the column. Hence, the cells grid is represented by 

two-dimensional coordinate pairs as shown in Figure 2(b). The 

cell in the grid is represented by two indexes which are the row 

index (R) and the column index (C). Columns and rows of the 

grid are numbered from (0 to 99), and the arrangement of 

numbers is varying dynamically at each login process to 

strengthen the resistance to shoulder surfing attacks. The 
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applied grid size is relatively large, so it is very difficult to 

guess the password by the attackers and makes it resistant to 

guess attacks also. 

 

 
(a) 

 
 

(b) 

 

Figure 2. Graphical password grid: (a) Blank grid cell (b) 

Example of selecting a password on grid cell 

 

3.1.2  Password selection 

In the Passnumbers approach, the user can choose a set of 

numbers that depend on the size of the grid cells, which will 

be located on the intersections of the grid cells between the 

row and the column represented in the two dimensional 

coordinate pair. The point of interest in the proposed system is 

that how to locate the password in (m * n) grid cells by 

crossing the row and the column in which their locations are 

changeable in every login session to avoid the shoulder surfing 

attack. The password consists of a set of numbers chosen by 

the user in a range between (0 to 99), each value includes two 

digits which are illustrated by Figure 2-b and Eq. (1). The first 

digit in the pair is used to select the row and the second digit 

is used to select the column. This formulation is easy to use 

since it depends on numbers, which have to be entered 

graphically by clicking cells on the grid. 

 

𝑃 =  𝑉1, 𝑉2, 𝑉3, … 𝑉𝑟  (1) 

 

where, 𝑃 is the position of the cell on the grid, r is the length 

of the password and V refers to values of password containing 

two digits, which are selected as in Eq. (2). 

 

𝑉 = 𝑑1 ∗ 101 + 𝑑2 ∗ 100 (2) 

 

where, d1 represents the selection of rows (m), d2 represents 

the selection of columns (n). 

The applied policy for creating a strong and dynamic 

password has followed a set of rules that are designed to 

increase the security of passwords as follows:  

i) Minimum length of numbers (r) is 8. 

ii) Maximum length of numbers (r) is 20. 

iii) At least four of the numbers (V) are different in d1. 

vi) At least four of the numbers (V) are different in d2. 

vii) Repeating similar numbers is unacceptable. 

 

3.1.3 The authentication of the proposed system 

In authentication connection, the proposed framework 

includes two phases: the registration phase and the 

authentication phase as shown in Figure 3.  

A. Registration phase  

The registration phase involves the process of requesting the 

login to the server, which is divided into six steps. 

Step 1. User: Send his/her ID to the server. 

Step 2. Server: Check the availability of user ID, if 

the received ID exists in the database, then go to step 1 and ask 

the user for another ID, else go to step 3. 

Step 3. Server: Select a random image, then choose 

the encryption algorithm, and prepare a grid cell. 

Step 4. User: Select the password (numbers 

selection from grid cells)  

Step 5. User: Password is used as a key for an 

encryption algorithm to encrypt the image then execute the 

passnumbers approach to encode the password and send it to 

the server using Algorithm2. 

Step 6. Server: Decoding the ciphertext using 

Algorithm 3  

Step 7. Server: Store password to the respective user 

ID, then the server informs the user that the process is 

successful. 

B. Authentication phase  

The process of authentication has to implement on both the 

user and server sides. 

• Authentication at the user side 

Step 1. The user inserts his/her ID and password by clicking 

cells for the grid shown in Figure 2. 

Step 2. The image is encrypted after the user enters his/her 

password, where the password is a key for the encryption 

algorithm. 

Step 3. The password is ciphering by applying the 

passnumbers approach depending on step (demonstrate in 

Algorithm2) 

Step 4. Submit ID and graphical password, then wait for the 

response from the server. 

 

• Authentication at the Server-side 

Step 1. Select a random image and the encryption algorithm. 

Step 2. Prepare a grid cell and arrange random rows and 

columns. 

Step 3. The server verifies the user ID, if it exists in the user 

database table, go to step 4, otherwise, exit from the 

authentication phase. 

Step 4. Use a password as a key to encrypt the image. 

Step 5. Apply the decoding algorithm as shown in 

Algorithm 3 to get a plain password, then make a comparison 

with the value that has been saved in the database table, if there 

is a difference, the server will reject the login request, 

otherwise, the server has accepted the authentication request. 
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Figure 3. The authentication phase of proposed system 

(a) (b) 

(c) (d) (e) 

Figure 4. The histogram analysis results. (a) Original test image, (b) histogram of original image, (c) histogram of encryption 

image by DES, (d) histogram of encryption image by AES, (e) histogram of encryption image by Blowfish 
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3.2 The proposed cryptography technique  

 

In fact, in each request for authentication, an image that is 

randomly chosen from many images in the server's database is 

to be sent to the client side. The random selection of the image 

does not affect the efficiency of data encryption, since the 

proposed system depends on the strength of the algorithm 

which generates random numbers in each process. Using 

different images will confuse the attacker and the data analysis 

process will be highly complicated since the analyses of the 

encrypted text depended on the previous image that has been 

sent. The most important characteristic of the proposed 

method is that the data encryption process will depend on 

image data will be encrypted to obtain random values. Hence, 

any algorithm or method can be used to obtain random values 

and the entered password will be a key to encrypt the image. 

A set of encryption algorithms (AES, DES, and Blowfish) 

were used, which were applied to the image of Lena. Figure 4 

shows an approximate number of pixels for colorimetric 

values. Thus, all values between (0-255) will be represented, 

and this provides all possibilities in the password character 

encoding process to resist an eavesdropping attack. The 

randomness in password encryption depends on the entropy 

criterion of the encrypted image, where the entropy is a 

measure of the degree of randomness in the image [19-21]. 

The entropy of information for our original test images is listed 

in Table 1, along with the entropy of the encoded information. 

The absolute entropy of the entropy values of the AES, DES, 

and Blowfish encryption algorithms are 7.6064, 7.5789, and 

7.5828 respectively, which are close to the ideal number 8. 

According to the entropy statistics, the ciphertexts have a high 

level of randomness among the pixel values. 

 

Table 1. Entropy of original images and other encryption 

algorithm 

 
Original image DES AES Blowfish 

3.9877 7.6064 7.5789 7.5828 

 

3.3 Encryption and decryption methods 

 

After the image encryption process, a table will be selected 

from the middle of the image to ensure using randomly 

distributed numbers. The columns of the selected table will be 

(10 x N) and the rows will be 10, N is the number of bytes 

representing each letter in the password. In our proposed 

system we assumed N equals 5 so each digit/character from 

the password will be encoded with a 5-digits value that 

changes in each new connection process as shown in Figure 5, 

where these values are taken from the table created from the 

encrypted image data. 

 

 
 

Figure 5. Encoding encryption image pixels technique 

 

Algorithm 1: Function: Encoding Image Matrix () 

Input: 

  EG(r,c)              // Encryption image where r,c Rows 

and columns of image 

Output:  

  P(10,10)             // encoding table 

1: create a temporary variable c=0 

2: create a temporary array h=[] 

3: For i=0  to 10 // loop for rows  

4:     For j=0  to 50 step 5 //loop for columns   

5:         For k=j to j+5 //loop to select 5 values  

6:             h=h& EG[i,k]//append 5 values             

7:         End for k 

8:         p[i,c]= h 

9:         c+=1 

10:     End for j 

11:     c=0 

12:     h=[] 

13: End for i      

14: Return (P) 

15: End function 

 

• Client Side 

After entering the password by the user, the password will 

be encrypted before the transmission as shown in Algorithm 2. 

 

Algorithm 2: Image encryption 

Input: 

    G(r,c)    //Grid Cells where r,c rows and columns 

    S (n,m)  // Image  where n,m rows and columns  

     V          // password values V=(r1,r2,…., s) where 

r=0,.., r*c and s=length of  V 

 Output:  

         T             // Cipher text   

1: convert Image S to gray scale G 

2: Encryption image G(r,c) to EG(r,c)   

3: Create array P(n,m) // call  Algorithm 1 

4: Entering password by clicking on grid cells G 

//where V1=G1(n,m) , V2=G2(n,m) ,… Vs =Gs(n,m)  

5: T= [ ]  //create empty array 

6: For i=1 to s //loop to length of password 

7:     z =int (Vi/10) //read second digit  

8:     x =Vi%10 //read first digit 

9:     T[i]=Pi[z,x] //read the location of encoding 

function array 

10: End for 

 

• Server Side 

The password sent will be verified by applying the 

decryption process shown in Algorithm 3. Upon receiving the 

encrypted text, the server will perform the encryption process 

for the same image, depending on the password stored in the 

database. Afterward, when the password is correct, the user 

will have access to the system, or the process will be canceled 

in case of the wrong input password. 

 

Algorithm 3: Image decryption 

Input: 

S (n,m)  //Image  where n,m rows and columns 

V      // original password that saved in the 

database,V=(r1,r2,…., s) where r=0,.., r*c and s=length of  

V  
C           // Cipher text C=(r1,r2,…., s) where r=0,1.., 255 

and s=length of  C 
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Output:  

    D             //statues of connection   

1: Convert Image S to grayscale G 

2: Encryption image G(r,c) to EG(r,c)   

3: Create array P(n,m) // call  Algorithm 1  

4: T=[] 

5: For i=1  to s 

6:     z=int(Vi/10) 

7:     x=Vi%10 

8:     T[i]=P[n,m] 

9: End for 

10: For i=1  to s *5  \\compare cipher text of server and 

client 

11:         If T[i]<>C[i] 

12:             Break and exit ()     // send to client 

authentication rejected 

13:         End if 

14: End for 

15: send to client Authentication successful 

 

 

4. ANALYSIS AND EXPERIMENTAL RESULTS 

 

The graphical user interface of Passnumbers system shown 

in Figure 6 involves important features which are the random 

changing of the image and grid indexing numbering at each 

login session to enable the authentication system to be more 

secure. Different types of possible attackers that may face the 

proposed algorithm will be explained as follows. 

 

   
(a)                                                       (b) 

 

Figure 6. Graphical user interface 

 

 
 

Figure 7. Example of the Passnumbers approach 
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A practical example of the entire of Passnumbers approach 

is shown in Figure 6 and Figure 7. The example consists of the 

following steps. 

Step 1: The first stage represents the password insertion. 

The selected password is (8,36,13,96,68,39,52,71) which 

generated as follows: the first value a “8” is inserted by 

clicking the cell that has row number 0 and column number 8, 

the second value is inserted by clicking the cell that has row 

number 3 and column number 6 and these steps are repeated 

for all password values. 

Step 2: The second stage is image encryption. A random 

image "Lena" has been selected from a server then converted 

to grayscale. 

Step 3: start the encryption process by inserting a key from 

a client and selecting table 10 * 50 from the image. The 

proposed system creates table 10*10 similar to the size of 

graphical grid cells demonstrated in an Algorithm (2). 

Step 4: After that, the password is encoded from the table 

for the encrypted image. 

 

4.1 Shoulder surfing 

 

Shoulder surfing is an attack on password authentication by 

direct observation or by registering individual authentication 

[22]. The proposed approach resistive this attack, since the 

order of numbering for columns and rows will be changed 

dynamically within an algorithm in each new process of 

communication. Figure 8 (a) illustrates the default 

arrangement is a sequence of columns and rows, while Figure 

8 (b) it can be noticed a change in the numbering order. 

Therefore, when the attacker notices or records the entry 

process, the stolen number is useless since it cannot be used in 

the next time for entering the system. 

 

 
(a) 

 
(b) 

 

Figure 8. Arranging numbers in different ways in grid cell: 

a) Default arrangement, b) Change in the numbering order 

4.2 Replay attack 

 

In these types of attacks, the stream of messages that has to 

be sent between two parties will be copied by the attacker to 

gain access via replying to the data stream maliciously to the 

server [2]. The proposed Passnumbers approach is preventing 

this type of attack since the encrypted text will be changed in 

every login by changing the image and even in the case of 

using the same image, the algorithm that is used in the 

encryption depends on the key with a random value. Hence, 

the attacker in the event of sending the stolen text from the 

eavesdropping operation cannot contact and signs of a 

retransmission attack. 

 

4.3 Brute force attack 

 

The brute force attacks are a search and comparison process 

for all probabilities in a hope of guessing the intended 

password correctly. It is worth stating that two important 

concepts have to be considered in this type of attack, which is 

password space [23]. 

 

4.4 Password space 

 

The total number of all possible passwords of length (L) is 

100L. Therefore, the password space of the proposed 

Passnumbers scheme denoted by (Ps) can be calculated in the 

following expression.  

 

Ps=∑ 100𝐿𝐿=16

𝐿=8
 (3) 

 

For example, if L = 8, then Ps=1016, Where the graphic input 

process will take, as the best time is five seconds, while the 

time required for the attacker to complete the process equals 

up to 578,703,703,703.7 days. 

 

4.5 Eavesdropping attack 

 

In this type of attack, attackers sniff on network 

communications by listening illegally to the confidentiality 

information between the client and the server [24]. In the 

proposed Passnumers, the password is encoded with the values 

taken from the encrypted image and these values change due 

to the change of the image on each login. Analyzing the 

encrypted text from the attacker is the closest to impossible 

because the password was not entered into the encryption 

algorithm and the encoding length of each number of the 

password varies according to the system designer. Eq. (4) is 

used to determine Eavesdropping attack Ed, where B is the 

number of bytes to encode each character and L as mentioned 

earlier is the length of the password. 

 

Ed=𝟐𝟖∗𝑩∗𝑳 (4) 

 

For example, suppose the size of an encoding character (B) 

is five bytes and password length (L) is 8 characters. The 

probability number of ciphertext analysis is: 

 

E=𝟐𝟑𝟐𝟎 →2.136 e+96 

 

4.6 Usability issue  

 

The user interface of Passnumbers approach has a grid of 

cells on-screen that most users are familiar with. However, 
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only the difference being in the number selection process, 

which is resulted from the intersection of the row and the 

column. Hence, the user can easily complete the login process  .

The time factor and cost of implementing the authentication 

system is one of the most important success points in adopting 

an authentication system. Hence, it can summarize the 

advantages of implementation and improvement in the 

procedures of the work when using the proposed 

authentication technique . 

The input method through the numbers grid can be easily 

used on various authentication systems that use a mouse or 

touch screen (such as ATMs, smartphones, tablets, and 

computers)  .The use of the proposed keyboard reduces the cost 

and time of designing, manufacturing and integrating the 

physical keyboard into some authentication systems such as 

ATMs.  

 

 

5. CONCLUSION  

 

Several attacks may face users while entering a password 

such as the shoulder surfing, replay attack and eavesdropping 

attack. Hence, the actual challenge is how can develop a high 

secure authentication technique for entering a password that is 

resistant to multi attacks for graphical password with low 

complexity of entering the password and low require time. The 

proposed Passnumbers is considered as a new way to encrypt 

the password based on the image data that should be sent by 

the server during the authentication phase. it is depended on 

numbers which are difficult in guessing.  The result of the 

analysis shows that the Passnumbers is an effective approach 

since the user interaction is easy and simple because the user 

only searches on the cell from the grid and clicks on it. 

Furthermore, the proposed approach can be applied in several 

applications including desktop systems, smart phones and 

ATMs. 
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