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ABSTRACT

This article investigates and questions in what ways the management methods and mathematical
approaches, which are available for taking effective security measures in case of hazmat transportation,
can be enhanced and whether they are adequately applied in industrial practice. After all, transportation
of dangerous goods is a highly complex problem characterized with multi-modality and with multiple
stakeholders and decision makers. Empirical findings, for example, suggest that companies transport-
ing hazardous materials do not consider security to be an essential decision-influencing parameter,
for example, as regard the option to choose for multi-modal transportation. This paper explains three
possible ways to advance academic research (and to link it with industrial practice) in this ever more
important societal domain of interest: multi-criteria modeling, game-theoretical modeling, and the use
of meta-heuristics.

Keywords: Dangerous freights, Hazmat transports, multimodal transports, security.

1 INTRODUCTION

Transporting chemical substances to serve the industries using and manufacturing chemicals
(such as petrochemical plants and pharmaceutical companies, as well as paint, varnish, soap,
and detergent manufacturers) is needed for the storage, production, processing, and
distribution of raw materials, base chemicals, intermediates, etc. within and across regional,
national, and international borders. Daily transportation activities of the so-called hazardous
materials (hazmat) via roads, railways, inland waterways, and pipeline networks, are essen-
tial to national economies, and such transports are even essential to — and a necessary
condition for — a healthy world economy and our modern day lives. In fact, service industries,
including financial, medical, and social services, are only made possible by the wealth-
producing activities of production industries and the transportation activities between the
numerous chemical plants, storage- and production centers, etc. The competitiveness of all
these sectors is partly dependent on the efficient supply of chemical products. It is for that
reason that the chemical industry, including hazmat transportation, has been described as the
‘anchor’ of a modern economy [1-3]. Approximately 6% of total cargo represents dangerous
goods transportation. Hazmat transports are thus essential for the world economy and their
importance is continuously rising [4].

1.1 Safety versus security risks

In the current global context of industrial activities, the prosperity and wealth of nations may
indeed be heavily affected, to some extent, if a major disruption of the hazmat transportation
system would occur. Millions of hazmat shipments move daily through worldwide transpor-
tation systems. Operational risks associated with these shipments can be generated by either
accidental circumstances (safety risks) or by intentional actions (security risks) [5]. Thus,

© 2012 WIT Press, www.witpress.com
ISSN: 2041-9031 (paper format), ISSN: 2041-904X (online), http://journals.witpress.com
DOI: 10.2495/SAFE-V2-N1-69-79



70 Genserik L. L. Reniers, Int. J. of Safety and Security Eng., Vol. 2, No. 1 (2012)

safety and security are two related concepts [6-8]; however, they have a different basis:
safety is non-intentional, whereas security is intentional [9]. In the case of security, this
implies that an aggressor who is influenced by the physical environment and by personal
factors is present [10,11]. The hazmat transportation system obviously goes hand in hand
with all kinds of safety and security risks.

Safety and security risks are to be identified, analyzed, assessed, and evaluated in a
different way. An assessment of safety risks requires consideration of (safety-related)
scenarios, consequences, exposure to the risks, (quantitative) frequencies or probabilities, or
(qualitative) likelihood. In case of an assessment of security risks, (security-related) scenar-
ios, (qualitative) likelihood, consequences, threat, vulnerability, and target attractiveness are
to be taken into account. It should be noted that target attractiveness is in function of time,
political climate, etc., and can thus rapidly change.

For safety risks, (safety) risk assessment methods are used, whereas threat analyses or
vulnerability assessments form part of security risk assessment methods. Fixed risks are also
quite different from moving (transport-related) risks, and taking security measures in case of
hazmat transports often depends on the situation at hand. For example, with the exception of
transport through pipeline, transported hazmat are not permanently present at a certain spatial
point to perform transportation risk calculations. Spatial planning around a transportation
route can differ greatly from the surroundings of a fixed installation within a chemical plant;
taking risk-reducing measures is not always straightforward (e.g. an automatic sprinkler
installation is very difficult to implement for hazmat transports, etc.), experts or specialists
are not always present within a predefined period of time at a dangerous goods transport
accident scene, etc.

1.2 Safety and security risks with respect to hazmat transports

Compared with the average non-hazmat truck shipments accident rate (which was
0.73 per million vehicle miles in the USA), hazmat truck shipment accidents remain rare
events (on average 0.32 per million vehicle miles in the USA) [12]. Nonetheless, although
the number of deaths and injuries due to all traffic accidents dwarfs the fatality and injury
figures of hazmat-related accidents, public concern about the risk of hazmat incidents is
rather intense. Even minor incidents involving chemical freights strongly attract the attention
of the general public, policymakers, and industrialists. This is primarily due to the involun-
tary nature of the risk and the potential for significant consequences in case of such accidents.
Despite the fact that there is genuine public concern about the operational risks associated
with hazmat transportation systems, complete protection of these systems is economically
and practically infeasible. Therefore, there is a need for a multi-disciplinary perspective on
hazmat security, including taking the different transport modes into account. Safety and secu-
rity management specialists need to collaborate with transport (and other) experts using
methods, such as the mathematical techniques of multi-criteria analysis, game-theory, and/or
operations research. Such a holistic managerial approach should lead to more objective and
cost—effective assessments and prioritizations of defenses and countermeasures against the
existing hazmat transportation threats.

Although until present, the number of security-related accidents involving hazardous sub-
stances is rather limited in the Western world, a wide variety of security threats do exist
against hazmat transports. A chemical shipment can fall victim to a number of different types
of attacks inspired by terrorism. These types of attacks, combined with recent accidents, are
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changing the perception and tolerance of managing the risks of hazmat transportation opera-
tions. The vulnerabilities of the transportation infrastructure and the potential consequences
of hazmat transportation incidents urge policymakers to take action, resulting in worldwide
calls for legislation directed at increased security, rerouting of hazmat shipments with empha-
sis on security, and the push for application of inherently safer technologies, leading to
enhanced security as a natural by-product. Public and private stakeholders fully agree upon
the need for dangerous freight transports to be made safe and secure and to be organized as
efficiently as possible.

1.3 The need for intelligent security countermeasures

There are simply too many hazmat transports to protect all of them in an equally efficient
way. Hence, ‘Maginot Line’ thinking should be abandoned and intelligent choices and deci-
sions have to be made regarding the priority of which hazmat transport (which transport
routes and which transport modes) need protection. The best defense against terrorist attacks
on hazmat transport targets are effective hazmat transport security vulnerability assessments
and collaboration between and across the private sector, local, national, and international
cooperating authorities as well as the use of adequate mathematical techniques.

2 IMPORTANCE OF SECURING HAZMAT TRANSPORTS

As indicated in the previous section, global trade has resulted in more worldwide national
and transborder shipments of raw materials, dangerous goods, hazardous wastes, etc., than
ever before. The volume of traffic and the speed with which the transports move continue to
increase in both developed and developing countries. Remarkably, there have been relatively
few intentional mass-casualty disasters associated with hazmats transports, especially when
one considers the volumes carried per container, the number of shipments each year, and the
direct proximity of the public. Historically, only a very limited number of incidents causing
mass casualties have happened worldwide, when expressed per billion ton-miles.

Until present, the terrorist threat to the hazmat transportation system has gained far less
attention from political and industrial policymakers than the threat to passenger transport
since very few terrorist organizations have made a serious attempt to either target hazmat
transports or to use hazmat transports as their means of attack in countries belonging to the
Western world. However, the repercussions of a terrorist attack on the hazmat transportation
system may be substantial.

Terrorist actions may be targeted to obtain as many human fatalities as possible or to cause
as much economic devastation as possible. At their worst, terrorist actions may be aimed at
realizing both human fatalities and economic devastation. It is important to note that under
the present circumstances, the hazmat transportation system, in the United States as well as
in Europe or any other part of the world, if under attack in an intelligent way, can be employed
by terrorists to attain both these goals simultaneously.

Especially in the transportation system, escalation effects from an attack may be far-
reaching. As an example, 191 people were killed and some 1,800 were injured and the
European markets (FTSE) dropped by a calculated $55 billion in the Madrid terrorist attack
on March 11, 2004. As another example, the estimated cost on the entire supply chain of a
weapon of mass destruction shipped via container is some $1 trillion [13].

Therefore, to proactively limit the potential number of human fatalities and the huge
economic costs, it is crucial that academic research is carried out from a multi-disciplinary
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and multi-modal viewpoint to identify, assess, and prioritize transborder transportation
system security risks and to take proactive actions and countermeasures accordingly.

3 UNI-MODAL VERSUS MULTI-MODAL TRANSPORTATION

Dullaert er al. [14] indicate that since the beginning of multi-modal transportation, the
academic literature has offered a variety of definitions. Faust [15] defines multi-modal trans-
port as ‘the transport of goods by at least two different modes of transport on the basis of a
single multi-modal transport contract’. Hayuth [16] explains inter-modality as ‘the move-
ment of cargo from shipper to consignee by at least two different modes of transport under a
single rate, through-billing, and through-liability. The objective of inter-modal transportation
is to transfer goods in a continuous flow through the entire transport chain, from origin to
final destination, in the most cost- and time-effective way’. At present, the European Union,
the European Conference of Ministers of Transport (ECMT) and the United Nations Eco-
nomic Commission for Europe (UN/ECE) have accepted the following definition of combined
transport in Europe: ‘Inter-modal transport where the major part of the journey, in Europe, is
by rail, inland waterways or sea, and any initial and/or final legs carried out by road are as
short as possible’ [17].

Both in academic and professional publications, inter-modal, multi-modal, and combined
transport are often used as synonyms. They all share the same difference with uni-modal
transport: more than one transport mode is used for moving cargo from an origin to a destina-
tion, usually involving stopovers at terminals for changing transport modes.

When comparing different transport alternatives to determine an optimal transport
route composed of different transport modes, one should not only consider, for example,
the transportation costs of each alternative but also the security issues associated with
each option.

Multi-modal transportation is very much prevalent in the chemical industry, using roads,
railways, barges, ships, and pipelines to transport goods. A variety of companies are usually
active within one of the available transportation and they rarely operate within several of the
mode at the same time. Nonetheless, by transporting chemical products employing different
modes (e.g. moving goods from road onto rail, ship or pipeline or vice versa, for security
considerations), the chemical industry and its Logistics Service Providers can probably
greatly improve their security scores.

Hence, the security resource allocation problem exists on both intra- and inter-modal
levels. On an intra-modal dimension, the authorities or the companies responsible for the
transport have to decide what security measures have to be taken on which transportation
routes (belonging to the same mode) available between point A (e.g. a company, a city, or a
storage park) and point B. This decision regarding security resource allocations should take
into account all existing and feasible uni-modal transportation routes between point A and
point B and it should be repeated for all dangerous freights that the authorities or the compa-
nies wish to investigate. On an inter-modal dimension, the different available mode for
transporting certain dangerous freights between point A and point B should be investigated
and security resources allocated between the different modes. This adds an extra complexity
to the uni-modal security resource allocation problem. Actually, multi-modal planning is
more difficult than uni-modal planning, both on an operational (e.g. planning of individual
shipments) and a tactical/strategic level (e.g. planning of flow of goods through the network).
Therefore, an even stronger need for support by a transportation security risk model is present
in the multi-modal case. Elaborating a user-friendly model and accompanying tool that
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supports decision-making by private and public stakeholders to allocate security resources
from an intra-modal and an inter-modal viewpoint is thus very much needed.

In fact, the idea of developing a model or a tool addressing security-related issues and
specifically aiming them at supporting decisions for preventing or mitigating intentional
designed malicious acts on transportation infrastructure from a multi-modal perspective has
only very recently gained attention in the academic world.

4 HAZMAT TRANSPORT INDUSTRIAL SECURITY PRACTICES: AN
INTERNATIONAL QUALITATIVE STUDY
In this section, we qualitatively investigate current industrial security practices in Belgium
and in Italy regarding hazmat transportation. The research objectives of our study were to
obtain an insight into the current situation with regard to the knowledge, management and
attitudes toward operational security of firms transporting dangerous goods and to learn
whether security is a driver for multi-modal transportation.

An in-depth literature study has led to drafting four hypotheses, which are discussed here-
after. The hypotheses were studied via a survey of Belgian and Italian companies. The
methodology that was used to gather the empirical data was telephone interviews using an
interview guide containing a list of 19 questions. In total, 52 Belgian companies were con-
tacted, from which 11 participated in the study; 67 Italian firms were contacted, from which
19 participated in the study. This reflects to a response rate of 25% for the whole study.

The first hypothesis was formulated as

‘Security is a well-known concept within hazmat transportation firms. Companies are
Sfamiliar with security techniques and measures to assess security risks’.

The study indicated that security is well known within hazmat transport companies. In
the sample, transports are organized based solely on costs (53%), based on costs and
security (40%), or based solely on security (3%). Furthermore, a variety of methods exist
to assess security risks. No single method is preferred (or better known) over another one.
Some used techniques are: hazop, what-if analysis, safety-audits, checklists, and evacua-
tion plans.

A differentiation of security measures is employed: human factor measures (43%), organi-
zational measures (38%), and technical measures (19%). The first hypothesis therefore can
be accepted.

The second hypothesis was formulated as

‘Vulnerability and threat analyses are essential approaches in dealing with hazmat trans-
portation security’.

Vulnerability and threat analyses are very seldom used: only in 10% of the cases did par-
ticipating companies carry out a Security Vulnerability Assessment. Those seldom cases
were only represented by some major companies with more than 95% international trans-
ports, recognizing the potential threats for their transports. This hypothesis, thus, does not
hold valid for the large majority of the participating firms.

The third hypothesis was formulated as

‘Security is regarded as an important domain within hazmat transport firms, reflecting into
plants’ investment policies’.

Investments in security, in relation to the firms’ revenues, are very low, both in Belgian and
in Italian companies (<1% of revenues). Especially when comparing the security investments
with potential costs in case of terrorist attacks, they seem to be highly insufficient. The third
hypothesis can therefore also be rejected.
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The fourth hypothesis was formulated as

‘Multi-modal hazmat transportation is well-known by transport firms and is used to
increase security of hazmat transports’.

The study revealed that inter-modal transport is well known by transport firms, but it is
seldom used to increase security: only one out of 30 companies participating in our research
claimed to use multi-modal transport for security reasons. The main reason for using inter-
modal transportation is efficiency optimization (from a commercial viewpoint, a supply
chain managerial viewpoint, etc.). Therefore, hypothesis four does only partially hold true.

As a conclusion and a recommendation from this international study, security deserves
much more attention from industrial hazmat transporters. The next section describes some
possible approaches that can be used by the academic world to enhance the importance of
security from a theoretical viewpoint, and in this way to decrease the gap between industrial
practice and academic knowledge.

5 ADVANCING SECURITY ASSESSMENTS OF MULTI-MODAL

HAZMAT TRANSPORTATION
Verma and Verter [18] are the first to examine population exposure due to hazmat transporta-
tion through inter-modal service networks. In their 2010 paper [19], they suggest a
lead-time-based approach for planning rail-truck inter-modal transportation of dangerous
goods. Bell [20] shows that, for repeated hazmat shipments through a network, where the
accident probabilities over the various links in the network are unknown, the safest strategy,
in general, is to use multiple routes for each origin—destination pair. Bersani et al. [21] further
demonstrate that spreading the risk both in space and in time further ameliorates the routing
problem. Dadkar er al. [22] develop a game-theoretical model to represent the interaction of
shipper/carrier and terrorist for hazmat transports and — by solving the model — give an idea
of how routing decisions might be analyzed under terrorist threat. Garrido [23] presents
mathematical models to identify possible hijacked vehicles’ routes to vulnerable targets,
assuming that probabilities of interception by law enforcement agents depend on the
investment in defense resources. Murray-Tuite [24] demonstrates how Bayesian analysis can
be used to update attack scenario probabilities after receiving new information on
transportation risks.

However, to the best of the author’s knowledge, no user-friendly multi-modal approach
currently exists for assessing and prioritizing security risks (threats/vulnerabilities) related to
the transportation of hazmat. The method should be understandable not only for academics
but also for trained professionals and political decision makers. In addition, the method
should allow for simulation exercises (e.g. the user should be able to translate countermeas-
ure improvements into the results of the threat assessment).

Different possibilities exist to meet this need to develop a method for multi-modal
assessment of hazmat transports. In any case, the approach implies the relative determination
of hazmat transports or security countermeasures: different types of hazmat transports and/
or various preventative and/or mitigation measures are relatively ranked toward each other.
This way, one can obtain a notion of the relative (security related) vulnerability of transport
routes and transport modes, thereby taking, for example, infrastructure characteristics and
types and amounts of various transported chemicals into account. Using the obtained ranking
results, a decision-maker can make more objective decisions on taking countermeasures for
a certain hazmat transport routes or can make a more neutral multi-modal choice of a hazmat
transport route.
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A first possibility concerns the use of multi-criteria analysis for developing and
implementing a tool to deal with security of multi-modal hazmat transports.

The methodology should present a user-friendly approach to determine relative security
risk levels of the different modes of hazardous freight transport (e.g. road, railway, inland
waterways, and pipeline transportation), taking into account various possible countermeas-
ures. Likelihood parameters of security-related accidents in which dangerous freight is
involved, with the possibility of causing fatalities in the surrounding population, should be
considered, together with the consequences of accident scenarios, to determine transportation
route security risk levels. Such an approach should lead to a multi-modal user-friendly secu-
rity threat assessment tool, which can be used by policymakers as well as by industrialists
(shippers or logistics service providers). The generic method would allow for comparing the
security risk levels of the different routes of transportation of hazardous goods and for taking
countermeasures from a uni-modal as well as from a multi-modal perspective.

A second possibility involves the development and the use of a game-theoretical model
and tool.

Since the terrorist attacks on September 11, 2001, game theory has been increasingly
employed as a mathematical tool to deal with security decisions faced with adaptive adversaries.
In particular, recent literature includes Bier [25]; Bier et al. [26]; Zhuang and Bier [27]; Heal
and Kunreuther [28]; Paruchuri et al. [29]; Bier et al. [30]; Dighe et al. [31]; Guikema and
Aven [32]; and Zhuang ef al. [33] See Sandler and Siqueira [34,] for an extensive survey. More
specifically, gaining insight into the nature of optimal defensive investments yielding the best
trade-off between investment costs and critical infrastructure security was also already subject
of an important amount of scientific research. See Brown et al. [35]; Azaiez and Bier [36];
Levitin [37]; Patterson and Apostolakis [38]; Levitin and Hausken [39]; Hausken [40]; Liu
et al. [41]; Hausken and Levitin [42]; Golany et al. [43]; and Reniers [44].

However, to date, no concrete attention has been paid to the multi-modal transportation
security resources allocation decision problem from a game-theoretical viewpoint. This is
thus a research subject deserving much more attention from the academia. In case of the
multi-modal transportation problem, the focus should be on the development of an attacker—
defender model (based on game theory). A dynamic game with incomplete information, in
which the defender chooses how to allocate the security resources (on which transport routes,
on which modes, etc.) and then an attacker chooses which target to attack (which route,
which mode, etc.) according to a multi-attribute utility function, can be considered. A model
focusing on multi-modal transportations of hazardous substances should make the decision
process of taking security countermeasures allocations in a complex transportation network
more objective and (subsequently) more justified.

Cox [45] indicates that the game theory and risk analysis are mutually reinforcing to obtain
effective risk management recommendations for allocating security resources. Therefore, a
tool based on multi-criteria analysis and one based on game-theory used by private and pub-
lic stakeholders might lead to a truly more secured hazmat transportation system.

A third possibility consists of using meta-heuristics. Heuristic methods do not come with
a guarantee that the optimal solution will be found. Instead, they attempt to find a solution
that is ‘as good as possible, in a computing time that is as small as possible’. Heuristics are
more flexible than exact methods, in that the amount of time allowed to the method may be
determined by the application: some applications require almost-instant decisions (e.g.
rerouting a car when it has taken a wrong turn), whereas others may be allowed hours or even
days (e.g. strategic decisions, such as determining the location of inter-modal terminals). A
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meta-heuristic is defined as a ‘high-level problem-independent algorithmic framework that
provides a set of guidelines or strategies to develop heuristic optimization algorithms’
(Sorensen and Glover, to appear). It is not difficult to see that the multi-modal hazmat trans-
portation optimization problems generally classify as both large and complex. For this reason,
meta-heuristics present a possible approach to tackle such problems.

In today’s global economy, many different decisions need to be taken regarding hazmat
transports, both short-term operational decisions and long-term strategic and tactical
decisions. Moreover, the amount of time that is available to solve problems of hazmat trans-
portation is restricted. Although this is especially true for operational models in which
short-term decisions are made, there is also a preference for strategic decisions to be as fast
as possible. The reason for the latter is that such decisions are typically not taken in a one-
shot way but by using an integrated decision tool in which the user can manually test certain
assumptions. For a given user-input scenario, the optimization algorithm integrated into the
decision support tool should be able to quickly determine a ‘good enough’ answer.

Hence, the sheer size and complexity of most realistic multi-modal hazmat transportation
optimization problems, as well as the diversity of problems encountered in real life, plea for
the use of meta-heuristic optimization tools.

6 CONCLUSIONS
Controlling and managing risks with regard to multi-modal hazmat transports become ever
more important for industrialists and policymakers. Security risks especially (associated with
intentional acts, such as terrorist attacks) are subject of the emerging research field devoted
to the hazmat transportation system.

Following the results of an international survey, industrial practice with regard to the
security of hazmat transports is characterized by the following: (i) there are no widely
accepted and used analysis methods for security risks; (ii) vulnerability and threat assessment
methods are seldom used, only by some major companies who are internationally active;
(iii) security investments are very low compared with companies’ revenues and with the
firms’ costs if a terrorist attack would be executed on these firms; and (iv) security is not an
issue for a shift toward more multi-modal transportation.

Methodologies and accompanying software, therefore, need to be developed to deal with
the complex multi-modal and multi-stakeholder hazmat transportation security problem and
the associated security resources allocation problem. Three possible mutually reinforcing
ways for advancing multi-modal hazmat security are represented by multi-criteria analysis,
game-theory, and meta-heuristics. These mathematical techniques promise to help tackle
hazmat transport security of the next generation.
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