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Credit card fraud has increased with the rapid expansion of digital payment systems, 

resulting in substantial financial losses and growing security concerns for users and 

financial institutions. Conventional machine learning approaches typically analyze 

transactions as independent tabular records, limiting their ability to capture temporal 

dynamics and complex relational dependencies among transaction sequences. This paper 

proposes a Unified Spatiotemporal Dynamic Graph Neural Network (USDGNN) for 

credit card fraud detection. The framework chronologically organizes transactions into 

temporal snapshots and applies K-Nearest Neighbors (KNN) to construct a dynamic graph 

for each snapshot, thereby representing local relationships among transactions over time. 

Stacked Graph Convolutional Gated Recurrent Unit (GConvGRU) layers jointly learn 

structural and temporal dependencies, while cost-sensitive training is employed to 

mitigate the severe class imbalance inherent in credit card fraud data. The proposed 

framework is evaluated using a benchmark real-world credit card transaction dataset and 

compared with Logistic Regression (LR), Naïve Bayes (NB), and Random Forest (RF) 

using accuracy, precision, recall, F1-score, and ROC-AUC. Experimental results show 

that USDGNN achieves an accuracy of 0.9991, precision of 0.8478, recall of 0.8667, and 

the highest F1-score among the evaluated models of 0.8571. The RF achieves higher 

precision, whereas LR and NB achieve higher recall. Under the reported chronological 

evaluation setting, these findings indicate that USDGNN provides a comparatively 

balanced precision–recall trade-off while explicitly capturing structural and temporal 

transaction relationships. The results demonstrate the potential of dynamic spatiotemporal 

graph learning as an effective framework for credit card fraud detection. 
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1. INTRODUCTION

The fast integration of electronic payment methods and 

state-of-the-art e-commerce systems creates an important 

environment for a revolution in financial transactions, making 

them fast, convenient, and globally accessible [1, 2]. However, 

this advanced transformation also adds critical challenges in 

the security landscape, especially the increasing prevalence of 

credit card fraud [3]. Malicious activity has become more 

concentrated and characterized by sophisticated and diverse 

behaviors, leading to financial losses in finance, introducing 

security risks, and making financial systems untrustworthy [4]. 

Credit card fraud has been exposed in different forms, 

showing how the malicious behavior of hackers has evolved. 

A common fraud scenario includes identity theft [5], card-not-

present [6], skimming of the card [7], account takeover [8], 

and synthetic identity fraud [9]. 

The above scenarios reveal how attackers exploit both 

human misuse and technical vulnerabilities. Beyond 

individual incidents, such fraud severely impacts 

organizations, causing significant financial losses and 

reputational damage and eventually driving customers to 

churn and lose trust in payment systems. 

Although the fraud detection process is important, 

traditional approaches are still limited in addressing confusing 

fraud behaviors [10]. Traditional machine learning systems 

deal with transactions as separate records within the datasets, 

depending on handcrafted features and static learning methods 

[11]. Such methods struggle with several limitations, 

including their deficiency in detecting relationships between 

entities, their inability to handle class imbalance, their lack of 

awareness of concept drift, and limited temporal awareness. 

Consequently, they suffer from detecting evolving fraudulent 

patterns effectively [12]. 

To counter the limitations discussed above, current research 

is leaning more towards deep learning techniques such as 

Graph Neural Networks (GNNs). The GNN model can play a 

significant role in modeling complex structures by modeling 

financial transactions along with their associated nodes, such 

as card, user, device, and merchant, on a graph. Modeling this 

is essential for fraud detection because hackers can cluster and 

hide dependencies across multiple entities [12]. However, 
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numerous state-of-the-art GNN-based methods usually 

operate on static graphs, which cannot represent the time-

evolving nature of transactions. 

In the real financial system, fraudulent acts constantly 

change within the same environment; transaction patterns 

evolve, and attackers learn to adjust their strategies to avoid 

detection. Given these examples, including temporal data in 

graph models is necessary to capture the dynamics of pattern 

evolution. This is achieved through a Dynamic Graph Neural 

Network (DGNN) [13]. 

Given these challenges, this paper proposes a Unified 

Spatiotemporal Dynamic Graph Neural Network (USDGNN) 

framework to detect credit card fraud. In USDGNN, we use K-

Nearest Neighbors (KNN) to build a dynamic graph and 

partition the transaction dataset based on temporal conditions. 

The integration of Graph Convolutional Gated Recurrent Unit 

(GConvGRU) combines graph convolution with Gated 

Recurrent Units, allowing the proposed approach to learn 

temporal and spatial relations effectively. 

To validate the effectiveness of the proposed approach, the 

experiments will be conducted on a real-world dataset of credit 

card transactions. Moreover, the proposed framework will be 

compared to traditional machine learning approaches such as 

Naïve Bayes (NB), Logistic Regression (LR), and Random 

Forest (RF). The analysis will be done using metrics such as 

accuracy, precision, recall, F1, and AUC-ROC. 

The contributions to the proposed work can be summarized 

as follows: 

•Develop a spatio-temporal graph neural unified framework 

by combining temporal transaction modeling, dynamic graph 

building, and graph recurrence learning for end-to-end credit 

card fraud detection.  

•Construct a temporal snapshot-based KNN graph 

representation for the transaction network, taking into 

consideration both structural relationships and temporal 

evolution of transactions.  

•Design a cost-sensitive stacked GConvGRU framework to 

learn spatio-temporal information in the presence of heavy 

class imbalance simultaneously.  

•Evaluate the proposed framework on the Université Libre 

de Bruxelles (ULB) credit card fraud dataset using a 

chronological train–test setting and compare its classification 

performance with Random Forest, Logistic Regression, and 

Naïve Bayes in terms of accuracy, precision, recall, F1-score, 

and ROC-AUC. 

The remainder of the paper is organized as follows. Section 

2 presents the related literature, focusing on existing 

approaches for detecting fraud in credit cards. Section 3 

demonstrates the proposed methodology, focusing on the 

temporal USDGNN framework and its constituent 

components. Section 4 outlines the experimental design and 

testing environments, presents and analyzes the results, and 

provides a fair, unbiased evaluation and comparison with 

baseline models. Finally, Section 5 concludes the paper and 

highlights promising directions for future work. 

 

 

2. RELATED WORK 

 

Credit card fraud detection has evolved significantly over 

the past decade, as fraudulent activities have become more 

severe and continue to hinder the growth of digital payment 

environments. Researchers have conducted extensive studies 

on credit card fraud detection using traditional machine 

learning (ML) models, deep learning models, graph-based 

methods, and DGNN architectures. This section provides the 

most related studies, organized by methodological paradigm, 

and reveals the research gaps that motivate the current work. 

 

2.1 Traditional machine learning and deep learning 

approaches 

 

Early credit card fraud detection methods relied mainly on 

rule-based, statistical, and conventional machine learning 

techniques. Comparative data-mining studies identify severe 

class imbalance as a principal challenge affecting fraud 

detection performance [14]. Models such as LR, DT, SVM, 

XGBoost, and RF remain widely used because of their 

computational efficiency and interpretability; however, they 

generally treat transactions as independent tabular instances 

and depend strongly on predefined or handcrafted attributes. 

Ensemble methods such as RF and XGBoost have reported F1-

scores of up to 0.89 on imbalanced fraud datasets, whereas 

classifiers such as SVM show weaker performance under 

severe class imbalance [15]. 

Data-level and algorithm-level imbalance-handling 

strategies, including SMOTE, Random Undersampling 

(RUS), and hybrid resampling techniques, have been 

extensively investigated for credit card fraud detection. 

Reported results indicate that combining SMOTE with RF can 

increase classification accuracy to 99.89%, while boosting-

based methods such as CtRUBoost have achieved precision 

values of up to 95.7% [16]. Nevertheless, these approaches 

primarily address class-distribution imbalance and do not 

explicitly model structural relationships among transactions or 

their evolving temporal dependencies. 

Hybrid deep-learning approaches have also combined 

autoencoder-based anomaly detection with GNN components 

and Lambda-style architectures for real-time fraud analysis; 

however, reported performance remained limited, with an 

accuracy of approximately 78% in one evaluated configuration 

[17]. 

 

2.2 Graph Neural Network for fraud detection 

 

GNNs have emerged as an appealing paradigm for fraud 

detection because financial operations represented by 

transactions form a network in which users, merchants, 

devices, and cards are nodes and transactions are edges. GNN 

methods can capture structural anomalies that traditional ML 

methods fail to capture. 

Early GNN-based fraud detection approaches commonly 

relied on static or homogeneous graph representations. 

Encoder–decoder graph architectures have represented 

consumers and merchants as graph entities and incorporated 

engineered attributes such as distance and rolling averages, 

achieving an F1-score of 0.86 and an ROC-AUC of 0.92 on 

the Sparkov synthetic dataset [18]. However, temporal 

information in such approaches is typically encoded as static 

attributes rather than through explicitly evolving graph states, 

limiting their ability to represent changes in fraudulent 

behavior over time. This hinders the model from adapting to 

changing fraud patterns.  

Event-based temporal graph models provide an alternative 

to fixed snapshots by treating transactions as a continuous 

stream of timestamped events and using memory and gated 

recurrent unit (GRU)-based mechanisms to retain temporal 

context; reported performance includes an F1-score of 0.4523 
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and an AUC of 0.7255 [19]. More recent temporal graph 

approaches explicitly incorporate time-dependent information 

into graph learning. Causal temporal graph models combine 

causal inspection and intervention mechanisms with temporal 

graph features to improve generalization against evolving 

fraudulent behavior, with reported AUC and F1-score values 

of 0.825 and 0.721, respectively, on the FFSD dataset [20]. 

These approaches demonstrate the importance of temporal 

graph modeling but employ specialized architectures and 

evaluation protocols that differ from the snapshot-based 

USDGNN framework. 

Recent reviews further demonstrate the increasing 

importance of graph representation learning for financial fraud 

detection. Systematic evidence indicates that GNN-based 

methods can exploit relational structures among financial 

entities and transactions that conventional tabular classifiers 

do not explicitly capture, while also identifying temporal and 

dynamic graph modeling as important directions for evolving 

fraud scenarios [21]. More recent analyses organize financial-

fraud GNNs according to their graph-learning architectures 

and emphasize the importance of capturing complex relational 

patterns, architectural adaptability, and deployment 

considerations in real-world financial networks [22]. Graph-

learning research has also highlighted scalability, robustness, 

interpretability, and the dynamic nature of financial networks 

as continuing challenges for practical fraud-detection systems 

[21]. These findings reinforce the motivation for USDGNN, 

which combines transaction-level graph construction with 

recurrent graph learning to model both structural and temporal 

information. 

Our proposed credit card fraud detection system uses 

continuous time with a dynamic GNN framework and 

memory-based temporal modeling under realistic criteria of 

imbalanced and delayed feedback. 

 

2.3 Research gap and motivation 

 

Although machine learning, deep learning, and GNNs have 

significantly improved credit card fraud detection, several 

limitations remain. Conventional machine learning algorithms 

treat each transaction as an independent case and therefore do 

not capture relationships within the data. Although graphs 

improve dependency modeling, existing solutions mostly rely 

on static graphs and cannot capture time dependencies in 

financial transaction data. Temporal GNN-based solutions 

overcome this problem but lack a general framework for 

temporal graph generation. Therefore, a research gap exists in 

developing an integrated temporal graph learning framework 

that simultaneously captures structural relationships, temporal 

evolution, and severe class imbalance. To address this gap, this 

study proposes a USDGNN framework that combines 

chronological transaction ordering, KNN-based temporal 

graph snapshots, stacked GConvGRU learning, and cost-

sensitive optimization into a unified pipeline for robust and 

reproducible credit card fraud detection. Table 1 highlights the 

methodological comparison of representative credit card fraud 

detection approaches and the proposed USDGNN framework. 

Table 1 compares the methodological attributes of various 

representative credit card fraud detection models. Traditional 

machine learning algorithms fail to model structural or 

temporal relationships between transactions. Graph methods 

improve fraud detection by modeling interactions between 

transactions, but most rely on static graph representations or 

have limited ability to address class imbalance. Even though 

temporal graph algorithms take into account time relations, 

they apply specialized architectures for certain cases. 

 

Table 1. Methodological comparison of representative credit 

card fraud detection approaches and the proposed Unified 

Spatiotemporal Dynamic Graph Neural Network (USDGNN) 

framework 

 

Study G T D I Key Limitation 

[14] × × × ◐ Independent transactions 

[15] × × × ◐ No structural learning 

[17] √ √ × ◐ Static graph 

[18] √ × × ◐ Static encoder–decoder 

[20] √ √ √ ◐ Specialized architecture 

Proposed 

USDGNN 
√ √ √ √ Unified framework 

Note: G = graph modeling, T = temporal modeling, D = dynamic graph 

updates, I = imbalance handling, √ = supported, × = not supported, ◐ = 

partial/limited support. 

 

Related cybersecurity studies further demonstrate the 

effectiveness of data-driven learning methods across different 

threat-detection tasks. Machine learning combined with 

feature selection has been applied to improve phishing website 

detection using URL-based features [21], while comparative 

evaluations of machine learning and deep learning have 

examined their effectiveness for network intrusion detection 

[22]. These studies further illustrate the broader applicability 

of learning-based approaches to cybersecurity detection 

problems. 

Recent systematic reviews confirm that, despite substantial 

progress in GNN-based financial fraud detection, important 

challenges remain in modeling dynamically evolving 

transaction relationships, designing robust graph structures, 

and maintaining effective learning under highly imbalanced 

financial data [21-24]. These observations further motivate the 

proposed USDGNN framework, which integrates 

chronological transaction modeling, snapshot-based KNN 

graph construction, recurrent graph learning, and cost-

sensitive optimization within a unified fraud-detection 

pipeline. 

 

 

3. METHODOLOGY 

 

This study presents a temporal fraud detection method that 

relies on DGNNs for tracking and modeling the transaction 

behavior that evolves in credit card systems. Unlike existing 

approaches that either process transactions independently or 

represent them using static graphs, the proposed framework 

models fraud detection as a sequence of evolving graph 

learning tasks. Transaction data is initially arranged 

chronologically and split into temporal snapshots; each 

snapshot is then represented as a graph constructed via feature-

space similarity. This set of graph snapshots facilitates 

recurring graph learning with the help of GConvGRU. In this 

way, the framework can detect not only transactional 

relationships but also the dynamics of transactions through 

time. 

Rather than proposing a novel GNN architecture, this paper 

presents a unified temporal graph learning approach that 

systematically combines chronological transactions, KNN-

based graph generation, GConvGRU-based graph 

representation learning, and cost-sensitive optimization into a 

single pipeline. While each component has been examined 
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separately, integrating them to detect credit card fraud has 

been studied less often.  

This framework is designed to address structural relations 

between transactions, time-related changes in behavioral 

patterns, and severe class imbalance, providing a realistic 

approach to fraud detection. Figure 1 illustrates the overall 

workflow of the proposed credit card fraud detection 

framework, depicting the complete processing pipeline from 

raw transaction acquisition to model evaluation and 

performance comparison. 

 

 
 

Figure 1. The flow diagram of the Unified Spatiotemporal Dynamic Graph Neural Network (USDGNN) framework 

 

The flow diagram illustrates the process of transferring 

transactional records into temporal graph snapshots, training a 

multi-layer GConvGRU-based USDGNN model, and 

ultimately comparing traditional ML models, including RF, 

NB, and LR, against the proposed USDGNN model. The flow 

diagram in Figure 1 details the temporal batching process, 

graph construction, dynamic learning and evaluation, and how 

these components integrate into a unified fraud detection 

framework. Below, we provide a brief illustration of the flow 

diagram; the next subsection details each stage.   

The first step in the proposed fraud detection framework is 

to read raw credit card transactions and prepare them for 

preprocessing and temporal ordering. Then, the transactions 

are partitioned into snapshots of fixed size, where each 

snapshot is transformed into a graph using a similarity 

technique under the KNN algorithm. The resulting dynamic 

graph is then fed into the multi-layer GConvGRU-based 

USDGNN, which forces the model to learn temporally 

frequent instances. 

To handle the class imbalance issues inherent in the credit 

card fraud detection dataset, a cost-sensitive method is adopted 

during the optimization. At the end of the framework, the 

proposed USDGNN’s performance is assessed and compared 

against traditional machine learning algorithms. 

 

3.1 Dataset description and preprocessing 

 

The credit card fraud detection dataset is used to evaluate 

the current work and is available on Kaggle. The dataset is 

released by the ULB, which reflects the real-world credit card 

transactions conducted by European cardholders over a period 

of a couple of consecutive days in September 2013 [25].  

The overall dataset comprises 284807 transactions, 

including 492 instances labeled as fraudulent, representing a 

highly imbalanced proportion of 0.172% of the dataset entries. 

This poses a critical challenge for traditional ML algorithms 

and underscores the need to use advanced methods to address 

it. 

To comply with privacy regulations, the original dataset 

attributes undergo Principal Component Analysis (PCA), 

resulting in 28 principal components named V1, V2, ..., V28. 

Due to security constraints, the dataset does not reflect any 

semantic correlation among the components. Nevertheless, 

two attributes remain in their original form: Time and Amount.  
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Table 2 shows a sample of the dataset. 

 

Table 2. Sample credit card fraud detection dataset 

 
Time V1 V2 V8 Amt C 

406 -2.31 1.95 1.39 0.00 1 

472 -3.04 -3.16 -0.07 529.00 1 

0 -1.36 -0.07 0.10 149.62 0 

1 -1.36 -1.34 0.25 378.66 0 

Note: Amt = Transaction Amount; C = Class (0: legitimate, 1: fraudulent). 

 

First, order all transactions chronologically by the Time 

attribute. The ordered transaction stream is then divided 

chronologically into a 70% training partition containing the 

earlier transactions and a 30% testing partition containing the 

later transactions. This ordering is preserved throughout 

preprocessing, temporal snapshot generation, graph 

construction, model training, and evaluation so that the test 

partition represents transactions occurring after those used for 

model development. 

Several characteristics of the chosen dataset make detecting 

fraud more difficult. First, the rate of fraudulent transactions is 

extremely low (0.172%), creating a class imbalance that may 

bias regular classifiers toward the majority class. Second, the 

transactions are ordered chronologically, which makes it 

possible to test temporal learning algorithms that will be able 

to detect behavioral changes. Finally, the features obtained by 

applying PCA and anonymizing the data retain their 

discriminatory power, making it unnecessary to use hand-

crafted attributes. 

To demonstrate the temporal events, let the stream of 

transactions be expressed as the following formula. 

 

𝒯 = {(𝑥𝑖 , 𝑦𝑖 , 𝑡𝑖)}𝑖=1
𝑁  (1) 

 

where, 𝑥𝑖 denotes the feature vector of transaction i, 𝑦𝑖  is the 

binary class label{0,1}, and 𝑡𝑖 represents the timestamp of the 

transaction. The final dataset obtained is organized as follows: 

 

𝑡1 ≤ 𝑡2 ≤ ⋯ ≤ 𝑡𝑁 

 

3.1.1 Feature selection 

The model input consists of the PCA-transformed attributes 

(V1, …, V28) together with the Amount attribute. The Time 

attribute is retained only to establish chronological ordering 

and is excluded from the predictive feature matrix. 

To avoid information leakage from future transactions, we 

standardize features after defining the chronological train–test 

partition. For each input feature, the mean and standard 

deviation are estimated exclusively from the training partition. 

The same training-derived parameters are subsequently 

applied to both the training and testing partitions. No statistics 

from the held-out test partition are used to fit the preprocessing 

transformation. The standard scale is employed, which is 

defined as the following equation: 

 

𝑥′ =
𝑥 − 𝜇

𝜎
 (2) 

 

where, x denotes the original feature value, μ represents the 

mean of the feature, σ denotes its standard deviation, and 𝑥′ is 

the resulting standardized feature value. 

After the chronological train–test partition and feature 

transformation are completed, temporal batching is performed 

independently within the training and testing partitions. 

Transactions in each partition retain their original 

chronological order and are divided into non-overlapping 

temporal snapshots of 1,000 transactions. The snapshot size is 

fixed throughout the experiments to maintain a consistent 

graph size and temporal batching scheme across successive 

GConvGRU inputs. However, 1,000 is a fixed experimental 

configuration rather than an empirically optimized temporal-

window size. Thus, no temporal snapshot contains 

transactions from both the training and testing partitions, and 

the chronological boundary between model-development data 

and future evaluation data is preserved. As demonstrated in the 

flow diagram, each transaction is expressed by a distinct 

snapshot according to the following formula: 

Assume that Sk represents the Kth snapshot: 

 

𝒮𝑘 = {𝑥(𝑘−1)𝐵+1, … , 𝑥𝑘𝐵} (3) 

 

where, B is equal to 1000, representing the snapshot size. 

For each temporal snapshot, a KNN graph is constructed 

independently using k = 15. Each transaction within the 

snapshot is represented as a node, and edges are established 

according to feature-space similarity among transactions 

belonging to that snapshot only. Training graphs are therefore 

constructed exclusively from training transactions, whereas 

test graphs are constructed exclusively from transactions in the 

held-out chronological test partition. No KNN search or graph 

edge is allowed to cross the training–testing boundary. In 

mathematical terms, the graph snapshot can be defined as 

follows: 

 

𝒢𝑘 = (𝒱𝑘 , ℰ𝑘) (4) 

 

where, 𝒱𝑘 represents a transaction of snapshot k, and the edges 

are represented in the form as follows: 

 

𝑒𝑖𝑗 ∈ ℰ𝑘   ⟺   𝑥𝑗 ∈ KNN(𝑥𝑖) (5) 

 

The KNN graph construction method maintains local 

similarity relationships while creating a sparse graph that is 

easy to handle for graph learning. It is suitable for detecting 

credit card fraud because fraudulent transactions tend to have 

locally similar behavior, even though they are very few 

compared to the rest of the dataset. 

Each graph snapshot is represented in PyTorch Geometric 

as: 

 

𝒟𝑘 = (𝑋𝑘 , 𝐸𝑘 , 𝑦𝑘) (6) 

 

where, 𝑋𝑘  is the feature vector of nodes, 𝐸𝑘  is the index of 

transaction edges, and 𝑦𝑘  contains classes of nodes. As an 

example of constructing a KNN graph for a single time point, 

see Figure 2, where every node is a transaction, while the 

edges represent similarity in the feature space for k = 15. This 

resulting graph, written as (𝑋𝑘, 𝐸𝑘 , 𝑦𝑘) is used as input to the 

USDGNN. 

Selecting the K value in KNN graph construction is critical 

because it directly affects graph connectivity and learning 

behavior. In this study, we set k to 15 to balance graph sparsity, 

local connectivity, and performance efficiency. Setting k to a 

small value limits information propagation and weakens graph 

connections, whereas a higher k may produce noisy 

connections in the graph. We empirically set the neighborhood 

size to k = 15 to balance graph sparsity, local connectivity, and 

computational efficiency. 
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Preliminary experiments indicated that this value produced 

stable graph structures while preserving sufficient 

neighborhood information for effective temporal graph 

learning within an adequate local neighborhood, enabling the 

USDGNN to learn meaningful similarities between patterns 

and reveal fraudulent transactions. Algorithm 1 simplifies the 

steps for constructing the KNN graph that serves as input to 

the USDGNN model. 

 

 
 

Figure 2. Illustration of K-Nearest Neighbors (KNN)-based 

graph creation for a temporal snapshot 
Note: It serves as input to the Unified Spatiotemporal Dynamic Graph 

Neural Network (USDGNN). 

 

Algorithm 1. Temporal batching and dynamic graph 

snapshot construction 

Input: Time-ordered transaction dataset 𝑫, feature set 𝑭, 

snapshot size 𝑺, number of neighbors 𝑲. 

Output: Dynamic graph snapshots {𝑫𝟏, 𝑫𝟐, … , 𝑫𝑻}. 

Begin: 

1. Sort 𝑫 chronologically by transaction time.  

2. Partition 𝑫 into non-overlapping temporal batches 

𝑩𝒕 of size 𝑺.  

3. For each batch 𝑩𝒕:  

3.1 Construct the node feature matrix 𝑋𝑡  using 𝐹.  

3.2 Build a KNN graph with 𝐾 nearest neighbors.  

3.3 Generate the edge index 𝐸𝑡.  

3.4 Assign node labels 𝑦𝑡 .  

3.5 Form the graph snapshot using 𝐷𝑡 = (𝑋𝑡 , 𝐸𝑡 , 𝑦𝑡), 
4. Return {𝑫𝟏, 𝑫𝟐, … , 𝑫𝑻}. 

End. 

 

The training and testing graph snapshots generated through 

the leakage-controlled procedure described above constitute 

two chronologically separated graph sequences. Only the 

training sequence is used for model parameter optimization, 

whereas the later test sequence is retained exclusively for final 

performance evaluation. The generated graph snapshots 

constitute the sequential input to the USDGNN model, 

enabling recurrent graph learning across consecutive temporal 

windows. 

 

3.2 Unified Spatiotemporal Dynamic Graph Neural 

Network architecture 

 

After dividing the chronologically ordered dataset into 

training and testing partitions, the model estimates 

preprocessing parameters from the training partition and 

independently transforms both partitions into temporal graph 

snapshots. The USDGNN is then trained exclusively on the 

training snapshot sequence to learn structural relationships 

within individual snapshots and temporal dependencies across 

consecutive training snapshots. The held-out chronological 

test snapshots are used only for final evaluation. Our proposed 

credit card fraud detection framework relies on a stacked 

GConvGRU, which captures dependencies related to 

transaction spatial characteristics and temporal dynamics 

across consecutive snapshots. In this work, the USDGNN 

includes two GConvGRU layers, each with a hidden layer of 

32 units. 

While regular GNN analyze graphs individually, 

GConvGRU improves on this by adding recurrence gates to 

the graph convolutional mechanism. This way, the 

information gathered from earlier graph snapshots can be used 

to influence the processing of later snapshots. In effect, the 

model not only captures spatial relationships within individual 

transaction graphs but also temporal relationships that define 

the evolution of transaction behavior. 

Assume that 

 

𝒟𝑡 = (𝑋𝑡 , 𝐸𝑡 , 𝑦𝑡) (7) 

 

Represent the snapshot of the graph at time t, where 𝑋𝑡 ∈
ℝ𝑁𝑡×𝐹 denotes the node feature array, 𝐸𝑡 is the edge, and 𝑦𝑡  is 

the class label. The updating of the hidden states of 

GConvGRU is defined as  

 

𝐻𝑡 = GConvGRU(𝑋𝑡 , 𝐸𝑡 , 𝐻𝑡−1) (8) 

 

where, 𝐻𝑡−1 is the encoding of historical data from previous 

snapshots, and this is the core idea of “recurrent fashion 

learning” behind learning the evolving fraudulent behavior 

and eliminating the assumption that each transaction is an 

independent observation.  

 

 
 

Figure 3. The Unified Spatiotemporal Dynamic Graph 

Neural Network (USDGNN) Architecture with Graph 

Convolutional Gated Recurrent Unit (GConvGRU) layers for 

credit card fraud detection 

 

Figure 3 demonstrates the GDNN modeling and inference 

process. Referring to Figure 3, the first GConvGRU-1 layer 

receives each snapshot, denoted by (𝑋t, 𝐸t)  and performs 

graph convolution, permitting the model to directly aggregate 

spatial correlation data from the neighboring transactions and 

maintain the temporal context utilizing hidden states, where 

the hidden state is updated according to the equation below: 

 

𝐻𝑡
(1)

= GConvGRU1(𝑋𝑡 , 𝐸𝑡 , 𝐻𝑡−1
(1)

) (9) 

 

The output of the first layer is fed to the second GConvGRU 

layer. The latter serves as a refinement node for 

representations by learning high-level temporal and relevant 

instances. The USDGNN model proposed herein can maintain 

transaction history while accommodating behavioral changes 
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by spreading representations across consecutive graph 

snapshots. Learning through recurrence allows the model to 

distinguish fraudulent behavior from temporary changes in 

environmental behavior. 

 

3.3 Handling imbalanced dataset 

 

The credit card fraud dataset has a high-class imbalance, 

where frauds are just 0.172% of the entire dataset. To prevent 

the problem of optimization being biased towards the majority 

class, the paper uses cost-sensitive learning by incorporating 

the weighted cross-entropy loss function: 

 

𝐿𝑊𝐶𝐸 = −
1

𝑁
∑[𝑤0(1 − 𝑦𝑖) 𝑙𝑜𝑔(1 − 𝑦̂𝑖) + 𝑤1𝑦𝑖 𝑙𝑜𝑔(𝑦̂𝑖)]

𝑁

𝑖=1

 (10) 

 

where, 𝑦𝑖  ∈ {0,1} is the ground-truth label, ŷᵢ is the predicted 

fraud probability, and w₀, w₁ are the class weights assigned to 

legitimate and fraudulent transactions, respectively. Rather 

than computing weights from inverse class frequencies, which 

would yield an extremely large minority weight given the 

severe class imbalance ratio in the training partition, we 

empirically set the class weights to w0 = 1.0 and w1 = 30.0 

through preliminary experiments. This moderate positive class 

weight was selected to balance the precision–recall trade-off 

without causing the model to generate excessive false 

positives. These weights are implemented via PyTorch's 

CrossEntropyLoss with weight=torch. tensor ([1.0, 30.0]) and 

remain fixed throughout all training epochs.  

In contrast, to ensure a fair comparison, classical machine 

learning models also address the imbalanced data problem. 

The LR and RF models are trained with balanced class weights, 

enabling them to mitigate class imbalance during optimization. 

Nevertheless, we included the NB model as a reference 

baseline without explicit class-imbalance correction.  

To ensure clarity, Algorithm 2 outlines the proposed 

temporal credit card fraud detection method with USDGNN, 

including temporal snapshot creation, dynamic graph 

construction, and cost-sensitive USDGNN learning. 

 

Algorithm 2. Temporal USDGNN-based credit card fraud 

detection 

Input: Credit card transaction dataset 𝑫, snapshot size 𝑩, 

KNN parameter 𝑲, number of  epochs 𝑬. 

Output: Fraud probabilities and performance metrics. 

Process: 

1. Load and sort D chronologically by transaction time.  

2. Partition D chronologically into a 70% training partition 

and a 30% testing partition 

3. Estimate feature-standardization parameters (mean, 

standard deviation) from the training partition only, and 

apply them to both partitions 

4. Construct temporal graph snapshots independently 

within the training partition and the testing partition 

using Algorithm 1. 

5. Initialize the USDGNN model.  

6. For each epoch 𝒆 = 𝟏, … , 𝑬: 

6.1 Perform forward propagation for each graph snapshot.  

6.2 Compute the loss and update model parameters.  

7. Generate fraud probabilities using the trained USDGNN 

on the held-out test snapshots. 

8. Train baseline models (RF, LR, and NB) for 

comparison.  

9. Evaluate all models using Accuracy, Precision, Recall, 

F1-score, and ROC-AUC on the test partition 

10. Return the fraud probabilities and evaluation results. 

End. 

 

The computational complexity of the proposed USDGNN 

algorithm can be categorized into two main phases: graph 

construction and learning on temporal graphs. During pre-

processing, graph construction maps each temporal snapshot 

to a KNN graph. However, for a snapshot with N transactions, 

the graph construction phase mainly depends on the nearest-

neighbor search method, where each node connects to k other 

nodes, making the graph sparse. Since k remains constant, the 

number of edges scales with the number of transactions per 

snapshot. 

In the training phase, the main computational expense 

comes from graph convolutions in the stacked GConvGRU 

blocks. This is because graph convolution operates on 

neighboring nodes rather than all combinations of nodes, so 

the computational complexity depends on the number of edges 

in the graph, not the square of the number of transactions. 

 

3.4 Computational complexity analysis 

 

Moreover, splitting the transaction flow into fixed-sized 

temporal snapshots lets the framework process data 

incrementally, avoiding the construction of a single graph 

containing all transactions. In addition, it makes the 

framework memory-efficient and scalable while retaining 

temporal relationships through recurrent graph learning. Thus, 

the USDGNN framework is well-suited for large-scale credit 

card fraud detection. 

 

3.5 Evaluation metrics 

 

The performance of the proposed temporal credit card fraud 

detection with USDGNN is evaluated using several numerical 

benchmark metrics, including accuracy, precision, recall, F1-

score, and the Receiver Operating Characteristic (ROC) Area 

Under the Curve (AUC) visualization plot metric, which 

provides more comprehensive and reliable insight into fraud 

detection capability compared with accuracy. The numerical 

metrics are derived from a special numerical arrangement 

matrix called the Confusion Matrix (CM) [26]. The CM 

consists of four key values: True Positive (TP), True Negative 

(TN), False Positive (FP), and False Negative (FN).  

The accuracy, precision, recall, and F1-score are derived 

from the CM and expressed in the following equations: 

 

𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 (𝐴𝐶) =
(𝑇𝑃 + 𝑇𝑁)

(𝑇𝑃 + 𝑇𝑁 + 𝐹𝑃 + 𝐹𝑁)
 (11) 

 

where, Accuracy (AC) denotes the proportion of correctly 

classified instances among all evaluated instances. 

 

𝑅𝑒𝑐𝑎𝑙𝑙 (R) = 
𝑇𝑃

(𝑇𝑃 + 𝐹𝑁)
 (12) 

 

where, Recall (R), also known as Sensitivity or the True 

Positive Rate (TPR), measures the proportion of actual 

instances that are correctly identified by the model. 

 

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 (𝑃) =
(𝑇𝑃)

(𝑇𝑃 + 𝐹𝑃)
 (13) 
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where, Precision (P) measures the proportion of instances 

predicted as fraudulent that are actually fraudulent. 

 

𝐹1 − 𝑠𝑐𝑜𝑟𝑒 (𝐹) =
2. 𝑅. 𝑃

(𝑅 + 𝑃)
 (14) 

 

where, F1-score (F) is the harmonic average of precision and 

recall, balancing both in their ability to correctly detect the 

fraud cases while at the same time avoiding as many false 

positives or false negatives as possible. 

 

 

4. RESULTS AND DISCUSSION 

 

To ensure a leakage-free chronological evaluation, all 

reported experiments use the same 70–30 chronological 

partition defined in Section 3. We use transactions in the 

earlier 70% for model development, while retaining the later 

30% as the held-out test set. We estimate feature-

standardization parameters exclusively from the training 

partition and apply them unchanged to the test partition. 

Temporal batching and KNN graph construction are 

performed independently within each partition, ensuring that 

no preprocessing statistics, temporal snapshots, or graph edges 

cross the training–test boundary. The baseline classifiers are 

trained and evaluated using the same chronological training 

and test partitions to ensure a consistent comparison with 

USDGNN. 

 

4.1 Testing environment 

 

The experiment in this study assessed the efficacy of the 

USDGNN model framework for detecting fraud in credit card 

transactions within the constraints of recourse. All 

experiments were carried out on a personal computer to prove 

the practical feasibility of the research. Table 3 presents the 

full hardware and software specifications used in the 

experiment. 

 

Table 3. Experimental testing environment 

 
Category Configuration 

Hardware Intel® Core™ i5 PC, 8 GB RAM 

Operating 

System 
Windows 11 

Environment Python, Anaconda, Jupyter Notebook 

Libraries 

pandas, NumPy, scikit-learn, PyTorch, 

PyTorch Geometric, PyTorch Geometric 

Temporal 

Model 

Architecture 

Graph Convolutional Gated Recurrent Unit 

(GConvGRU) 

 

In this scenario, we not only provide a replicable 

environment but also demonstrate the usability of the 

suggested USDGNN framework for large-scale operations 

without requiring supercomputing hardware. 

 

4.2 Results 

 

We obtained all reported test results from the held-out final 

30% of the chronologically ordered transaction stream. Model 

fitting, preprocessing-parameter estimation, and training-stage 

optimization were restricted to the earlier 70% training 

partition. The test partition was not used to estimate 

standardization parameters or optimize model parameters. 

This section presents a detailed evaluation of experiments 

conducted with the proposed USDGNN framework for credit 

card fraud detection, highlighting the model's efficiency 

compared with traditional ML models (e.g., RF, LR, and NB). 

In this regard, the comparison evaluates the models' 

classification performance in the critical case of an unbalanced 

dataset and the need to capture and track dynamic transactions. 

In addition to numerical metric evaluations, the results include 

visualization metrics to evaluate classification efficiency, 

including ROC-AUC plots for both USDGNN and traditional 

ML models. 

The proposed USDGNN-based credit card fraud detection 

model remains consistently stable during training. This 

stability is reflected in the loss evolution during training, 

where the loss decreases from 0.2854 at epoch 0 to 0.0067 at 

the last epoch (i.e., epoch 30). Table 4 shows the classification 

performance of the proposed temporal credit card fraud 

detection with USDGNN versus the classical baseline 

classifiers (e.g., RF, LR, and NB). 

 

Table 4. Evaluation metrics comparison of Unified 

Spatiotemporal Dynamic Graph Neural Network (USDGNN) 

and baseline traditional machine learning (ML) models 

 

Model Accuracy Precision Recall 
F1-

Score 

Random Forest 

(RF) 
0.9987 0.9189 0.7727 0.8395 

Logistic 

Regression (LR) 
0.9878 0.2622 0.9773 0.4135 

Naïve Bayes (NB) 0.9786 0.1680 0.9773 0.2867 

USDGNN 0.9991 0.8478 0.8667 0.8571 

 

All models show fairly good accuracy, but this is due to the 

natural class imbalance in the credit card fraud detection 

dataset; however, accuracy is not a dependable measure for 

fraud detection. In many similar cases, classification 

algorithms achieve high accuracy by favoring the majority 

target class and largely ignoring the minority target class. Thus, 

precision, recall, and F1-score measures are quite informative 

evaluation criteria that can be used to make fair comparisons. 

Among the evaluated models, USDGNN achieved the 

highest F1-score of 0.8571, reflecting the strongest observed 

balance between precision and recall in the reported test split. 

Random Forest achieved the highest precision of 0.9189 but 

lower recall of 0.7727, whereas USDGNN achieved precision 

of 0.8478 and recall of 0.8667. Thus, the reported results do 

not indicate that USDGNN is uniformly superior across all 

metrics; rather, they show that USDGNN provides the highest 

F1-score and a comparatively balanced precision–recall 

profile among the evaluated classifiers.  

The LR and NB models achieve extremely high recall; 

however, this high confidence comes at the cost of very low 

precision. Consequently, the F1-score recorded poor values. 

This limitation offers a crucial insight and highlights the 

limitations of linear and probabilistic algorithms on highly 

imbalanced datasets, where the model is biased toward 

predicting the majority target class. Our proposed USDGNN 

addresses this issue by constructing and exploiting graph 

neighborhood data, learning and modeling temporal 

correlations among transaction snapshots, and incorporating 

cost-sensitive learning throughout the optimization process. 

Consequently, within the reported test split, USDGNN 

achieved a comparatively balanced precision–recall profile, 

reflecting its ability to detect fraudulent transactions while 
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limiting false-positive predictions relative to the high-recall 

baseline models.   

Figure 4 demonstrates the ROC curves of the proposed 

USDGNN and traditional baseline classification models. 

USDGNN achieved an ROC-AUC of 0.9913, indicating 

strong discrimination between fraudulent and legitimate 

transactions in the reported test set. However, RF and LR 

achieved higher overall AUC values. Therefore, the ROC 

analysis should be interpreted together with the precision, 

recall, and F1-score results rather than as evidence of uniform 

superiority of USDGNN across all evaluation criteria. 

Figure 5 shows the precision-recall distribution of the 

evaluated models. This evaluation shows each model's 

effectiveness under an imbalanced class distribution. The RF 

model overruns the high-precision region, reflecting modest 

fraud detection that minimizes false alarms but abandons some 

detection capability. 

 

 
 

Figure 4. ROC curves comparing the proposed Unified 

Spatiotemporal Dynamic Graph Neural Network (USDGNN) 

with baseline classifiers 

 

 
 

Figure 5. Precision–Recall comparison of the evaluated 

classifiers 

 

The LR and NB reside in the high-recall but low-precision 

region, demonstrating aggressive fraud-detection behavior 

that classifies many legitimate transactions as fraudulent. The 

proposed USDGNN occupies a comparatively balanced region 

of the precision–recall space, with a recall of 0.8667 and a 

precision of 0.8478. This position is consistent with its F1-

score of 0.8571 and distinguishes its operating behavior from 

RF, which favors precision, and LR and NB, which favor 

recall at the expense of substantially lower precision. Table 5 

lists selected studies on fraud detection, along with their 

techniques, data used, and performance results. 

Since the studies summarized in Table 5 were conducted 

using different datasets, graph construction strategies, 

preprocessing procedures, and experimental protocols, the 

reported performance metrics are presented for contextual 

reference only and should not be interpreted as a direct 

empirical comparison with the proposed USDGNN 

framework. Instead, Table 5 illustrates the methodological 

evolution of fraud detection techniques from conventional 

machine learning methods to graph-based and temporal graph 

learning approaches, thereby motivating the development of 

the proposed USDGNN framework. 

 

Table 5. Summary of representative credit card fraud 

detection studies and their reported performance 

 

Study Data Accuracy 
F1-

Score 
Model 

[14] Bench. - - ML 

[15] Mixed 97–99 0.89 Ens.-ML 

[17] Private ~78 ~0.86 GNN+AE 

[18] Synth. 97 0.86 ED-GNN 

[20] Yelp/Amaz. - 0.72 CaT-GNN 

USDGNN ULB 99.91 0.857 
Temp. 

DGNN 
Note: Bench. = Benchmark, Synth. = Synthetic, Ens.-ML = Ensemble 

Machine Learning, ED-GNN = Encoder–Decoder Graph Neural Network, 
Temp. DGNN = Temporal Dynamic Graph Neural Network, USDGNN = 

Unified Spatiotemporal Dynamic Graph Neural Network, ULB = Université 
Libre de Bruxelles. 

 

4.3 Sensitivity analysis of the K-Nearest Neighbors 

neighborhood size 

 

To examine USDGNN's sensitivity to the KNN 

neighborhood size, we evaluated different values of k in the 

graph-generation process while keeping the temporal snapshot 

size fixed at 1,000 transactions. Accordingly, this analysis 

evaluates sensitivity to neighborhood connectivity only and 

should not be interpreted as a joint sensitivity analysis of all 

graph-construction parameters. The choice of neighborhood 

size directly controls the connectivity in the graph by 

determining how many transaction neighbors are connected to 

a single node within a particular temporal window; since 

information propagates throughout the graph during graph 

convolution via its topology, a suitable choice of k should 

provide balanced performance across all classes. 

To examine the impact of k, the proposed USDGNN was 

trained and evaluated across neighborhood sizes of k = 5, 10, 

15, 20, and 25, keeping all other parameters, including 

snapshot size, network architecture, optimizer, learning rate, 

and class weight settings identical across all configurations. It 

must be noted that, due to the absence of a separate validation 

set in the current experimental design, all reported sensitivity 

results were obtained by evaluating each k configuration 

directly on the same held-out chronological 30% test partition 

used for the main performance comparison in Section 4.2. 

Consequently, the selection of k = 15 as the reported best 

configuration was based on its observed test set F1-score 

performance rather than on an independent validation set. This 

represents a limitation of the current sensitivity analysis, the 

selected k value may be optimistically tuned to the specific test 

partition, and the reported performance differences across k 
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values should therefore be interpreted as exploratory 

observations rather than as statistically validated conclusions. 

A rigorous future evaluation should employ a dedicated held-

out validation partition, for example, a chronological 70/15/15 

train, validation, test split, to select the optimal k 

independently of the final test set, followed by a single 

confirmatory evaluation on the held-out test partition. The 

sensitivity results are presented in Table 6. 

From Table 6, we see that neighborhood size significantly 

affects the learning behavior of the proposed USDGNN. With 

a relatively small neighborhood (k = 5), the graph created is 

sparse, and information can’t easily propagate among 

neighborhood transactions. As a result, the model achieves 

relatively high accuracy but lower precision and F1-score. 

Setting the neighborhood size to k = 10 significantly 

improves the graph's connectivity, thereby substantially 

improving both precision and F1-score. The maximum F1-

score (0.8571) was observed at k = 15, accompanied by a 

reasonable precision (0.8478) and recall (0.8667), 

demonstrating a reasonable balance between sparsity and 

graph neighborhood connectivity in the USDGNN, allowing 

the capture of relevant structural connections without 

introducing excessive irrelevant information. Increasing the 

neighborhood size to k = 20 yields maximum recall (0.9111), 

whereby a larger fraction of fraudulent transactions is detected. 

 

Table 6. Sensitivity analysis of the K-Nearest Neighbors 

(KNN) neighborhood size used for graph construction 

 
Neighborhood 

Size (k) 
Accuracy Precision Recall 

F1-

Score 

5 0.9986 0.7500 0.8000 0.7742 

10 0.9989 0.7959 0.8667 0.8298 

15 (Proposed) 0.9991 0.8478 0.8667 0.8571 

20 0.9985 0.6949 0.9111 0.7885 

25 0.9988 0.7647 0.8667 0.8125 

 

 
 

Figure 6. Effect of the K-Nearest Neighbors (KNN) 

neighborhood size on the performance of the proposed 

Unified Spatiotemporal Dynamic Graph Neural Network 

(USDGNN) 

 

However, this enhancement in recall comes at the cost of a 

significant drop in precision (0.6949) due to the addition of 

false-positive predictions from high information transmission 

between unrelated transactions, which builds denser graphs. 

Increasing the neighborhood size to k = 25 partially recovers 

precision, but the F1-score remains lower than at k = 15. Thus, 

this indicates that densely connected graphs are not always the 

solution for improving fraud detection.  

Figure 6 shows the effect of the KNN neighborhood size on 

the performance of the proposed USDGNN. In this scenario, 

the USDGNN performs optimally at k = 15, as the balance 

between graph sparseness and neighborhood size is optimal; 

larger k yields a denser graph structure, degrading the 

classifier's performance, while lower k reduces propagation. 

Although a larger graph allows more structural information 

to propagate, it also includes numerous edges between 

unrelated transactions, introducing additional noise. It is worth 

noting that there is a slight performance improvement when 

increasing k from 20 to 25; this suggests that USDGNN 

performs well over a relatively broad range of k; nonetheless, 

it does not outperform our configuration. The results indicate 

that USDGNN maintains competitive performance across the 

evaluated neighborhood settings, yielding the highest 

observed F1-score. 

This conclusion is limited to variation in neighborhood size 

because the temporal snapshot size remained fixed at 1,000 

transactions throughout the analysis. 

 

4.4 Discussion 

 

The experimental results indicate that the evaluated 

classifiers exhibit different performance trade-offs. USDGNN 

achieved the highest F1-score (0.8571) and accuracy (0.9991), 

with precision (0.8478) and recall (0.8667). In contrast, 

Random Forest achieved the highest precision of 0.9189 but a 

lower recall of 0.7727, whereas Logistic Regression and Naïve 

Bayes achieved higher recall values of 0.9773 but substantially 

lower precision. Accordingly, USDGNN should be interpreted 

as providing the strongest observed F1-based precision–recall 

balance among the evaluated models rather than as 

outperforming every baseline on every metric. 

These results are also confirmed by the ROC analysis. 

USDGNN had an AUC of 0.9913 and an optimal operating 

point in the low false-positive region, which is critical for any 

fraud detection system to be practically usable. Furthermore, 

the training loss showed a gradual decrease from 0.2854 in the 

initial epochs to 0.0067 by the end of 30 epochs, supporting 

the stability and effectiveness of convergence. In addition, the 

analysis of sensitivity to neighborhood size indicated that the 

value k = 15 yielded the highest observed F1-score of 0.8571 

compared to other values of k tested, i.e., k = 5, 10, 15, 20, and 

25. Nevertheless, it must be pointed out explicitly that this 

choice is made using test set evaluation rather than using a 

separately reserved validation set since there is no validation 

set specified for the current experiment. Therefore, this 

conclusion is to be considered as sensitivity exploration rather 

than validation of the optimal configuration. 

The outcomes are consistent with the most recent progress 

reported in the literature on graph-based fraud detection 

methods. Conventional machine learning methods suffer 

significant performance degradation under severe class 

imbalance because transactions are treated as independent 

tabular records without modeling structural or relational 

dependencies [14]. While ensemble-based approaches can 

enhance classification accuracy, they remain limited in their 

ability to capture structural relationships among transactions 

[15]. Furthermore, although resampling techniques such as 

SMOTE combined with ensemble classifiers can partially 

address class imbalance, they fail to capture the temporal 

dynamics of evolving fraudulent behavior [16]. 

Some of these limitations have been partially addressed 

through graph-based approaches. An Encoder-Decoder Graph 
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Neural Network (EDGNN) architecture applied to the 

synthetic Sparkov dataset achieved an F1-score of 

approximately 0.86 and an AUC of 0.92 [18]. The proposed 

USDGNN obtained a comparable F1-score of 0.8571 when 

evaluated on the highly imbalanced real-world ULB credit 

card dataset, demonstrating that dynamic graph learning can 

be applied effectively to more challenging real transaction data. 

Among temporal graph learning approaches, the CaT-GNN 

framework, which incorporates causal and temporal graph 

modeling, reported an F1-score of 0.721 [20], while the 

Temporal Graph Network (TGN)-based approach for online 

payment fraud detection reported an F1-score of 0.4523 with 

an AUC of 0.7255 [19]. In contrast to these approaches, the 

proposed USDGNN provides a unified end-to-end framework 

that combines chronological transaction ordering, KNN-based 

temporal graph construction, stacked GConvGRU learning, 

and cost-sensitive optimization. However, these comparisons 

should be regarded as contextual validation only, not as direct 

empirical comparisons, because the referenced studies used 

different datasets, graph construction strategies, preprocessing 

techniques, evaluation methods, and fraud distributions. 

Several observations can be drawn from the reported 

experiments. First, under the evaluated chronological split, 

temporal graph learning produced a favorable precision–recall 

trade-off relative to the traditional machine learning baselines, 

as reflected by the highest observed F1-score for USDGNN. 

USDGNN models structural relationships among similar 

transactions together with temporal relationships across 

sequential transaction snapshots, whereas the evaluated 

conventional classifiers operate on tabular transaction features 

without explicit graph-based temporal modeling. Additionally, 

USDGNN models structural relationships between similar 

transactions and temporal relationships between sequential 

transaction snapshots, whereas traditional classifiers only 

model the sequential transactions. This enables the framework 

to incorporate information from preceding transaction 

snapshots when classifying transactions in subsequent 

snapshots. Second, the severe class imbalance in the ULB 

dataset is addressed through cost-sensitive optimization rather 

than resampling. By assigning a larger loss contribution to 

misclassified minority fraudulent transactions, the training 

objective reduces the model's tendency to favor the majority 

legitimate class while preserving the original class distribution. 

Third, the neighborhood sensitivity analysis is consistent with 

this: it validates the importance of graph construction on the 

overall performance. The neighborhood size k = 15 is large 

enough to capture the structure of the graph yet small enough 

to avoid the “graph density” seen with larger values of k, 

maximizing the F1-score. Finally, the proposed framework is 

practical and scalable for large-scale fraud detection while 

keeping learning stable during training by combining KNN-

based graph construction with recurrent graph convolution. 

Although the proposed USDGNN framework showed 

promising results in terms of performance, the following 

limitations should be noted. The experiments used only the 

public ULB credit card fraud dataset, collected over a short 

period and anonymized with PCA-transformed features. 

Hence, the applicability of the proposed framework to other 

financial institutions, geographical regions, or new fraud 

techniques is an important issue that needs to be explored. 

Second, the temporal snapshot size was fixed at 1,000 

transactions throughout the experiments. Although a 

sensitivity analysis was conducted for the KNN neighborhood 

size and yielded the highest observed F1-score, an equivalent 

sensitivity analysis of the temporal snapshot size was not 

performed. Because snapshot size directly affects graph size, 

temporal granularity, and the amount of structural information 

available within each graph, the selected value of 1,000 should 

be regarded as a fixed design choice rather than an empirically 

optimized parameter. Future work should evaluate multiple 

snapshot sizes and jointly examine their interaction with the 

KNN neighborhood size. Third, only one chronological train–

test split was examined, and repeated training runs, 

confidence-interval estimation, and statistical significance 

testing were not conducted. Consequently, the reported 

differences should be interpreted as observed performance 

differences under the present experimental setting rather than 

as statistically significant improvements. Future evaluations 

using multiple independent runs, additional datasets, 

confidence intervals, and appropriate hypothesis tests are 

required to establish the statistical reliability and 

generalizability of the observed performance differences. 

Lastly, only three traditional machine learning baselines 

(random forest, logistic regression, and naïve Bayes) were 

included and evaluated comparatively. The USDGNN can be 

compared with other state-of-the-art GNN architectures, graph 

attention networks, and recent temporal graph learning models 

in future work using the same experimental setup and 

conditions. Moreover, incorporating real-time streaming 

transaction analysis, adaptive graph generation, explainable 

graph learning, and online continual learning would further 

enhance its use in real-world financial fraud detection systems. 

 

 

5. CONCLUSION 

 

This paper introduced a temporal USDGNN framework for 

credit card fraud detection to address the limitations of 

classical machine learning algorithms in modeling dynamic 

transactions and evolving fraud behavior over time. Our 

proposed framework first represents transactions in 

chronological order as a sequence of KNN-based graph 

snapshots, then applies stacked GConvGRU layers to jointly 

learn transaction-to-transaction structural information and 

temporal transitions. We further introduced a cost-sensitive 

learning strategy to optimize fraud detection under severe 

class imbalance. Experimental results on the publicly available 

ULB credit card fraud dataset showed that USDGNN achieved 

99.91% accuracy, 84.78% precision, 86.67% recall, and an F1-

score of 85.71%, which was the highest F1-score among the 

evaluated models. Random Forest achieved higher precision, 

whereas Logistic Regression and Naïve Bayes achieved higher 

recall. Thus, within the reported chronological test split, 

USDGNN's main performance advantage was its more 

balanced precision–recall trade-off rather than uniform 

superiority across all evaluation metrics. Furthermore, the 

neighborhood-size sensitivity analysis showed that achieved 

the highest observed F1-score among the evaluated KNN 

settings under the fixed snapshot size of 1,000 transactions. 

This supports the selected neighborhood configuration for the 

present experimental setting, while the influence of temporal 

snapshot size remains to be investigated. These findings 

suggest that combining graph-based representations, temporal 

modeling, and cost-sensitive learning can provide a useful 

precision–recall trade-off for fraud detection under the 

evaluated experimental conditions. Yet, there are several 

limitations to this work. First, the experiments were conducted 

on one publicly available benchmark dataset; therefore, 
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additional experiments on large-scale real-world financial 

transactions data should be performed in order to confirm the 

generalization ability of the algorithm. Furthermore, the 

proposed approach assumes fixed parameters for temporal 

snapshot creation and the size of the KNN neighborhood, 

which may not be appropriate for different transaction 

environments. In addition, our approach works offline; that is, 

the initial set of historical graph snapshots is created before 

training begins rather than from the transaction stream. Future 

work includes adapting the proposed framework for online 

dynamic graph learning for real-time fraud detection and 

developing a graph construction technique to automatically 

adjust parameters related to the KNN neighborhood and 

temporal snapshots. It would also be worthwhile to incorporate 

graph attention mechanisms, self-supervised graph 

representation learning, and other advanced temporal GNN 

architectures to detect new and more complex forms of fraud. 
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