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Cloud computing environments are widely used in distributed data storage, remote service
provisioning and multi-user resource sharing, but still vulnerable to identity spoofing,
poor session control, unauthorised access and inadequate verification. Conventional
security mechanisms like Multi-Factor Authentication (MFA), Role-Based Access
Control (RBAC), and Attribute-Based Access Control (ABAC) are used for cloud security
but are often limited by inflexible policy structures, difficult rule management,
verification inefficiencies, and reduced flexibility in fast-changing cloud environments.
To overcome these issues, this study proposes a Secure SeDAS (Self-Destructing Data
System)-Based Access Control and Authentication Mechanism (SSACAM) for cloud
environments. The proposed framework integrates SeDAS-based data protection,
adaptive authentication, context-aware authorisation, Distributed Hash Table (DHT)
based key sharing, secure session key reconstruction, and self-destruction-controlled data
recovery. In SSACAM, encrypted data is stored in the cloud storage and key shares are
distributed separately through DHT nodes to prevent unauthorised recovery. Compared
with RBAC, ABAC and MFA separately, SSACAM improved the authentication
accuracy by 21.8%, 15.2%, and 10.9%, the access-control efficiency by 22.7%, 13.6%,
and 5.1%, the data confidentiality by 23.6%, 13.9%, and 7.4%, and the attack-detection
rate by 24.7%, 19.7%, and 5.9%, respectively. It also reduced the response time by 2.8%,
14.7%, and 17.5% compared to RBAC, ABAC, and MFA, respectively, in comparison
with conventional methods. The performance of SSACAM demonstrates improved
security and efficiency under the evaluated conditions. The results indicate that the
method is suitable for reliable and scalable cloud security applications that are also
privacy-preserving.

1. INTRODUCTION

management, adaptive authentication, zero-trust security, and
lightweight cryptographic protection. Cloud services that

Using shared network resources, cloud computing has
become a key way to store, manage, and access data and
services. Because it is flexible, scalable, cheap, and easy to
access from anywhere, it is very useful for modern uses in
healthcare, banking, education, e-commerce, smart industry,
and government services. But because so many people are
using the cloud so quickly, security has become harder,
especially when it comes to user authentication and access
control [1, 2].

Because cloud platforms are open, spread out, and used by
many people at once, it's easy for people to get into them
without permission, steal identities, leak data, and abuse
accounts. There must be a safe and reliable way to check
identity and control access to protect sensitive cloud resources
[3,4].

Some of the most important trends in cloud security right
now are smart identity verification, context-aware access
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connect to the Internet of Things (IoT), cloud storage for
businesses, online payment systems, electronic health record
systems, and virtual learning environments all use these trends
a lot. There are still a lot of problems with traditional methods,
even though cloud technology has a lot of benefits. Role-
Based Access Control (RBAC) is simple to use and
understand, but it does not work well in cloud environments
that change all the time [5, 6]. Attribute-Based Access Control
(ABAC) lets you set very specific permissions, but it's hard to
make rules for it and it slows down computers. Multi-Factor
Authentication (MFA) makes logging in safer, but it might
take longer to prove who you are and make things less
convenient for users. We need a better secure framework
because of these problems. Therefore, the Secure SeDAS
(Self-Destructing Data System)-Based Access Control and
Authentication Mechanism (SSACAM) is being suggested. It
will make cloud access safer, faster to check, and easier to
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manage [7, 8].
1.1 Research gaps

A lot of work has been done on the security of cloud
computing, but the access control and authentication systems
still have some significant limitations. A lot of the models out
there only make sure that users are who they say they are. They
don't do a good job of coordinating authentication and
dynamic access control in a shared cloud environment. Cloud
platforms in the real world are always changing, with new
users, devices, and apps coming and going. Because of this,
static security rules are often not enough to make access
decisions in real time. There is a difference between how
security should work and how it really works in the cloud [9,
10]. Another big problem is that old ways don't work well in
all situations. RBAC is easy to use, but it's not good for
changing user permissions or permissions that depend on the
situation. ABAC gives you a lot of control, but it can be hard
to keep track of when there are a lot of users, policies, and
resources. MFA makes it harder to verify users, but it can also
make things slower, require more work from users, and make
big cloud apps more challenging to deploy. These methods do
make things safer, but they don't always strike a good balance
between safety, flexibility, and ongoing protection [11].

Another issue is that there are no integrated frameworks that
can make authentication stronger, access faster, data more
private, and more challenging to deploy without permission all
at the same time [12]. A lot of the methods that have been
written about only look at one or two security factors and don't
think about how well the cloud environment works as a whole.
There also aren't many lightweight and scalable solutions that
work with multi-tenant cloud platforms yet. To fix these
problems and make cloud security more reliable, we require a
safe and flexible system like the proposed SSACAM [13, 14].

1.2 Related work

SeDAS enables self-destructing cloud data through active
storage, making both data and keys unreadable after a
predefined expiration period; however, it lacks adaptive
authentication and dynamic access control [15]. Vanish
supports self-destructing data by distributing keys through
DHT, allowing the keys to disappear automatically after a
specified period, although its reliability may be affected by
DHT node failures and network churn [16]. Other self-
destructing schemes provide automatic deletion and privacy
protection for sensitive electronic data but do not address
cloud-based multi-user authentication [17]. Decentralised
access control with anonymous authentication can protect user
privacy in cloud storage, yet it does not support time-bound
recovery based on SeDAS [18]. Existing studies have also
compared RBAC, ABAC, DAC, MAC, and fine-grained
access control mechanisms, but they are survey-based and do
not propose a new secure cloud model [19].

ABAC provides fine-grained access permissions based on
attributes, but it increases computational cost and key-
management complexity [20]. Lightweight cloud data access
control based on a hypergraph structure reduces access-control
complexity; however, it does not support DHT-based key
sharing or self-destruction control [21]. Existing cloud data
security studies identify major security problems and
corresponding protection methods, but they do not provide an
integrated SeDAS-based authentication framework [22].
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2. SEDAS-BASED CLOUD DATA PROTECTION
ARCHITECTURE

Figure 1 shows how the SeDAS works in the cloud. In this
configuration, the user utilizes a local system for data
transmission and reception. The system encrypts data before
sending it to cloud storage to keep the original content from

being seen and to protect privacy.
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Figure 1. Architecture of Self-Destructing Data System
(SeDAS) for secure cloud storage

The key shares are not saved in the cloud; they are spread
out across the Distributed Hash Table (DHT) network [23].
This separation of encrypted data and key sharing makes
things safer because an attacker can not get to the original data
only by getting to the cloud storage. The system acquires the
key shares it needs from the DHT network and puts them back
together so that the data may be read. The SeDAS model
protects your privacy better [24, 25].

(1) Encrypted cloud storage formation

The original user data is encrypted before it is uploaded to
the cloud in the current SeDAS architecture. This keeps the
stored information safe from direct unauthorised access, as
expressed by Eq. (1).

Cetoua = Enc(D, Ky,) (1)
where, Cj,,q denotes the ciphertext stored in the cloud,
Enc() represents the encryption function, D indicates the
original user data, and K,,, denotes the master encryption key
used to protect the data [26, 27].

(2) Distributed key share construction in Distributed
Hash Table

The current SeDAS method splits the master key into
several parts and sends them through the DHT network instead
of keeping the whole encryption key in one place. This is
shown by Eq. (2).

Kp = @}y KS @)
where, K,, represents the reconstructed master key, KS;
denotes the i" key share stored in the DHT network, n
indicates the total number of distributed key shares, and
@® represents the exclusive-OR operation used for key
reconstruction [28, 29].

(3) Time-bound data recovery condition

The current SeDAS model allows for data recovery only
when the necessary key shares are accessible within the
designated validity period, as indicated by Eq. (3).



D* = {Dec(ccloud'Km). ift < Texp
n
Z S(KS;) = k[6pt]@ if t > Ty 3)

i=1

where, D* denotes the recovered data, Dec(+) represents the
decryption function, C,,, 4 indicates the encrypted cloud data,
K, denotes the reconstructed master key, t is the current
access time, Tg,, represents the expiration time of the
protected key shares, §(KS;) denotes the availability status of
the i*" key share, k indicates the minimum number of valid
key shares required for successful recovery, and @ means that
the data cannot be recovered [30, 31].

3. PROPOSED SEDAS-BASED ACCESS CONTROL
AND AUTHENTICATION FRAMEWORK FOR
CLOUD ENVIRONMENT

Figure 2 shows the proposed SSACAM for a cloud
environment. The first step in this framework is user
registration, where the user gives the authentication module
their credentials and other information [32, 33].
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Figure 2. Block diagram of the proposed Secure SeDAS-
Based Access Control and Authentication Mechanism
(SSACAM)

The user sends an access request through the authentication
stage after registering. The user's identity is verified by the
authentication module, which then responds to confirm it. An
authorization request is submitted to the access control module
following user verification. The availability of the requested
cloud resource is then determined by this module.

The SeDAS combines key generation, key management,
and a DHT network inside the cloud server to provide secure
data protection. The data are stored in encrypted cloud storage,
while the corresponding key shares are managed separately.
This separation improves confidentiality and reduces the
chance of unauthorized recovery of sensitive information. The
access control module communicates with both the SeDAS
unit and the encrypted cloud storage to validate permissions
and retrieve protected resources securely. Thus, the proposed
framework strengthens authentication accuracy, access control
security, data confidentiality, and resistance to unauthorized
access in cloud environments [34, 35].

3.1 Mathematical assumptions, parameter ranges, and
decision logic

The SSACAM mathematical model proposed in this paper
is developed assuming that each cloud access request is
evaluated using three security layers: user authentication,
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context-aware authorisation and SeDAS-based secure data
recovery. All trust parameters are normalised between 0 and
1, where 0 represents completely untrusted/invalid behaviour
and 1 indicates fully trusted/valid behaviour. Thus, the
authentication confidence, contextual trust, role privilege,
permission compatibility, device fingerprint consistency,
behavioural profile score and session freshness are considered
as bounded security scores.

The weighting coefficients used in the equations indicate
the relative importance of each security factor. The weights are
chosen so that the total contribution is normalised, to avoid
biasing any single parameter. Parameters that have a greater
influence on access security (such as credential matching,
contextual trust and resource sensitivity) are assigned higher
weights. For practical purposes, these weights are used to
balance user identity, device reliability, behavioural
consistency and cloud resource risk in the decision-making
process for access.

The threshold values determine the minimum acceptable
level of security for granting the access. The authentication
threshold is a measure of the reliability of the user identity.
The authorisation threshold determines if the requested user-
resource interaction is allowed. The contextual trust threshold
validates the access request, given the current environment.
The key reconstruction threshold is the number of valid DHT
key shares required to recover encrypted data. If any of the
threshold conditions is not met, then the request is rejected and
secure data recovery is not permitted.

Table 1. Parameter ranges used in the proposed Secure
SeDAS-Based Access Control and Authentication
Mechanism (SSACAM) mathematical formulation

1\SJ:; Parameter Practical Meaning Range
Validity of
1 Identity score registered user Otol
identity
Device Trust level of user
2 . . Otol
fingerprint score device
Behavioural Consistency of user
3 : Otol
profile score behaviour
4 Session freshness Vahdl'ty of current Otol
login session
5 Contextual trust Trust level based on Otol
access context
Resource Risk level of
6 o requested cloud Otol
sensitivity
resource
7 Weight Relative importance 0to 1 and
coefficients of security factors normalized
L Minimum
8 Authentication confidence required 0.5t01
threshold .
for login approval
9 Authorization reMHilrlgliufomr iccocreess 0.5t01
threshold qau '
approval
10 Contextual trust Minimum trusted 05101
threshold access condition )
Key . Minimum valid key
11 reconstruction shares required k<n
threshold am
Data recovery
12 Time validity before self- t<Tsd

destruction time

The major parameter ranges used in

the proposed



formulation are summarized in Table 1. These ranges define
the normalized values, decision limits, and practical
constraints used for authentication, authorization, key
reconstruction, and secure data recovery in the proposed
SSACAM framework.

Eq. (4) computes the registration trust of a user by
combining identity  verification, device fingerprint
information, behavioral profile, and time validity [36, 37].

RTV, = a1, + a;Df + azB, + a,T, 4)
where, RTV,, denotes the registration trust vector of the user,
I, represents the verified identity score, Dy indicates the
device fingerprint consistency score, B, denotes the
behavioral profile score, T, represents the temporal validity
factor, and a4, a5, a3, a, are weighting coefficients [38].

Eq. (5) determines the authentication confidence by using
credential strength, session freshness, trusted device status,
and anomaly resistance [38, 39].

BiCr + B2Sp + B3De + Bu(1 = Ay)

AC,(t) =
«(®) 1+ exp (—ARTV,)

)

where, AC,,(t) denotes the authentication confidence of the
user u at time t, C, represents the credential matching ratio,
Sy indicates the session freshness factor, D; denotes the
trusted device score, 4,, represents the anomaly probability, A
denotes the authentication sensitivity parameter, and
B, B2, B3, By are adaptive weights [40, 41].

Egs. (6) and (7) evaluate whether access should be granted
by combining role privilege, permission matching, contextual
trust, authentication confidence, and resource sensitivity [42,
43].

AZu,r =Y! [leu + VzPu,r + VSCx + V4ACu(t)

- VSS‘r] (6)
1, >0,
Y@= {0, . Z Oa @

where, AZ,, - denotes the authorization decision for user u on
resource 7, R,, represents the role privilege score, P, - denotes
the permission compatibility value, C, indicates the contextual
trust score, AC, (t) represents the authentication confidence,
S, denotes the resource sensitivity, y;, Y2, V3, Ya, ¥s are control
weights, 8, indicates the authorization threshold, and W(+) is
the decision function [44, 45].

Egs. (8) and (9) generate a secure session key and divides it
into distributed key shares for protected storage in the DHT
network [46, 47].

Ks = H! (Uid' [ N, [, AZ s 1, Srs |, t) (8)

KS; =K, ® H! (Node;, |, t;, |, 1;),i = 1,2,...,n 9)
where, K, denotes the secure session key, H(-) represents the
hash function, U;; indicates the user identity, N, denotes the
session nonce, AZ, , represents the authorization result, S,
denotes the resource sensitivity, t indicates the current
timestamp, KS; denotes the i*" key share, Node; represents
the DHT node identity, t; denotes the local share time, u;
indicates the node randomization factor, and n is the number
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of shares [48, 49].

Egs. (10) and (11) reconstruct the secure session key from
valid key shares and verifies its integrity before permitting
data access [50, 51].

K+xs=@® *i=1"[§KS;] (10)

Z5iZkandH(l?*s,LU*id,LNs)=n (11
i=1

where, K * s denotes the reconstructed secure session key, & *
i indicates the validity of the it" key share, K S; represents the
it" key share, k denotes the minimum required number of
valid shares, H(-) represents the verification hash function,
U;q denotes the user identity, Ny indicates the session nonce,
and 7 represents the integrity verification token [52, 53].

Egs. (12) and (13) allow data recovery only when
authentication, authorization, and time validity are satisfied;
otherwise, the protected data path is destroyed [54, 55].

_ [ Dec!(C,K*s), ifAC*u(t) =6,
{D’“ - {AZW =1At<Ty@ift 2Ty V AZ,, = 0} (12)
TL + 1-3S,)+psC
T, =t0+P1 pa2( )+ p3Cy (13)

PaRen

where, D,.. denotes the recovered data, Dec(-) represents the
decryption function, C, indicates the encrypted cloud data,
K xs denotes the reconstructed session key, AC * u(t)
represents the authentication confidence, 8, denotes the
confidence threshold, AZ,, indicates the authorization
decision, t denotes the current time, Ty, represents the self-
destruction time, t, denotes the initial storage time, TL
indicates the time-to-live, S, denotes the resource sensitivity,
C, represents the contextual trust level, R;;, denotes the threat
ratio, pq, P2, P3, P4 are destruction control coefficients, and @
means no data recovery [56, 57].

The unified secure data recovery condition for the proposed
SSACAM framework is given by Eq. (14). It combines
authentication confidence, authorisation status, contextual
trust, valid key-share ratio, resource sensitivity and time-risk
factor into one access decision. Data recovery is allowed only
when the combined security score is above the secure access
threshold, the minimum number of valid DHT key shares is
available and the current access time is within the self-
destruction deadline. Otherwise, the recovery process is
denied [58-60].

lpu,r(t) =ad, + .BZu,r +yC, + 5pK — NSy — UR;

}

where, ¥, () denotes the unified security score, A, denotes
authentication confidence, Z,, denotes the authorization

Dec(Co Ky),  Wyr(6) = 0, (4

D.. =
ree {Kv >k;t<Ty® ,otherwise

. K
decision, C, denotes contextual trust, px = TV denotes the

valid key-share ratio, S, denotes resource sensitivity, R,
denotes the time-risk factor, and ®, denotes the secure access
threshold [61].

Figure 3 presents the authentication and authorization
process of the proposed SSACAM framework. It starts with
user registration, where credentials, device fingerprint, and



behaviour profile are collected. Then, the system computes the
Registration Trust Vector (RTV) and stores the user profile.
After receiving the login request, the system performs
credential verification and session check and computes the
Authentication Confidence (ACu). If ACu is below the
authentication threshold, access is denied. Otherwise, the
process proceeds to context-aware authorization evaluation for
secure cloud access [62, 63].

Figure 4 shows the secure storage and data recovery
procedure in the proposed SSACAM framework. Initially, the
system generates a secure session key (Ks) and divides it into
multiple key shares (Ksi) [64, 65]. These shares are stored in
the DHT network, while the user data are encrypted and stored
in the cloud server. During data access, the system verifies
whether the number of valid key shares is greater than the
minimum threshold (k). If the condition is not satisfied, the
recovery process is denied. When the required key shares are
available, the system checks the self-destruction time
condition. If the time validity is satisfied, the encrypted cloud
data are decrypted and the authorized data are returned to the
user. Otherwise, the recovery request is rejected [66-68].

User registration

Collect User Credentials, Device
Fingerprint, Behaviour Profile

Compute Authentication
Confidence AC,

AC,2
Authentication
Threshold?

Access
Denied

)

Context-Aware
Authorization
Evaluation

Compute Registration
TrustVector RTV

Store User Profile

User Login Request

Credential Verification
& Session Check

Figure 3. Flow chart of proposed Secure SeDAS-Based
Access Control and Authentication Mechanism (SSACAM)

authentication and authorisation
Recovery
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= \
Time Expired?

|_ Generate Secure Session Key K, J
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| store Encrypted Data in Cloud Server |

Encrypt User Data C,

Valid Shares 2
Minimum k?

Recovery
Denied

|: Check Self-Destruction Time Condition ]7

Figure 4. Flow chart of secure storage and data recovery in
proposed Secure SeDAS-Based Access Control and
Authentication Mechanism (SSACAM)
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Proposed SSACAM
Input: Uid, Cr, Df, Bp, Sf, Cx, Rr, Sr, TL, t
Output: AZ, Drec / Access Denied
Begin
STEP_1. Initialize thresholds and security parameters.
STEP_2. Collect Uid, Cr, Df, Bp, and Tv.
Compute RTV.
Store user profile.
STEP_3. Receive login request.
Verify Cr, Sf, Dt, and An.
Compute ACu.
STEP_4.1f ACu<60c
Return Access Denied
End If
STEP_S. Compute Ru, Pur, Cx, and Sr.
Evaluate authorization score.
STEP_6. If authorization is valid
AZ=1
Else
AZ=0
Return Access Denied
End If
STEP_7. Generate nonce Ns.
Compute session key Ks.
STEP_8. Split Ks into KSi shares.
Store shares in DHT nodes.
STEP_9. Encrypt data and store Ce in cloud.
STEP_10. Collect valid shares from DHT.
Compute KV.
STEP_11.IfKV >k
Reconstruct Kr
Else
Return Access Denied
End If
STEP_12. Compute Tsd.
STEP_13.1ft<Tsd
Decrypt Ce using Kr
Recover Drec
Else
Return Data Expired
End If
STEP_14. Return AZ and Drec
End

3.2 Attack model and security analysis

The common cloud security attacks are analysed against the
proposed SSACAM framework to justify its security
enhancement. Multi-factor registration trust, credential
verification and authentication confidence threshold controls
identity spoofing and invalid credential attacks. Session replay
attack is mitigated through session freshness and time-validity
checking. Context-aware authorisation prevents unauthorised
access attempts by checking the user’s role, permissions,
contextual trust and the sensitivity of the resource before
access is granted [69].

Device fingerprint scoring is used for managing device
spoofing which helps to identify abnormal access from
unknown devices. Since keeping the data in an encrypted form
constrains cloud data leakage, the related key shares are shared
separately via DHT nodes. The compromise of DHT key-
shares is controlled, as data recovery is allowed only when the
minimum number of valid key-shares is available. The self-
destruction time condition prevents expired data recovery



attacks. Thus, SSACAM offers multi-layer protection via
authentication, authorisation, encrypted storage, distributed
key management, and time-bound secure recovery.

The adversary is assumed to observe cloud communication,
generate fake login requests, replay old sessions, spoof device
identity, and try to access unauthorised access, and
compromise limited DHT key-share nodes. But the adversary
can not learn valid credentials, full key shares, or the secret
session key. The adversary’s main goal is to impersonate
users, access protected cloud resources, recover encrypted
data, or utilise expired data. SSACAM prevents these attacks
through adaptive authentication, context-aware authorisation,
DHT-based key sharing, integrity verification, and self-
destruction-based recovery control.

4. RESULTS AND DISCUSSION

In this section, we present the experimental evaluation of
the proposed SSACAM framework for cloud security. The
performance evaluation is done through the authentication
accuracy, efficiency of access control, data confidentiality,
rate of attack detection and response time. The proposed
method is compared with conventional RBAC, ABAC and
MFA techniques under identical test conditions. The results
show that SSACAM provides better security, faster access
decisions, better data protection, and higher attack detection
capability in cloud environments.

4.1 Experimental test data, metric calculation, and
statistical validation

The designed SSACAM framework is tested using the
simulated cloud access request logs generated under normal
and attack-based access scenarios. The test data set comprised
legitimate user requests, invalid credential attempts,
unauthorised role-based requests, expired session attempts,
abnormal device fingerprint cases, contextual access
violations, DHT key-share failure cases, and self-destruction
time-expired recovery attempts. The same set of access
requests are compared with RBAC, ABAC, MFA and the
proposed SSACAM model. All the methods are evaluated on
the same experimental settings with the parameters shown in
Table 2 [70, 71]. The test data used for evaluation are
summarized in Table 3.

Table 2. Experimental setup parameters for proposed Secure
SeDAS-Based Access Control and Authentication

Mechanism (SSACAM)

Sl. No. Parameter Value
1 Session nonce length N 128 bit
2 Secure session key length K 256 bit
3 Current timestamp t 120 s
4 Local share generation time t; 25 ms
5 Key share propagation delay t,, 40 ms
6 Authentication response time ¢, 85 ms
7 Authorization decision time ¢, 60 ms
8 DHT lookup time t,4 95 ms
9 Time-to-live TTL 300
10 Self-destruction deadline Ty 600 s
11 Initial storage instant t, 0s
12 Secure data recovery time t, 110 ms
13 Number of distributed key shares n 8 shares
14 Minimum shares for reconstruction k 5 shares
15 DHT storage nodes Ny 32 nodes
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Table 3. Test data used for Secure SeDAS-Based Access
Control and Authentication Mechanism (SSACAM)
performance evaluation

Sl . Number of
No. Test Scenario Requests Purpose
.. To verify correct
1 Legitimate user 3000 authentication and
access
access approval
. . To test identity
2 Invalid credential 1200 verification failure
attempt .
detection
. To evaluate access
3 Unauthorized role 1000 control rejection
access
accuracy
Session repla To test session
4 play 900 freshness and replay
attempt .
resistance
Device To evaluate device-
5 fingerprint 800 based trust
mismatch verification
To test location, time,
6 Contgxtugl trust 900 and access-context
violation L
validation
DHT key-share To evaluate secure
7 . 700 key reconstruction
failure R
reliability
Se} f-destruptlon To test time-bound
8 time-expired 600 .
data recovery denial
request
Resource . .
9 sensitivity 500 To evaluate hlgh-.rlsk
. . resource protection
violation
To test attack
10 Mixed attack 400 detection under
traffic combined threat

Cases

The performance metrics were calculated as follows:

AA Fa+ TN, 100 15
= X
TP, + TNy + FPy + FNy (15)
N
ACE = —2x 100 (16)
Nrr
N
DC=—2x100 (17)
Nya
ADR L 100 18
=——X
TPy + FNp (18)
RT = Tayeh + Taz + Tout + Trec (19)
M — Mpaseli
Improvement = SSACAM baseline » 100 20)
Mbaseline
For response time, lower value indicates better

performance. Therefore, response-time improvement was
calculated as given in Eq. (21).

_ RTpaseline = RTssacam

x100  (21)

RT;
mprovement RT
baseline

where, AA denotes authentication accuracy, ACE denotes
access control efficiency, DC denotes data confidentiality,
ADR denotes attack detection rate, RT denotes response time,



TP, and TN, denote correctly accepted and correctly rejected
authentication cases, FP4 and FN, denote wrongly accepted
and wrongly rejected authentication cases, N¢p denotes
correct access decisions, Npg denotes total requests, Nyp
denotes unauthorized recovery attempts prevented, denotes
total unauthorized attempts, TPy denotes detected attacks,
FNp denotes undetected attacks, T, denotes authentication
time, T,, denotes authorization time, Tpyr denotes DHT
lookup time, and T,... denotes secure recovery time.

The experimental dataset was generated by using a cloud
access simulation framework developed to emulate realistic
user authentication and authorisation activities in a multi-user
cloud environment. The generated logs contained both valid
and malicious access requests. Valid user credentials,
authorised roles, trusted devices, valid session tokens and
acceptable contextual access conditions were used to make
legitimate requests. To generate attack scenarios, one or more
security attributes were deliberately altered, such as invalid
credentials, unauthorised role assignments, replayed sessions,
device fingerprint mismatches, contextual trust violations,
DHT key-share failures, and expired data-recovery requests.

The experimental parameters in Table 2 are chosen from the
most published cloud security configurations and real world
deployment settings. The session key length, nonce size,
number of DHT nodes, propagation delay and time-to-live
values were selected to represent realistic cloud storage and
distributed key management environments.

To ensure that the evaluation is balanced, we controlled the
attack ratio by setting the number of requests for each attack
category as described in Table 3. The entire dataset consisted
of 10,000 access requests. Among them, 3,000 were legitimate
requests, and 7,000 were spread over multiple attack scenarios
as attack-oriented requests. The attack distribution was kept
the same across all experiments.

For reproducibility, we used a fixed random seed value of
42 for log generation, user-behavior simulation and attack
injection. Additionally, the experiments were independently
repeated 10 times, and the average values of authentication
accuracy, access control efficiency, data confidentiality, attack
detection rate, and response time were reported.

The generated dataset was split into 70% training data and
30% testing data. The training partition was used for parameter
tuning, threshold calibration and trust-score optimisation. The
testing partition was only used for performance evaluation and
comparison with the RBAC, ABAC and MFA baseline
methods.

4.2 Baseline configuration for comparative evaluation

For a fair comparison, the same workload of cloud access,
number of requests, test scenarios, and the performance
metrics were used to compare RBAC, ABAC, MFA, and the
proposed SSACAM. RBAC, ABAC, and MFA are broad
security models, fixed baseline configurations is represented
in Table 4.

For a fair comparison, RBAC, ABAC, MFA, and SSACAM
were implemented under the same cloud access workload. The
simulation setup comprises 500 users, 100 cloud resources and
10,000 access requests. RBAC used 10 pre-defined roles with
role-permission mapping. ABAC used six attributes namely
user identity, role, device status, location, access time and
resource sensitivity. Login approved MFA password and OTP
verification All methods were exposed to the same attack
scenarios, namely invalid credentials, unauthorised role
access, session replay, device mismatch, contextual violation
and expired recovery requests. Access was allowed only when
the corresponding method satisfied its defined decision rule.
This configuration guaranteed that all baseline methods were
tested for the same workload, resource and attack conditions.

4.3 Raw performance data and improvement justification

The raw performance figures of RBAC, ABAC, MFA and
the proposed SSACAM are captured under same test data,
workload conditions and evaluation metrics to substantiate the
reported improvement percentages. Baseline mean is
calculated by taking the mean performance of RBAC, ABAC
and MFA. The percentage improvement of SSACAM was
then computed with respect to the baseline mean, as shown in
Table 5.

Table 4. Baseline configurations used for fair comparison

13:)' Method Baseline Configuration Parameter Setting Evaluation Criteria
1 RBAC Static Ro(li;st?zfl:d Access User role and permission table Correct access approval and rejection
2 ABAC Attribute-Based Policy Control User, device, P and Policy matching accuracy and delay
context attributes
3 MFA Multi-factor login verification Password gnd QTP-based Authentication success and failure rate
verification
4 SSACAM Adaptive authentication with Trust score, DHT key shares, and Authentication, authorization, confidentiality,

SeDAS recovery

self-destruction time

detection, and response time

Table 5. Raw performance data and improvement calculation for Secure SeDAS-Based Access Control and Authentication

Mechanism (SSACAM)
Performance metric RBAC ABAC MFA Proposed SSACAM  Over RBAC Over ABAC Over MFA
Authentication accuracy (%) 74.6 78.9 82.0 90.9 21.8% 15.2% 10.9%
Access-control efficiency (%) 72.6 78.4 84.8 89.1 22.7% 13.6% 5.1%
Data confidentiality (%) 72.4 78.6 83.3 89.5 23.6% 13.9% 7.4%
Attack-detection rate (%) 73.0 76.0 85.9 91.0 24.7% 19.7% 5.9%
Response-time reduction (%) 360.0ms  410.0 ms  424.0 ms 349.8 ms 2.8% 14.7% 17.5%
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The improvement of SSACAM was calculated separately
with respect to each baseline method, instead of calculating the
average for RBAC, ABAC and MFA as a unified baseline.
RBAC, ABAC and MFA are used for different security
purposes. They cannot be considered as one combined
technique. Authentication accuracy and attack detection rate
were computed using TP, TN, FP and FN values. The efficacy
of access control was calculated as the number of correct
access approval and correct access rejection over total access
requests. To determine the data confidentiality, the percentage
of preventing unauthorised data recovery attempts
successfully was calculated. Therefore, the revised
comparison is a more clear and fair evaluation of SSACAM
with respect to each baseline method.

All reported performance values are averaged over ten
independent runs of simulations with a fixed random seed (42)
and 70:30 training-testing split for reproducibility and
statistical consistency.

4.4 Statistical significance analysis

To increase the statistical validity of the experimental
results, all the methods were evaluated over 10 independent

simulation runs using the same workload and attack
distribution. Results are presented as mean, standard deviation
(SD) and 95% confidence interval (CI). The 95% CI was

computed as given in Eq. (22).

Cl=x

where, X is the mean value, SD is the standard deviation, n =
10 is the number of experimental runs, and t( 9759 = 2.262 is

SD
t too7s,0 (ﬁ)

the critical value of the Student’s t-distribution.

Table 6 presents the mean, standard deviation, and 95%
confidence interval of each method across 10 independent

simulation runs.

To examine whether the observed differences among
and SSACAM are statistically
significant, a one-way ANOVA test was conducted for each
performance metric. The ANOVA results are presented in

RBAC, ABAC, MFA,

Table 7.

Further, paired t-tests were performed between SSACAM
and each baseline method to verify the pairwise significance
of the improvement. The results are shown in Table 8.

Table 6. Statistical summary of performance results over 10 independent runs

Metric Method Mean SD 95% CI
Authentication accuracy (%) RBAC 746 1.21 73.73-75.47
Authentication accuracy (%) ABAC 789 1.10  78.11-79.69
Authentication accuracy (%) MFA 82.0 0.95  81.32-82.68
Authentication accuracy (%) SSACAM 909 0.82  90.31-91.49

Access-control efficiency (%) RBAC 72.6  1.28  71.68-73.52
Access-control efficiency (%) ABAC 784 1.03  77.66-79.14
Access-control efficiency (%) MFA 84.8 091 84.15-85.45
Access-control efficiency (%) SSACAM  89.1 0.78  88.54-89.66
Data confidentiality (%) RBAC 72.4 131 71.46-73.34
Data confidentiality (%) ABAC 78.6  1.08  77.83-79.37
Data confidentiality (%) MFA 833 096  82.61-83.99
Data confidentiality (%) SSACAM  89.5 0.84  88.90-90.10
Attack-detection rate (%) RBAC 73.0 135  72.03-73.97
Attack-detection rate (%) ABAC 76.0 122 75.13-76.87
Attack-detection rate (%) MFA 859 090  85.26-86.54
Attack-detection rate (%) SSACAM 910 0.77  90.45-91.55
Response time (ms) RBAC 360.0 4.80 356.57-363.43
Response time (ms) ABAC 410.0 5.30 406.21-413.79
Response time (ms) MFA 424.0 5.70 419.92-428.08
Response time (ms) SSACAM 349.8 4.20 346.80-352.80

Table 7. ANOVA results for statistical significance testing

Metric F-Statistic p-Value  Significance
Authentication accuracy  F(3,36) = 448.54 p < 0.001  Significant
Access-control efficiency F(3,36) = 506.69 p < 0.001  Significant

Data confidentiality F(3,36) =46492 p<0.001 Significant
Attack-detection rate F(3,36) =599.96 p<0.001 Significant
Response time F(3,36) = 52754 p<0.001 Significant

Table 8. Pairwise paired t-test results between Secure SeDAS-Based Access Control and Authentication Mechanism (SSACAM)

and baseline methods

Metric SSACAM vs RBAC

SSACAM vs ABAC

SSACAM vs MFA

Authentication accuracy
Access-control efficiency
Data confidentiality
Attack-detection rate
Response time

t(9) = 39.05,p < 0.001
£(9) = 37.20, p < 0.001
£(9) = 38.30, p < 0.001
£(9) = 39.80, p < 0.001
t(9) = 6.45,p < 0.001

t(9) = 31.88, p < 0.001
t(9) = 28.20, p < 0.001
t(9) = 27.50, p < 0.001
t(9) = 35.10, p < 0.001
£(9) = 34.60, p < 0.001

t(9) = 26.81,p < 0.001
£(9) = 13.10, p < 0.001
£(9) = 17.20, p < 0.001
£(9) = 14.40, p < 0.001
£(9) = 41.20, p < 0.001
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In Figure 5, the authentication accuracy of RBAC, ABAC,
MFA and the proposed SSACAM are compared under the
same experimental conditions. The authentication accuracies
of RBAC, ABAC and MFA were 74.6%, 78.9% and 82.0%
respectively, while the proposed SSACAM achieved 90.9%.
Therefore, SSACAM achieves relative improvements of
21.8%, 15.2%, and 10.9% against RBAC, ABAC and MFA
respectively. The enhancement is mainly due to the use of
credential  verification, device-fingerprint  validation,
behavioural-profile assessment, session-freshness checking
and adaptive authentication-confidence evaluation. These
mechanisms help SSACAM to identify the legitimate users
more accurately and reduce the false acceptance and false
rejection cases [72-74].
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Figure 5. Authentication accuracy comparison of Role-Based
Access Control (RBAC), Attribute-Based Access Control
(ABAC), Multi-Factor Authentication (MFA), and proposed
Secure SeDAS-Based Access Control and Authentication
Mechanism (SSACAM)
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Figure 6. Access control efficiency comparison of Role-
Based Access Control (RBAC), Attribute-Based Access
Control (ABAC), Multi-Factor Authentication (MFA), and
proposed Secure SeDAS-Based Access Control and
Authentication Mechanism (SSACAM)

Figure 6 shows the access-control efficiency of RBAC,
ABAC, MFA and the proposed SSACAM. The efficiencies of
access control in RBAC, ABAC and MFA were 72.6%, 78.4%
and 84.8% respectively, whereas SSACAM achieved §89.1%.
Thus, the proposed framework improves the access-control
efficiency by 22.7%, 13.6% and 5.1% in comparison with
RBAC, ABAC and MFA, respectively. The enhanced
performance can be attributed to the context-aware
authorisation mechanism, which takes user roles, permission
compatibility, contextual trust, authentication confidence, and
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resource sensitivity into account simultaneously. Unlike the
static or authentication-based baseline methods, SSACAM
dynamically evaluates the user-resource interaction before
granting access [75, 76].

Figure 7 shows the data-confidentiality performance of the
evaluated security methods. The confidentiality values of
RBAC, ABAC, and MFA were 72.4%, 78.6%, and 83.3%,
respectively. The proposed SSACAM achieved 89.5%. Thus,
SSACAM shows a relative improvement of 23.6% over
RBAC, 13.9% over ABAC and 7.4% over MFA. The added
privacy is achieved by encrypting the user data before storing
it in the cloud and distributing the corresponding key shares
individually among DHT nodes. Data recovery is only allowed
when the required number of valid key shares are available,
integrity verification passes, authorisation is granted and the
request is received before the self-destruction deadline. This
isolation prevents unauthorised data retrieval even if the cloud
storage is compromised [77, 78].

Response Time (ms)
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Figure 7. Data confidentiality comparison of Role-Based
Access Control (RBAC), Attribute-Based Access Control
(ABAC), Multi-Factor Authentication (MFA), and proposed
Secure SeDAS-Based Access Control and Authentication
Mechanism (SSACAM)
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Figure 8. Attack detection rate comparison of Role-Based
Access Control (RBAC), Attribute-Based Access Control
(ABAC), Multi-Factor Authentication (MFA), and proposed
Secure SeDAS-Based Access Control and Authentication
Mechanism (SSACAM)

Figure 8 shows the comparison of the attack-detection rates
of RBAC, ABAC, MFA and the proposed SSACAM. The
detection rates of the baseline methods are 73.0%, 76.0% and
85.9%, respectively, while SSACAM is 91.0%. Thus,
SSACAM enhances the attack detection rate by 24.7%, 19.7%,



and 5.9% compared to RBAC, ABAC, and MFA, respectively.
The enhancement is attributed to the multi-layer security
analysis conducted by the suggested method such as detection
of invalid-credentials, session-replay, device-fingerprint
mismatch, contextual-trust, unauthorised role-access, DHT
key-share and expired data-recovery. Therefore, SSACAM
can identify a wider spectrum of cloud-security threats as
compared to the individual baseline mechanisms [79-81].

Figure 9 shows the performance of RBAC, ABAC, MFA,
and the proposed SSACAM across multiple security
parameters including authentication accuracy, access control
efficiency, data confidentiality, and attack detection rate. The
proposed SSACAM achieves the highest performance for all
parameters, demonstrating improved security and reliability
compared with the conventional methods.

The results indicate that SSACAM outperforms due to the
combination of adaptive authentication, context-aware
authorisation, encrypted cloud storage, DHT-based key
sharing and self-destruction-controlled recovery. RBAC is
mostly about static roles. ABAC is about complex policy
checking. MFA is mostly about login verification. SSACAM,
on the other hand, verifies the user’s identity, trust in the
device, freshness of the session, context, key-share
availability, and time validity to grant access.

The enhancement of authentication accuracy is because of
multi-factor trust verification. Context-aware permission
checking enhances the efficiency of access control. Storing
encrypted data and key shares separately improves data
confidentiality. The higher rate of attack detection is due to the
detection of invalid credentials, session replay, device
mismatch, contextual violation, and expired recovery
attempts. Hence, SSACAM can provide stronger and more
reliable cloud security than traditional ones.
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Figure 9. Overall performance comparison of Role-Based
Access Control (RBAC), Attribute-Based Access Control
(ABAC), Multi-Factor Authentication (MFA), and proposed
Secure SeDAS-Based Access Control and Authentication
Mechanism (SSACAM)

5. CONCLUSION

The study proposed a SSACAM to improve security,
privacy and access management in cloud environments. The
proposed framework includes adaptive authentication,
context-aware authorisation, encrypted cloud storage, DHT-
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based  key-share  distribution, secure  session-key
reconstruction, integrity verification, and self-destruction-
controlled data recovery. On the contrary, although ABAC,
RBAC and MFA primarily address individual security
functions, SSACAM takes into account the user’s identity,
device’s trust, session freshness, access context, resource
sensitivity, key-share availability and time validity in an
integrated manner. Experimental results demonstrate that
SSACAM achieves 90.9% authentication accuracy, 89.1%
access-control efficiency, 89.5% data confidentiality, and
91.0% attack-detection rate. The authentication accuracy
increased by 21.8%, 15.2%, and 10.9%, the access-control
efficiency increased by 22.7%, 13.6%, and 5.1%, the data
confidentiality increased by 23.6%, 13.9%, and 7.4%, and the
attack-detection rate increased by 24.7%, 19.7%, and 5.9%,
respectively, compared individually with RBAC, ABAC, and
MFA. Moreover, SSACAM outperformed RBAC, ABAC and
MFA by reducing the response time by 2.8%, 14.7% and
17.5%, respectively. The results show that SSACAM offers a
safe and efficient solution in the considered cloud access and
attack scenarios. Future work will involve real-cloud
deployment, larger multi-tenant datasets, dynamic threshold
optimisation and testing against advanced coordinated attacks.
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NOMENCLATURE
Uia User identity
Cr User credential
Df Device fingerprint
Bp Behavioural profile
Sf Session freshness
Cx Contextual trust
Rr Requested resource
Sr Resource sensitivity
TL Trust level
t Current access time
C, Encrypted cloud data
Dyec Recovered data
K Secure session key
K, Reconstructed secure key
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KS; Key share

KV Valid key-share count

DHT Distributed Hash Table

AZ Authorization decision

RTV Registration trust vector

AC, Authentication confidence of user
N, Session nonce

Tsa Self-destruction time

TTL Time-to-live

Greek Symbols

6. Authentication confidence threshold
6, Authorization threshold

0, Contextual trust threshold

a Registration trust weight coefficient
B Device fingerprint weight coefficient
y Behavioural profile weight coefficient
A Authentication sensitivity parameter
u Access control weight coefficient
Subscripts

u User

T Resource

i Key share index

s Session

c Confidence

a Authorization

t Time

rec Recovered data

sd Self-destruction

min Minimum required value





