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Cloud computing provides significant computational and scalability advantages, 

nevertheless has high latency for delay sensitive applications like smart healthcare, 

industrial automation and the Internet of Things (IoT). Fog computing addresses this 

limitation by extending processing resources to the network edge, but faces challenges in 

resource allocation and task scheduling under heterogeneous and dynamic conditions. 

Software-defined networking (SDN) enhances fog environments through centralized, 

programmable control and global network visibility. This paper proposes an SDN-enabled 

fog computing framework that jointly leverages fog proximity and SDN programmability 

to minimize processing latency and improve task execution efficiency. The core 

contribution is an improved Whale Optimization Algorithm (iWOA), which replaces the 

fixed probability threshold of the classic Whale Optimization Algorithm (WOA) with a 

dynamic threshold adapted from the fitness improvement rate across iterations. Simulation 

results using Network Simulator 2 (NS-2) demonstrate that the proposed framework 

reduces average end-to-end latency by 15–30% over classic WOA and up to 40–50% over 

baseline methods, achieves balanced fog resource utilization of 75–88%, and maintains 

task success rates exceeding 94–97% at peak loads. 
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1. INTRODUCTION

Software-defined networking (SDN) is a new approach to 

design networks that allows software applications to manage 

them in an intelligent and centralized manner. It also changes 

the way networks operate by splitting the data layer and the 

control layer into independent layers. This enables manage, 

control and optimize network resources through software 

programming. SDN has several advantages, like improved 

network performance, greater flexibility, and simplified 

network management. The data layer and the control layer are 

separated the same in SDN. The control layer makes decisions 

and collects network information, whereas the data layer 

forwards network traffic. This separation allows put all of your 

network control in a centralized controller that can 

automatically configure and manage network devices 

according to network requirements. SDN centralizes control 

so you can obtain a global view of the network at once. As a 

result, makes it more efficient to control traffic and allocate 

resources. SDN architecture is composed of three standard 

tiers: the data, control, and application layers. The application 

layer consists of the software that communicates with the SDN 

controller to set rules and requirements for the network. The 

control layer is responsible for determining how to forward 

and route network traffic and do other network tasks. The data 

layer, on the other hand, is in charge of actually sending and 

receiving network packets based on what the control layer tells 

it to do. SDN also has a number of benefits over traditional 

networking methods [1-3]. 

• It lets network admins change and optimize network

resources on the fly based on changing needs, which makes 

the network work better and uses resources more efficiently. 

This makes it very hard to balance the load on the network. 

• Programmable SDN makes it possible to make new

network apps and services. This helps networks quickly come 

up with new ideas and make changes. 

Load balancing is an important aspect of SDN because it 

allows for efficient distribution of network traffic across 

multiple devices. In SDN, Artificial Intelligence (AI)-based 

load balancing approaches have been developed to enhance 

learning capabilities and enhance network performance. These 

approaches use AI algorithms to dynamically distribute 

network traffic across multiple devices, which provides 

efficient resource utilization and improved application 

availability. Since SDN is software-based, it is easy to change 

policies in SDN that are less prone to errors, and since it is 

programming-based, complex functions in the network can be 

developed in simpler ways. Numerous research studies have 

focused on SDN-based load balancing. These studies cover 

various aspects, including the design and analysis of 

algorithms, SDN-enhanced load balancing techniques for 

cloud systems, and a novel SDN approach to load balancing in 

data center networks. The writers present a platform for 

discussing load balancing and other SDN-related topics. 

Overall, SDN-based load balancing is a promising approach to 

improve network performance and resource utilization, and 
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with the increasing adoption of SDN in various industries, 

further research and development in this field is expected to 

enhance the capabilities and effectiveness of SDN-based load 

balancing [4, 5]. 

A multi-method load balancing technique [6-9] has been 

devised for network architectures to accommodate the access 

capabilities of wireless mobile devices with limited 

connections and links [10, 11]. These cases and scenarios can 

equilibrate the user distribution across two distinct bands by 

utilizing wireless spectrum resources, primarily aimed at 

alleviating network congestion. Nevertheless, load balancing 

[12] does not account for task processing in fog networks. This

study proposes a dynamic load balancing method, using graph

partitioning and repartitioning, to create a specific approach

for virtual machine nodes. This method then provides services

to users by using graph clustering and partitioning. This can

also increase the load on other nodes, potentially impacting

overall system performance. Effective performance

monitoring and failure management mechanisms are crucial to

ensure service continuity.  Additionally, there exists a trade-off

between network strength and network capacity. In this study,

we propose a load balancing model that can reduce the

response time and improve the quality of service in SDN. The

model uses a new optimization algorithm that effectively

implements and uses the load distribution coefficient.

This paper is structured as follows: Section 2 examines the 

prior studies and investigations pertaining to the topic. Section 

3 explains the concept and theoretical framework of software-

defined networks, including the principles of load balancing 

optimization and the proposed algorithm. Following this, 

Section 4 describes the simulation of the proposed 

methodology. Finally, Section 5 analyzes the results and offers 

a conclusion. 

2. RELATED WORKS

2.1 Load balancing mechanisms in software-defined 

networking 

Load balancing methods are important for software 

networks because they help spread out new client demands 

across the network. A load balancing method can specifically 

reduce response time and packet loss rate, as well as increase 

resource utilization and reduce overhead. This approach can 

enhance reliability, scalability, packet delivery rate, and 

network longevity. These methods must be evaluated and 

contrasted to ascertain the most suitable solution for 

addressing the load balancing issue and to discern the 

advantages and disadvantages of each mechanism. Several 

metrics, referred to as quality parameters, including end-to-

end delay, energy consumption, residual energy, and average 

packet delivery rate, must be assessed during the comparative 

analysis to ensure dependable results [13, 14]. 

2.2 Exploring AI-enabled software-defined networking 

load balancing 

Metaheuristics are applied to solve real-world problems in 

these models. AI is made up of several areas such as deep 

learning, natural language processing, neural networks and AI-

based decision-making methods such as binary search, 

decision theory. AI-based load balancing solutions enhance 

the learning capabilities and decision-making ability in SDN. 

This section of the paper reviews the methods proposed by 

authors and researchers in terms of implementation challenges 

and results. This paper also includes the distinctive 

characteristics of load balancing methods, including the 

protocol or algorithm, and explains the strengths and 

weaknesses of each. Moreover, existing load balancing 

solutions for SDN networks are classified into two major 

categories, and then sub-divided according to the model used. 

To conclude this section, a practical use of each model is 

introduced. 

2.2.1 Nature- inspired load balancing methods 

The term derived from the role and conditions in nature is 

used to describe a group of metaheuristic methods that are 

described or inspired by natural events. These algorithms 

reduce the total SDN load balancing waiting time and improve 

processing segment response time and resource completion 

time. In the study [15], the researchers introduced a dynamic 

load balancing technique utilizing the Particle Swarm 

Optimization (PSO) algorithm. This research presented a load 

balancing model for resource control and task execution in a 

peer-to-peer environment. This method proposed a fitness 

function for load balancing was proposed. The researchers 

stated in their paper that their proposed method reduces 

response time, improves throughput, and maximizes customer 

satisfaction. Therefore, the proposed method is only suitable 

for running applications with small data. In the study [16], the 

researchers balanced the loads of local optimal controllers 

under different conditions with the help of Total Fuzzy Particle 

Swarm Optimization (TFPSO), and a Markov chain model 

was used to predict the future load distribution. In addition, a 

support vector machine classifies the flows based on their 

importance level. Simulation results showed that without 

classifying the flows based on priority, this method causes 

network overload. The authors of the study [17] proposed a 

dynamic approach utilizing the Swarm Optimization 

Algorithm (SSOA) to enhance efficiency. This method is 

distinguished by its dynamism, establishing optimal 

connections between converters and controllers while 

calculating and supplying the requisite number of controllers. 

This controller preserves data for the complete network 

architecture, facilitating the on-demand dynamic selection of 

alternative pathways. Moreover, it preserves data pertaining to 

link usage computation, path delay verification, and load data 

retention. 

Several studies have applied hybrid AI techniques to 

improve load balancing in SDN. In the study [18], the 

Bacterial Foraging Algorithm (BFA) is combined with PSO to 

enhance exploration and exploitation for multicast routing. 

The works in studies [19, 20] employ combinations of Ant 

Colony Optimization (ACO), PSO, and genetic algorithms to 

improve routing speed, convergence, and packet delivery rate. 

Although these hybrid methods show performance 

improvements, they usually introduce high computational 

overhead and longer processing time. Similarly, Chang et al. 

[21] proposed a bacteria-inspired genetic network (SDWBIN)

to satisfy quality of service (QoS) requirements, but consider

only limited QoS factors. In the study [22], a genetic-based

controller load balancing method is presented using an

adaptive threshold for switch migration, which improves

response time and migration efficiency; however, energy

consumption and accurate threshold prediction are not

addressed.
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2.2.2 Machine learning based approaches load balancing 

Some previous studies have suggested that the combination 

of machine learning techniques with SDN architectures can 

significantly improve the performance of routing and load 

balancing [23]. The authors propose an artificial neural 

network (ANN) based load balancing approach, where AI is 

applied to tune and optimize computer networks [24]. The 

proposed model relies on a comprehensive level of network 

knowledge and analysis. By using ANN, the network 

performance is predicted according to delay and traffic-related 

metrics among tasks, which helps in selecting the path with the 

lowest load. Similarly, an ANN-based load balancing 

mechanism for SDN is proposed in the study [25]. This 

investigation explores various network parameters intended to 

enhance transmission efficiency, including delay, overhead, 

hop count, packet loss, dependability, and bandwidth ratio. 

The algorithm assesses network congestion and selects the 

transmission route with minimal traffic. Experimental results 

demonstrate significant enhancements in latency, bandwidth 

utilization, and packet loss rates. Conversely, the 

methodologies presented in the studies [24, 25] are 

computationally intensive, thereby limiting their applicability 

to medium-sized networks or scenarios where they represent 

the optimal solution. 

In the study [26], the authors used backpropagating artificial 

neural networks (BPANN) and K-means clustering algorithm 

to predict the availability of network devices to consumers. 

The proposed model has one output node, four input nodes and 

three hidden nodes. This framework enables for the practical 

application of the load balancing method. The authors assessed 

the proposed method's performance against existing flow 

prediction methods, with emphasis on latency and load 

balance. The exclusion of some services in decision-making is 

a major limitation with this approach that could make it 

difficult to find the actual shortest path. In contrast, the study 

described in the study [27] proposed a novel approach to 

enhance data transfer and a sophisticated SDN-based 

architecture. The suggested approach is based on identifying 

the appropriate nodes and routes and forecasting traffic flow. 

The approach tries to discover the ideal path by employing 

Q-learn and deep neural networks (DNNs). Simulation

findings show that compared to traditional approaches, DNN-

based systems are more efficient in handling complicated

network traffic. Along with these benefits, important aspects

such as scalability, dynamic topology variations, and packet

loss are not fully addressed in this study.

3. PROPOSED METHOD

3.1 Theoretical model of software-defined networking 

In software-defined networks [28], there are three main 

parts: the application part, the SDN control part, and the 

infrastructure part, also called the data part. The SDN structure 

and architecture also have a part called "applications." This 

part includes many applications, such as those that manage 

network traffic, balance load, and deal with security. Through 

the North Bridge Interface (NBI), the application part 

transmits its network requirements and appropriate behavior 

to the control part. This architecture is shown in Figure 1. 

Control layer software-defined networks comprise a 

centralized controller that utilizes predefined logic to interpret 

the requirements of incoming transactions for the data links 

within the SDN. In the network, an administrator can separate 

the control and data parts and then can change network 

policies and make the network fit business by software instead 

of hardware, thereby fostering a flexible and scalable 

infrastructure. The control layer is linked to the data 

component via a Southbound Interface (SBI), which serves as 

the interface between the two parts. SDN controllers aggregate 

general data, including throughput, load, and end-to-end 

latency, and can oversee operations to enhance load balancing. 

Consequently, software-defined network controllers offer 

open-source programming interfaces to facilitate network 

connections, resource management, and other functions 

through software applications.  

Figure 1. General software-defined networking (SDN) 

architecture [28] 

The SDN data component, referred to as the dispatch center, 

comprises numerous network elements, including switches, 

among others. The current devices reveal the data path 

selection or routers and direct network traffic through the 

network. In this network configuration, the switches function 

as transmission devices that direct the transmission and 

reception as defined by the routing controller protocol. The 

SBI consists of two parts: the SDN control component and the 

data component that controls all transmissions according to a 

schedule. 

The distribution of computational tasks and load balancing 

criteria is intricate, as it must consider equipment efficiency 

and the complex communication overhead to minimize 

latency. 

Figure 2. Undirected software-defined networking (SDN) 

graph 

The undirected weighted SDN graph is shown in Figure 2. 

The current study is concentrated on load balancing 

technology as an intelligent routing protocol in SDNs. It 

emphasizes the requirement of reducing the response time. At 
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the moment, the number of people using the Internet is 

constantly growing. This causes several web traffic, which in 

turn causes network congestion and packet loss. Despite this, 

managing server load is still very hard, and it often leads to 

unexpected service degradation.  

Figure 3 illustrates an overview of the load balancing 

strategy. This paper proposes a novel SDN-based load 

balancing model that incorporates optimization principles as 

its primary objective. The scenario under consideration 

includes end devices, fog nodes, cloud servers, and a SDN 

controller. According to graph theory principles, the SDCFN 

topology is represented as an undirected weighted graph 

defined as GR = {Sn, Sv}, where Sn = {S1, S2, …, Sk, SDN, 

cloud} denotes the set of vertices comprising virtual machines, 

the SDN controller, and the cloud server. Each node Si ∈ Sn 

represents a virtual machine, While SDN refers to the control 

unit, the cloud represents the cloud server. The edge group is 

defined as follows: Sv = {eS1, eS2, …, eSi, eSj, …, eSk−1, eSk, …, 

eS3, cs, eS4, cloud}, where Tli and Tlj stand for the 

communication link between two nodes. The cloud computing 

center is considered as a distributed computing node with its 

own processing capabilities for the improvement of the system 

performance via cloud computing.  Similarly, CSi shows how 

much computing power node Si has, and TlSi and TlSj show 

how long it takes for nodes to talk to each other. When task L 

is sent from the end user to the switch, it is broken up into 

several smaller tasks, which are called Li.  

The subtasks are then forwarded to fog and cloud nodes for 

processing. The distribution node is involved in the task. 

Finally, all incomplete findings are aggregated and delivered 

to the end consumers. The overall latency investigated in this 

study is expressed in Eq. (1). TlSi,cloud denotes the 

transmission overhead between fog node Si and cloud node, 

while Si and Sj represent the fog nodes engaged in the 

communication. 

𝑡(𝐿𝑖) = max (
𝑢𝑖
𝐶𝑆𝑖

) + 𝑇𝑙𝑆𝑖,𝑆𝑗 , 𝑖, 𝑗 = 1,2, … , 𝑘 (1) 

Figure 3. Load balancing layout with software-defined 

networking (SDN) [29] 

3.2 Whale Optimization Algorithm 

3.2.1 Solution coding 

This study suggests a new load-balancing model to cut 

down on delays. It does so by creating an optimization model 

that quickly figures out a load distribution coefficient a (time 

allocation (M) of the task in question, Li). 

A novel enhanced optimization algorithm is proposed for 

this optimal selection. The solution provided for the proposed 

algorithm is illustrated in Figures 3 and 4.  

The primary aim of the proposed method is articulated in 

Eq. (2), In this context, "t" (LiCloud) refers to the latency of the 

cloud server. Based on the encoding process, the interface Li: 

i = 1,..., cloud is assigned to each time slot M1, M2,..., MN. 

When Li2 is scheduled to run in time slot M1, it does so first. 

Then, the task for time slot M2 runs. This allocation process 

reduces the time required by distributing the workload. The 

suggested optimization method regularly alters the task 

assigned to each slot, Mⱼ = 1, 2, ... N. 

Due to the diversity of the allocation steps, based on the 

time fitness function . 

Figure 4. Solution encryption 

𝐹 = max{𝑡(𝐿𝑖1), 𝑡(𝐿𝑖2), … , 𝑡(𝐿𝑖𝑁)} (2) 

3.3 Traditional Whale Optimization Algorithm 

In this section, we first discuss how the proposed method is 

derived. 

3.3.1 Derivation 

Whales are the largest mammals globally and among the 

most remarkable creatures on the planet. An adult whale may 

reach lengths of up to 30 meters and weigh as much as 180 

tons. There are seven primary species of these colossal 

animals: killer, minke, sei, humpback, right, finback, and blue. 

Whales are recognized as predators. They remain awake as 

they must surface to breathe. In fact, only half of their brain 

sleeps when they are resting. T Whales are regarded as the 

most emotionally intelligent animals, which is an intriguing 

fact. Whales possess unique cells in a particular region of their 

brain that are also present in the human brain [30, 31]. These 

cells are called Von Economo neurons (also known as spindle 

neurons). These neurons are responsible for judgment, 

emotions, and social behavior in humans. In other words, Von 

Economo neurons distinguish higher mammals from other 

creatures. Whales have twice as many of these cells as 

humans, which is considered a contributing factor to their high 

cognitive capacity. Research has shown that whales are able to 

think, learn, judge and communicate. They have emotional 

depth similar to that of humans, but at a much lower level of 

intelligence. It has been noted that whales, especially orcas, 

can develop their own dialects. Another interesting thing about 

whales is their social behaviour. They live alone and in groups. 

But they are mostly seen in groups. Some whales, like killer 

whales can live their whole lives within one family. One of the 

largest toothless whales is the humpback whale (scientific 

name Megaptera novaeangliae). An adult humpback whale is 

about the size of a school bus. Their preferred prey is krill and 

small fish. The most interesting thing about humpback whales 

is their unique hunting method. This feeding method is called 

bubble-net feeding [32]. Humpback whales prefer to hunt krill 

or small fish at the surface of the water. This feeding method 

has been observed to produce bubbles in a circular or figure-
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of-nine pattern. Before 2011, this behavior had only been 

observed on the surface of the water. The paper [33] 

investigated this behavior using signal sensors. The authors of 

the paper observed 9 humpback whales performing bubble-net 

feeding 300 times. They observed two maneuvers that were 

accompanied by bubble production, which they called the 

“upward twist” and the “double loop.” In the first maneuver, 

the humpback whale dives about 12 m underwater and begins 

to produce bubbles in a spiral pattern around the prey and 

swims upward. The second maneuver consists of three stages: 

the central loop, the lobtail, and the capture loop. More 

detailed information about these behaviors can be found in 

[33-38]. It is worth noting here that bubble-net feeding has 

only been observed in humpback whales. In this paper, the 

spiral bubble-net feeding maneuver is mathematically 

modeled for optimization. 

A comprehensive survey of the Whale Optimization 

Algorithm (WOA) and its numerous variants and application 

domains is provided in the study [39], which situates the 

present improvement within the broader body of WOA 

research. 

3.3.2 Mathematical model of Whale Optimizer Algorithm 

This section presents the mathematical model of prey 

encirclement, bubble-net feeding maneuver, and prey search. 

3.3.3 Prey encirclement 

The humpback whale can discern the position of prey and 

encircle it. Given that the location of the optimal point within 

the search space is unknown a priori, the whale optimizer 

algorithm posits that the best current candidate solution 

represents the target prey or the point nearest to the optimal 

point. Once the optimal search agent is identified, the 

remaining search agents endeavor to adjust their positions in 

relation to the optimal search agent. This behavior is shown by 

the following relations [31, 40]  

𝐷 = |𝐶 ⋅ 𝑋∗(𝑡) − 𝑋(𝑡)| (3) 

𝑋(𝑡 + 1) = 𝑋∗(𝑡) − 𝐴 ⋅ 𝐷 (4) 

where, t is the current iteration, A and C are the coefficient 

vectors, X* is the position vector of the best solution obtained 

so far, X is the position vector, | | is the absolute value and the 

operation is point-to-point multiplication and it is essential to 

note that if a better solution exists, X* should be updated at 

each iteration [31, 40]. The vectors A and C are calculated as: 

𝐴 = 2𝑎 ⋅ 𝑟 − 𝑎 (5) 

𝐶 = 2 ⋅ 𝑟 (6) 

where, a decreases linearly from 2 to 0 during the iterations 

(both in the exploration and extraction phases) and r is a 

random vector in the interval [0,1]. 

3.3.4 Bubble network attack method (extraction phase) 

To mathematically simulate the behavior of the bubble 

network for humpback whales, the following two approaches 

are suggested: 

(1) Minimizing the siege mechanism: This behavior is

achieved by decreasing the value of a in Eq. (5). Note that the 

fluctuation of the interval A also decreases as a decrease. In 

other words, A is a random value in the interval [-a, a], where 

a decreases from 2 to 0 during the iterations. By placing the 

random value for A in the interval [-1,1], the new location of 

the search agent can be anywhere between the agent’s original 

location and the current best location [31, 40]. 

(2) Spiral Position Update: Firstly, the distance between

the whale (X, Y) and the prey (X*, Y*) is calculated. Then, a 

spiral relation is created between the whale and prey 

positioned to simulate the spiral movement of a humpback 

whale as shown in the following section. 

𝐷′ = |𝑋∗(𝑡) − 𝑋(𝑡)| (7) 

𝑋(𝑡 + 1) = 𝐷′ ⋅ 𝑒𝑏𝑙 ⋅ cos(2π𝑙) + 𝑋∗(𝑡) (8) 

where, D′ = |X*(t) − X(t)| denotes the distance of the ith whale 

to the prey (the best solution obtained so far), b is a constant 

defining the logarithmic convolution shape, l is a random 

number in the interval [1, -1], and. is the point-to-point 

multiplication. Note that the humpback whales swim around 

the prey in a shrinking circle along the convolutional path. To 

model this synchronous behavior, we assume that there is a 

50% probability that one of the encirclement or convolutional 

mechanism models is selected to update the whales’ positions 

during the optimization. The mathematical model is as 

follows: 

𝑋⃗(𝑡 + 1) = {
𝑋⃗∗(𝑡) − 𝐴. 𝐷⃗⃗⃗, 𝑖𝑓, 𝑝 < 0.5

𝐷⃗⃗⃗∗. 𝑒𝑏𝑙 . 𝑐𝑜𝑠(2𝜋𝑙) + 𝑋⃗∗(𝑡), 𝑖𝑓, 𝑝 ≥ 0.5
(9) 

where, p is a random number in the range [0,1]. In addition to 

the bubble network method, humpback whales act randomly 

to search for prey. The mathematical model of the search is as 

follows. 

3.3.5 Exploration phase (search for prey) 

The same method, which involves altering the vector A, can 

be employed to seek prey (exploration). Actually, humpback 

whales conduct their searches at random in accordance with 

the positions of their peers. Consequently, we employ A with 

values greater than one or less than -1 to force the search agent 

to deviate from the reference whale. In contrast to the 

extraction phase, in the exploration phase we update the search 

agent's position with respect to a random search agent (instead 

of choosing the best search agent so far). This mechanism and 

A > 1 emphasize exploration and allow the whale's 

optimization algorithm to perform a global search. The 

mathematical model is as follows [31, 40]: 

𝐷 = |𝐶 ⋅ 𝑋rand − 𝑋| (10) 

𝑋(𝑡 + 1) = 𝑋rand − 𝐴 ⋅ 𝐷 (11) 

where, Xrand is a random position vector (random whale) 

selected from the current population. The WOA begins with a 

collection of random responses. At each iteration, the search 

agents update their positions relative to a random search agent 

and the best response obtained thus far. To complete the 

exploration and extraction operation, the parameter a is 

reduced from 2 to 0. When | A | >= 1, the random search agent 

is chosen, and when | A | < 1, the best search agent is chosen 

to update the search agent positions. Depending on the value 

of p, the whale algorithm can switch between rotational and 

torsional motion. Finally, the whale algorithm terminates by 

satisfying the termination criterion. 
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3.4 Proposed algorithm 

Despite the whale algorithm demonstrating competitive 

performance regarding reduced parameters and local non-

optimality, A slow convergence speed is an obstacle for this. 

This study proposes an advanced algorithm by making 

ingenious changes to the traditional WOA to improve the 

convergence rate. In this version of WOA, the probabilities of 

spiral update and bait search are the same, i.e., th = 0.5. In real 

scenarios, they must be dynamic and depend on the quality of 

the improved solutions. If it was highly successful in the 

previous iteration, the probability of using the spiral update 

process should increase. The spiral update process should be 

terminated if it yields inadequate solutions. This paper tackles 

the issue by providing a dynamic threshold contingent upon 

the rate of enhancement in the fitness function value. The 

methodology underlying the proposed algorithm is as follows: 

In the conventional WOA, the transition between spiral 

exploitation and prey-search behavior is governed by a fixed 

probability threshold of 0.5. However, in dynamic SDN-fog 

environments, a static threshold may not adequately reflect the 

current search progress. To address this limitation, the 

proposed improved Whale Optimization Algorithm (iWOA) 

introduces an adaptive threshold that is updated at each 

iteration based on the proportion of solutions whose fitness 

improves relative to the previous iteration. Specifically, the 

initial threshold is set to (th0 = 0.5), and the threshold is then 

updated according to Eq. (12), where (𝑁𝑡) denotes the number

of improved whales and (𝑃𝑜𝑝) represents the population size. 

This adaptive rule makes the balance between exploration and 

exploitation responsive to the optimization progress, thereby 

accelerating convergence and improving load-distribution 

quality. 

𝑡ℎ𝑟𝑒𝑠ℎ𝑜𝑙𝑑𝑡 = min (1,max (0,  𝑡ℎ0 −
𝑁𝑡

𝑃𝑜𝑝
)) (12) 

The use of the reference value 0.5 preserves consistency 

with the original WOA, while the adaptive term modifies this 

baseline according to the observed improvement rate. 

Algorithm 1. Pseudocode of the proposed iWOA 

Input: Objective function f(.), population Pop, maximum 

iterations T, 

       initial threshold th0 = 0.5 

Output: Best solution X* 

1: Initialize Xi for all whales 

2: Evaluate fitness values and determine X* 

3: threshold ← th0 

4: for t = 1 to T do 

5:   N ← 0 

6:   for each whale Xi do 

7:   f_old ← f(Xi) 

8:   Compute a, A, C, l and generate p ∈ [0,1] 

9:   if p < threshold then 

10:   if |A| < 1 then 

11:   Update Xi around X* 

12:   else 

13:   Update Xi around a random whale Xrand 

14:       end if 

15:   else 

16:   Apply spiral (bubble-net) updating 

17:   end if 

18:   Correct boundaries 

19:   Compute f_new = f(Xi) 

20:   if f_new < f_old then 

21:   N ← N + 1 

22:   end if 

23:       Update X* if Xi is better 

24:   end for 

25:   threshold ← min(1, max(0, th0 − N / Pop)) 

26: end for 

27: return X* 

In the proposed method, p is chosen randomly and 

compared with the dynamic threshold obtained from Eq. (12) 

instead of using the fixed threshold of 0.5 as in the traditional 

WOA. 

4. SIMULATION

To comprehensively evaluate the performance of a 

proposed SDN-enabled fog computing framework that utilizes 

an iWOA for intelligent task offloading and load balancing, a 

series of intensive simulations were conducted using the NS-2 

network simulator (version 2.35). This simulation. The 

simulation environment was enhanced by adding C++ 

programming classes and TCL scripts, enabling centralized 

control mechanisms similar to an SDN architecture, 

management of processing queues in fog nodes, simulation of 

real-world task offloading flows, and periodic implementation 

of optimization decisions via the iWOA module integrated 

into the controller. The controller gathers network statistics 

every so often, such as the current load on each node, the 

length of the queues, and the average latency. With this 

information, the iWOA algorithm is used to find the best load 

distribution settings for the fog nodes and the cloud server. 

This makes the system run better and lowers latency. The 

simulations took place on a dedicated workstation that run 

Ubuntu 20.04 LTS and had an Intel Core i7 processor and 32 

GB of RAM.  

To ensure the reliability of the statistical results, each 

experimental scenario was repeated forty times, using a 

different random seed for each iteration The results are 

presented as mean values, and standard deviations are reported 

when necessary. The simulation was configured to represent 

real heterogeneous fog computing environment that would 

operate efficiently for Internet of Things (IoT) applications 

that require low latency, like intelligent health monitoring 

systems, industrial automation sensors, and intelligent vehicle 

edge services. To place the nodes at the appropriate distances, 

the simulation was represented as a 1200 x 1200-meter square. 

Initially, there were thirty fog nodes (though in scalability 

tests, the number could range from 15 to 60) to represent that 

edge servers have limited resources and are heterogenous. In 

addition, 200 user/IoT nodes (between 80 and 400 in different 

situations) were added to generate tasks. The environment also 

includes a central cloud server with large storage capacity and 

a single SDN-based control node. These two components 

provide full visibility of the network and helps make decisions 

about how to manage and optimize it. Tasks arrive in the 

system through a Poisson process, with an average of 8 to 40 

tasks per second. This represents different levels of network 

load, including realistic intermittent flow patterns. The 

processing needs for each task were between 600 and 2800 
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million instructions per second (MI), with a normal 

distribution. This reflects the variability of IoT application 

workloads can be. The fog nodes’ processing power followed 

a normal distribution, with an average of 900 MIPS and a 

standard deviation of 180 MIPS, this approach introduced 

some realistic variability to the nodes.  

In contrast, the cloud server's capacity was set to a fixed, 

relatively high value of 12000 MIPS. This allowed it to handle 

increased workloads when necessary. For the network 

architecture, bandwidths of 20 to 150 Mbps were set aside for 

connections between users and fog nodes, and between fog 

nodes and the cloud, depending on how far apart they were in 

the network. One-way propagation and link latency values 

ranged from 2 to 25 milliseconds, covering both short-range 

edge links and longer connections to the cloud. 

Offloading traffic was modeled using 1200-byte packets on 

average, transmitted via UDP-like flows for task requests and 

reverse paths for results. 

In order to mitigate the likelihood of packet loss during 

system overloads, the nodes implemented Drop Tail queuing 

with a custom buffer capacity of 500 packets. The duration of 

each simulation run was 800 seconds, which was sufficient to 

observe the behavior of the system in steady state and the 

changes in the load. 

The iWOA optimizer could perform up to 120 iterations 

every 5–10 seconds in a group of 40 whales and the dynamic 

threshold started at 0.5 and varied according to the rate at 

which solutions got better with each iteration. Compared to the 

traditional fixed-threshold WOA, this made the process 

quicker and more flexible. 

We compared the proposed iWOA-based method against 

three baseline approaches: a traditional cloud-only offloading 

strategy (where all tasks are sent directly to the cloud, 

incurring high latency), a simple greedy nearest-fog 

assignment (selecting the closest available fog node without 

optimization, prone to imbalance), and the standard classic 

WOA approach (using a fixed p = 0.5 probability without 

dynamic adaptation). 

Three main metrics that are frequently used in SDN-fog 

load balancing and task offloading studies were used to 

measure performance: 

While Average End-to-End Latency is a crucial metric for 

delay-sensitive applications, it may not fully reflect the overall 

user experience. This experience can also be influenced by 

factors such as the design of the user interface and the 

responsiveness of the application. Additionally, the exclusive 

focus on Average Resource Utilization (ARU) may lead to the 

neglect of other critical components, including system 

scalability and fault tolerance, which are essential for the 

maintenance of resilient edge computing environments. The 

task success rate, which is the proportion of generated tasks 

that are successfully completed and results are delivered 

within a reasonable timeout threshold (five times the cloud-

only baseline), includes failures brought on by congestion, 

queue overflows, excessive delays, or resource depletion.  

These metrics are used to evaluate a system's reliability and 

robustness when it's under heavy load. The simulation results, 

shown in the accompanying figures, demonstrate the 

effectiveness of the proposed approach. The average end-to-

end latency significantly decrease with higher task arrival 

rates, enabling more efficient offloading decisions that 

maintain processing proximity to users while avoiding 

overloaded nodes. Average fog resource utilization reaches 

stable and balanced levels, generally ranging from 75% to 

88% under substantial demand, thereby maximizing the 

benefits of edge computing while avoiding persistent 

overload. The task success rate stays above 94% to 97%, even 

amidst peak arrival rates, outperforming the baseline methods 

that show decreases below 70% to 85% due to either 

imbalance or overload. These findings confirm that the 

dynamic threshold mechanism within iWOA enables more 

faster adaptation to network dynamics, resulting in reduced 

delays, improved resource utilization, and increased reliability 

within SDN-fog environments for applications sensitive to 

delay. 

5. RESULTS AND DISCUSSION

In this section, the results of the NS-2 studies of Section 4 

are presented and discussed. The performance of the proposed 

SDN-fog framework based on the iWOA has been compared 

with three existing methods: 

(1) A cloud-only offloading strategy, where all tasks go

straight to the centralized cloud server, which results in higher 

latencies of longer communication path. 

(2) A greedy nearest-fog assignment, which sends tasks to

the nearest available fog node without any optimization, which 

can result in load imbalances and resource inefficiencies. 

(3) The standard classic WOA, which uses a fixed

probability threshold (p = 0.5) for switching between spiral 

updates and prey search, which lacks the dynamic adaptation 

mechanism that iWOA has. The comparative analysis 

highlights the efficiency of the dynamic threshold of iWOA, 

which is modified according to rate of solution enhancement. 

This adaptability facilitates more precise load distribution 

adjustments, thereby enhancing the system's responsiveness to 

network fluctuations. 

This approach also accelerates convergence, which helps 

avoid the common issue of getting stuck in local optima. 

Standard deviations are typically 5-10% and are not displayed 

in the tables for the sake of brevity. But when they are relevant, 

they are addressed. The results are averaged over 40 

simulation runs for each configuration. We analyze 

fluctuations in essential parameters: task arrival rates 

(spanning from 8 to 40 tasks/s, reflecting low to high load 

conditions) and the quantity of fog nodes (ranging from 15 to 

60, evaluating scalability in diverse environments). 

Adaptation is limited by the speed of change. 

5.1 Average end-to-end latency 

Table 1. Average end-to-end latency (s) vs. task arrival rate 

Task 

Arrival 

Rate 

(tasks/s) 

Cloud-

Only 

Greedy 

Nearest-

Fog 

Classic 

WOA 

Proposed 

iWOA 

8 2.45 1.72 1.34 1.15 

16 3.18 2.45 1.78 1.42 

24 4.02 3.21 2.05 1.68 

32 4.75 3.98 3.12 2.45 

40 5.62 4.80 4.15 3.12 

The average end-to-end latency is the sum of the elapsed 

time between the creation of a task at an end-user or IoT node 

and the transmission of the computation results. It 

encompasses return path overheads, processing times at fog or 

cloud nodes, queuing times, and transmission delays. 
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Applications that require immediate response, such as self-

driving systems or real-time IoT monitoring, necessitate 

reduced latency. The proposed iWOA is highly effective due 

to its dynamic optimization of load distribution coefficients, 

which ensures that tasks are dispatched to underutilized fog 

nodes that are located closer to users. This reduces congestion 

and long-distance cloud transfers. The average end-to-end 

latency as a function of task arrival rate is reported in Table 1, 

and its dependence on the number of fog nodes is reported in 

Table 2. 

Table 2. Average end-to-end latency (s) vs. number of fog 

nodes 

Number of 

Fog Nodes 

Cloud-

Only 

Greedy 

Nearest-

Fog 

Classic 

WOA 

Proposed 

iWOA 

15 4.10 3.45 2.94 2.35 

30 4.02 3.21 2.05 1.68 

45 3.85 2.98 1.92 1.45 

60 3.72 2.75 1.78 1.32 

Overall, iWOA's dynamic threshold provides superior 

latency reductions (15–30% vs. classic WOA) by enhancing 

exploration-exploitation balance, especially in high-load or 

large-scale scenarios where classic WOA's static p = 0.5 leads 

to delayed optimizations. 

5.2 Average resource utilization 

The average resource utilization measures how efficiently 

edge resources are used by avoiding capacity wastage or 

overload, which can lead to failures. This is determined by 

calculating the average percentage of computing capacity 

(MIPS) utilized by all fog nodes during the simulation. To 

prevent hotspots, the ideal utilization values should range from 

70% to 90% and be balanced accordingly. The iWOA utilizes 

optimized coefficients to uniform distribution, effectively 

avoiding the imbalances that can occur due to the greedy and 

gradual encouragement of adaptations of traditional WOA. 

Table 3 presents the average resource utilization against 

task arrival rate, and Table 4 presents it against the number of 

fog nodes. 

Table 3. Average resource utilization (%) vs. task arrival rate 

Task 

Arrival 

Rate 

(tasks/s) 

Cloud-

Only 

Greedy 

Nearest-

Fog 

Classic 

WOA 

Proposed 

iWOA 

8 0 45 52 58 

16 0 58 65 72 

24 0 68 73 82 

32 0 72 77 85 

40 0 75 80 88 

Table 4. Average resource usage (%) compared to the 

number of fog nodes 

Number of 

Fog Nodes 

Cloud-

Only 

Greedy 

Nearest-

Fog 

Classic 

WOA 

Proposed 

iWOA 

15 0 72 76 85 

30 0 68 73 82 

45 0 65 71 80 

60 0 62 70 78 

Overall, iWOA's dynamic threshold provides superior 

latency reductions (15–30% vs. classic WOA) by enhancing 

exploration-exploitation balance, especially in high-load or 

large-scale scenarios where classic WOA's static p = 0.5 leads 

to delayed optimizations. As reported in Tables 3 and 4, iWOA 

maintains balanced fog utilization within the target 75–88% 

band under high demand, avoiding both persistent overload 

and resource underutilization, whereas the greedy and classic-

WOA baselines drift lower as load or scale increases. 

5.3 Task success rate 

The task success rate is the proportion of tasks completed 

and delivered on time, defined based on five times the latency 

of the cloud-only baseline. This indicates the system's 

reliability despite challenges such as delays, interruptions, or 

high traffic load. For mission-critical applications, high 

success rates (exceeding 90%) are required. Adaptive 

balancing in iWOA avoids task accumulation, thus improving 

overall success. The task success rate versus task arrival rate 

is given in Table 5, and versus the number of fog nodes in 

Table 6. 

Table 5. Task success rate (%) vs. task arrival rate 

Task 

Arrival 

Rate 

(tasks/s) 

Cloud-

Only 

Greedy 

Nearest-

Fog 

Classic 

WOA 

Proposed 

iWOA 

8 98 96 97 99 

16 95 92 94 98 

24 90 85 88 96 

32 82 72 80 94 

40 78 62 75 95 

Table 6. Task success rate (%) vs. number of fog nodes 

Number of 

Fog Nodes 

Cloud-

Only 

Greedy 

Nearest-

Fog 

Classic 

WOA 

Proposed 

iWOA 

15 85 78 82 93 

30 90 85 88 96 

45 92 88 90 97 

60 94 90 92 98 

As Tables 5 and 6 show, the proposed iWOA consistently 

outperformed the standard WOA algorithm, showing 

improvements of 10% to 30% across different evaluation 

metrics. The observed improvement is attributed to the use of 

an adaptive thresholding approach. This method enhances the 

system's adaptability and enables a faster response to dynamic 

conditions. Consequently, the proposed framework offers a 

effective approach for supporting emerging applications that 

require both low latency and high efficiency. Further research 

could explore the impact of node mobility limitations or 

energy consumption in fog computing environments. 

6. CONCLUSION

In this work, we proposed a fog computing framework 

based on the integration of SDNs with an enhanced version of 

the iWOA. This framework aims to address tackle multiple 

challenges in distributed computing systems, such as load 

balancing, efficient task offloading, and reducing overall 

latency. The obtained results indicate that the developed 
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framework leads to considerable reduction in overall latency, 

an important factor in latency-sensitive applications, e.g., 

systems for autonomous vehicles, smart healthcare, and 

industrial automation. This vital goal is realized by combining 

the programmability and centralization of SDNs with the 

capabilities of fog computing, which brings computational 

resources closer to data sources. 

This developed approach also addresses several limitations 

of conventional cloud architectures, particularly the high 

latency caused by geographic distance and limited bandwidth. 

This work mainly adds an adaptive thresholding mechanism to 

the standard iWOA making it better. According to the 

conventional WOA method, a fixed probability (p = 0.5) is 

applied to alternate between two main strategies: spiral 

bubble-net feeding a spiral bubble network and random prey 

searching. In the improved iWOA algorithm, an adaptive 

threshold is employed, calculated according to the variation of 

the fitness value over time, as shown in Eq. (12). This adaptive 

mechanism speeds up convergence, provides a better balance 

between the exploration and exploitation phases, decreases the 

probability of local optima, and enhances the system capability 

to adapt to dynamic variations in network parameters, task 

access, fog node capabilities, and communication costs. 

(1) The experimental results demonstrates that the iWOA

algorithm provides notable improvements in three main

performance metrics: average overall response time,

average fog resource utilization, and task execution

success rate. This results further revealed a 15%-30%

decrease in latency compared to other baseline methods

under heavy workload conditions, such as 40 tasks

arriving per second and up to 60 fog nodes.

(2) Improved resource utilization by 10–15%, maintaining

high and balanced utilization (usually 75–88% under

high load conditions) without too many node overloads

or resource underutilization.

(3) The task success rates above 94–97% at peak load

condition, compared to drops below 70–85% in

baselines and 75–88% in classic WOA.

This indicates that the system is more reliable and capable 

of handling congestion, queue overflow events, and timeouts. 

The dynamic threshold increases exploration during 

stagnation phases and prioritizes promising search directions 

during rapid improvement periods, leading to these 

quantitative improvements. This suggests that load 

distribution coefficients can be optimized faster and more 

reliably in real-world SDN-fog scenarios. 

For future edge-centric distributed systems that require low-

latency and high-reliability service delivery, the presented 

framework improves the integration of metaheuristic 

optimization with SDN and fog technologies and can be 

deployed in real-world scenarios. By using fog resources close 

to data sources and end users, in conjunction with SDN's 

complete visibility for centralized yet programmable decision-

making, this approach enhances quality of service (QoS), 

optimizes resource utilization, and decreases reliance on 

remote cloud infrastructure. Notwithstanding the encouraging 

outcomes, challenges persist and avenues for additional 

research exist. 

The current model considers static or semi-static fog node 

capacities and insufficiently accounts for node mobility, 

energy consumption limitations, or security issues (e.g., secure 

offloading in adversarial settings). Furthermore, although NS-

2 provides extensive data regarding packets, testing scalability 

on larger, real-world testbeds (such as Mininet with actual 

SDN controllers like ONOS or Ryu) or hybrid simulators 

could validate performance at substantial IoT scales. Future 

work may investigate hybrid metaheuristics (e.g., the 

integration of iWOA with reinforcement learning or other 

nature-inspired algorithms), energy-aware objective functions, 

multi-objective optimization (balancing latency, energy, and 

cost), the facilitation of mobile fog nodes in vehicular 

networks, and the incorporation of machine learning for 

predictive load forecasting. Overall, the integration of SDN, 

fog computing, and an enhanced WOA with dynamic 

threshold adaptation establishes a reliable, efficient, and 

scalable method for task management and load balancing in 

contemporary distributed networks. This study provides a 

foundation for developing intelligent, adaptable, and service-

focused edge-cloud ecosystems. It has the potential to 

significantly influence emerging technologies that require 

real-time processing capabilities and extensive connectivity. 
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NOMENCLATURE 

Latin Symbols 

A 
Coefficient vector used in WOA position 

update 

b 
Constant defining the logarithmic spiral 

shape 

C 
Coefficient vector used in WOA prey 

distance 

CSi 
Computing capacity of fog node Si 

(MIPS) 

D 
Distance between whale and prey 

(current best solution) 

F 
Fitness function (maximum task 

completion time) 

GR Graph model of SDCFN topology: GR = 

{Sn, Sv} 

l 
Random number in interval [−1, 1] for 

spiral update 

L Task submitted from end user 

Li Subtask i derived from task L 

Mn Nth time slot for task allocation 

N 
Number of solutions that improved 

fitness vs. previous iteration 

n Population size (number of search agents) 

Pop 
Population size used in threshold 

calculation 

p 
Random probability in [0, 1] for WOA 

mechanism selection 

r Random vector in [0, 1] 

Sn Vertex set: {S1, S2, …, Sk, SDN, cloud} 

Sv Edge set of SDCFN graph 

t Current iteration index 

th 
Threshold value (initially 0.5; dynamic in 

iWOA) 

TlSi,Sj 
Communication delay between fog nodes 

Si and Sj (s) 

TlSi,cloud 
Communication delay between fog node 

Si and cloud node (s) 

ui Computational load of subtask Li (MI) 

X Position vector of a search agent (whale) 

X* 
Position vector of the best solution 

obtained so far 

Xrand 
Randomly selected search agent position 

vector 

Greek Symbols 

a 
Parameter linearly decreasing from 2 to 0 

across iterations 

threshold 

Dynamic probability threshold adapted 

from fitness improvement rate 

(dimensionless) 

Abbreviations 

iWOA Improved Whale Optimization Algorithm 

MIPS Million Instructions Per Second 

NS-2 Network Simulator 2 

QoS Quality of Service 

SDN Software-Defined Networking 

SSOA Salp Swarm Optimization Algorithm 

UDP User Datagram Protocol 

WOA Whale Optimization Algorithm 
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