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Digital payment systems have become essential for civilians in conflict-affected
environments where conventional banking and financial services have been disrupted.
This study investigates Cybersecurity Risk Exposure (CRE) associated with the use of
digital payments during armed conflict and examines its impact on Perceived Financial
Safety (PFS) among civilians affected by the Sudan conflict. A quantitative cross-
sectional survey was conducted using a structured questionnaire administered to 173
respondents. The data were analyzed using descriptive statistics, reliability and validity
analyses, supportive one-sample t-tests and Chi-square tests, and regression-based
hypothesis testing. The findings show that respondents demonstrated relatively high levels
of cybersecurity awareness and protective practices, while also experiencing substantial
Cyber Threat Exposure (CTE) and elevated CRE. The regression results indicate that CTE
significantly increased CRE, whereas Advanced Privacy Protection (APP) and
Cybersecurity Awareness and Security Practices (CASP) were negatively associated with
CRE, while perceived cybersecurity Training Need (TN) also showed a significant
negative association that should be interpreted as an inverse statistical relationship rather
than causal risk reduction. CRE also had a significant negative effect on PFS. This study
contributes a civilian-centered socio-technical perspective and highlights the need for

conflict-sensitive cybersecurity strategies to strengthen digital resilience during crises.

1. INTRODUCTION

Digital payment systems have expanded rapidly alongside
the growth of financial technologies (FinTech), enabling more
accessible and efficient financial transactions worldwide. In
fragile and conflict-affected states, these systems become
essential when traditional banking infrastructure is disrupted.
However, although digital payments enhance financial access,
they also introduce significant cybersecurity risks, including
fraud, phishing, and data breaches [1, 2].

Existing research highlights the importance of trust,
perceived security, and usability in FinTech adoption [3].
However, these models have largely been developed in stable
environments and assume the presence of reliable
infrastructure and institutional support. In conflict settings,
such assumptions may not apply. Infrastructure disruption,
banking collapse, and limited access to cash may force
civilians to rely on digital payments out of necessity, thereby
increasing their exposure to cyber threats.

The current literature presents several limitations.
Cybersecurity studies are often technology-centric, focusing
on detection systems while giving limited attention to user
vulnerability and environmental constraints [4]. FinTech
adoption research emphasizes trust and risk but often
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overlooks necessity-driven usage in crisis contexts [5].
Meanwhile, humanitarian studies on digital payments mainly
focus on efficiency and financial inclusion, with limited
attention to cybersecurity risks and financial safety outcomes
[6, 7].

Compared with prior work, this study provides a more
comprehensive understanding by linking technology, user
behavior, and conflict conditions, offering a novel and
practically relevant perspective on cybersecurity risks in
digital payment systems.

Therefore, this study investigates how cybersecurity
awareness, Cyber Threat Exposure (CTE), Advanced Privacy
Protection (APP), and Training Needs (TN) influence
Cybersecurity Risk Exposure (CRE) and Perceived Financial
Safety (PFS) among civilians using digital payment systems
during the Sudan conflict.

2. LITERATURE REVIEW AND THEORETICAL
FOUNDATION
2.1 Cybersecurity in digital payment systems

Digital payment technologies have transformed financial
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services by improving transaction speed, accessibility, and
financial inclusion, particularly in developing and resource-
constrained contexts [1, 8]. However, their rapid expansion
has also increased cybersecurity risks, including phishing,
malware, ransomware, denial-of-service attacks, identity theft,
account compromise, and authentication vulnerabilities [1, 2].
Phishing remains a particularly serious threat because it
exploits users’ trust to obtain sensitive financial and personal
information [9].

Existing studies have proposed data mining, machine
learning, deep learning, and decentralized fraud detection
approaches to enhance fraud detection and strengthen platform
security. However, most of this research remains system-
centered and assumes stable infrastructure, reliable
connectivity, and strong institutional support [1, 10-14]. As a
result, there is limited understanding of user-centered
cybersecurity risks in fragile and conflict-affected
environments.

In humanitarian and armed conflict settings, civilians often
depend on digital payment systems under unstable conditions,
including infrastructure disruption, internet instability,
displacement, and weak institutional protection. These
conditions increase user vulnerability and reduce the
effectiveness of conventional cybersecurity safeguards.
Therefore, cybersecurity in digital payment systems should be
understood not only as a technical issue but also as a socio-
technical challenge shaped by technology, user behavior, and
environmental instability.

2.2 Digital payments in conflict and humanitarian contexts

Digital payment systems have become important tools in
humanitarian response because they enable faster assistance,
lower transaction costs, improved transparency, and better
access to financial support for vulnerable populations affected
by displacement, poverty, and armed conflict [6, 15]. Prior
studies show that digital cash assistance can improve aid
delivery, household welfare, and food security during crises
[6, 16].

In fragile and conflict-affected environments, digital
payments become especially important when banking
infrastructure, communication systems, and formal financial
services are disrupted [17]. Evidence from Sudan shows that
digital cash transfers can support vulnerable households and
reduce food insecurity, while humanitarian reports indicate
growing reliance on digital wallets and electronic financial
tools among displaced and crisis-affected populations [7, 18].
Thus, digital payment systems function not only as FinTechbut
also as mechanisms that support resilience and survival during
humanitarian crises.

However, these systems depend on stable infrastructure,
connectivity, identification mechanisms, regulation, and
institutional support, all of which may be weakened during
conflict [6, 19]. Such instability can increase exposure to
cybercrime, fraud, misinformation, identity misuse, and
unauthorized access, particularly among displaced populations
with limited digital literacy and weak cybersecurity support
[20, 21]. In Sudan, disruptions to banking systems, internet
infrastructure, and public services since 2023 have increased
reliance on digital payments, creating both humanitarian
benefits and new forms of CRE [22, 23].

2.3 Financial technologies adoption, trust and security

FinTech has transformed financial services by introducing
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mobile payments, e-wallets, online banking, peer-to-peer
payment systems, and other digital financial applications that
enhance convenience, efficiency, cost reduction, and financial
inclusion [3, 8]. In this context, trust, perceived security,
privacy, and financial risk are key factors influencing users’
adoption and continued use of digital FinTech [3, 5, 24].

Previous studies show that users are more likely to adopt
digital payment systems when they believe that these
platforms protect personal information, ensure transaction
integrity, and provide reliable security mechanisms, such as
encryption, authentication, and privacy safeguards [3, 24, 25].
Trust also mediates the relationship between perceived
usefulness (PU), ease of use, and technology adoption, while
institutional and regulatory trust further influence FinTech
acceptance [25, 26].

However, most FinTech adoption studies have been
conducted in stable environments where users voluntarily
evaluate benefits, risks, and trust before adoption [3, 24-26].
In conflict-affected settings, these assumptions may not fully
apply because banking disruption and limited financial
alternatives may force civilians to use digital payments despite
low trust and high cybersecurity risk [20]. This creates a trust-
behavior disconnect, where technology use continues due to
necessity rather than confidence, highlighting the need to
study FinTech adoption in humanitarian and armed conflict
contexts.

2.4 Theoretical foundation

2.4.1 Technology Acceptance Model

The Technology Acceptance Model (TAM), developed by
Davis [27], is one of the most widely used frameworks for
explaining technology adoption behavior. TAM proposes that
technology acceptance is primarily influenced by PU and
perceived ease of use (PEOU), which shape users’ attitudes
and behavioral intentions toward technology use. The model
has been extensively applied in mobile banking, digital
payment, and FinTech studies because of its strong ability to
explain technology adoption behavior [25, 28]. Previous
studies have found that trust, perceived security, and privacy
significantly influence users’ willingness to adopt digital
FinTech [3, 24, 25].

Later extensions of TAM incorporated additional factors,
such as trust, perceived risk, and security perceptions, to better
explain technology use decisions [29]. However, conventional
TAM assumptions may be limited in conflict environments,
where technology adoption is driven by necessity rather than
voluntary choice. In contexts such as Sudan, disruptions to
banking systems and financial infrastructure may force
civilians to rely on digital technologies regardless of trust or
usability considerations [22, 23]. Therefore, this study extends
TAM by integrating Cybersecurity Awareness and Security
Practices (CASP), APP, and PFS to explain digital payment
behavior under conditions characterized by instability,
cybersecurity  threats, and constrained technological
alternatives.

2.4.2 Protection Motivation Theory

Protection Motivation Theory (PMT), developed by Rogers
[30], explains how individuals respond to perceived threats
and adopt protective behaviors. The theory proposes that
individuals evaluate risks through threat appraisal, including
perceived severity and vulnerability, and coping appraisal,
including response effectiveness and self-efficacy. Together,



these appraisals influence adaptive protective actions. PMT
has been widely applied in cybersecurity and information
security research because it explains why individuals adopt
security practices and protective behaviors [31, 32].

Previous studies indicate that greater threat perception and
stronger coping capabilities increase individuals’ likelihood of
adopting cybersecurity measures, such as privacy protection,
secure practices, and risk mitigation behaviors [33, 34]. In
digital environments, users increasingly face cybersecurity
threats, including phishing, fraud, malware, misinformation,
and identity-related risks [1, 2]. In conflict settings, these risks
become more severe because of instability, weakened
infrastructure, and greater dependence on digital technologies.

The proposed framework aligns with PMT by incorporating
CTE as a threat-related dimension, while CASP and APP are
treated as protective behavior dimensions. Perceived
Cybersecurity TN is examined separately as an indicator of
respondents’ perceived need for cybersecurity education,
rather than as evidence of completed training or existing
preparedness. Accordingly, greater threat exposure is expected
to be positively associated with CRE, whereas stronger
awareness and privacy protection practices are expected to be
negatively associated with CRE. TN is examined as a non-
directional correlate because higher perceived TN may reflect
either greater vulnerability awareness or a proactive
orientation toward cybersecurity support.

2.4.3 Socio-Technical Systems theory

Socio-Technical Systems (STS) theory explains that
technological outcomes emerge through interactions between
social and technical components rather than from technology
alone [35]. The theory argues that system performance
depends on the relationships among users, technologies,
organizational structures, and environmental conditions. STS
has been widely applied in information systems and
cybersecurity research because it provides a broader
understanding of how social, technical, and environmental
dimensions jointly shape security outcomes in complex
systems [36]. Recent cybersecurity studies emphasize that
effective cyber resilience requires a balanced consideration of
behavioral, technological, and contextual factors rather than a
focus on technology alone.

This perspective is particularly relevant in conflict
environments, where technological systems operate under
unstable conditions characterized by infrastructure disruption,
communication instability, institutional breakdown, and
increased dependence on alternative digital services. Unlike
traditional cybersecurity approaches that assume stable
infrastructure, STS recognizes that cybersecurity outcomes are
shaped by both human behavior and environmental conditions.

The proposed framework aligns with STS by integrating the
social and technical dimensions that affect cybersecurity
vulnerability. CASP and TN represent behavioral dimensions,
APP reflects technical safeguards, and CTE captures
environmental pressures and cyber risks. These factors
collectively influence CRE, which subsequently affects PFS.
STS also supports the study’s concept of a behavior-
vulnerability gap, suggesting that strong protective behaviors
alone may not sufficiently reduce cyber risks when broader
socio-technical environments remain unstable.

2.5 Research gap

Existing studies have significantly contributed to
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understanding cybersecurity, digital payment adoption, fraud
detection, trust, and financial technology behavior [1-5].
Similarly, recent humanitarian and conflict-related studies
highlight the increasing role of digital technologies and
payment systems in supporting vulnerable populations and
maintaining financial access during crises [6, 7, 15, 16, 18,
21]. However, several limitations remain.

First, most cybersecurity and FinTech studies have been
developed in stable environments that assume reliable
infrastructure and institutional support [1, 3, 5]. These
assumptions may not apply to conflict settings characterized
by infrastructure instability and disrupted services. Second,
previous studies often examine cybersecurity dimensions
independently, such as awareness, trust, or protective
behavior, which limits understanding of how these factors
interact under humanitarian conditions [33-35]. Third, existing
research frequently emphasizes technical solutions, including
authentication systems and fraud detection models, while
overlooking civilian-centered vulnerabilities and socio-
technical conditions [10-14, 37]. Finally, limited empirical
evidence exists regarding cybersecurity experiences among
conflict-affected populations, particularly in Global South
contexts such as Sudan [6, 7, 16].

To address these limitations, this study proposes a conflict-
sensitive and civilian-centered framework that integrates
CASP, CTE, APP, TN, CRE, and PFS. The study further
introduces the concept of a behavior-vulnerability gap,
suggesting that civilians may demonstrate strong protective
behaviors while remaining exposed to substantial cyber risks
under conflict conditions. Thus, this research extends the
cybersecurity literature by providing empirical evidence from
Sudan and offering a broader socio-technical understanding of
cybersecurity vulnerability during armed conflict.

2.6 Conceptual framework and hypothesis development

The model proposes that CASP and APP are negatively
associated with CRE, whereas CTE is positively associated
with it. Perceived Cybersecurity TN is examined as a non-
directional correlate of CRE because higher scores may reflect
either greater vulnerability awareness or a proactive
orientation toward cybersecurity support.

The hypotheses were developed based on the proposed
conceptual framework and supported by PMT and STS. PMT
explains how individuals respond to cyber threats through
protective behaviors, whereas STS highlights the interaction
among users, technology, and environmental conditions. In the
context of the Sudan conflict, cybersecurity vulnerability is
shaped by both digital risks and conflict-related instability.
Therefore, the hypotheses examine how cybersecurity
awareness, privacy protection, TN, and CTE influence CRE
and PFS.

H1: CASP negatively influence CRE.

H2: CTE positively influences CRE.

H3: APP negatively influences CRE.

H4: Perceived Cybersecurity TN is significantly associated

with CRE.

HS: CRE negatively influences PFS.

Collectively, these hypotheses establish the empirical
structure of the proposed conceptual framework and explain
how cybersecurity awareness, privacy behaviors, CTE, and
perceived cybersecurity TN interact to influence cybersecurity
vulnerability and financial safety among civilians during
armed conflict. These relationships are illustrated in Figure 1
and are subsequently tested through statistical analysis.
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Figure 1. Conflict-sensitive socio-technical framework for cybersecurity vulnerability and financial safety

3. METHODOLOGY
3.1 Research design and study context

This study adopts a quantitative, cross-sectional research
design to examine cybersecurity risks associated with digital
payment systems during armed conflict. A structured survey
approach was used to collect primary data from civilians
affected by the Sudan conflict. The quantitative design enables
statistical testing of relationships between variables and
supports hypothesis-driven analysis.

The study is conducted in the context of the ongoing armed
conflict in Sudan (2023-2026), where traditional banking
infrastructure has been significantly disrupted. In this
environment, civilians increasingly rely on digital payment
systems, including mobile banking, e-wallets, and informal
digital financial platforms. This context provides a unique
opportunity to investigate cybersecurity risks under extreme
and unstable conditions.

3.2 Sampling procedure and data collection

The study included conflict-affected Sudanese civilians
aged 18 years or older who had used or attempted to use digital
payment services during the conflict. Given the insecurity,
displacement, communication disruptions, and absence of a
reliable sampling frame, purposive and snowball sampling
were used to recruit participants through online platforms,
community networks, conflict-affected groups, and participant
referrals.

Among the respondents, 69 (39.9%) remained in their
original hometowns, 36 (20.8%) were internally displaced, 63
(36.4%) were outside Sudan, and 5 (2.9%) provided other or
unclassified responses. Although broad conflict-related
residence categories were recorded, the questionnaire did not
capture precise locations, specific payment platforms,
frequency of use, or duration of digital payment experience.

The sample is not nationally representative. Online
purposive and snowball recruitment may have overrepresented
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digitally connected and highly educated respondents while
underrepresenting civilians with limited internet access, low
digital literacy, or severe displacement-related constraints.
Therefore, the findings should be interpreted as context-
specific evidence from digitally reachable, conflict-affected
respondents rather than generalized to the entire Sudanese
population.

3.3 Measurement instrument, reliability, and validity

The questionnaire was designed based on established
literature in cybersecurity, FinTech, and digital payment
systems, and was adapted to the conflict context.

3.3.1 Constructs and items

As shown in Table 1, the study uses six constructs to
measure cybersecurity vulnerability and financial safety.
CASP capture respondents’ knowledge and routine protective
behaviors, while CTE measures experiences with threats such
as phishing, fraud, malware, misinformation, and identity-
related risks. APP assesses stronger security behaviors,
including privacy management, secure authentication, data
protection, and device security. TN reflect the need for
cybersecurity education and digital literacy support. CRE
represents perceived vulnerability to cyber threats, financial
risks, data exposure, and identity compromise, while PFS
measures trust and confidence in digital financial
environments. Together, these constructs operationalize the
socio-technical framework and support the empirical analysis
of cybersecurity risk and financial safety during armed
conflict.

CTE and CRE represent related but distinct concepts. CTE
measures respondents’ exposure to external cyber threats,
including suspicious communications, fraud attempts, fake
applications, and the broader threat environment. In contrast,
CRE captures respondents’ perceived vulnerability and
anticipated  personal, financial, or identity-related
consequences when using digital payment systems. Thus, CTE
represents an external threat antecedent, whereas CRE



represents an internal risk appraisal and perceived outcome.

TN measures respondents’ perceived need for and value of
cybersecurity education rather than completed training or
existing preparedness. Higher scores indicate stronger
recognition of training requirements and may reflect either
greater awareness of vulnerability or a proactive orientation
toward cybersecurity support. Therefore, H4 was specified as
non-directional.

The complete wording of all measurement items is provided
in Appendix.

Table 1. Constructs and item codes

Construct Code Items
Cybersecurity Awar_eness and Security CASP AL-AS
Practices
Cyber Threat Exposure CTE B1-B4
Advanced Privacy Protection APP CI1-C5
Training Need TN D1-D4
Cybersecurity Risk Exposure CRE E1-E4
Perceived Financial Safety PFS F1-F5

3.3.2 Reliability and validity

Reliability was assessed using Cronbach’s Alpha (o). All
constructs demonstrated excellent internal consistency, with
values ranging from 0.887 to 0.926. The overall reliability was
a = 0.923, exceeding the recommended threshold of a > 0.70.

Content validity was ensured through a review of the
relevant literature and expert evaluation. Construct validity
was achieved by aligning the measurement items with the
theoretical frameworks, including TAM, PMT, and
cybersecurity models. Convergent validity was assessed using
Composite Reliability (CR) and Average Variance Extracted
(AVE). All constructs exceeded the recommended thresholds
of CR > 0.70 and AVE > 0.50, indicating satisfactory
convergent validity.

3.4 Ethical considerations

Ethical considerations were carefully observed throughout
the study. Participation was voluntary, and informed consent
was obtained electronically before respondents completed the
questionnaire. The survey was anonymous, and no names,
identity numbers, phone numbers, precise locations, financial
account details, or other personally identifiable information
were collected. All data were used only for academic research
purposes and reported in aggregate form.

Because the study involved conflict-affected civilians,
additional precautions were taken to reduce potential risk.
Respondents were informed that they could decline
participation, skip any question, or withdraw before
submitting the questionnaire without consequences. The
questionnaire avoided politically sensitive questions, military
information, precise displacement routes, and details that
could identify individuals, families, organizations, or
communities. The questions focused only on perceptions and
experiences related to digital payment use, cybersecurity
awareness, CTE, and PFS.

Formal ethics committee approval was not obtained because
the study was an anonymous, non-interventional, low-risk
survey that did not collect personally identifiable information
and did not involve clinical procedures, biological samples,
financial account records, or experimental manipulation.
Nevertheless, the study followed standard ethical safeguards
for voluntary participation, informed consent, anonymity,
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confidentiality, and the protection of vulnerable conflict-
affected respondents.

Accordingly, no ethics committee approval number or
approval date was issued.

4. RESULTS
4.1 Sample characteristics

4.1.1 Demographic profile of respondents

This study analyzed data from 173 wvalid respondents
affected by the Sudan conflict. The demographic
characteristics of the sample were summarized in terms of
gender, age, and internet access, as these variables are
important for understanding digital payment usage and
cybersecurity exposure.

4.1.2 Gender distribution

The gender distribution of respondents is presented in Table
2. The results indicate that male participants constituted the
majority of the sample (59.0%), while female respondents
accounted for 41.0%.

This distribution suggests that males were more represented
among digital financial service users in the conflict-affected
sample, which may reflect existing gender disparities in access
to technology and financial systems.

Table 2. Gender distribution

Gender Frequency Percentage (%)
Male 102 59.0%

Female 71 41.0%
Total 173 100%

4.1.3 Age distribution

The age distribution of respondents is summarized in Table
3. The majority of participants were in the 26-35 age group
(38.7%), followed by those aged 18-25 years (27.7%), while
older age groups represented a smaller proportion of the
sample.

This indicates that younger and middle-aged individuals
were the primary users of digital payment systems in the study
sample. These groups are generally more familiar with digital
technologies, which may influence both their level of usage
and their cybersecurity awareness.

Table 3. Age distribution

Age Group Frequency Percentage (%)
18-25 years 48 27.7%
26-35 years 67 38.7%
3645 years 36 20.8%
46 years and above 22 12.7%
Total 173 100%

4.1.4 Internet access

Table 4 shows that internet access among respondents was
largely unstable. More than half of the respondents reported
unstable or intermittent access (51.4%), while only 31.2% had
stable connectivity and 17.3% had very limited or no access.
These results highlight serious infrastructure challenges
during the conflict and support the view that internet instability
affects both CRE and digital payment reliability.



Table 4. Internet access

Table 6. Convergent validity results (Average Variance
Extracted (AVE) and Composite Reliability (CR))

Internet Access Type Frequency Percentage (%)

Stable access 54 31.2% Number of Cronbach’s
Unstable / intermittent access 89 51.4% Construct Items Alpha CR AVE
Very limited / no access 30 17.3% CASP 5 0914 0.886  0.609
Total 173 100% CTE 4 0.887 0.872  0.631
APP 5 0.926 0.901 0.670
4.1.5 Discussion of demographics ™ 4 0.901 0.859  0.603
The demographic profile shows that digital payment usage CRE 4 0.918 0.889  0.661
PFS 5 0.903 0.871 0.628

during the Sudan conflict was mainly concentrated among
younger and middle-aged respondents, who are generally
more digitally active. It also suggests that gender differences
may affect access to digital financial services and exposure to
cybersecurity risks. In addition, unstable internet access
highlights infrastructure instability as an important factor
influencing digital payment reliability and security. Overall,
age, gender, and internet access provide important context for
understanding CRE and financial vulnerability under conflict
conditions.

4.2 Reliability analysis

To evaluate the internal consistency and reliability of the
measurement instrument, Cronbach’s Alpha analysis was
conducted for all constructs included in the revised conceptual
framework. The analysis assessed the extent to which items
within each construct consistently measured the same
underlying concept.

Table 5 shows that the revised measurement model
demonstrated strong reliability. All constructs exceeded the
recommended Cronbach’s Alpha threshold of 0.70, with
values ranging from 0.887 to 0.926. APP recorded the highest
reliability (o = 0.926), followed by CRE (o = 0.918), CASP (a
=0.914), and PFS (a = 0.903). Although CTE had the lowest
value (o 0.887), it still demonstrated good internal
consistency. Overall, the full instrument achieved excellent
reliability (o = 0.923), confirming its suitability for validity
assessment and hypothesis testing.

Table 5. Cronbach’s Alpha reliability test per construct

Construct Number Cronbach’s Reliability
of Items Alpha (@) Interpretation
CASP 5 0914 Excellent
CTE 4 0.887 Good
APP 5 0.926 Excellent
TN 4 0.901 Excellent
CRE 4 0.918 Excellent
PFS 5 0.903 Excellent
Overall 27 0.923 Excellent
Instrument

4.3 Convergent validity results (Average Variance
Extracted and Composite Reliability)

Table 6 confirms acceptable convergent validity for the
measurement model. All constructs recorded CR values above
0.70 and AVE values above 0.50, meeting the recommended
thresholds. APP showed the highest AVE (0.670), followed by
CRE (0.661) and PFS (0.628), indicating that their indicators
adequately represented the intended constructs. Overall, the
results support the reliability and validity of the model for
hypothesis testing and regression analysis.
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4.4 Measurement model assessment

Table 7 presents the adequacy tests and exploratory factor
analysis results for the measurement model. The KMO value
of 0.910 indicates excellent sampling adequacy, while
Bartlett’s test of sphericity was statistically significant (y* =
3411.052,df =351, p <0.001), confirming that the correlation
matrix was suitable for factor analysis. The exploratory factor
analysis retained six factors corresponding to the six
theoretical constructs and explained 76.84% of the total
variance. These results provide additional support for the
factorial validity of the measurement model.

Table 7. Kaiser-Meyer-Olkin (KMO), Bartlett’s test, EFA,
and explained variance

Measurement Result Interpretation
Test
KMO measure 0.910 Excellent sampling
adequacy
, Correlation matrix
Bartlett S test of x> =3411.052 suitable for factor
sphericity .
analysis
Degrees of Adequate for 27
351 .
freedom measurement items
Significance level p<0.001 Statistically
significant
Principal
Extraction method component / Used to assess the
exploratory factor structure
factor analysis
Rotation method Varlrpax Useq to clarlf}{ factor
rotation interpretation
Number of retained 6 Matches the six
factors theoretical constructs
. Strong explanatory
Total variance 76.84% power of the

explained
p measurement model

Table 8 reports the rotated factor loadings for the 27
measurement items. The results show that all items loaded
most strongly on their intended constructs, supporting the six-
factor structure of the measurement model. The factor loadings
ranged from 0.822 to 0.856 for CASP, 0.800 to 0.867 for CTE,
0.834 to 0.868 for APP, 0.845 to 0.865 for TN, 0.678 to 0.715
for CRE, and 0.718 to 0.794 for PFS. These results indicate
acceptable item-level convergent validity and support the
distinctiveness of the six constructs.

Tables 9 and 10 present the discriminant validity results
using the Fornell-Larcker criterion and HTMT ratios. The
Fornell-Larcker results show that the square root of AVE for
each construct was greater than its correlations with other
constructs, supporting discriminant validity. In addition, all
HTMT values were below the conservative threshold of 0.85,
with the highest value observed between CRE and PFS



(HTMT = 0.739). These results indicate that the six constructs
are empirically distinct and that the measurement model
demonstrates acceptable discriminant validity.

Table 8. Rotated factor loadings

method variance cannot be completely ruled out and is
acknowledged as a limitation.

4.6 Descriptive statistics per construct

To provide an overview of respondents’ perceptions of the

Item CASP CTE __ APP TN CRE PFS major constructs included in the revised conceptual
Al 0.856  -0.061  0.055  0.123  -0.093  0.119 framework, descriptive statistical analysis was conducted. The
A2 0846  0.021 0037 0011 -0.134  0.202 analysis included calculating mean values and standard
ﬁi ggg 882? 8 (1) 83 '8(?5073 3(1)4513 8(1);‘ deviations for all study constructs. Mean values were used to
A5 0845  0.027 -0.040 0109 -0.149  0.029 indicate the overall level of agreement, while standard
Bl -0047 0800 -0050 -0.019 0278 -0.147 deviations measured variability in participants responses.

B2 0.053 0.857 -0.031 0.027 0.069 -0.082 Table 11 shows that reSpOndentS reported hlgh levels of
B3  0.030 0867 -0.025 -0.045 0.090 -0.226 APP (M =4.05), CRE (M =4.02), CASP (M = 3.88), and CTE
B4 0.014 0.858  0.041 0.009 0.175 -0.079 (M = 3.84). This indicates that civilians adopted protective
Cl 0.064 -0.056 0.834  0.137 -0.135  0.140 behaviors while still experiencing substantial cybersecurity
Cc2 0.036  0.056  0.841  0.171 -0.167  0.145 risks during the Sudan conflict. TN showed a moderate-to-
C3 0.058  -0.027  0.844  0.033  -0.114 0243 high mean score (M = 3.49), reflecting continued demand for
C4 0.016 ~ -0.021 0855 -0.013  -0.158  0.139 cybersecurity education. In contrast, PFS recorded the lowest
~ 0.044 —-0.029 0868 ~ 0.088 -0.140  0.054 mean score (M = 2.74), suggesting weak confidence in digital
D1 0.060 -0.047 0.074 0.863  -0.086  0.120 fi al itv. O 1L the findi ¢ the behavior—
D2 0029 -0023 0058 0845 -0184 0.101 inancial security. Overall, the findings support the behavior
D3 0117 0045 0141 0861 -0034 0.130 vulnerability gap, where strong cybersecurity awareness and
D4 0.050 -0.013 0.080 0865 -0.148 0.077 protective practices coexist with high cyber risk exposure and
El  -0201 0214 -0272 -0.255 0.691 -0.323 reduced financial safety.
E2 -0.196  0.285 -0.333 -0.155 0.694 -0.241
E3  -0214 0230 -0.281 -0.216 0.715 -0.280 Table 11. Descriptive statistics per construct
E4 -0.267  0.289  -0.265 -0.147 0.678  -0.330
Fl 0.146 -0.150 ~ 0.108 0.093  -0.152 0.794 Construct Mean Standard Deviation Interpretation
F2 0109 -0.177 0268 0.127 -0.188  0.760 CASP 3.88 o1 High
F3 0160 -0.064 0.132 0105 -0.321 0.718 CTE 384 78 High
F4 0123 0125 0.78 0.140 -0.167 0.786 APP 405 18 High
FS 0184 0253 0248 0.165 -0.187 0.738 N 3.49 L35 Moderate-High
CRE 4.02 1.19 High
Table 9. Fornell-Larcker criterion PFS 2.74 1.21 Low
Overall Mean  3.67 1.24 Moderate-High
Construct  CASP CTE APP TN CRE PFS
CASP 0.780 4.7 Descriptive and response pattern analysis
CTE -0.022 0.794
APP 0.151 -0.090 0.819
N 0.176  -0.061 0232  0.777 To provide supportive descriptive evidence, one-sample t-
CRE -0.414 0464  -0.523  -0.400  0.813 tests and Chi-square tests were conducted. These tests were
PES 0338 0361 0426 0322 0672 0.792 not used to test the hypothesized relationships among
) constructs. Instead, they were used to examine whether
Table 10. HTMT ratios construct-level responses differed from neutral benchmark
values and whether response distributions showed systematic

Construct CASP CTE APP TN CRE PFS patterns rather than random variation.

CASP

g{)]l:; g?gé 0.108 4.7.1 One-sample t-test results

TN 0195 0083 0255 To determine  whether respondents’ perceptions
CRE 0.451 0.510 0.567 0.440 signiﬁcantly differed from a neutral benchmark, a one-sample
PFS 0372 0401 0467 0357 0.739 t-test was conducted for all constructs included in the revised

4.5 Common method bias assessment

Because all variables were collected from the same
questionnaire at a single point in time, common method bias
was assessed using Harman'’s single-factor test. The unrotated
factor solution showed that the first factor explained 34.34%
of the total variance, which is below the commonly used 50%
threshold. This suggests that common method bias was
unlikely to dominate the results. In addition, procedural
measures were used to reduce response bias, including
voluntary participation, anonymous responses, informed
consent, and the non-collection of personally identifiable
information. Nevertheless, because the study relied on self-
reported, same-source, cross-sectional survey data, common
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conceptual framework. Following common practice in Likert-
scale studies, the midpoint value of 3 was used as the test
value, representing a moderate or neutral perception level.
Because construct scores were aggregated from multiple
items, the benchmark values were adjusted according to the
number of items in each construct.

The test examined whether respondents’ observed mean
values significantly differed from the expected moderate
levels.

Table 12 shows that all constructs differed significantly
from their neutral benchmark values. CASP, APP, CTE, CRE,
and TN all showed significant positive differences, indicating
strong awareness, protective behavior, threat exposure,
perceived vulnerability, and a continued need for
cybersecurity education. In contrast, PFS showed a significant



negative difference, reflecting low confidence in digital
financial security during the Sudan conflict. Overall, the t-test
results support the proposed framework and confirm the
behavior-vulnerability gap, where strong protective practices
coexist with high cyber risk exposure and reduced financial
confidence.

Table 12. One-sample t-test results

Construct Mean Test Value T-Value p-Value
CASP 19.40 15 4.217 0.000
CTE 15.36 12 5.681 0.000
APP 20.25 15 6.024 0.000
N 13.96 12 2.853 0.005
CRE 16.08 12 8.534 0.000
PFS 13.70 15 —3.741 0.000

4.7.2 Chi-square (?) results

To further examine response distributions across the
questionnaire constructs, a Chi-square (y?) goodness-of-fit test
was conducted. The purpose of this analysis was to determine
whether respondents’ answers differed significantly from an
equal or random response distribution. Significant Chi-square
values indicate that participants demonstrated meaningful
response patterns rather than random selection behavior.

Table 13 shows that all Chi-square results were statistically
significant (p < 0.001), indicating that respondents’ answers
reflected meaningful and systematic perceptions rather than
random patterns. APP recorded the highest Chi-square value,
showing strong agreement regarding the use of privacy and
device protection practices. CASP also showed strong
agreement, indicating active awareness and safe digital
behavior among civilians. CRE and CTE confirmed consistent
experiences of vulnerability, phishing, fraud, misinformation,
and cyber-enabled threats. Although TN and PFS recorded
lower values, both remained statistically significant. Overall,
these results provide descriptive support for the observed
response patterns but do not directly test the hypothesized
relationships among constructs.

Table 13. Chi-square (?) results per construct

Construct L Degrees of Freedom (df)  p-Value
CASP 389.524 4 0.000
CTE 275.762 3 0.000
APP 451.143 4 0.000
N 146.905 3 0.000
CRE 337.810 3 0.000
PFS 121.571 4 0.000

4.8 Regression-based hypothesis testing

To further examine the predictive relationships proposed in
the conceptual framework, two regression models were
developed. Consistent with the revised theoretical structure,
CRE was treated as an intermediate dependent construct
influenced by cybersecurity awareness, threat exposure,
privacy protection practices, and perceived cybersecurity TN.
Subsequently, PFS was modeled as an outcome variable
influenced by CRE.

4.8.1 Predictors of Cybersecurity Risk Exposure

The first regression model examined the effects of CASP,
CTE, APP, and TN on CRE. The regression coefficients for
Model 1 are presented in Table 14, while the corresponding
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model fit statistics are reported in Table 15.

The results show that the model was statistically significant
and explained 61.0% of the variance in CRE, indicating strong
explanatory power. CTE was the strongest positive predictor,
suggesting that higher self-reported exposure to phishing,
fraud, malware, and other cyber-enabled threats was
associated with greater perceived cybersecurity vulnerability.

CASP and APP were significantly and negatively
associated with CRE, indicating that stronger cybersecurity
awareness and privacy protection practices were linked to
lower perceived cybersecurity risk exposure. TN was also
significantly and negatively associated with CRE (B =-0.244,
p = 0.001). This inverse relationship may indicate that
respondents who recognized a greater need for training were
also more risk-aware or more receptive to protective support.
However, because TN measures perceived training need rather
than completed training, this finding should not be interpreted
as evidence that training needs causally reduce vulnerability.

Table 14. Multiple regression results (model 1)

Independent p Std. T- P-
Variable (Beta) Error Value Value
CASP —-0.312 0.071 —4.394 0.000
CTE 0.421 0.067 6.284 0.000
APP —0.381 0.065 —5.861 0.000
TN —0.244 0.074 —3.297 0.001

Table 15. Model fit statistics for model 1

Statistic Value
R 0.781

R? 0.610
Adjusted R? 0.597

F-value 41.822
Sig. (F-test) 0.000

4.8.2 Effect of Cybersecurity Risk Exposure on Perceived
Financial Safety

The second regression model examined the effect of CRE
on PFS.

The second regression model examined the effect of CRE
on PFS, as shown in Table 16. The model was statistically
significant (F =73.561, p <0.001) and explained 44.6% of the
variance in PFS (R? = 0.446), as reported in Table 17.

Table 16. Simple regression results (model 2)

Independent B Std. T- p-
Variable (Beta) Error Value Value
CRE —0.446 0.052 —8.577 0.000

Table 17. Model fit statistics for model 2

Statistic Value
R 0.668

R? 0.446
Adjusted R? 0.442
F-value 73.561
Sig. (F-test) 0.000

CRE was significantly and negatively associated with PFS
(B=-0.446, p <0.001), indicating that increased vulnerability
to cyber threats substantially reduced respondents’ confidence
in digital financial environments.

This finding suggests that perceived exposure to cyber risks



is associated with lower trust, weaker security perceptions, and
reduced financial confidence under conflict conditions.

The regression analyses were used to evaluate the proposed
hypotheses, as summarized in Table 18. The findings indicate
that all hypothesized relationships were statistically supported.
CASP and APP were negatively associated with CRE, while
CTE was positively associated with CRE. TN also showed a
significant association with CRE, and CRE was negatively
associated with PFS.

Table 18. Hypothesis-testing summary

p_

Hypothesis Relationship B Value Decision
CASP —

H1 CRE 0.312  <0.001 Supported

H2 CTE - CRE  0.421 <0.001 Supported

H3 APP —- CRE —0.381 <0.001 Supported
Supported as

H4 TN —-CRE —0.244 0.001 significant
association

H5 CRE - PFS —0.446 <0.001 Supported

5. DISCUSSION

The findings indicate that civilians affected by the Sudan
conflict demonstrated relatively high levels of CASP and APP,
reflecting adaptive protective behaviors such as phishing
awareness, secure authentication, and privacy management.
Consistent with previous studies, cybersecurity awareness
supports protective actions [27, 36]. However, despite these
stronger practices, respondents simultaneously experienced
high CTE and CRE, supporting the existence of a behavior—
vulnerability gap, in which protective behaviors coexist with
considerable cyber risks [1, 36].

From a theoretical perspective, these findings partially
support PMT [30, 31]. While stronger awareness and coping
behaviors contributed to reducing vulnerability, conflict-
related conditions appear to weaken the effectiveness of
individual protective actions. This suggests that, in unstable
environments, environmental threats may outweigh personal
coping capabilities. Similarly, the findings extend TAM
assumptions [27-29], indicating that digital payment usage
during armed conflict may be driven more by necessity and
survival needs than by conventional factors such as trust or
PU.

The results also support STS [36], emphasizing that
cybersecurity experiences emerge through interactions among
user behavior, cyber threats, and environmental instability
rather than through technological factors alone. The findings
suggest that cybersecurity vulnerability during armed conflict
emerges not only from technological threats but also from the
interaction between environmental instability and constrained
adaptive capacity. Even when individuals demonstrate
protective behaviors, unstable conflict conditions may reduce
the effectiveness of these coping mechanisms.

From a safety and security engineering perspective, the
findings suggest that digital payment systems in conflict
environments should be treated as critical socio-technical
infrastructures rather than ordinary financial applications.
CRE is not only a technical security issue but also a civilian
safety concern because it affects financial confidence, access
to essential resources, and crisis resilience. Therefore, digital
payment platforms used in humanitarian and conflict settings
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require  risk-aware  design, resilient communication
infrastructure, user-centered security controls, and continuous
cybersecurity education.

The study’s major contribution is its introduction of the
behavior-vulnerability gap, demonstrating that stronger
protective behaviors alone may not sufficiently reduce cyber
risks in conflict environments. Therefore, strengthening
civilian digital resilience requires not only individual
awareness but also broader institutional, infrastructural,
humanitarian, and security-engineering support mechanisms.
This interpretation reinforces the need for conflict-sensitive
cybersecurity strategies that combine technical safeguards,
user education, infrastructure resilience, and civilian-centered
protection policies.

6. LIMITATIONS AND FUTURE WORK

This study has several limitations that should be considered
when interpreting the findings. First, the study employed a
purposive and snowball sampling approach, which may limit
the generalizability of the findings beyond the conflict-
affected populations included in this research. Second, the
study focused exclusively on the Sudan conflict context;
therefore, the findings may reflect country-specific social,
technological, and institutional conditions. Third, the cross-
sectional design captured perceptions at a single point in time
and may not reflect changes in cybersecurity experiences
across different stages of conflict.

Fourth, the study relies on self-reported perceptions rather
than objective cybersecurity records. The survey did not
collect verified evidence of actual fraud incidents, financial
losses, account compromise, platform security breaches,
transaction failures, or digital payment system logs. Therefore,
the findings should be interpreted as evidence of perceived
CRE and PFS, rather than as direct evidence of actual
cybersecurity incidents or technical platform performance.
Future research should combine survey data with objective
indicators, such as verified fraud reports, transaction failure
records, platform incident data, or institutional cybersecurity
logs.

Fifth, because all variables were collected from the same
respondents using the same questionnaire at a single point in
time, the findings may be affected by common method
variance. Although Harman’s single-factor test suggested that
common method bias was not severe, future research should
use multiple data sources, temporal separation, objective
incident records, or longitudinal designs to reduce this risk.

Future research may extend this work by conducting
comparative studies across multiple conflict-affected regions,
employing longitudinal approaches to examine changes in
cybersecurity experiences over time, and validating the
proposed framework using larger samples and advanced
analytical techniques, such as Structural Equation Modeling
(SEM). Future studies may also examine additional factors
influencing digital resilience, including institutional trust,
infrastructure resilience, and humanitarian technology
interventions.

7. RECOMMENDATIONS

Based on the findings, several recommendations are
proposed to enhance cybersecurity resilience and financial



safety among civilians in conflict-affected environments.

(1) Strengthen cybersecurity awareness and education
programs. Humanitarian organizations and digital service
providers should implement targeted cybersecurity awareness
initiatives  focusing on phishing detection, secure
authentication practices, privacy protection, and safe digital
payment behaviors.

(2) Develop conflict-sensitive cybersecurity strategies.
Conventional cybersecurity approaches designed for stable
environments may not adequately address conflict-related
conditions.  Policymakers should develop adaptive
cybersecurity frameworks that consider infrastructure
instability and crisis-related vulnerabilities.

(3) Improve infrastructure resilience. Reliable internet
connectivity, = communication systems, and digital
infrastructure should be prioritized because infrastructure
instability can amplify cybersecurity vulnerabilities and
reduce financial safety.

(4) Integrate cybersecurity into humanitarian digital
programs. Organizations delivering digital cash transfers and
humanitarian assistance should incorporate cybersecurity risk
assessment and civilian protection mechanisms into program
design.

(5) Provide continuous cybersecurity training and
support. The finding on Perceived Cybersecurity TN
indicates that respondents recognize the importance of
continued cybersecurity education. Therefore, humanitarian
organizations, digital service providers, and policymakers
should strengthen conflict-sensitive cybersecurity training
programs focusing on phishing detection, fraud prevention,
secure authentication, privacy protection, and safe digital
payment practices.

(6) Support civilian-centered digital protection policies.
Governments, financial institutions, and humanitarian
agencies should adopt policies that emphasize civilian digital
safety, privacy protection, and secure access to FinTech.

8. CONCLUSION

This study investigated cybersecurity risks associated with
digital payment usage among civilians during the Sudan
conflict. It examined the effects of CASP, CTE APP, and TN
on CRE and PFS.

Regression analysis showed that APP and CASP were
significantly and negatively associated with CRE, whereas
CTE was significantly and positively associated with it. TN
also demonstrated a significant negative association with
CRE; however, this finding should not be interpreted as
evidence that perceived TN causally reduce vulnerability.

The study contributes theoretically by integrating TAM,
PMT, and STS within a conflict-sensitive framework and
introducing the concept of a behavior-vulnerability gap, in
which civilians exhibit strong protective behaviors but remain
highly vulnerable because of conflict-related environmental
instability. The findings emphasize that cybersecurity in
conflict settings should be understood as a broader socio-
technical issue requiring civilian-centered resilience
strategies.
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APPENDIX

Table Al. Measurement items

Cybersecurity Awareness and Security Practices (CASP)

Item Code Measurement item
Al I can recognize suspicious links, messages, or calls that may attempt to steal my digital payment information.
A2 I verify the identity of unknown senders before responding to messages related to money transfers or banking services.
A3 I avoid sharing passwords, PIN codes, verification codes, or banking information with others.
A4 I use strong passwords, screen locks, or secure login methods to protect my digital payment accounts.
AS I regularly follow safe practices when using mobile banking, e-wallets, or digital payment applications.
Cyber Threat Exposure (CTE)
Item Code Measurement item
B1 I have received suspicious messages, links, or calls related to digital payments or financial assistance during the conflict.
B2 I have been exposed to fraud attempts involving mobile banking, e-wallets, money transfers, or digital financial services.
B3 I have encountered fake pages, fake applications, or misleading information related to financial transactions or aid payments.
B4 I believe that civilians using digital payments during the conflict are highly exposed to cyber threats.
Advanced Privacy Protection (APP)
Item Code Measurement item
Cl I use privacy settings to limit access to my personal and financial information on digital platforms.
C2 I avoid saving sensitive payment information, passwords, or verification codes in unsafe places on my phone.
C3 I use secure authentication methods, such as two-factor authentication, when available.
C4 I delete suspicious or unnecessary applications that may expose my data, location, or digital identity.
C5 I avoid sharing live location, personal documents, or financial screenshots through unsafe digital channels.
Perceived Cybersecurity Training Need (TN)
Item Code Measurement item
D1 Civilians using digital payments during the conflict need more training on how to detect phishing and fraud.
D2 I need more practical guidance on how to protect my digital payment accounts and personal data.
D3 Cybersecurity awareness programs would help civilians use digital financial services more safely during conflict.
D4 Training on safe digital payment practices is important for reducing cyber risks during the Sudan conflict.
Cybersecurity Risk Exposure (CRE)
Item Code Measurement item
El I feel vulnerable to cyber fraud or account misuse when using digital payment systems during the conflict.
E2 I worry that my personal or financial information may be exposed when using digital payment services.
E3 Poor internet access, weak infrastructure, or unstable services increase my cybersecurity risk when using digital payments.
E4 I believe that using digital payments during the conflict may expose civilians to financial or identity-related risks.
Perceived Financial Safety (PFS)
Item Code Measurement item
F1 I feel safe when using digital payment systems for financial transactions during the conflict.
F2 I trust digital payment platforms to protect my money and transaction information.
F3 I believe digital payment systems allow me to conduct financial transactions securely during the conflict.
F4 I feel confident that my digital payment account is protected from fraud or unauthorized access.
F5 Overall, I believe digital payment systems provide a safe financial option for civilians during the Sudan conflict.

Note: All items were measured using a five-point Likert scale ranging from 1 = strongly disagree to 5 = strongly agree. Higher scores indicate stronger agreement

with the measured construct. No reverse coding was applied.
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