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Received: 1 April 2026 The communications network based on the IEC 61850 standard is a crucial part of a virtual
Revised: 16 May 2026 power plant (VPP), enabling the exchange of monitoring and control information among
Accepted: 25 May 2026 system components. Many attacks via the communications network aim to compromise
Available online: 31 May 2026 data integrity, while others target communication outages and data availability. Therefore,

this research paper aims to explain the threat model of the VPP communications network
and employ firewalls and virtual private networks (VPNSs) as mitigation strategies. The
collected results showed that the firewalls and VPNs are capable of mitigating the attacks
that compromised the integrity of the data to threaten the system of VPP, such as denial-
of-service (DoS) and remote login attacks. Moreover, the results also illustrated that the
end-to-end (ETE) delay of VPP time-sensitive applications remained within acceptable
limits of 8.82 milliseconds. However, a firewall and VPN do not protect against attackers
within a VPP entity. To address this, the continuous behavior monitoring (CBM)
algorithm was proposed to validate the data received by the control center. This algorithm
collects the security mechanisms, including a firewall and VPN, along with modern
techniques based on artificial intelligence, to build strong mechanisms against
cyberattacks.
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1. INTRODUCTION represent the cyber form of the system [5].

With the increasing integration of distributed energy 1
resources (DERs) into electricity distribution networks,
particularly renewable energy sources (RESs) as clean energy
sources to reduce environmental pollution, the concept of
virtual power plant (VPP) has emerged as a promising N ; 3 ¥ 7
technology [1]. VPP manages and coordinates the operation of Operator "f}(?: N o i T )
multiple geographically dispersed DERs in an organized and ;.‘;f ) — Y
centralized manner, acting as a single entity participating in e ( )
the energy market. This aims to balance energy supply and @Tiﬁ:ﬁ:ﬁ"' N N verSare ti
demand, increase energy efficiency, and improve grid stability o = \\)\ R =55
[2]. A VPP consists of a collection of DERs, including SO TR T
photovoltaic systems, batteries, wind turbines, generators, and
controllable loads [3]. It employs a two-way communication
network that connects its control center to all local controllers
of the DERs, as well as the energy market and the transmission
and distribution system operator platform. This
communication network facilitates the exchange of
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monitoring and control information for the DERs, along with Figure 1. Virtual power plant (VPP) conceptual architecture

electricity prices and contracts for the energy market [4], as

shown in Figure 1. Therefore, the VPP environment is complex and vulnerable
As a cyber-physical system (CPS), the electrical power to numerous cyberattacks that can reach the plant through its

components of a VPP, such as DERS' electricity components, cyber components. Protecting and ensuring the secure

appear as physical components, while the transferred data into operation of VPPs is crucial because any malfunction resulting

communications networks, along with control systems, from a security vulnerability could pose significant risks to the
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electrical grid. Cyberattacks target the data within a VPP's
communications network, potentially impacting data integrity,
availability, and confidentiality. Attacks affecting data
integrity can lead to the issuance of incorrect commands or
monitoring information, including incorrect frequency,
voltage, power, or set point, potentially affecting energy
balancing, frequency regulation, or demand response. In
contrast, attacks affecting data availability can result in service
outages. While attacks affecting data confidentiality can lead
to unauthorized access to data, potentially result in its
manipulation and modification. The most serious attacks
involve data manipulation, modification, or the injection of
false data, causing operational problems that can disrupt VPP
operation or cause an electricity blackout [6]. In context, a
remote login attack is an attack that aims to provide the VPP's
control center with false information after the attacker
remotely accesses the center's server. While a DoS attack aims
to disrupt the VPP's communications network. Therefore,
strategies for protection, defense, and mitigation of attacks are
crucial.

There are several security mechanisms to secure
communication networks according to the IEC61850 standard,
including firewalls and virtual private networks (VPNs). Each
mechanism has a specific capability in network security. A
firewall monitors incoming and outgoing packets to the
control center and prevents unauthorized access by filtering
packets according to application types and network addresses
(MAC address, IP address, and port number). In contrast, data
encryption protects data from tampering during transmission
via a communication network, but it does not prevent entities
within the energy market or DERs from transmitting incorrect
data. Therefore, the continuous behavior monitoring (CBM)
algorithm was proposed to enhance the security of the
communication network for the VPP. This algorithm is located
in the VPP's control center. It's an integrated security strategy
that works in conjunction with a firewall and a VPN,
leveraging artificial intelligence to protect the VPP's
communications network. All incoming and outgoing packets
are monitored through the firewall, and data is encrypted to
prevent tampering during transmission over the VPN.
Furthermore, any changes to the data received by the control
center caused by malicious actors in the energy market or
DERs are monitored through an Al-powered comparison
mechanism with historical data.

Various studies have addressed the security of VPPs and
presented models of potential attacks on these plants from
various perspectives. Given the critical importance of VPP
security, this field requires further research to enhance its
protection. Tao et al. [7] addressed the communication and
security problems of the VPP from a scheduling perspective.
A communication network scheme was designed to support
multi-time-scale scheduling, security schemes were developed
to track power security, and finally, key technologies were
proposed to enhance the communication performance and
security of VPP. Gkoktsis et al. [8] adapted the failure scenario
framework provided by the National Cybersecurity Resources
Organization for the Electricity Sector (NESCOR) to a VPP
environment through a practical application of this
methodology, highlighting the advantages and challenges of
this process. Despite its complexity, this methodology is an
effective tool for integrating the effects of cyberattacks against
physical cyber systems in the energy sector. While Rao et al.
[9] reviewed the latest security challenges facing VPPs, along
with security solutions for protecting them, including network
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security, encryption, continuous monitoring, and emerging
technologies such as federated learning and zero-trust models.
The results indicated that current solutions work to some
extent and can be enhanced by using newer solutions and
technologies. Li et al. [10] proposed a strategy based on each
DER monitoring the behavior of its neighbors and having
network connectivity information. The purpose of this strategy
is to detect and gradually isolate rogue DERs that have been
attacked, thus enabling the remaining well-functioning DERs
to achieve optimal power balance.

Given the broad scope of VPP security, this research paper
will focus on the communications network security in these
plants based on the IEC 61850 standard. The main
contributions of this research are:

e Explaining a threat model for VPP communications

based on the IEC 61850 standard.

e Modeling a VPP communications network for time-
critical applications.

e Employing security strategies such as firewalls and
VPN to protect the communications network model.

o Suggest a CBM algorithm to enhance the security of the
VPP communication network.

e Verify the performance of the protected communications
network model for Denial of Service and remote login
attacks in terms of protection capability and ETE delay.

This research paper consists of four main sections. The
second section, Methods and Materials, follows the
introduction. This section outlines the research methodology,
including the proposed VPP model, the communication
protocol used, VPP applications, and the threat model for the
VPP's communication network. It also presents the most
prominent cyberattack mitigation strategies and concludes
with the proposed communication network model for the VPP.
The third section presents and discusses the main findings,
while the fourth section concludes with the key conclusions.

2. METHODS AND MATERIALS
2.1 Virtual power plant proposed model

The proposed VPP model consists of five DERs:
photovoltaic panels, batteries, wind turbines, a diesel
generator, and controllable loads. Each DER has a local
control center. The communication interfaces of these local
control centers are connected, via switches and gateways,
through a wired communications network to the VPP's control
center communication interface, which is in turn connected to
the energy market communication interface. The DERs are
spread over 50 x50 kilometers, with the VPP control center
and the energy market located at the center.

2.2 Virtual
applications

power plant employed protocol and

To ensure interoperability between the various components
of a VPP system, which may be from different manufacturers,
the IEC 61850 standard, based on the manufacturing message
specification (MMS) messaging, is used [11]. TCP/IP-based
MMS messages are sent over the communication network to
transmit monitoring and control information for DERs, as well
as pricing and contract data for the energy market. These
messages utilize a client-server  architecture  for
communication and information exchange [12]. Many



applications within a VPP require data exchange across
network components using MMS messages, such as
emergency frequency support, voltage regulation, demand
response, peak regulation, and energy trade market. Each
application has specific latency requirements that must be met
for proper operation [13]. Emergency frequency support is a
time-critical application requiring a network latency of less
than 20 milliseconds compared to other applications [14].
Generally, the minimum acceptable delay should not exceed
10 milliseconds within the communication network, especially
for the Asset Status/Alarms (Trip, Fault) signal. Therefore, this
must be considered when designing and securing the
communication network for the VPP.

2.3 The threat
communications

model for virtual power plant

The threat model refers to the procedures used to identify
security vulnerabilities before they become security threats, to
determine protection methods and mitigation strategies [15].
The threat model focuses on the proposed wired
communications network architecture of the VPP system,
based on the IEC 61850 standard. There are several steps to
building a threat model, as illustrated in Figure 2, which
include defining the model's scope within the VPP's
communications network; identifying critical communications
assets; defining security objectives; identifying threat actors;
classifying threats and their impact on the VPP's performance;
and finally, modeling threat propagation.

Threat model scope

Critical communications
assets

V

Security objectives

Threat actors

!

Classifying threats

v

Threat propagation

Figure 2. The proposed threat model structure

To clarify the threat model in detail, the discussion was
divided into the following subsections.

2.3.1 Threat model scope
The scope of the threat model for the proposed VPP
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communications includes the following:

1. The switching infrastructure in Ethernet Layer 2.

2. The IP-based routing between the DER network and the
VPP control center.

3. Application-layer MMS communication sessions over
TCP/IP.

4. The wire link between the energy market and the VPP
control center.

5. Network segmentation and routing mechanisms.

This model excludes any threats outside the
communications network, malware within the control logic,
and any physical damage.

2.3.2 Critical communications assets

The essential assets for VPP communications are divided
into operational data assets, network control and configuration
assets, and Physical Infrastructure assets. Figure 3 provides a
more detailed look at these assets.

Critical communications assets

Operational data assets

. MMS control commands and responses.

. DER telemetry and status reports.

. Dispatch set points transmitted to DERs.

. Market price signals.

. Market bids.

TCP session state supporting MMS/market
communication.

T

o Lh

y

Network control and configuration assets

1. VLAN boundaries.
2. Routing tables.
3. Access control lists.

Physical infrastructure assets

. Switches.
. Routers.

. Links.

. Gateways.

Je D =

Figure 3. Critical communication assets for virtual power
plant (VPP) communication

These assets work together to ensure real-time coordination,
operational stability, and the effective participation of the VPP
in the energy market.

2.3.3 Security objectives

According to the National Institute of Standards and
Technology's Computer Security Resource Center, there are
three fundamental security objectives for protecting
information: availability, confidentiality, and integrity [16].
Information availability means ensuring that reliable
information can be accessed and used promptly; it also aims to



provide authorized users or systems with access to data when
needed. Information confidentiality means protecting data
through encryption to prevent unauthorized access by
individuals or systems. Finally, Information integrity means
protecting data from tampering or alteration to ensure it is
delivered exactly as it was sent [17]. In VPP communications,
the integrity of control information aims to prevent
unauthorized modification of MMS commands, telemetry
signals, dispatch of setting point signals, energy market price
signals, and bidding information. In contrast, Real-time
availability ensures the continuity and uninterrupted
transmission and reception of information between DERSs'
local control, VPP control center, and the energy market
platform. Operational data confidentiality prevents the
disclosure of important operational data or sensitive tender
data during transmission over the communications network.

2.3.4 Threat actors

In the threat model, there are active actors who are likely to
pose a threat to the VPP's communication network [18]. For
example, these actors could be an internal employee with
network access privileges, a DER node that compromises the
system and acts as a malicious access point, an external
attacker targeting the communication network between the
energy market and the VPP's control center to manipulate
prices, or an external attacker targeting the communication
network between DERs and the VPP's control center to change
or update the set points.

2.3.5 Classifying threats

The primary threats to a VPP's communication network can
be classified into three main categories: control & data
manipulation attacks, communication disruption attacks, and
network infrastructure attacks. This paper focuses on denial-
of-service (DoS) as a form of communication disruption and
remote access attacks as mechanisms for control & data
manipulation.

A remote access attack is an unauthorized access attack. It
aims to access the VPP's control center server through an
insecure communications network. The attacker may be an
unauthorized DER or a player in the energy market, leading to
the transmission of false monitoring data to the control center
or the manipulation of prices or contracts. A False data
injection (FDI) is a high-impact risk to the VPP as it can
disrupt operations [19].

In contrast, a DoS attack is an attack that targets the
disruption of a VPP's communication network, impacting data
availability. The attacker floods the MMS server or
communication links to exhaust resources. This leads to
increased latency across the communication network and
affects time-sensitive applications, resulting in loss of DER
coordination and interruption of real-time control. To prevent
these attacks, methods and techniques for protecting VPP
communications are required.

2.3.6 Threat propagation

There are three main paths through which threats can
propagate in VPP communications: the DER network path, the
market communications path, and the infrastructure
penetration path. Figure 4 illustrates these paths. A breach of
the communications network at a single point could affect
multiple DERs due to the centralized coordination in VPPs,
causing escalating operational consequences.
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DER network path

Compromised MMS Dispatch |_| Operational
DER or manipulation [*| corruption|”| imbalance
network node
Market communications path
Market Price or bid Economic
session manipulation disruption
Infrastructure compromise path
Switch or routing Segmentation Multi-DER
misconfiguration failure exposure

Figure 4. Threat propagation model
2.4 Mitigation strategies

There are many strategies for mitigating attacks on VPP
communications. The proposed approach focuses specifically
on firewalls and VPN as part of the CBM.

A firewall is a crucial security system in communication
networks used in VPP communications. It monitors and
controls incoming and outgoing data traffic according to
predefined security rules [20]. It filters packets based on
application type, IP address, MAC address, and port number
[21]. This protects these systems from unauthorized access,
malware, and malicious threats by inspecting data packets.
The firewall acts as a barrier between the trusted network
(VPP Control Center, DER, Energy Market Communication
Network) and the untrusted network (Internet), as shown in
Figure 5.

In contrast, a VPN creates an encrypted tunnel over the
internet between the local controllers of the DER, the energy
market, and the centralized control center of the VPP. This
hides the IP addresses and operational information of the plant
from hackers and monitoring [22]. Figure 6 illustrates the VPN
representation in the communications network of a VPP.

Combining both security strategies enhances the security of
VPP communications, leveraging the security methods of both
strategies, similar to the conceptual architecture of the North
American SynchroPhasor Initiative (NASPI) network [23].

To enhance protection in the VPP communications network
in the case of data manipulation by attackers or employees
within the energy market or DERs, the CBM algorithm was
proposed as illustrated in Figure 7.
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Figure 5. Virtual power plant (VPP) firewall representation
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Figure 7. The proposed continuous behavior monitoring
(CBM) algorithm structure

This algorithm must be present in the VPP's control center
workstation to continuously monitor operational information
and the market data to track the behavior of the energy market
and DERs.

The algorithm employs a lightweight real-time Al-based
monitoring mechanism and utilizes a historical database to
identify any behavioral anomalies. If a specific behavioral
anomaly is detected, such as a sudden and abnormal deviation
in the monitored frequency or power values, the algorithm
isolates the DER causing the deviation, resets its data, and
attempts to verify that there is no underlying problem. If the
problem persists, it remains isolated and compensates for the
loss with other DERs. Similarly, for the energy market, the
data market is monitored, and if an abnormal change in
electricity prices or contracts is detected by comparing it to
historical databases, market entities are notified of this change,
and an attempt is made to identify and diagnose the problem.

2.5 The proposed virtual power plant communication
network

The proposed wired communication network consists of
five local control units. Each DER has its own control unit.
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Each control unit connects to the wired network via an
Ethernet switch through its own interface. Each Ethernet
switch connects to the network backbone through a
firewall/gateway. Conversely, both the control center and the
energy market have an interface through which they connect
to an Ethernet switch, which in turn connects to the same
network backbone through a firewall/gateway. Figure 8
illustrates the network interconnection configuration.

IP Attributes  VpN conf  Task Config  Prof Config APP config

Wind_DER

Firewall_4

Energy_Market Controi_Center

Figure 8. The proposed network topology

In the Opnet Modeler simulation environment, the remote
login attack was simulated via an Ethernet workstation
connected to the backbone communications network. This
attack targeted the VPP control center server. In the
workstation configuration, the remote login application was
assigned, and the application destination is the control center
server.

In contrast, the DoS attack was simulated by flooding the
control center server with continuous ICMP ping packets. The
Ethernet workstation was used as the DoS attacker. All
network devices were assigned IP addresses during the
network configuration. The IP address of the Ethernet
workstation used by the DoS attacker is 192.0.2.10. To enable
the IP-Ping process, IP-Ping-Traffic and IP-attribute tools
were used. The DoS attacker's Ethernet workstation connected
to the control center server via the [P-Ping-Traffic tool using
the assigned IP address. In the IP-Ping-Traffic tool attribute,
the destination IP address, representing the VPP control center
server address, is 192.0.1.11. Meanwhile, the source IP
address, representing the DoS attacker's Ethernet workstation
address, is 192.0.2.10. In contrast, in the IP attribute tool, the
ICMP data packet size used as an IP-Ping is 65527 bytes with
an interval time of 0.0055 seconds, aiming to flood the server
of the VPP's control center with a large number of packets.

For configuring the firewall, the proxy server information
in the firewall tool attributes was used to specify the type of
application running on the network and to prevent other
applications from running. In this configuration, only the FTP
application was activated to represent MMS message data
exchanged via VPP applications. This prevents the remote
login application from accessing the VPP control center
server.



In contrast, the packet filtering in the firewall tool attribute
was used to filter outgoing and incoming packets via the router
port that will reach the VPP control center server. Moreover,
in Extended ACL Configuration, for determining which
protocols are allowed to pass through the network and which
are blocked as part of the packet filtering configuration. IP
protocol is allowed, while the ICMP protocol is blocked.

The VPN is activated using the VPN tool. This tool
establishes a tunnel for data transmission between the sender
and receiver. It was used to create a tunnel between each DER
local controller, the energy market, and the VPP control
center. In the VPN configuration tool, the source and
destination nodes are defined as the ends of the VPN tunnel,
along with the latency introduced by data encryption before
transmission and decryption upon receipt.

Table 1 lists the most important settings for configuring the
communication network for a VPP. More details are available
in our research [24]. Our previous work was limited to
modeling the communications network for time-sensitive VPP
applications without any protection mechanisms.

Table 1. Virtual power plant communication network
parameter configuration

Parameters Configuration
Protocol TCP/IP
Interval time 30 sec
Start application time 20 sec

Traffic request / node
Traffic response /node

14.3 byte/sec
20.3 byte/sec

Simulation time 1200 sec
Node type Ethernet (wired)
Firewall Enable
VPN Enable

3. RESULTS AND DISCUSSIONS

To wverify the performance of the proposed VPP
communication network for running time-critical applications,
several scenarios were created to test the VPP's
communication network against remote login and DoS attacks
and to enable the firewall and VPN to handle these attacks.
The Opnet Modeler simulation software was used, with a
simulation time of 12000 sec.

In the first scenario, in the absence of secure network
methods, an intruder can remotely log into the VPP's control
center server, as illustrated in Figure 9. This attack was
simulated through an Ethernet workstation connected to a VPP
communications network. After an attacker gains access to the
control center server, it may send malicious or unauthorized
messages to the system.

Conversely, after activating the firewall in the second
scenario, it was observed that the intruder or hacker was
unable to perform remote login, as shown in Figure 10, since
there was no data sent or received.

In the third scenario, a DoS attack was simulated by
flooding the VPP's control center server with continuous PING
packets via the ICMP protocol. This causes a significant delay
in MMS messages, which could lead to instability in the
operation of some time-sensitive applications due to increased
latency to 18 milliseconds, as illustrated in Figure 11. This
type of attack affects the availability of information, causing
disruption to some time-sensitive functions of the VPP.

To mitigate the impact of a DoS attack, the firewall was
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activated in scenario four to filter ICMP protocol packets and
reduce the attack's effect. A decrease in ETE MMS delay was
observed after addressing the DoS attack. Although there was
an increase in delay compared to the absence of the firewall
due to packet filtering, this increase remained within
acceptable limits for VPP applications, as illustrated in Figure
12.

Furthermore, it was also observed that when both the VPN
and firewall are enabled simultaneously, the average ETE
delay in MMS messages increases further, reaching 8.82
milliseconds, as shown in Figure 13, due to the delay in the
encryption and decryption processes. MMS messages are sent
in encrypted form, preventing eavesdropping and
manipulation of values while transmitted over the insecure
network. This increase in delay is considered within
acceptable limits (less than 10 msec) for time-critical
applications of the VPP.

The collected results demonstrate the firewall's
effectiveness in securing the network against unauthorized
access and DoS. The VPN is crucial for encrypting data across
the communication network to prevent eavesdropping, data
manipulation, and a man-in-the-middle attack. However, these
two methods do not prevent malicious actors within the DER
or energy market from transmitting misleading data, prices, or
contracts. Therefore, the proposed CBM algorithm, in its
current form, can enhance network security performance.

25 T

Remote login traffic (bytes/sec)

05 Traffic sent ]

= = Traffic received

4000 6000 8000 10000
Time (sec)

0 2000 12000

Figure 9. Traffic generated by the attacker's remote login
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Figure 10. Firewall prevent attacker from remote login
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The most important performance metric for time-critical
applications is the ETE delay. Therefore, the delay results are
summarized in Table 2. It is noted that the delay is less than
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the threshold of 10 milliseconds for the Asset Status/Alarms
(Trip, Fault) signal.

Table 2. ETE delay results

Mltlgatl_on ETE Delay Attacks
Strategies (msec)
Without security 5.17 -
Firewall 7.4 Remote login, DoS
Firewall and Eavesdropping, Information
8.82 - .
VPN manipulation
Note: end-to-end (ETE); virtual private network (VPN); denial-of-service
(DoS)

4. CONCLUSIONS

Securing the communications of a VPP and protecting
operational data from tampering is crucial for ensuring
efficient operation and preventing disruptions. The collected
results indicated that a firewall effectively prevents DoS and
remote login attacks by filtering incoming packets to the VPP's
control center server. Similarly, data encryption via the VPN
ensures data security against eavesdropping and tampering.
However, data manipulation by actors in the energy market or
DERs is not prevented. Therefore, a CBM algorithm was
proposed. This algorithm provides an effective tool for
preventing data manipulation based on historical data and the
use of artificial intelligence. While these methods and
technologies provide security for the VPP's communication
network, they introduce delays due to processing operations,
such as packet monitoring through the firewall and VPN
encryption and decryption. When both technologies are
activated, the ETE delay increases to 8.82 milliseconds, but
this delay is within acceptable thresholds (less than 10 msec).
Therefore, this ETE delay must be considered when designing
the VPP's communications network.

Future work will focus on the proposed CBM algorithm and
the development of several scenarios for dealing with
cyberattacks.
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