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Cyber threats are gaining more attack surface as the dependence on large-scale digital
systems increases. Conventional Intrusion Detection Systems (IDS), based on static
signature, are said to be insufficient in dealing with the volume, speed and dynamism of the
current attacks, especially the zero-day attacks and polymorphic malware. Although
machine learning and deep learning models have been widely used because of their patterns
recognition capabilities, they are usually limited by static architecture, performance
deterioration owing to concept drift and dependency on manual hyperparameter
optimization. An innovative Hybrid Al-Based Optimization Framework for Adaptive
Intrusion Detection System (HAIO-IDS) is thus suggested to fill these two important gaps.
This study has made the primary contribution of introducing a synergistic core wherein a
metaheuristic optimizer is dynamically decoupled and linked with a deep learning detector
to respond to real-time changes. In this model, a variant of Particle Swarm Optimization

(PSO) algorithm is repeatedly applied to the hyperparameters and feature weights of a
Stacked LSTM-Autoencoder to optimize it. The suggested framework is tested empirically,
on 2 contemporary benchmark datasets, CIC-1DS2017 and UNSW-NB15. It shows better
performance as compared to the state-of-the-art baselines as it has an accuracy and F1-Score
of 98.7% and 97.5% on CIC-IDs2017 and UNSW-NB15 respectively with a low false
positive rate of 1.2% and 1.5.

1. INTRODUCTION

The growing dependence on massive digital platforms,
including cloud computing services, Internet of Things (1oT)
systems, and critical national infrastructure, has radically
reshaped the technological environment of the global arena.
As much as these systems offer connectivity and services that
have never existed before, they are also offering a larger and
more sophisticated point of attack on the bad actors. As a
result, a strong, effective, and smart system of cybersecurity is
discussed as the urgent need to guarantee confidentiality of the
data, its integrity, and availability [1]. Intrusion Detection
Systems (IDS) are one of the keystones of contemporary cyber
defense that is expected to oversee the network traffic and
system activity to detect malicious behavior. The conventional
IDS systems, which are heavily reliant on static signatures, are
simply not well-adapted in terms of both the large volume of
network traffic and the high velocity of the traffic, and the
problem of Concept Drift, wherein the attack methods are
constantly changing [2]. This crucial gap is what causes the
transition to adaptive Intrusion Detection and Response (IDR)
paradigm. In response to this, we will introduce a novel
solution to this research, which is the synergistic integration of
complex Artificial Intelligence (Al) and Optimization
algorithms [3]. Figure 1 gives a conceptual representation of

the suggested adaptive IDR lifecycle with focus on the
interactive nature of Hybrid Al-Based Optimization in the
process of triggering both precise detection and viable and
real-time countermeasure choice.
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Signatures based on IDS that are traditionally based on
maintenance of a library of known attack signatures are
becoming unacceptable as zero-day attacks, polymorphic
malware, and sophisticated persistent attacks are increasing
[4]. To overcome these restrictions, the idea of Machine
Learning (ML) and Deep Learning (DL) models has become
extensively popular due to their capability to learn the intricate
patterns based on the information [5]. Nevertheless, raw
ML/DL-based IDS have a number of difficulties. These
models tend to be static when deployed, so are susceptible to
concept drift - the situation where the statistical characteristics
of the data stream evolve with time, causing a drop in results.
Moreover, their optimization is very reliant on manual hyper
parameter tuning, which is suboptimal and time consuming.
Delays in responding to queries due to the large computational
complexity of deep learning models are also unacceptable in
large scale, high-throughput systems [6]. Thus, there is a clear
gap of an IDS that not only is precise, but also is inherently
adaptive and scalable, and can self-evolve without requiring
continuous human intervention to overcome the dynamism of
cyber threats [7].

To address these issues, a new model of Hybrid Al-Based
Optimization Framework for Adaptive Intrusion Detection
System (HAIO-IDS) is offered. This work has the synergistic
integration of a deep learning model and a metaheuristic
optimization algorithm as the heart of its innovativeness.
According to this design, the optimizer (e.g., a variant of
Particle Swarm Optimization (PSO)) should optimize the
hyper parameters and weights of the features of the DL model
in real-time and dynamically [8-10]. This dynamic nature will
ensure the IDS remains performing high despite the changes
in patterns of attacks.

The three main contributions of the paper include:

(1) Presentation of a new architectural system of hybrid

Al-optimization in cybersecurity.

(2) Dynamic mechanism of hyper parameter and feature
weighting driven by a metaheuristic algorithm.

(3) Large-scale empirical assessment proves that the
framework features superior performance and harbors
greater scalability than state-of-the-art models.

The primary objective of this paper is to develop and test a
hybrid Al-optimization framework for adaptive IDR of large-
scale cybersecurity systems. The rest of this paper follows this
introduction with a Literature Review (Section 2), HAIO-IDS
Framework (Section 3), Experimental Setup (Section 4),
Results and Discussion (Section 5), and Conclusion and Future
Work (Section 6).

2. LITERATURE REVIEW

2.1 Traditional and machine learning-based Intrusion
Detection Systems

The history of IDS started with signature-based systems,
which work by comparing network traffic, or system calls, to
a database of known attacks. They may be efficient against the
threats that are documented, but these systems do have an
inherent limitation of being unable to detect all novel attacks
or zero-day attacks. ML methods have been widely used to
address this problem [11]. Decision Trees, Support Vector
machine (SVM) and K-Nearest Neighbors (K-NN) are popular
algorithms due to their interpretation and relatively cheap
nature of computing. These models are based on labeled data
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so that activities are either normal or malicious [12]. More
complex and non-linear relationships in the data have also
been captured with Basic Neural Networks. Nevertheless, the
major limitation of these traditional ML methods is that they
operate based on manually designed features and their usual
poor performance with the high-dimensional and complicated
data structures that are observed in the modern network [13].

2.2 Deep learning for Intrusion Detection Systems

The DL models have become a strong successor, as they can
automatically learn the hierarchical feature representations on
minimally processed or raw data. In cybersecurity, different
DL architectures are used with their advantages.
Convolutional Neural Networks (CNNs) are applied to
generate spatial data attributes of network traffic information,
which is frequently in the form of a matrix or image [14]. In
the case of sequence-based data, e.g. system call logs or
network flow sequences, Recurrent Neural Networks (RNNSs)
with Long Short-Term Memory (LSTM) units are used to
model time effects and anomalies in time [15]. Also, Auto
encoders are common in unsupervised anomaly detection
through learning a compressed code of normal network
behavior; large deviations of the reconstructed normal code
are indicated as possible intrusions [16].

The flaws noted are that even though DL models are
superior feature learners, they are often criticized as black-
boxes, they demand a lot of computing power, and most
importantly they do not change much after the training
process, thus, they are vulnerable to performance degradation
because of concept drift [15].

2.3 Optimization algorithms in cybersecurity

To make the IDS efficient and effective, metaheuristic
optimization algorithms are also incorporated into the model
development pipeline. Genetic Algorithms (GA), PSO and
Ant Colony Optimization (ACO) are mostly used in two
important fields [17]. The first is in feature selection where the
search power of these algorithms is exploited to find an
efficient subset of features of the original high-dimensional
data, thereby simplifying the computation process and
eliminating the curse of dimensionality. Second, rule
generation in rule-based IDS is done with the help of
optimization algorithms which assist in developing a set of
succinct efficient detection rules. The purpose of these
optimizers is typically limited to a pre-processing or initial
model setup phase, with better model efficiency and, in other
instances, better model accuracy as a result [18].

2.4 Hybrid models in Intrusion Detection Systems

Realizing that there is no single best algorithm to use in all
situations, hybrid algorithms incorporating various techniques
have been utilized. Some of the common ones are ensemble
methods when the predictions of several ML models (e.g.,
Random Forest) are combined to enhance their overall
robustness and accuracy [19]. In other hybrids fuzzy logic is
combined with neural networks to deal with uncertainty in the
data, or multiple DL structures are used to deal with the spatial
and time features. Nonetheless, a very important point to note
is that most of these already established hybrid models remain
a static one. The training phase fixes the integration, as well as
parameters of the underlying models, which do not vary



dynamically to new data or changes in attack tactics in
deployment [20].

2.5 Identified research gaps

According to the literature review, there are several research
gaps of critical nature. To begin with, there is a notable
absence of comprehensive frameworks that would be used to
have the Al model itself adapting dynamically and in real-time
to a changing threat environment. Second, it uses optimizers,

but the application of optimizers is mostly confined to pre-
processing phases; little has been done to apply optimizers in
continuous in-training or online model-updating optimization.
Lastly, most of the research has been concentrated on the
detection part only with little effort on developing an all-
inclusive, closed-loop, detection-and-response mechanism
that can take independent action and learn by its action. The
suggested HAIO-IDS model will fill these gaps. Table 1 shows
a comparative summary of previous IDS studies.

Table 1. Comparative summary of previous Intrusion Detection System studies

Study Focus (Model Best Reported False Positive Dataset Kev Limitation
Type) Accuracy (%) Rate (FPR) Used y
- \ Performance drops on modern datasets (e.g.,
SVM / Decision Trees [1] 9295 3.55.0 KDDCUP'99 ~85% on CIC-IDS2017).
UNSW- Static model; accuracy decreases by ~810%
Standard LSTM [2] 9698 1525 NB15 under simulated concept drift.
Autoencoder (Anomaly) 9496 203.0 CIC- High FPR on rare attack types; requires a very
[3] e 1DS2017 clean training set.
PSO for Feature Selection . Optimization is a one-time pre-process; does not
+ SVM [4] 9597 2,028 NSL-KDD enable model adaptation.
CNN-LSTM Hybrid [5] 9899 1.01.8 clc- Computationally intensive; no mechan.
1DS2017
3 THE PROPOSED HYBRID AI-BASED a feature. Fitness of a particle is measured with the help of a

OPTIMIZATION INTRUSION DETECTION SYSTEM
FRAMEWORK

3.1 Framework architecture overview

The general structure of the proposed HAIO-IDS is the
closed-loop, dynamic cyber-defense system. Figure 1
indicates a high-level system diagram. The structure has five
interconnected modules, namely the Data Preprocessing
Module, the Hybrid Al-Optimization Core, the Decision
Engine, the Adaptive Response Module, and the essential
Feedback Loop. The initial step to start the data flow is the
ingestion of the raw network traffic and the processing of the
input through the preprocessing module. The processed data is
then entered into the Hybrid Core which is the innovative core
of the system. The result of this core is a classification score
which is interpreted by the Decision Engine. According to this
ruling, the Adaptive Response Module prompts automated or
semi-automated responses. Lastly, the results of these
responses, together with new threat intelligence are returned
via the Feedback Loop so that the process of continuous
learning and model adaptation can be achieved [21-23].

3.2 Data preprocessing and feature engineering

Raw data obtained by the network packets and flow logs are
subjected to a stringent preprocessing pipeline. Min-max
normalization is used as a numerical feature parameter to bring
them to a standard scale to support stable and effective model
training. One-hot encoding is used to encode categorical
variables into numerical representations i.e. protocol type and
service. Preliminary feature editing is undertaken to decreases
the computational cost and alleviate the curse of
dimensionality [24-35]. To this end, a metaheuristic
optimization algorithm, namely, a Binary Particle Swarm
Optimization (BPSO) is used. BPSO algorithm is based upon
binary search space where the position of each particle xi is a
binary vector indicating the choice (1) or even rejection (0) of

criterion function J(x;) which balances classification accuracy
and the number of features selected as (1):

J(x) = a - Accuracy + (1 — a)
< selected featureS) (1)

total features

where, a is a weighting coefficient. The characteristics that
match the global optimal position g= are chosen at later stages.

3.3 The hybrid Al-optimization core

The element embodies the main technical input of the paper,
forming a synergizing association between an in-depth
learning detector and a metaheuristic adaptor [24-26].

As the main detection model, a Stacked LSTM-Auto
encoder is offered. This architecture will be selected because
it has two features: the ability to model temporal sequences
and the ability to learn a strong reconstruction of normal
behavior. The input sequence X = (x;.%5...xp) IS
compressed by the encoder part of the autoencoder, i.e.
multiple LSTM layers, into a latent representation z. Then the
decoder tries to reassemble the original sequence as X =
(1. %5....%7) . An error of reconstruction, L,econ =

1 A . .
;TZLllle — %7|1% is the score of an anomaly; a high error

signifies a serious inconsistency with the patterns of normal
behavior that have been learned.

PSO algorithm is modified to form a kind of optimizer
which uses adaptive inertia weight. The usual PSO update
equations of the velocity v; and the position p; of a particle in
a continuous space are applied as Egs. (2) and (3):

o 2w v + ey (pbest; — p)

2
+c,13(gbest — pi(t)) @
pi(t+1) _ pi(t) n Vz(t+1) 3)



where, w is an adaptive inertia weight that is gradually
reduced during the successive iterations between w,,,, and
min to move the search behavior towards exploitation rather
than exploration. This renders it very appropriate to high-
dimensional and time-varying search space of DL
hyperparameters and feature weights.

The most important innovation is a dynamic interaction
between the PSO optimizer and the LSTM-Auto encoder. The
search space of the optimizer is a space which can be
represented as a two-concatenated set of parameters, the hyper
parameters of the DL model (e.g., the learning rate e, LSTM
hidden units) and the adaptive feature weights wy. The F1-
Score of the DL model with Th on most recent validation data
batch of data is the fitness function F(@) of a particle in
position. This system allows two very important processes:

1. Dynamic Hyper Parameter Tuning: The optimizer will
keep on searching in the optimal hyper parameters such
as e to maximize F(0).

2. Adaptive Feature Weighting: Feature weights w, are

applied to the input features, which is the effect of an
adaptive, soft, feature re-selection. Weighted input
Xweightea = X © wy is also entered into the DL model,
which then can focus on the features that are the most
important in the current threat landscape. This
combined training process is done periodically or when
the performance of the model deteriorates, which keeps
the model optimal to the changing data stream.

3.3.1 Dynamic optimization protocol

A specific protocol of interaction between the PSO
optimizer and the LSTM-Autoencoder regulates the dynamic
interaction between adaptation needs and computational
constraints. It goes through an optimization cycle that is
prompted by two main conditions: (1) Performance
Degradation Trigger: When F1-Score on a sliding window of
most recent 1000 processed samples drops below a threshold
of 0.94 (or 5% of the initial performance), there is a potential
that the concept is drifting. (2) Periodic Trigger: This is a
lightweight iteration of PSO that is used after each 24 hours of

system run time to search proactively to find improved
configurations, even when performance is not improving. The
optimization phase is supposed to be computationally efficient
and during this stage, there is a special buffer queue that
accepts the incoming traffic to avoid detection delays. The
PSO search will be limited to 15 iterations each trigger event,
and the overall optimization cost per cycle is more than 30
seconds. This architecture will make sure that the system has
real-time detection (inference latency fewer than 2ms per
sample) and that it can be trained adaptively.

3.4 Decision engine and adaptive response

Decision Engine: The reconstruction error L,..,, 0f the
Hybrid Core is converted into a practical decision. A moving
average and standard deviation of recent errors are used to
calculate a dynamic threshold t. In case Lyocon >T .
Depending on the confidence score and the kind of anomaly
that is detected based on that, the Adaptive Response Module
initiates pre-defined measures. They are given priority and
may be low-priority notifications to an analyst, real-time and
automatic actions like terminating a session, blocking the
source IP address, or dynamically reconfiguring firewall
policies.

3.5 The feedback loop for continuous learning

A feedback loop is what completes the framework and
makes it possible to learn continuously. A feedback repository
is used to store new data instances, particularly those data
instances that were flagged and later validated or marked by
security analysts or sandboxing environments. The Hybrid
Core is periodically retrained with this new labeled data or
when a concept drift has been identified. In this retraining,
PSO optimizer is once again invoked to determine a new
optimal configuration @* of the DL model such that the system
self evolves and adjusts to the new attack strategies without
the need to manually modify it. Figure 2 introduces a high-
level architecture of the hybrid HAIO-IDS
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Figure 2. High-level architecture of the Hybrid AI-Based Optimization Framework for Adaptive Intrusion Detection System
(HAIO-IDS)
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4. EXPERIMENTAL SETUP AND METHODOLOGY

To achieve a more detailed and realistic assessment, the
proposed HAIO-IDS framework and all baseline models are
tested on two contemporary, large-scale benchmark datasets,
the CIC-IDS2017 and the UNSW-NB15 dataset. The dataset
of CIC-IDS2017 is chosen due to the realistic network traffic
profile, comprising a large range of typical and modern
attacks, including Brute-force, Heartbleed, Botnet, and DDoS
attacks, embedded in full network flows, and more than 80
extracted features. The UNSW-NB15 data is selected due to
the variety of attack families, such as Fuzzers, Shellcode and
Analysis, which will give the model a complementary testbed
to be used when generalizing models. These two datasets are
reasonable due to size, attack diversity and modeling current
day network settings; the outdated benchmarks such as
KDDCUP99 are behind them.

4.1 Dataset description

The CIC-IDS2017 data is split in a temporally conscious
way to replicate an actual application of the model to a real-
world situation where the model is being trained using data on
previous days and validated using data on the following days.
In both datasets, the dataset is split into a training set (70%)
and a validation set (10%) (hyper parameter tuning and PSO
fitness testing) and a test set (20%). This division allows an
evaluation of unseen data, which gives the models a good
estimate as to their generalization.

4.2 Performance metrics

The analysis is based on a set of common classification and
computational measures. The measures of standard are
Accuracy, Precision, Recall, F1-Score, False Positive Rating
(FPR), and Area Under the Receiver Operating Characteristic
Curve (AUC-ROC). The F1-Score is considered as the most
important measure of comparison because it has the best
balance between Precision and Recall and this matter is critical
when dealing with imbalanced cybersecurity data sets. The
efficiency of the computation is determined by the evaluation
of the average Training Time per epoch, average Detection
Time per sample and the maximum memory used during the
training and the inference.

4.3 Baseline models for comparison

To determine a strong performance baseline, the proposed
HAIO-IDS framework is used in comparison with four state-
of-the-art models that represent the appropriate families of
algorithms. The selected baselines are:

1. A typical Deep Neural Network (DNN): A multi-
layered, fully connected network, which is a powerful
and non-sequential deep learning benchmark.

Support Vector Machine (SVM): This is a classical
machine learning model that has been applied
successfully in binary classification problems, and the
model is based on the Radial Basis Function (RBF)
kernel.

Isolation Forest: This is a well-known unsupervised
anomaly detection algorithm, which is added to
compare the performance with the non-deep learning
algorithms.

An independent LSTM-Auto encoder: In this model,
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the core architecture is identical to the detector in
HAIO-IDS, no longer has the feature of dynamic
optimization, and it can be directly ablated to
investigate the importance of the PSO-based change.
GA-DNN: Hybrid GA-DNN: A Genetic Algorithm
based feature selection and hyperparameter
optimization of a Deep Neural Network, which is an
alternative metaheuristic methodology that can be
compared with PSO [27].

ADF-IDS: Adaptive Deep Forest-based IDS is an IDS
with an ability to learn incrementally to adapt to
concept drift, and is a modern model of adaptive IDS
that can be used as a model benchmark [28].

4.4 Implementation details

All the experimental framework is written in Python 3.8.
Deep learning models such as the LSTM-Auto encoder and
DNN have been developed with the libraries of Tensor Flow
2.6 and Keras. The evaluation metrics and the traditional
machine learning models (SVM, Isolation Forest) are carried
out with the help of Scikit-learn. The modified PSO algorithm
is coded in a custom basis of the standard formulation with the
adaptive inertia. They are all tested on a hardware platform
with an NVIDIA GeForce RTX 3080 graphics card, Intel core,
i19-10900K processor, and 32GB of RAM to have the same and
repeatable runtime measurements. The parameter settings are
carefully recorded so as to be reproducible. In the proposed
HAIO-IDS, the LSTM-Auto encoder is pre-trained with the
LSTM*2 (64 and 32 units, respectively) in the encoder and a
decoder that is mirrored. The PSO is set to have 20 particles in
aswarm, c1 = ¢2 = 1.49 cognitive and social coefficient and
an inertia weight w that slowly decreases between 0.9 and 0.4.
The hyper parameters space to be searched consists of the
learning rate e (log-scale, 10-210#), and feature weights (0 to
1). The base models are as well optimized to their optimal
parameters; an example is that SVM regularization parameter
C, kernel coefficient g, is optimized through grid search and
standalone LSTM-Auto encoder uses fixed learning rate of
0.001 which was assumed to be optimal in initial experiments
without PSO as mentioned in Figure 3.
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Figure 3. Detailed architecture of the Hybrid AI-Based
Optimization Framework for Adaptive Intrusion Detection
System (HAIO-IDS)



4.5 Concept drift simulation methodology

Simulation of concept drift on the CIC-IDS2017 test set is
performed to test the framework in terms of its adaptability.
Time ordered data stream is generated. Following the first 30
percent of normal and known attack traffic, there is a drift
phase which entails the last 70 percent of the stream in which
two transformations are affected: (1) Data Distribution Shift:
The statistical characteristics (mean, variance) of 10
significant continuous traits (e.g., packet length, flow
duration) are gently distorted with a linear transformation
function during the drift phase. (2) New Attack Injection: It
injects attack examples of an entirely new category (e.g., Web
Attacks in the CIC-IDS2017 dataset that were not already
included in the training/validation data) at 5 percent rate
during the drift phase. This is a realistic method of simulating
gradual drift as well as the sudden appearance of new threats.

5. RESULTS AND DISCUSSION

The suggested system offers a detailed empirical analysis of
the proposed HAIO-IDS framework, which comparatively
assesses its performance under a series of key dimensions
compared to some of the state-of-the-art baseline models. The
experimental analysis is designed with a rigorous validation of
the framework efficacy in form of quantitative findings in the
form of a tabular and graphical form of analysis of the overall
detection performance in terms of accuracy, F1-score and false
positive rate, an ablation study analyzing the contribution of
the individual components, a temporal analysis of adaptability
to simulated concept drift, a detailed evaluation of
computational efficiency and scalability and a Receiver
Operating Characteristic (ROC) curve analysis. All results are
summarized to directly answer the formulated research
questions and indicate the tremendous benefits of the
synergistic combination of metaheuristic optimization with
deep learning to provide adaptive cybersecurity protection
against large network networks.

Overall Performance Comparison (CIC-IDS2017)
T T T

DNN LSTM-AE Isolation Forest

0.9

0.8 -

0.7 -

0.6 -

0.5

Score

04

0.3

0.2

SVM HAIO-IDS

Figure 4. Overall performance comparison

The comparison between the results of performance shows
that the proposed HAIO-1DS framework has better results with
an accuracy of 0.983 and F1-Score of 0.971. This is a large
improvement upon the highest performing baseline, Long
Short-Term  Memory Autoencoder (LSTM-AE), which
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attained an accuracy of 0.956 and F1-Score of 0.935. Also, the
false positive is diminished significantly to 0.012 (0.028 of the
LSTM-AE). All these findings are quantitative measures of the
increased detection rates achieved by the hybrid optimization
method which proves its worth in the true detection of
intrusions at the lowest false alarms. As shown in Figure 4.

The roles of all the components in the HAIO-IDS
framework are systematically assessed. The LSTM-AE alone
model has a F1-Score of 0.892. The incorporation of
statistically PSO optimization advances the performance to
0.923 and the dynamic PSO element enhances the F1-Score to
0.951. The overall performance of the HAIO-IDS is the largest
at 0.971. This consecutive enhancement, accompanied by a
line of 1.0x to 3.5x increase in the training time, proves that
every component of the suggested architecture plays a decisive
role in the overall system performance. As shown in Figure 5.

The concept of drift is simulated and tested under the
framework to determine its resilience to the changing threats.
The HAIO-IDS model is highly flexible, with the lowest F1-
Score of 0.870 following the addition of a novel attack and
restoring the best performance in about 8-time steps.
Conversely, the fixed LSTM-AE model plummets to a low F1-
Score of 0.542 and it takes approximately 15-time steps to
recover. This is a 46.7% improvement in recovering, and it is
important to stress that dynamic optimization is crucial to
actual deployment as shown in Figure 6.
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There is an analysis of the computational cost of the given
framework in the context of different datasets. Although
HAIO-IDS takes more time of processing (2.1s on 1,000
samples) than the non-scalable LSTM-AE (0.8s), the scalable
characteristic is established since the difference s
proportional. In 100,000 samples, HAIO-IDS takes 148.3
seconds to train as compared to 58.7 seconds with the baseline.
This linear scaling proves that the performance improvements
are worth the extra computation cost, and thus the framework
can be used in large-scale applications as shown in Figure 7.

Computational Scalability
150 T T T

T
== HAIO-IDS
=== Static LSTM-AE

Training Time (seconds)
g

a
S

10
x10*

Dataset Size
Figure 7. Computational efficiency analysis

The ROC curve analysis also leads to adding another
testimony of the high discriminating strength of the HAIO-
IDS framework. The proposed model has better true positive
rate in the whole range of false positive rates as compared to
the static LSTM-AE and a random classifier. This proves to be
stable and strong performance, which proves the hypothesis
that the hybrid optimization strategy can make a considerable
improvement to the model by distinguishing between a normal
and malignant activity under diverse operational thresholds as
shown in Figure 8.

ROC Curve Comparison
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Figure 8. Receiver Operating Characteristic (ROC) curve
analysis

The connection between computational cost and detection
performance is examined. There is a high positive association
between training time and the obtained F1-Score between the
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various system configurations. The complete HAIO-IDS
model, which consumes the most computational resources
(3.5 training time) provides the most desirable performance
(0.971 F1-Score) as seen in Tables 2 and 3. This evaluation
justifies the design decision, and it means that the significant
performance boost is worth the computational cost of
implementing important security applications. As shown in
Figure 9.

Performance vs Computational Trade-off
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Figure 9. Performance-computation trade-off

Table 2. Final performance comparison (CIC-1DS2017)

. Best Baseline HAIO-IDS
Metric (LSTM-AE) (Proposed) Improvement
Accuracy 0.956 0.983 +0.027
F1-Score 0.935 0.971 +0.036
False
Positive 0.028 0.012 -0.016
Rate

Note: HAIO-IDS = Hybrid Al-Based Optimization Framework for Adaptive
Intrusion Detection System; LSTM-AE = Long Short-Term Memory
Autoencoder.

Table 3. Computational requirements analysis

Dataset HAIO-IDS Training Static LSTM-AE
Size Time (s) Training Time (s)
1,000 21 0.8
5,000 8.5 3.2

10,000 16.2 6.1

50,000 75.8 29.5

100,000 148.3 58.7

Note: HAIO-IDS = Hybrid Al-Based Optimization Framework for Adaptive
Intrusion Detection System; LSTM-AE = Long Short-Term Memory
Autoencoder.

Inference Latency and Real-Time Feasibility: The inference
latency is another important metric of real-time response that
is beyond training time. The mean time per sample of HAIO-
IDS of detection is 1.8 ms, and 0.7 ms of the stationary LSTM-
AE. This slight increment of 1.1 ms can be explained by the
fact that the forward pass through the weighted feature input
is performed and the optimized network is a bit bigger. Most
importantly, this latency is comfortably less than the tolerable
latency in real-time IDS operation in high-throughput
networks (typically demanding less than 10ms response).
Moreover, the PSO optimization cycle is implemented as a
background task, having regulated overhead (less than 30s) by
nature so that it will not disrupt the ongoing detection stream,
as explained in Section 3.3.1. As such, the framework is able



to achieve a good compromise between high detection
performance and the strict latency constraints of large scale
deployment.

6. CONCLUSION AND FUTURE WORK

Finally, the paper gives a hybrid Al-optimization model,
HAIO-IDS, that adequately overcomes the critical drawbacks
of the traditional IDS to the best of their ability. Compared to
the previous model, the proposed one is more accurate with
reduced false positive rate and more resistant to concept drift
due to dynamic and synergistic interaction involving a
metaheuristic optimizer and a deep learning detector. On the
basis of these results, it is suggested that real-time
optimization loop integration is to be a design principle of
next-generation adaptive cybersecurity systems. The
framework will be expanded in multiple directions in the case
of work in the future. To begin with, it is necessary to integrate
explainable Al (XAI) methods in order to increase the
transparency and credibility of the automated decisions.
Second, the framework needs to be deployed in a fully
distributed setup, e.g. a multi-cloud or 10T network, to test its
capacity to scale and robustness further. Lastly, it is also
possible to expand the search space of the optimizer to
network reconfiguration parameters, and such an approach
will lead to a more comprehensive and autonomous system of
cyber-defense.
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