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The digitalization of the insurance industry in Indonesia is undergoing rapid
transformation, marked by the adoption of Insurtech (Insurance Technology), artificial
intelligence (Al), and Internet of Things (IoT) to improve operational efficiency and
customer service. In 2025-2026, this industry is expected to continue positive growth with
increasingly massive digital transformation, driven by the need for faster, more
transparent, and more accessible online insurance services. As this digital transformation
accelerates, the risk of cyber disruption increases, and the more digital the system, the
greater the disruption. To measure the readiness of insurance industry players to
implement digital transformation and utilize electronic systems, it is necessary to profile
the level of cybersecurity maturity of insurance industry players in their digital
transformation towards a digital economy. The Critical Cybersecurity Maturity Index
(CCM)) is a framework and instrument developed to measure cybersecurity maturity
levels and also provides recommendations for insurance industry players in Indonesia to
improve their cyber readiness to support the digital transformation process in insurance
companies. This paper discusses the development, use, and analysis of the CCMI to
profile the level of cybersecurity maturity in the Indonesian insurance industry. Based on
the profiling results, recommendations can be provided to improve cybersecurity maturity
for insurance industry players in the use of electronic systems towards a safer digital

economy.

1. INTRODUCTION

The core of digital transformation lies the electronic system,
a comprehensive framework of devices and protocols designed
to manage the full lifecycle of electronic information. The use
of electronic systems includes the use of network-based
information technology to process, store, and disseminate
information securely and efficiently. The use of electronic
systems aims to improve efficiency, transparency, and public
service [1]. In Indonesia, the use of electronic systems is
growing rapidly in line with policies accelerating digital
transformation in all sectors.

Meanwhile, Digital Transformation exists as a major and
fundamental change in the way businesses or organizations
operate and interact with their customers through the use of
digital technology. This transformation is essentially carried
out to achieve strategic goals and improve performance [2, 3].

The development of digital transformation in Indonesia like
other developing neighboring countries, driven by the high
internet penetration. The ongoing digitalization of the
financial sectors has introduced an escalating spectrum of
cyber that pose a multi-level challenge for state regulators,
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commercial entities, and the public. Digital transformation has
become a major topic in various business development
discussions and also hot research issue due to its significant
benefits in achieving competitive advantage in the digital era.
The various benefits of digital transformation for a business
include increased efficiency, productivity, and innovation,
enhanced customer service, increased employee engagement
and satisfaction, and the creation of new business
opportunities [3].

Amidst the rise of digital transformation towards a digital
economy, there is the potential for cyber threats that can
disrupt and cause significant losses for industry players
utilizing the digital economy. Cybersecurity is a threat to most
industry players in Indonesia that utilize the digital economy
in their businesses. Enhanced security is needed so that
industry players can utilize all digital economy services
without fear of hacking or data theft. The combination of
digital economic expansion, the rise in Al-based fraud, and
Indonesia's position on the global attack map shows that cyber
risk has transformed into an economic and geopolitical risk.

Cyberattacks not only cause losses in terms of the cost of
restoring affected infrastructure and systems, but also involve
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ransom payments, which can be financially burdensome.
Furthermore, the impact on company revenue is a primary
focus of analysis, given that cyberattacks can cause significant
operational disruptions and harm productivity. Therefore, a
thorough understanding of various aspects of cyberattacks,
including human resource awareness, reputational and
operational impacts, recovery costs, and revenue losses, will
be key to designing effective security strategies and mitigating
the risks that can arise from cyberattacks.

Legally mandated under a Presidential Regulation (Perpres),
the governance of Critical Information Infrastructure (IIC)
necessitates the implementation of rigorous defensive
measures by industry stakeholders to ensure the continuity of
electronic systems deemed vital to national and public stability
[4]. Generally, the nature of the impact on strategic services
extends from the company level to the national level. For
example, the potential impact is felt when a disruption occurs
to electricity distribution infrastructure. The interruption of
electricity distribution services not only results in losses for
electricity providers but also disrupts services in other sectors
such as finance, health, transportation, and government
administration. If such incidents are not addressed quickly,
they have the potential to escalate into a national crisis. The
Critical Cybersecurity Maturity Index (CCMI) is an
instrument used to assess cybersecurity maturity, with the aim
of assisting the insurance industry in assessing the extent to
which cybersecurity maturity has been implemented in their
companies. The CCMI is a guide to fulfilling cybersecurity
maturity controls used as a reference for insurance industry
players to understand the state of security implementation to
improve their cybersecurity maturity. This guide also provides
examples of mapping electronic system protection framework
controls against several general standards such as SNI
ISO/IEC 27001:2022, NIST SP 800-53 revision 5, NIST CSF
1.1, and NIST CSF 2.0. The conceptualization of the CCMI
instrument is fundamentally anchored in the NIST
Cybersecurity Framework (CSF) 2.0.

This framework provides a comprehensive taxonomy
through six pivotal functions Govern, Identify, Protect, Detect,
Respond, and Recover which serve as the structural pillars for
evaluating organizational resilience. By aligning the CCMI
with these standardized functions, the instrument facilitates a
granular analysis of cybersecurity maturity. This alignment is
critical for establishing a robust management protocol for the
socio-technical risks inherent in digital ecosystems, ensuring
that security measures evolve in tandem with emerging threats
[5, 6].

2. REVIEW OF LITERATURE
2.1 Cybersecurity landscape in Indonesia

According to the 2025 National Cyber and Cyber Security
Agency (BSSN) report, the total anomalous traffic in
Indonesia during 2024 was 330,527,636 anomalies, with the
highest type of anomalous traffic being the Mirai Botnet, with
a total of 81,286,596 activities. In 2024, there were 2,487,041
Advanced Persistent Threat (APT) activities, 514,508
Ransomware activities, and 26,771,610 phishing activities.
BSSN sent 1,367 incident notification alerts to stakeholders,
with the most common notification type being Data Breach. A
search of the darknet revealed 56,128,160 data exposures
impacting 461 stakeholders in Indonesia. In the case of web

890

defacement, 5,780 cases were found targeting multiple
domains, and 4,071 web defacements related to online
gambling targeted government websites [7].

Based on reports received from stakeholders on the cyber
complaint service, 1,814 complaints were received in 2024.
BSSN has published 51 security alerts. One of the Top CVEs
globally based on the Common Vulnerability Scoring System
(CVSS) score with a Critical impact level is CVE-2024-3400
which allows threat actors to steal information, install malware,
or disrupt critical operations on the system. Meanwhile, one of
the Top CVEs nationally based on the highest number of hits
in Indonesia is CVE-2024-23897 which causes sensitive
information disclosure, Server-Side Request Forgery (SSRF),
and local script execution to control the server or increase
access rights on the system. Based on the results of the IT
Security Assessment (ITSA) test, 1,931 vulnerabilities were
found consisting of 256 critical vulnerabilities, 405 high
vulnerabilities, 350 medium vulnerabilities, 621 low
vulnerabilities, and 299 info vulnerabilities in 462 applications
targeted by ITSA, including web, mobile, and infrastructure
applications [7].

2.2 Cybersecurity maturity level

Cybersecurity maturity is a condition that describes an
organization's capability and progress in implementing,
improving, and implementing cybersecurity effectively and
efficiently. A cybersecurity maturity level is an evaluation
framework for measuring the effectiveness of information
security policies, processes, and technologies within an
organization, using a specific scale [8, 9]. This helps map the
current position, identify weaknesses, and plan security
improvements in a structured and progressive manner [10].

The cybersecurity maturity level for an electronic system is
formulated with reference to the following:

(1) Improving industry players' understanding of the
importance of cybersecurity.

This aims to provide stakeholders with a clear picture of the
state of cybersecurity implementation and to enhance industry
players' understanding of the importance of assessing maturity
in implementing the electronic system protection framework
they use [9, 10].

(2) Referencing information security standards (national
and international).

Ensuring that in implementing the electronic system
protection framework, industry players have referred to
information security standards and other relevant standards to
strengthen the protection of the electronic systems they use [8,
9].

(3) Mapping controls against cybersecurity standards.

Provides examples of mapping controls within an electronic
system protection framework to commonly used international
standards, such as SNI ISO/IEC 27001:2022, NIST SP 800-53
revision 5, NIST CSF 1.1, and NIST CSF 2.0, as a reference
in implementing effective and appropriate controls [8, 9].

2.3 Insurance industry in Indonesia

The insurance industry plays a crucial role in the Indonesian
economy. In today's era, insurance plays a crucial role in
protecting against unforeseen events, both risks impacting
businesses and individuals [11]. In other words, insurance
helps businesses and individuals mitigate the risks inherent in
every activity. When linked to the business sector, insurance



can play a role across all sectors, such as commodities, retail,
transportation, infrastructure, and others. For individuals,
insurance can be present in all aspects requiring protection,
including health, life, and property protection [11]. This
demonstrates the vital role of the insurance industry in driving
the Indonesian economy.

Digital transformation in the Indonesian insurance industry
is rapidly developing through the adoption of Insurtech
(Insurance Technology) and mobile applications [12]. This
technological integration aligns with the strategic framework
established in the study [13], which positions digital
transformation as a fundamental pillar for reinforcing
industrial structures and restoring public trust through
governance reform. Furthermore, these initiatives aim to
cultivate a more inclusive and efficient insurance ecosystem,
thereby enhancing the sector's capacity to mitigate systemic
risks and achieve heightened levels of cybersecurity maturity
within the digital economy.

To support operational activities aimed at serving
policyholders, the utilization of information technology is
necessary. By effectively utilizing information technology,
insurance companies can drive efficiency and effectiveness in
their  business processes  while increasing their
competitiveness [13, 14]. Digital transformation in the
insurance industry is not just about adopting new technology,
it also changes the way companies operate and interact with
customers, as well as improving service quality. In the
insurance industry, digital transformation is not only about
adopting new technologies, but also about changing the way
companies operate and interact with customers, as well as
improving service quality. Insurance companies are
leveraging digital technology to create more relevant products
for customers, provide better services, and improve
operational efficiency. This includes strengthening their
information technology infrastructure, increasing human
resource capacity in the technology sector, and expanding
collaboration with digital ecosystems. These efforts continue
to accelerate due to the rapid pace of change in the digital
economy, requiring the insurance industry to adapt
accordingly [12, 14].

2.4 Cyber risks in the insurance sector in Indonesia

While the digital paradigm facilitates unprecedented growth
and operational agility within the insurance sector, it
concurrently expands the surface for cyber risk exposure. The
transition toward data centric business models introduces
critical vulnerabilities, including the unauthorized exfiltration
of sensitive policyholder information and the potential for
prolonged interruption of core business operations. These
threats scale proportionally with the intensity of technological
integration, underscoring the necessity for a structured,
maturity based approach to risk management. Consequently,
to safeguard institutional resilience, industry stakeholders
must transition toward a holistic, security posture that evolves
in tandem with the advancing digital landscape [12-18].

Cyberattacks in the Indonesian insurance sector increased
dramatically in line with digital transformation policies,
targeting customer and operational data through ransomware
and data breaches [14]. Some examples of cyberattacks that
have occurred in the insurance sector in Indonesia include:

(1) The Bank Rakyat Indonesia Life (BRI Life) data breach

in 2021. Hackers allegedly stole approximately 2
million customer data and 460,000 important
documents, including scanned ID cards and account
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details, which were then sold on the dark web.
Ransomware attacks on the Social Security
Administration (BPJS) in 2020-2021. The BPJS
Kesehatan data leak and ransomware attacks on several
Indonesian hospitals hampered access to patient data,
impacting the health insurance claims process. This
cyber-attack on BPJS also resulted in the leakage of
hundreds of millions of participant data, potentially
causing material losses of up to IDR 600 trillion
(approximately US$40 billion), and a high risk of data
misuse.

These cyberattacks resulted in data leaks that could result in
losses for both companies and customers, including
facilitating phishing, wallet account takeovers, the creation of
fake ID cards for online loans, and other threats [19-22].

)

3. METHODOLOGY

3.1 Development of Critical Cybersecurity Maturity Index
(CCMI) maturity level measurement instrument

Figure 1 shows how the development of the CCMI
instrument process is carried out through the following stages:
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Figure 1. Critical Cybersecurity Maturity Index (CCMI)
development mindmap

(1) The National Cyber and Crypto Agency (BSSN) team
conducted a literature review of existing models,
instruments, and standards to develop the CCMI
instrument. Some of the references used in developing
the CCMI instrument include: SNI ISO/IEC
27001:2022, NIST SP 800-53 revision 5, NIST CSF 1.1,
and NIST CSF 2.0, and BSSN Regulation Number 10
0f 2023 concerning cybersecurity maturity assessment.
To ensure the instrument's content and face validity, the
CCMI framework underwent a structured qualitative
validation process through iterative Focus Group
Discussions (FGDs). The expert panel consisted of
representatives from BSSN, the Indonesian General
Insurance Association (AAUI), Life Insurance
Association (AAJI), and Sharia Insurance Association
(AASI), specifically selecting individuals with over 10
years of experience in cybersecurity policy and
financial sector regulations. These experts evaluated
each control item for clarity, practical relevance, and
alignment with OJK (Financial Services Authority)
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regulatory requirements, leading to several refinements
in the control descriptions before the field survey was
initiated.
The BSSN team revised and revised the CCMI draft
based on recommendations from the insurance
associations in Indonesia. The first revision was then
sent to the Indonesian insurance association, Bank
Indonesia (BI), and the Financial Services Authority
(OJK) for review and recommendations.
After receiving the review and recommendations, the
BSSN team made improvements and produced the
second revision of the CCMI. A final discussion with
cybersecurity experts was then held to produce the final
version of the CCMI.

Figure 2 shows CCMI development timeline, with a time
span of approximately 3 months.
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Figure 2. Critical Cybersecurity Maturity Index (CCMI)
development timeline

3.2 Survey and data analysis

After the CCMI instrument was developed, the next step
was to conduct a survey of the insurance industry. To obtain
accurate and valid data, the survey sample was determined by
the Indonesian Insurance Association, Bank Indonesia (BI),
and the Financial Services Authority (OJK). The questionnaire
was completed online, using a web-based application for the
CCMI instrument. Respondents were assisted by the BSSN
team during the data collection process. After the data
collection, analysis was conducted to obtain a profile of the
cyber maturity of the insurance industry in Indonesia and
provide recommendations for improvements to enhance its
cybersecurity maturity. The sampling strategy was conducted
in close coordination with the Indonesian General Insurance
Association (AAUI) and the Life Insurance Association (AAJI)
to ensure the representativeness of the data. The selected
participants encompass a majority of the market leaders and
key industry players, providing a comprehensive cross-section
of the insurance sector in Indonesia. This collaborative
approach allowed for a balanced inclusion of both systemic
large-scale insurers and medium-sized enterprises, ensuring
that the maturity profile reflects the diverse operational scales
within the ecosystem. Furthermore, the involvement of these
associations served as a preliminary validation layer to ensure
that the participating entities possess the necessary digital
infrastructure to be assessed by the CCMI framework.

3.3 Dissemination of research results

The next step is to disseminate the insurance sector's
cybersecurity maturity profile and recommendations for
improvement, so that the Indonesian Insurance Association
can immediately take steps in accordance with the
recommendations. These cybersecurity maturity profiles and
recommendations are expected to form the basis for the
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Indonesian Insurance Association's work program, aimed at
improving maturity and preparedness in the face of
increasingly prevalent cyber threats.

4. RESEARCH DISCUSSION

4.1 Development the Critical Cybersecurity Maturity
Index instrument

The CCMI is designed to measure the extent to which an
electronic system has implemented an electronic system
protection framework by an electronic system organizer (ESO).
In implementing this framework, the ESO is expected to refer
to various relevant cybersecurity standards. In this paper, the
ESO referred to is an insurance company that uses electronic
systems for office operations, customer services, and other
purposes. The CCMI also provides examples of mapping
electronic system protection framework controls to several
general standards, such as SNI ISO/IEC 27001:2022, NIST SP
800-53 revision 5, NIST CSF 1.1, and NIST CSF 2.0.

Distinct from the broad-spectrum approach of international
standards like these standards above, the CCMI is tailored to
the unique constraints of the Indonesian insurance landscape.
The framework transcends basic control mapping by
embedding context-specific indicators mandated by national
regulators, such as OJK and BSSN. A pivotal innovation in the
CCMI scoring logic is the inclusion of an 'Inherent Risk'
multiplier, which evaluates the specific classifications of
processed data—a specialized metric typically absent in global
cybersecurity maturity models.

The CCMI has four domains: Identification, Protection,
Detection, and Mitigation and Recovery. When using the
CCMI to determine the cybersecurity maturity level of an ESO,
weighting is required for each domain, taking into account
various factors, including organizational size, infrastructure
complexity, and risk profile. The weighting for each domain is
as follows:

(1) Identification Domain (25%)

Includes asset inventory, risk assessment, and threat
analysis. This is the initial stage in identifying what needs to
be protected and understanding potential risks. This weight is
assigned because asset identification is the foundational risk
management step. In a sector where digital footprints are
expanding through third-party Insurtech, knowing the
boundaries of the digital ecosystem is a high-priority strategic
requirement.

(2) Protection Domain (30%)

Focuses on implementing controls to protect systems and
data from threats, including access control, encryption, and
security policies. As the domain with the highest weight, this
reflects the 'Prevention-First' principle. The analytical
justification lies in the mandatory compliance with the
Indonesian Personal Data Protection (PDP) Law, where the
cost of data exfiltration far exceeds the cost of preventive
controls for sensitive policyholder data.

(3) Detection Domain (25%)

This component measures an organization's ability to
quickly and accurately identify suspicious activity or
cybersecurity incidents. This includes network monitoring,
threat detection, and security analysis. This domain is
weighted equally with 'Identify' to address the critical gap in
real-time monitoring within the industry. Analytically,
effective detection serves as the primary failsafe to minimize



the 'dwell time' of an attacker, which is vital for maintaining
the integrity of financial transactions.

(4) Mitigation and Recovery Domain (20%)

This covers incident response, impact mitigation, and
necessary actions, including isolation of affected systems,
remediation, and recovery. This domain includes ensuring
business continuity, even in the event of a cyberattack. While
slightly lower in weight, these domains represent the resilience
phase. The logic here is that while resilience is essential, the
framework’s current strategic goal for the Indonesian
insurance sector is to first mature the capabilities of prevention
and early detection to reduce the frequency of full-scale
incidents.

The weighting of these CCMI domains is based on the
following considerations:

(1) Balance between Prevention and Response: It is
important to strike a balance between preventing
attacks and being able to respond when they occur.
Strong protection reduces the likelihood of an attack,
while detection and response ensure that unavoidable
threats can be effectively managed.

Organizational Needs: Different organizations have
different needs. For example, organizations with highly
sensitive data may require a larger allocation for
protection, mitigation, and recovery.

Industry Regulations and Standards: Certain standards
and regulations may influence allocation, as set out in
frameworks like the NIST Cybersecurity Framework,
which recommends a risk-based approach and in-depth
assessment.

Figure 3 shows the control components within each domain
of the MMCI. Each control within a domain provides a more
detailed overview of the measurements within that domain.

2
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Identification Domain

*  Identifying organizational crisis and
reasonableness

« Developing strategies, policies, and

/ procedures

Assessing and managing
vulnerabilities/risk

Cyber Incident Response and Recovery

+ Communicating Cyber Incident

Managing supply chain risks
Protection Domain
+  Managing assets, environments, and
Response and Recovery Plans resources
« Analyzing and Mitigation
Cyber Incidents
« Investigating Cyber Incident Response
and Recovery
«  Improving Recovery After a
Cyber Incident

DOWN AND
CONTROL IN CCMI * Human safety/health status
«  Publicizing alert
«  Enforcing precautions
* Facilitating response
«  Protecting people

Detection Domain

+ Monitoring Cyber Event

* Detecting incidents/anomalies and
Cyber Event Occurrences

* Cyber Event Monitoring

Figure 3. Critical Cybersecurity Maturity Index (CCMI)
domain and control

When completing the CCMI measurement instrument,
electronic system operators are asked to determine the
cybersecurity maturity level for each item (question) by
selecting a value from 0 to 6, according to the conditions
applicable to their respective electronic system operators.
Figure 4 shows the level of cybersecurity maturity ranging
from 0 (not implemented), 1 (already implemented in a small
number of aspects but not yet formalized), 2 (implemented in
limited aspects but not yet formalized), 3 (implemented in
most aspects but not yet formalized), 4 (fully and formalized
across all aspects), 5 (fully implemented, formalized and
subject to periodic monitoring and review) to 6 (fully
implemented, formalized and subject to periodic monitoring
and review, and improvement) for each control, according to
the conditions prevailing in the organization.
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Score 0 Score 2 Score 3

Implemented in ( Implemented in most
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aspects but not yet
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Not implemented formalized.
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Score4
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Fully implemented formalized, and subject to formalized, and subject to

and formalized
across all aspects

periodic monitoring and periodic monitoring, review,

review and improvement.

Figure 4. Cyber security maturity leveling

4.2 Critical Cybersecurity Maturity Index formula and
leveling

To determine the cybersecurity maturity score and level for
an ESO, CCMI uses several formulas. These formulas apply
to subcategories, categories, domains, and the total level
within a single CCMI. The formula used in the CCMI
measurement instrument is as follows:

The sub-category score is obtained from the average of the
related control index values.

l
= _ Zi=1ki

l

=

The Cybersecurity Maturity Score per Category is obtained
from the average of the sub-category scores in the related
Category.

m i
_ i=1kL

K,
The Cybersecurity Maturity Score per Domain is obtained
from the average Cybersecurity Maturity Score of the

Categories in the related Domain

n T
i=1 Kl

MI/MP/MD/MR =

Cybersecurity Maturity Score for All Domains/Total
obtained by adding the Cybersecurity Maturity Score per
Domain after multiplying it by the per-Domain weight.

Mr=(25%x*Mi) + (30%+*Mp) + (25%+*Mbp) + (20%*MR)
4.3 Data collection and verification

Data was gathered through a structured survey utilizing a
questionnaire adapted from the CCMI instrument. This
methodology was selected to engage a diverse participant pool
and facilitate robust statistical analysis of the empirical results.
The study population included all insurance industry players
who utilize electronic systems (ES) in their activities, with the
sample determined by the Indonesian Insurance Association.
Data collection was conducted through a collaborative process,
with respondents completing data online, with assistance from
the BSSN team. Each respondent completed the CCMI



questionnaire, which consisted of four domains and 17 control
questions, totaling.

Table 1 shows the evaluation indicators for the
implementation of the framework domain and activity
categories consisting of maturity level categories consisting of
levels 1 to 5, and criteria that explain the conditions of cyber
implementation in an organization or company.

The data collection, analysis, and verification process

(2) The insurance industry assisted in completing the
questionnaire, with insurance industry players, as
Electronic

BSSN, together with the Indonesian Insurance
Association, collected, analyzed, and verified the
CCMI questionnaires completed by respondents.
BSSN, together with the Indonesian Insurance
Association, prepared a cyber maturity profile report

€)

“4)

involved the

following steps:

(1) The BSSN team, together with the Indonesian

Insurance Association, determined a sample from the

insurance industry population in Indonesia. This

sample selection was based on criteria agreed upon by
BSSN and the Indonesian Insurance Association.

and recommendations for improvement.

4.3.1 Measurement results

Tables 2 and 3 show the results of measuring the level of

Table 1. Cyber security maturity level domain and worksheet

cybersecurity maturity at an insurance company that is an
electronic system provider (ESO).

Maturity Level Category Criteria
.D'e'scrlbes an Procedures arc Cybersecurity Cybersecurity isnot ~ Risk management
Level . initial stage of . . performed and control
Initial 0.00-1.50 . not yet implementation .
1 cybersecurity : S consistently or documents have
. . organized. is informal. .
implementation. continuously. not been drafted.
o Risk management
Describes a Cybersecurity Cybersecurity is and control
. . performed repeatedly
Level repeatable stage Procedures are  implementation . documents are
Repeatable 1.51-2.50 : . . but is not yet
2 of cybersecurity organized. remains . drafted but not yet
) . . consistent or .
implementation. informal. . formalized/
continuous.
approved.
Describes a well- . . Cybersecurity is Risk management
Implementation Cybersecurity  performed repeatedly and control
Level defined stage of . . . .
Defined 2.51-3.50 . is clearly implementation  and consistently, and documents are
3 cybersecurity . . . .
. . organized. is formal. is reviewed drafted and
implementation. o .
periodically. formalized.
. Implementation Cybersecurity is Risk management
Describes a well- . . . performed
Level manaced stage of S well-organized  Cybersecurity repeatedly. and and control
Managed  3.51-4.50 & & but lacks implementation rep Y, documents are
4 cybersecurity . . improvements are
. . automation is formal. : drafted and
implementation. implemented .
processes. . formalized.
continuously.
Cybersecurity is
Describes an .Implementat}()n . perforqu repeatedly Risk management
- is well-organized  Cybersecurity  and consistently, and
Level . optimized stage of . . . . : and control
Innovative  4.51-5.00 : and includes implementation is fully integrated
5 cybersecurity . . . documents are
. . automation is formal. into the .
implementation. N formalized.
processes. organizational
culture.
Table 2. Result of cybersecurity maturity level measurement
Self
Assessment Identification Protection Detection Response & Recover
Results
3.15 2.93 2.69 2.80
Identifying Managing identity, Managing cyber Developing
organizational roles and ~ 3.22 authentication, and 2.98 incident 2.87  incidentresponse  2.58
responsibilities access control detection and recovery plans
Developing strategies Analyzing Analyzing and
veloping EICS, 2.84 Protecting physical assets 2.67  anomalies and  2.54 reporting cyber 2.47
policies, and procedures . .
cyber incidents incidents
. . Continous Executing cyber
2.89 Assessing and.mar‘lagmg 3.12 Protecting data 296  monitoring of  2.65  incidentresponse  3.12
cyber security risks .
cyber incidents and recovery
Managing supply chain Security
& grisk]sp Y 3.43 Securing applications 3.01 enhancement post-  3.01
cyber incident
Securing networks 2.86
Protecting Human 312

Capital
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Table 3. Results of BSSN team's verification of a self-assessment

BSSN
Verification Identification Protection Detection Response & Recover
Results
3.03 291 2.69 2.67
Identifying Managing identity, . Developing incident
organizational roles 3.22  authentication, and  2.98 .Ms.maglng cyber 2.87 response and 2.58
s incident detection
and responsibilities access control recovery plans
Developing strategies, . . Analyzing Analyzing and
policies, and 2.84 Protecting physical 2.67 anomalies and 2.54 reporting cyber 2.47
assets . ..
procedures cyber incidents incidents
282 Assessing and Continous Executing cyber
’ managing cyber 2.89 Protecting data 2.96 monitoring of cyber  2.65 incident response 3.12
security risks incidents and recovery
Managing supply Securing Security
A 3.16 L 3.01 enhancement post-  3.01
chain risks applications .
cyber incident
Securing networks ~ 2.86
Protecting Human 208

Capital

Table 2 shows a summary of the results of the cybersecurity
maturity level measurement conducted independently by
electronic system administrators, with an average score of 2.89.
This score falls within the range of 2.51-3.50 and falls into the
Level 3 (defined) category. The explanation for Level 3 can be
presented as the state of cybersecurity implementation in a
well-defined implementation stage, Cybersecurity
implementation is also clearly organized, Formal, repeatedly,
consistently, and reviewed periodically. Risk management and
control management documents have been prepared and
established.

Table 3 shows the results of the BSSN team's verification
of a self-assessment conducted by an electronic system
operator. The BSSN team's verification revealed several
improvements, including:

(1) In the Identification and Control domains 3 (Assessing
and Managing Cybersecurity Risks) and 4 (Managing
Supply Chain Risks), scores were improved, with
control 3's score decreasing from 3.12 to 2.89 and
control 4's score decreasing from 3.43 to 3.16.

(2) In the Protection domain, control 6 (Protecting Human
Resources), the score was also corrected from 3.12 to
2.98.

(3) The average assessment score also changed from 2.89
to 2.82. However, these changes did not affect the final
score, which remained at Level 3 (defined).

The following are examples of notes and recommendations
for improvement resulting from the cybersecurity maturity
measurement above:

(1) Protection Domain: Controls: Protecting physical
assets.

Notes:

e The ESO has not consistently implemented methods

and procedures for protecting physical assets.

e The placement and protection of physical assets are not
optimal and disciplined.

Recommendations:

e Establish controls to monitor the implementation of
physical asset protection procedures.

e Provide a more secure location for critical physical
assets.

(2) Detection Domain: Controls: Analyzing anomalies

and cyber events.

Notes:

e The ESO does not routinely and periodically analyze
emerging anomalies, resulting in them not being
properly handled and potentially leading to
cyberattacks.

Recommendations:

e Conduct routine traffic anomaly monitoring. This can
be done automatically using a system, or semi-
manually by assigning a person to monitor anomalies
periodically.

e Provide rules and procedures for the anomaly
monitoring system and for prevention and handling
efforts.

(3) Response and Recovery Domain: Developing a

Cyber Incident Response and Recovery Plan

Note:

e There is no standard document for a cyber incident
response and recovery plan.

e The available documents are not yet adapted to current
technological developments and cyber threats.

Recommendations:

e Companies should immediately develop and establish
documents for cyber incident response and recovery.

e These documents should be regularly reviewed to
ensure they are in line with technological developments
and cyber threats.

(4) Response and Recovery Domain: Analyzing and

Reporting Cyber Incidents.

Note:

e When a cyber incident occurs, no analysis of the attack
is prepared, and there is reluctance to report the attack.

Recommendations:

e Companies should prepare a cyber incident analysis
and evaluation document.

e A report and evaluation document should be prepared
for each incident.

To obtain comprehensive results, cybersecurity maturity
levels were measured using the CCMI instrument at several
insurance companies selected as samples. The CCMI
measurements were conducted on the following samples: 20
general insurance companies, 20 life insurance companies, and
10 sharia insurance companies. The total sample size was 50
companies.

Figure 5 shows a summary of the results of CCMI



implementation on 50 insurance industry samples as electronic
system providers (ESOs). The left graph depicts a map of
cybersecurity maturity, while the right graph shows statistics
on issues within each CyMII domain.

Cyber Security Maturity Level Domain Issues

14

Milevell Wlevel2 Mlevel3 Mleveld M Level5 M Identification M Protection M Detection M Response and recovery

Figure 5. Critical Cybersecurity Maturity Index (CCMI)
implementation to samples

The left graph shows that the majority of insurance
companies are at level 3 (28 companies), followed by level 4
(15 companies), and two companies at level 5. However, there
are still companies with cybersecurity maturity levels at levels
1 and 2.

The right graph illustrates the domains that pose challenges
for the insurance industry regarding cybersecurity maturity.
The most common issues relate to the detection domain (20
companies), followed by the Protection domain (14
companies), and the Response and Recovery domain (13
companies).

5. CONCLUSIONS

Beyond summarizing the maturity levels, this study
contributes the CCMI as a specialized instrument that bridges
the gap between generic international standards and the
specific regulatory requirements of the Indonesian insurance
sector. It provides a structured weighting logic that prioritizes
high-risk domains like Protection and Detection, offering a
more nuanced assessment tool for regulators and industry
players in emerging digital economies.

This study contributes to the cybersecurity literature by
introducing the CCMI, a specialized instrument designed to
bridge the gap between universal standards (NIST CSF and
ISO 27001) and the unique regulatory demands of the
Indonesian insurance sector. The research confirms that while
the industry has achieved a Level 3 (Defined) maturity, there
remains a critical capability gap in the Detection and Response
domains, where 40% of the sampled companies struggle with
real-time anomaly monitoring.

This study develops the CCMI framework as an instrument
for measuring the level of cybersecurity maturity in the
insurance industry. The implementation of CCMI in the
insurance industry produces a profile and map of the strengths
and readiness of the insurance industry in Indonesia to cyber
threats in the digital transformation process in the insurance
industry. CCMI provides a structured profile and map of the
level of cybersecurity maturity of the insurance industry in
Indonesia that can be used by insurance industry players,
insurance associations in Indonesia, and regulators (BI and
OJK) to conduct evaluations, improvements, and policies to
protect the Indonesian insurance industry from cyber threats.

While traditional assessments using NIST CSF or COBIT
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provide a high-level overview, the CCMI scoring logic
demonstrates greater sensitivity to the specific regulatory and
technical constraints of the Indonesian insurance landscape.
This is consistent with the observation on the rapid digital
transformation of Indonesian insurtech, which necessitates
more granular metrics than those used in general IT firms.
Furthermore, the results differ from the findings in the
Vietnamese banking sector, where strategic prioritization of
risk is more advanced, suggesting that the Indonesian
insurance industry requires a more specialized, baseline-
driven approach for future benchmarking.

Despite its practical utility, this study is subject to several
limitations. First, the geographic focus is restricted to the
Indonesian landscape, which may limit the generalizability of
the findings to other jurisdictions. Second, with a sample size
of 50 entities, the maturity profile reflects key market leaders
but may not fully capture the constraints of smaller, emerging
insurtech firms. Lastly, the current validation of the CCMI
relies on qualitative expert consensus through FGDs. Future
research should aim to address these gaps by performing
longitudinal assessments to track maturity evolution over time
and incorporating quantitative validation methods, such as
Confirmatory Factor Analysis (CFA), to test the framework's
statistical reliability. Expanding the CCMI’s application to
other financial sub-sectors, such as banking or pension funds,
would further enhance its robustness and facilitate cross-
sectoral cybersecurity benchmarking.
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NOMENCLATURE

Sub-category score

Sum of all control scores in the related
sub-category

Number of controls in the related sub-
category

Cybersecurity Maturity Score of the
Category

Sum of all sub-category scores in the
related Category

Number of sub-categories in the related
Category

Cybersecurity Maturity of the
Identification/Protection/Detection/Mitiga
tion and Recovery Domain

Sum of all Cybersecurity Maturity Scores
of the Categories in the related Domain
Number of Categories in the related
Domain

Cybersecurity Maturity of All
Domains/Total





