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Software-Defined Networking (SDN) provides greater flexibility and centralized control
over the network, but also leads to a higher level of complexity for intrusion detection
because of heterogeneous and dynamic aggregation of traffic. Even though deep-learning-
based intrusion detection systems (IDSs) have shown high accuracy, the majority of work
to date is either a black-box or ignores the different trustworthiness of network flows. In
order to overcome this limitation, this paper introduces a Trust-Enhanced TabTransformer
(TE2T) that can directly support multi-class intrusion detection in SDN environments.
The proposed framework, which combines Trust Score, computed through Random
Forest, into a trust-aware attention mechanism. TE2T is evaluated over three benchmark
datasets, CICIDS2017, INSDN, and UNSW-NB15, with traditional and SDN-native
traffic. The experimental results indicate that TE2T delivers strong multi-class detection
capability with 97.98% accuracy and 99.42 ROC-AUC on CICIDS2017, 97.91%
accuracy and 98.54 ROC-AUC on INSDN, and 99.27% accuracy on UNSW-NB15 in
highly imbalanced and complex traffic conditions. Using state-of-the-art IDS approaches
as comparison points from recent literature, the results show that TE2T achieves
competitive or superior performance in terms of accuracy and detection speed, yet has a
simpler architecture and enhanced robustness compared to the comparison points, thus

making it appropriate for practical SDN security deployments.

1. INTRODUCTION

By the decoupling of the control plane from the data plane,
Software-Defined Networking (SDN) represents a novel
paradigm in modern network management, characterized by
facilitating programmability, flexibility, and centralized
oversight of network resources [1-3]. While this architectural
flexibility can facilitate dynamic configuration and efficient
traffic handling, it also comes with new security challenges.
This makes the centralized controller the brain of the SDN
itself the obviously high-value target to cyber attackers, and
exposes the network to types of potential threats, namely
spoofing, Denial of Service (DoS), Distributed DoS (DDoS),
and flow table overloading attacks [4, 5]. Therefore, it is
important to have a good and smart intrusion detection systems
(IDSs) in order to keep the correctness and trust of SDN
infrastructures infrastructures [6, 7].

Traditional IDSs that depend on shallow machine-learning
models usually fail to generalize through heterogeneous
network environments due to their heavy reliance on manual
feature selection and handcrafted rules [8]. Deep learning has
significantly improved the accuracy of intrusion detection
through the automated learning of latent patterns in network
traffic; however, these models still behave as a black box
without interpretability and robustness to noisy or uncertain
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data. Additionally, they do not consider the trust of flows
which may emerge as an important attribute in security for
SDN, as controllers combines traffic from many different and
possibly untrustable sources [9, 10].

In order to get over these challenges, this research proposes
a novel Trust-Enhanced TabTransformer (TE2T) framework
for SDN intrusion detection. The proposed model builds upon
the TabTransformer architecture, which efficiently handles
mixed categorical and numerical network features using
contextual embedding’s and self-attention mechanisms [11,
12]. The Trust Score is a unique part of the proposed approach.
It is calculated using a Random Forest model that looks at how
well each flow behaves based on how its features are related
to attack labels. The proposed trust-guided attention
mechanism is integrated in the Transformer encoder, thus
enabling the model to automatically push high-confidence
traffic while suppressing flow from low-confidence or
adversarial flows during feature learning.

To further confirm the adaptability and generalization
capacity of the suggested framework under various network
conditions, the proposed framework is evaluated on three
SDN-related benchmark datasets UNSW-NB15, CICIDS2017,
and INSDN. The experimental results demonstrate that the
TE2T outperforms multiple state-of-the-art deep learning
models with respect to detection accuracy, precision, recall
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and fl.
This work's primary contributions are outlined as follows:
(1) In this work, we propose a framework named Trust-
TE2T that incorporates trust-guided attention into a
welladopted TabTransformer architecture for SDN
intrusion detection.
In this work correlation-based filtering, recursive
feature elimination (RFE), and Random Forest-based
Trust Score are included to improve feature reliability
through hybrid feature selection approach.
In particular, we propose a novel trust-guided attention
mechanism that explicitly integrates instance-level
reliability into the attention computation, enabling
reliability-aware feature interaction.

2

3

(4) Extensive experiments on three SDN datasets show
competitive superior performance and cross-dataset
generalization.

2. RELATED WORKS

In recent years, numerous deep learning-based IDSs have
been developed for SDN. Sequential-based models, such as
RNN, LSTM, and GRU, have been extensively used to capture
temporal dependencies in network traffic. For instance, Tang
et al. [13] introduced DeepIDS, a deep neural framework
utilizing DNN and GRU architectures to examine OpenFlow
traffic characteristics derived from the NSL-KDD dataset.
Their investigations revealed that the GRU-RNN model
attained almost 89% accuracy and F1-score, surpassing the
DNN variant (nearly 81%) and conventional classifiers
including SVM, Decision Tree, and Naive Bayes. When
deployed on a POX controller, the system showed nearly 4%
reduction in performance with minimal overheads as the
number of switches increased, thus confirming the feasibility
of practical usage of DL-based IDS in real SDN systems.

Chaganti et al. [14] suggested a deep learning-based IDSs
for SDN-IoT environments, utilizing Long Short-Term
Memory (LSTM) networks to classify assaults in flow-level
traffic gathered via OpenFlow. Their research evaluated
various machine learning and deep learning algorithms, such
as DNN, SVM, CNN, and LSTM, utilizing two datasets
produced in actual SDN-IoT testbeds (DS1 and DS2). The
proposed four-layer LSTM architecture achieved 97.1%
accuracy and 0.99 AUC on multiclass attack detection,
outperforming traditional machine learning and other deep
learning models. The model was able to detect DoS as well as
fuzzing, DDoS port scanning, and OS fingerprinting attacks
and was sufficiently generalized to give a fair detection on
independent datasets.

Besides sequential models, hybrid and advanced deep
learning models have also been studied to enhance the
performance of detection and tackle issues like class
imbalance. Zhang et al. [15] proposed TIBS, an advanced
deep-learning intrusion detection framework combining
Transformer, Inception, BiGRU, and self-attention modules
for SDN environments. To mitigate class imbalance, the
authors integrated an improved Auxiliary Classifier GAN
(ACGAN) employing residual learning and BiGRU-based
dynamic sampling, generating balanced training data for
model optimization. Evaluated on the CIC-IDS-2017 and CIC-
DDoS-2019 datasets, TIBS achieved 95.66% accuracy (F1 =
0.83) and 96.48% accuracy (F1 = 0.90), outperforming
existing CNN-Transformer and RNN-based approaches.
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To improve the performance of intrusion detection in SDN
setting, hybrid and advanced deep learning methods are also
suggested. Agrawal et al. [16] Proposed a DRL + GCN
framework to enhance intrusion detection in SDN. Their
hybrid design takes advantage of the adaptive nature of policy
updating of DRL to keep track of the changes in threat
landscape but uses GCNs to model graph-structured SDN
traffic and learn topological dependencies among flows.
Evaluated on the NSL-KDD dataset, the system attains
95.85% accuracy and an Fl-score of 96.87 %, significantly
outperforming conventional deep models such as DNN and
GRU-RNN.

Bose et al. [17] introduced a multi-layered security
framework for intrusion detection in SDN environments,
combining classical machine-learning and deep-learning
techniques. Their BAT-MC model employed multiple
convolutional layers, Bidirectional LSTM, and an attention
mechanism to automatically extract spatial-temporal patterns
in network traffic, eliminating the need for manual feature
engineering. Evaluated on the In-SDN dataset, which includes
diverse attack categories (DoS, DDoS, phishing, MITM, SQL
injection, and brute-force), the BAT-MC achieved 86 %
accuracy. Although the literature concentrates on sequential,
convolutional, or hybrid architectures, they do not directly
include attention mechanisms that are trust-aware as in this
work.

3. BACKGROUND

This section provides a brief summary of the Transformer
architecture and its adaptations for tabular data in the
TabTransformer paradigm.

3.1 Transformer architecture

Transformer were proposed by Vaswani et al. [18]. Fully
attention-based sequence modeling replaced all recurrent
structures with fully attention-based ones. In contrast to RNN
or LSTM models that process input in a sequential manner,
Transformers can compute in parallel through self-attention
which allows the model to naturally grasp long-range
dependencies and contextual relationships further advanced
than prior models. A traditional transformer in Figure 1 is
made up of an encoder and a decoder [19].

The encoder receives an input sequence and transforms it
into a set of continuous representations through stacked layers
of multi-head self-attention and feed-forward networks. The
decoder, used primarily in tasks like translation or text
generation, takes these encoded representations and produces
the target sequence. Each attention layer computes the
relationship between input tokens using three key matrices:
Query (Q), Key (K), and Value (V). The self-attention
mechanism measures how much attention each element in the
input should pay to others using the following function:

KT
)14
dy

Attention(Q,K,V) = softmax(

(1

where, d; denotes the dimensionality of the keys, and the
softmax normalization ensures that attention weights sum to
one. By using multi-head attention, the Transformer allows the
model to attend to information from different representation
subspaces simultaneously, capturing diverse relationships



among features. To maintain positional information (since
attention lacks an inherent sense of order), positional encoding
is added to the input embedding’s, enabling the model to
differentiate the position of each token [18, 19].

The encoder output is then passed through feed-forward
layers and normalized via layer normalization to stabilize
training. Due to its parallelism, scalability, and ability to
model complex contextual dependencies, the Transformer has
become the backbone for many advanced architectures
including BERT, GPT, and Tab Transformer and has proven
highly effective in capturing relationships in diverse data types
such as text, images, and, more recently, tabular network
traffic [18, 19].
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Figure 1. Transformer architecture [18]
3.2 Extension to TabTransformer for tabular Data

The Transformer architecture, at first intended for natural
language processing, has been adapted for structured or tabular
data. A prominent adaptation is TabTransformer [11]
TabTransformer: Tabular Data Modeling Using Contextual
Embeddings which integrates self-attention mechanisms for
tabular learning tasks. Instead of using sparse one-hot
encodings for categorical features, TabTransformer embeds
those features into dense vectors, then processes them through
multi-head self-attention layers to produce contextual
embeddings that capture inter-feature interactions
dynamically. These contextualized embeddings are then
concatenated with normalized numerical features and fed into
downstream prediction networks (e.g., MLP) for classification
or regression. Through experiments on 15 tabular benchmark
datasets, the authors report that TabTransformer outperforms
other deep learning baselines by at least 1.0% in mean AUC
and is competitive with tree-ensemble models. Additionally,
TabTransformer’s representations show robustness to missing
or noisy features and offer interpretability via attention
weights. Figure 2 illustrates the architecture of
TabTransformer [11, 20].

In network traffic analysis and SDN-based intrusion
detection, data is tabular by nature, being composed of both
categorical (protocol type, port) and numerical (packet counts,
durations etc.) flow features. In this respect, deploying
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TabTransformer in this domain is advantageous since it
attention mechanism allows features to be weighted
dynamically based on how they interact within a given context;
an ability that is particularly crucial for telling whether a flow
is benign or malicious [11, 20].

Based on the capabilities of TabTransformer, the proposed
Trust-Enhanced Transformer extends TabTransformer by
including a trust-guided attention layer, where Trust Scores are
included as additional contextual signals into attention
calculations.  This mechanism  enhances detection
explainibility and accuracy by enabling the model to pay
attention to confident flows and to down-weight uncertain or
noisy data, particularly in sophisticated and adversarial SDN

environments.
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Figure 2. TabTransformer architecture [11]

4. PROPOSED WORK

This research presents an innovative framework referred to
as TE2T, which augments the standard TabTransformer
architecture with a trust-aware attention mechanism for
enhanced interpretability and robustness in SDN intrusion
detection. The comprehensive structure of the suggested TE2T
framework is clarified in Figure 3. The suggested framework
is intended to work within the SDN control plane, in which the
trained TE2T model is implemented at the controller level.
The data plane is gathered and processed to produce real-time
inferences to generate attack-aware decisions. SDN simulators
like Mininet and controllers like POX can be used to
implement the framework to evaluate it in real-time.

4.1 Trust Score computation

During this stage, a Trust Score indicates how well-behaved
each flow is, which creates a metric of reliability. It starts by
checking which of the numerical attributes are most
informative when taking the attack category into account using
correlation analysis. Features 15 most correlated with the
behavior of the flow. We then train a Random Forest classifier
on these selected features where the target variable separate
Normal and Attack traffic. After training, the model will
output the probability of the flow belonging to the normal class.
Such estimated trust score is between 0—1.



Thus the Trust Score is confidence of classifier regarding
real behavior of network as it perceived. Higher Trust Score
Flows are required to match the traffic patterns we expect.
Low trust score means bot or malicious activity. And, this
probabilistic trust estimation can be incorporated into dataset
and the quality of the sample can be leveraged in subsequent
stages of learning to improvement the robustness and detection
performance.

The proposed Trust Score is not a traditional confidence
measure but rather an independent estimate of instance-level
reliability based on an auxiliary model. It is not applied as a
regular feature as with standard methods but subsequently
included in the TE2T architecture as a special signal to direct
the attention mechanism so that interaction between features
is reliably supported.
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Figure 3. The proposed Trust-Enhanced TabTransformer (TE2T) framework

4.2 Feature selection

Then a hybrid feature selection strategy is applied to refine
the input space. The categorical attributes (service,proto, state)

are one-hot-encoded and concatenated with numerical features.

Next, RFE based on Random Forest is applied on the training
data set to obtain 20 most discriminative attributes that classify
an attack. The final step is the subset to which trust score
calculated in last step is used to derive the feature vector. Such
integration guarantees that the chosen features will preserve
statistically significant as well as behaviorally dependable
features, which progress the robustness and interpretable of the
model.

4.3 Trust-Enhanced TabTransformer architecture

TE2T approaches behavioral reliability by incorporating a
Trust Score into the standard attention mechanism within
TabTransformer. Firstly the categorical features (proto,
service, state) are embedded, and the numerical attributes
based on RFE, and the computed Trust Score are mapped to a
common latent space through a simple linear layer. The
mixture of such feature representations are then fed into a
stacked TrustAttention, composed of two layers that build over
the typical self-attention mechanism by adding the Trust Score
as an additional bias term.

Formally, the modified attention is computed as

T

. QK
Attention(Q,K,V) = softmax < (2)

Jax

where, T represents the broadcasted Trust Score, the
parameter alpha a is a tunable scaling factor controlling the
influence of the trust bias, which is added before the softmax
operation to modulate attention weights without altering
normalization. This formulation allows the model to
dynamically change the weights of feature interactions based
on how reliable the behavior is, giving more weight to
trustworthy flows and less weight to suspicious patterns. The
aggregated attention outputs are then processed through a
multilayer perceptron (MLP) for multi-class attack detection.

+0(T)V
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By combining statistical discriminability and trust-aware
weighting, the proposed architecture achieves enhanced
robustness, interpretability, and precision in SDN traffic
analysis.

5. EXPERIMENTS
5.1 Datasets

This paper utilized three publicly available and SDN
relevant intrusion detection datasets: UNSW-NB15 [21],
CICIDS2017 [22], and INSDN [23] for comprehensive
evaluation of the proposed TE2T framework. These datasets,
when taken together, include a large variety of network
behaviors, from generic Internet traffic to SDN-specific attack
scenarios, making possible a cross-domain evaluation of the
model adaptability and generalization ability.

5.2 Preprocessing

The dataset was preprocessed to fit into deep learning via
removing extra spaces, forcing non-numeric values into
numeric and filling null values with zeros. For feature
selection, categorical attributes such as Protocol and Service
were temporarily converted using one-hot encoding to enable
the Random Forest-based RFE process. In the deep learning
stage, categorical attributes were instead transformed into
integer indices using label encoding and fed into embedding
layers within the TabTransformer architecture, avoiding one-
hot encoding during model training. The data were split into
80% for training and 20% for testing, while 10% of the
training set was further reserved for validation to support early

stopping.
5.3 Trust Score computation and feature selection

To address reliability, a Trust Score is computed using a
Random Forest trained on the top-15 correlated numeric
features with the attack label, representing the probability of a
flow being normal. Subsequently, Recursive Feature



Elimination (RFE) with a Random Forest estimator selects the
top-20 discriminative attributes. The final feature space
therefore consists of the RFE-selected attributes augmented
with the computed Trust Score. Class imbalance is mitigated
through stratified sampling and weighted metrics, without
oversampling.

5.4 Model training

The proposed TE2T model was implemented in PyTorch
and trained independently on the UNSW-NB15, CICIDS2017,
and INSDN datasets to ensure fair cross-domain evaluation.
For each dataset, the input feature space combined the most
relevant numerical attributes selected through feature
selection with the computed Trust Score, while categorical
features such as Service, Protocol, or State were encoded
through embedding layers instead of sparse one-hot encoding.

Training employed the Adam optimizer [24] with dataset-
specific learning rates between 1 X 107° and 3 x 1075, a batch
size of 64, and the cross-entropy loss for multi-class
classification. The model was trained for up to 150-200 epochs,
using early stopping based on validation loss (patience = 10-
15, min-delta = 1x107*) to prevent overfitting. All experiments
performed stratified splits of 80% for training and 20% for
testing, while 10% of the training set. The Algorithm 1
demonstrates how the proposed system will work.

5.5 Evaluation metrics

Five standard metrics of Accuracy, Precision, Recall, F1-
score, and ROC-AUC are used to evaluate the proposed TE2T
model. These quantitative measures are of the ability of the
model to classify multiple different attack categories.

A TP + TN 3)
Uy = TP TN + FP + FN

Precisi TP @)

recision = 5 ——

TP
= 5
Recall TP L TN %)
2 X Precision X Recall

F1 score = (6)

Precision + Recall

where, TP, TN, FP, and FN refers to true positive, true
negative, false positive, and false negative, respectively. ROC-
AUC (Receiver Operating Characteristic-Area Under Curve)
indicates the discriminative power of the model, where higher
AUC values imply better separation between normal and
attack traffic.

Algorithm 1: TE2T model
Input: Dataset D with features (numerical + categorical)
and label column
Output: Trained TE2T model M, selected feature set F, and
evaluation metrics.
Step 1: Load and Clean Data D
Step 2: Compute Trust Score
=  Create a binary target is_normal: is_normal = 1 if
attack _cat == "Normal", else 0.
= Select the top Nust most correlated numerical
features — Fiust With attack_cat
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» Train a Random Forest classifier RFyst on
(Xtrustlytrust) .
=  For each valid record, compute: Trust_Score =
P(normal | record) using predict_proba.
= Append Trust_Score to the dataset and save the
updated file.
Step 3: Feature Selection
=  Apply RFE to select top N features — Fite.
»  Form the final feature set: F =
FreU{Trust_Score}.
Step 4: Split Dataset (Train / Validation / Test)
= Perform stratified split into training and testing
sets (80/20).
= Split a validation subset from the training set
(10% of training) using stratification.
Step 5: Train Trust-Enhanced TabTransformer
= |Initialize a TabTransformer model with:
categorical embeddings, numerical feature
projection, Trust Score projection.
= Integrate Trust Score into the attention
computation to bias attention weights.
Step 6: Early Stopping
= If validation loss improves by at least
MIN_DELTA, save the model as the current best.
= If no improvement occurs for PATIENCE
consecutive epochs, stop training.
= Restore the best saved model parameters.
Step 7: Testing and Evaluation
= Compute evaluation metrics: Accuracy,
Precision, Recall, F1-score.
= Compute multi-class ROC-AUC when class
distribution allows it, and plot ROC curves.

6. RESULTS

As demonstrated in the experimental evaluations, the
proposed TE2T achieves competitive and stable performance
on the CICIDS2017, INSDN and UNSW-NBI15 datasets,
which validates its capability to adapt to different network
traffics. Table 1 summarizes the performance of the proposed
TE2T model based on weighted multi-class evaluation metrics,
on the independent test sets.

The model has achieved high accuracy, precision and
weighted Fl-score on CICIDS2017, affirming its ability to
reliably detect volumetric flooding (DDoS, DoS Hulk) and
application-layer (web-based) attacks. Combined with the
high recall scores, these results reaffirm that the model can
detect a wide variety of attacks while providing very few false
negatives.

Even for the INSDN dataset, which corresponds to SDN-
native traffic samples captured from within a controller
environment, the proposed model still achieves high accuracy
and Fl-score, albeit in a smaller input space. The findings
validate that the trust-aware attention mechanism indeed
contributes to the robustness improvement in controller-level
SDN scenarios.

Similarly, TE2T achieves competitive performance over all
attacks on UNSW-NBI15 as well, particularly in Exploits,
Fuzzers, and Reconnaissance categories. The model still
achieves very high accuracy and F1-score, which means that
performance in multi-class classification is stable, despite



some rare attack classes having a slightly lower recall (due to
class-imbalance). The relatively lower ROC-AUC is due to the
increased class overlap and the complexity involved in the
UNSW-NBI15 dataset rather than a degradation in the overall
detection performance. This is more pronounced in some
classes of attacks where there is a similarity in the traffic,
resulting in low separability even though the overall accuracy
and F1-score are high.

The high precision values across all data sets suggest a low
false-positive rate, which is crucial for practical purpose IDSs.
In addition to this, ROC-AUC results shown in Figure 4
further reveal good class separability and generalizability to
SDN specific network environments.

In order to compare the proposed TE2T with existing work,
a performance evaluation has been made between the
proposed TE2T and the recent deep learning based intrusion
detection frameworks for SDN and hybrid network
environments. The papers provide an overview of certain
modern strategies such as transformer architectures, GAN-
supported data balancing process, BILSTM networks with
attentive swelling. Using the widely-used benchmark datasets
CICIDS2017, CIC-DD08S-2019, NSL-KDD, and INSDN, the
comparison emphasizes the detection performance, the
robustness against class imbalance, and the multi-class
applicability. Table 2 summarizes the comparison of TE2T
with these representative methods.

Table 1. The proposed Trust-Enhanced TabTransformer (TE2T) model's performance across datasets

Dataset Accuracy (%) Precision (%) Recall (%) Fl-score (%) ROC-AUC (%)
CICIDS2017 97.98 97.86 97.98 97.80 99.42
INSDN 97.91 96.94 9791 97.42 98.54
UNSW-NBI15 99.27 99.20 99.27 99.22 82.46
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Figure 4. Proposed Trust-Enhanced TabTransformer (TE2T) model ROC curves on (a)INSDN (b)UNSW-NB15 (¢)CICIDS2017

datasets

Table 2. Performance comparison with state-of-the-art Software-Defined Networking (SDN) intrusion detection system (IDS)

methods
Ref Dataset Accuracy (%) Precision (%) Recall (%) Fl-score (%) ROC-AUC (%)

[15] CICIDS2017 95.66 92.44 78.47 83.18 -

CIC-DDOS-2019 96.48 95.70 86.73 90.05 _

[16] NSL-KDD 95.85 96.43 95.78 96.87 -

[17] INSDN 86.00 - - - -
CICIDS2017 97.98 97.86 97.98 97.80 99.42
TE2T (Proposed) INSDN 97.91 96.94 97.91 97.42 98.54
UNSW-NBI15 99.27 99.20 99.27 99.22 82.46

Note: Following common practice in the literature, baseline results are reported from original studies when unified experimental settings are not available

Table 2 presents a quantitative comparison between the
proposed TE2T framework and recent SDN intrusion
detection approaches. Unlike existing methods, TE2T
consistently reports comprehensive multi-class metrics,
including ROC-AUC, across heterogeneous datasets,
demonstrating superior robustness and generalization.

7. DISCUSSION

Experimental results show that the proposed TE2T
consistently performs well on intrusion detection under
heterogeneous network environments. TE2T leverages this
feature by incorporating a trust-aware mechanism directly in
the attention process to boost reliable traffic patterns and
suppress noisy or fence flows, which is especially suited for
SDN scenarios since traffic may come from various and
untrustworthy sources.

Therefore, the high accuracy, weighted F1-scores, and
precision values shown in Table 1 across CICIDS2017,
INSDN and UNSW-NB15, confirm the strength of the model
multi-class intrusion detection, with a low false-positive
output. In addition, the ROC-AUC curves shown in Figure 4
demonstrate significant degree of class separability in both
imbalanced and complex attack environment. The results also
reflect the advantage of our Trust Score-based attention,

adding a reliability-aware diversity dimension on top of
standard feature representation learning typically adopted in
existing CNN-, RNN-, and attention-based IDS frameworks.

A quantitative comparison of the proposed TE2T model
against the recent works in SDN intrusion detection is
provided in Table 2. In general, across heterogeneous datasets,
TE2T achieves consistently strong performances, which
confirms the effectiveness of integrating trust-aware attention
into the basic Transformer architecture. TE2T therefore
provides competitive or superior detection performance than
[15], on CICIDS2017, especially in terms of ROC-AUC, while
keeping a simpler architecture than Transformer-based models
which rely upon complex hybrid structures, or GAN-assisted
data balancing.

TE2T achieves strong performance on the INSDN dataset
for SDN-native scenarios, outperforming recurrent and
attention-based baselines which do not explicitly model traffic
reliability [17]. Incorporating trust information directly into
the attention mechanism is likely to improve robustness when
confronted with controller-level traffic aggregation.
Additionally, unlike many methods assessed solely against
outdated benchmarks such as NSL-KDD [16], TE2T
generalizes well to contemporary and realistic datasets, further
confirming its deployment feasibility for practical SDN
solutions. Despite the strong performance, the proposed
approach has some limitations. In particular, performance may
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be affected in scenarios with high class overlap or highly
imbalanced data distributions, as observed in datasets such as
UNSW-NBI5. In addition, the reliance on offline datasets
limits the ability to fully assess real-time behavior in dynamic
SDN environments. Future work will focus on addressing
these challenges by exploring adaptive thresholding
mechanisms and validating the model in real-time SDN
deployments.

8. CONCLUSION

This paper introduces a Trust-Enhanced TabTransformer
framework, named TE2T, for intrusion detection in SDN
environments. The proposed method explicitly addresses one
of the major shortcomings of the traditional deep-learning
based IDSs, by incorporating a Trust Score into the
Transformer attention mechanism to account for the
trustworthiness of network flows. The performance evaluation
against other heterogeneous datasets CICIDS2017, INSDN
and UNSW-NBI15 via extensive experiments showed that
TE2T achieves high accuracy, precision and weighted F1-
scores with very highs and robust ROC-AUC characteristics.

TE2T provides a simpler and more effective reliability-
aware design that is also more generalizable to SDN-native
traffic compared to existing SDN intrusion detection methods
based on complex hybrid architectures or rebalancing
techniques. These results demonstrate that attention-based
architectures must incorporate trust modeling for any real-
world SDN security deployment. Further work will investigate
expanding the proposed framework to federated and
distributed SDN environments, integrating adaptive trust
dynamics, and assessing scalability with practical controller
workloads and in real-time.
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