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Software reliability is essential for ensuring dependable systems, but the current Non-
Homogeneous Poisson Process (NHPP)-based software reliability growth models
(SRGMs) have limited generalizability, high sensitivity to datasets, and insufficient
fault-prediction accuracy. These shortcomings make them less effective in real-world
software testing and maintenance. This study proposes a new NHPP-based SRGM with
an error reduction factor to improve the dynamics of fault detection and imperfections
of debugging. The proposed approach combines a Feedforward Artificial Neural
Network (FFANN) and the Crow Optimization Algorithm (COA) to estimate model
parameters. Such a hybrid approach allows better modeling of error detection and
correction rates, as well as the possibility of introducing new errors as debugging
progresses. This model was evaluated using simulation results and benchmark datasets
with different sample sizes, and its performance was assessed via various statistical
measures, including Root Mean Squared Error (RMSE), Akaike Information Criterion
(AIC), and reliability curves. The findings indicate that the proposed model performs
better than SRGMs, with improved predictive capabilities for short-term fault
identification and long-term reliability prediction. The study contributes to the
reliability testing of complex software systems by addressing major shortcomings of
the previous models. It provides a robust and flexible model to predict the behavior of
failures, thereby supporting safer and more effective software development and
maintenance patterns.

1. INTRODUCTION

One of the foundations of reliable system design is software
reliability since malfunctions in the course of operation may
result in dramatic economic and safety repercussions.
Software reliability growth models (SRGMs) have also been
extensively used to predict and deal with these risks, especially
the Non-Homogeneous Poisson Process (NHPP). These
models estimate the cumulative fault discovery process as time
goes by and consider two big questions: (i) the average time
that it takes to uncover a certain number of faults, and (ii) the
dependability of the software at a specified number of usage
periods. Due to their adaptability and their ability to be applied
to a wide variety of datasets, NHPP-based SRGMs have taken
on a central role in software reliability analysis [1-5].

Although they are important, there are severe limitations
with the current SRGMs. Most of the models are very sensitive
to the nature of particular data sets, and this limits their
applicability in different systems. Others make restrictive
assumptions, such as having perfect debugging, fixed
detection rates, or fixed fault profiles. As a matter of fact, the
practice of debugging is rarely based on these assumptions: the
new errors can be introduced when fixing the fault, the rate of
detection can decline with time, and there are learning effects
that have been proposed in S-shaped models that are not
always seen in the industrial setting. Consequently, traditional
NHPP-driven strategies tend to underestimate the actual
dynamics of fault detection and correction and do not have a
high level of predictability [6-14]. Table 1 shows the mean
value function (MVF) for the suggested model and compares
it with other existing NHPP-SRGM models.
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Table 1. Mean value function (MVF) of the proposed model and its comparison with existing non-homogeneous Poisson process
(NHPP) software reliability growth models

Model

m(t)

Goel-Okumoto (GO)
Delayed Shape (DS)

Inflection Shape (IS)

Hossain-Dahiya/ Goel-Okumoto (H-D/G-0)

Yamada Exponent (YE)
Yamada Rayleigh (YR)

Yamada Imperfect (YI-D1)
Yamada Imperfect (YI-D2)
Pham-Nordmann-Zhang (P-N-Z)
Huang-Kuo-Lyu (H-K-L)

e

a(l—e™P), a(t) =a; b(t)=b

a(l = (1+bt)e ), a(t) = a; b(t) = %
a(l—e_“) . _ b
1+Be~bt > a(t) =4 b(t) T 1+Be-bt
(-0)
log (eae Tty

a(l- e_V“(l_e_bt)), a(t) = a; b(t) = rafe Pt

a(l- e‘V“(l_"’_mz/z)), a(t) =a; b(t) = ra,[?te_T

t2

%(e“” —e b)), a=ae®; b(t) =b

a(l— e (1 — %) + aat, a(t) = a(1 + at); b(t) = b
1—e bt (1 - g) +at], a(t) = a(1 + at); b(t) =

b
1+pe~bt

ﬁ [1- e =AW O] a(t) = a + Bn(t); b(t) = b

Within recent years, researchers have started to discuss the
adoption of machine learning and optimization algorithms to
improve the predictive power of SRGMs [1, 2, 5]. Classical
NHPP-based models usually make hard assumptions like the
uniform rates of fault detection or ideal debugging; thus, they
cannot model complex nonlinear dynamics that are present in
the modern software testing space [9, 11]. These limitations
have been overcome recently through the use of smart
optimization and learning-based methods. As an illustration,
an imperfect debugging NHPP model is offered, a model that
takes into account the dynamic fault detection behavior and
enhances the reliability estimation in practice under testing
conditions [1]. On the same note, the team proposed a
generalized NHPP framework that can model the nonlinear
fault detection process and enhance the accuracy of
predictions in large-scale software systems [2].

The other research direction that is of great importance is
the utilization of machine learning and deep learning in
estimating parameters and predicting failures. SRGMs based
on neural networks have demonstrated a great ability to model
nonlinear associations amid failure and testing time [15-18].
Such approaches make use of less rigorous distributional
assumptions and enhance extrapolation among datasets.
Moreover, recent efforts have investigated hybrid methods
that merge neural networks and metaheuristic parameter
optimization algorithms in order to improve local learning
ability and global parameter search [19]. Indicatively, hybrid
models based on neural networks and swarm intelligence
algorithms have been suggested to enhance accuracy in the
estimation of parameters and solve problems of local minima
in the training of a model [20]. These methods indicate the
increasing significance of integrating artificial intelligence
methods and conventional reliability modeling approaches. In
spite of these developments, most of the currently available
models are still plagued by issues of computational
complexity, sensitivity to the properties of the datasets, and
limited capability to capture the dynamic interaction between
fault detection, correction, and error introduction [1, 2, 5].
Thus, the current research suggests a hybrid NHPP-based
SRGM, which combines Feedforward Artificial Neural
Network (FFANN) and COA. The nonlinear learning property
of neural networks and the exploration power of metaheuristic
optimization more effectively combine the global exploration
power of metaheuristic optimization with the nonlinear
learning capability of neural networks to give more stable and
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accurate parameter estimation.

The given framework builds on the recent progress in the
domain of intelligent reliability modeling and adds to the
current research trend of applying machine learning methods
and combining them with classical software reliability theory
[21]. These failures ensure the existence of a research gap: the
reliability models that account for a realistic manner imperfect
debugging, error introduction, and error reduction are much
needed. Moreover, the conventional approaches to the
estimation of parameters are not always robust, which
diminishes the practical utility of the models.

This study aims to resolve these problems by suggesting a
more advanced NHPP-based SRGM, which uses an error
reduction factor in exponential form to reflect the dynamics of
faults. To determine the model parameters, the method
combines FFANN with the Crow Optimization Algorithm
(COA), which allows addressing the nonlinear dependencies
effectively in the failure data. The simulations are used to
verify the proposed model alongside various benchmark
datasets, and its performance is measured by some important
statistical measures like Root Mean Squared Error (RMSE)
and Akaike Information Criterion (AIC). Findings support the
fact that the model is always superior to traditional SRGMs in
terms of both fitting performance and predictive performance.

In short, the study provides a stronger and more flexible
system of software reliability analysis. It helps to develop
software and maintain it more effectively, safely, and in a cost-
efficient manner because it helps to overcome the drawbacks
of the traditional models. To formulate criteria for evaluating
the goodness of fit of SRGM, the entropy principles were
incorporated with existing measurements. Advanced
reliability concepts for hardware and software systems were
described by references [22-25], including maintenance
strategies; multi-criteria decision-making techniques for
analysing SRGMs were discussed by reference [26]. Recent
research has also employed machine learning and deep
learning for software reliability analysis [27-30].

To ensure the topic of SRGM is explored to the fullest, the
study is divided into several sections. The introduction section
appreciates the role of software reliability and establishes the
fact that existing models have their drawbacks. The
methodology section then presents the NHPP-based model
that is proposed and explains how the COA is used for
parameter estimation. The data obtained from the model
evaluation are described in the results section, where



comparisons with other methods are made to show the
advantage of the proposed technique. Finally, the discussion
section brings together the outcomes of the study and the
direction for future research, and concludes that the idea of the
presented approach can effectively contribute to the increase
in software reliability.

2. CROW OPTIMIZATION ALGORITHM

The COA is a metaheuristic based on population that is
aimed at solving nonlinear optimization problems. In
comparison to the early swarm-based algorithms, including
Particle Swarm Optimization (PSO) and Genetic Algorithm
(GA), COA adds to the search space a memory mechanism
that improves exploratory and exploitative search. Every
candidate solution is indicated as a parameter space vector. At
iteration t, the position of the i*" solution is denoted as x} €
R%, where d is the number of parameters to be optimized.
Each solution retains a memory m{, which corresponds to its
historically best position [31]. The update rule is defined as:

ifr > AP;,

¢ t ¢
o [ +7-f - (mf —xf),
otherwise,

2 .. .
random position in search space,

where, r ~ U(0,1) is a random number, f; > 0 is the flight
length parameter controlling step size, AP; € [0,1] is the
awareness probability of solution j, m} is the best-known
solution of a randomly chosen peer j. Algorithm 1 shown
below outlines the main procedure of the COA, and its
Pseudocode represent the initializes a population of crows,
assigns memory to each solution, and iteratively updates
positions based on a random peer selection and awareness
probability.

Algorithm 1. Crow Optimization Algorithm (COA)
Input: Population size n, dimension d, flight length f;,
and awareness probability AP, maximum iterations T
Output: Best solution found x*
1. [Initialize population X = {xq, x5, ..., x,,} within
bounds.
2. Set memory M = X (each solution's best-known
position).
3. Fort=1toT:
(a) For each solution i:
e Randomly select peer j # i.
e Generate random number r ~ U(0,1).
o Ifr>AP:x;«x;+rand-f,-(m; —x;)
else: reinitialize X; randomly.
e Evaluate fitness f(x;).
e Update memory: if f(x;) is better than f(m;), set
m; < X;.
4. End For
5. Return best memory X* = arg minf (m;).

Pseudocode for Crow Optimization (CO)
Initialize population X = {x;,x;,...,x,} within search
bounds
Initialize memory M = X (best known positions)
Repeat until stopping criterion:
For each solution i:
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Randomly select a peer j # i
Generate random number r € [0,1]
Ifr = AP;:
X; « x; +rand -fl-(m]- —xi)
Else:
x; « random position in search space
Evaluate fitness f (x;)
If f(x;) is better than f(m;), set m; « x;
Update the global best solution
Return the best solution found

3. FEED FORWARD
NETWORKS

ARTIFICIAL NEURAL

FFANN has a general nonlinear mapping structure, which
is best adapted to estimating parameters in SRGMs. Because
the failure process in NHPP assumptions tends to have
nonlinear relationships between error detection, error
correction, and introduction, standard estimation techniques
can hardly handle such relationships. FFANNs address this
weakness by acquiring input-output mappings with complex
input-output mappings directly by using data, and thus offer
powerful parameter estimates with weak distributional
assumptions [32].

To prevent the overfitting of a standard risk during the
training of neural networks, a number of strategies were used.
The normalization of the data was performed before the
training, and the dataset was divided into the training and
validation subsets in order to guarantee generalization. The
Mean Squared Error (MSE)-based early stopping criteria were
used, which stopped training once it began to level, and
regularization mechanisms were also present to limit the
magnitude of weights. All these actions decrease the chances
of memorizing the training set, which guarantees consistent
estimates between sample sizes [33].

The selected network architecture is a three-layer FFANN,
the structure of which is 6-9-1: six neurons in the first hidden
layer, nine neurons in the second, and one output neuron. This
arrangement was arrived at after making comparative
experiments with other design configurations, striking a
balance between the complexity of the model and predictive
ability. In capturing nonlinear dependencies of SRGM
parameters, the architecture was found to be superior to other
architectures in the sense that it was computationally efficient.
The output neuron is a single function that is directly
proportional to the predicted reliability growth function, which
makes the network's output aligned with the goal of the SRGM
estimation. The limitations of FFANNSs are listed as follows:
* Fixed input and output size: A weakness of FFANNS lies

in the predictability of the number of input and output
neurons, which makes it rigid for tasks dealing with
sequences of variable lengths.

¢ Opverfitting: Because of having numerous neurons and
layers, the FFANNs have a propensity to memorize the
training data and fail to generalize well where there is no
abundant data or where further regularization measures
have not been used.

*  No memory: There is no method in which FFANNs can
hold information about past input, thus non-functional for
any task where temporal progression or data sequence is
relevant (for which, recurrent neural nets are often used).



4. THE NON-HOMOGENEOUS POISSON PROCESS
FRAMEWORK AND ITS ASSOCIATED KEY TASKS

NHPP gives a well-established method for software failure
process modeling. A generalized NHPP formulation, which
clearly considers imperfect debugging, error introduction, and
error reduction, was taken. The reliability function is modeled
in the form of a cumulative intensity function, and the failure
MVF is the center of the parameter estimation. To enhance the
readability, the key modeling assumptions are discussed in
separate subsections [34].

Assumption 1: Error reduction

Error correction efficiency generally declines as the number
of errors detected increases because of interdependence,
human factors, and organizational limitations. This is modeled
by the exponential reduction error factor. The errors that are
corrected at time t are:

m(t) = moexp (—ft) (1
where, m, is the initial correction rate and f§ is the reduction
coefficient.

Assumption 2: Error introduction during debugging

Correction of faults can also cause new errors, especially in
complicated systems. This is modeled as a rate of error
generation that depends on the current activity of debugging:

dx(t)

Frak 2

ym(t)

where, y is the error introduction coefficient.

Assumption 3: Per-error fault identification rate

The probability of finding a certain fault reduces with time
as the remaining faults are more difficult to find. This is
modelled as a decaying rate of detection exponentially:

a(t) = agexp (—4t) 3)
where, a, is the initial detection rate and & is the decay
constant.

The generalized NHPP-based SRGM, which is a
combination of these assumptions, is subjected to the system
of differential Egs. (5)-(10). To make them readable, the main
text of the resulting MVF is given:

M(t) = f(a(t), x(t), m(t))

4.1 Utilizing a new method to analyze software reliability
growth models

“4)

In the NHPP framework, the derivation of the traditional
failure MVF is based on four key assumptions: Failure model
assumptions are (a) each failure indicates a single fault; (b) the
failure rate is constant in terms of faults; (c) if a failure is
identified then the corresponding fault is repaired and
deselected; (d) the rate of failure identification increases along
with the number of unidentified faults in the software with a
constant of proportionality. Additionally, the generalized
imperfect debugging NHPP model incorporates three more
assumptions: Some of these are: (i) The proportion of failure
detection, above mentioned, is postulated as depending on
time, 7, i.e., k(7); (ii) By correction of read errors, other errors
may be produced in the process or is dependent of time ¢t.
Other assumptions made in the context of this research include
the following: (iii) Error correction is noisy, that is, every error
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that has been found up to the time 7 is corrected
probabilistically. The generalized NHPP model for imperfect
debugging, which incorporates the efficiency of error removal,
is formulated as follows [18]:

m'(t) = k(0)[a(r) — @m(7)] ®)
where, QO is the measurement of the likelihood of error
correction, while (t) is the number of errors that have been
corrected by the time (t). For generalization, the newly
proposed SRGM is developed starting from the differential
equation below:

m'(7) = k(v)[a(r) — x(7)] (6)
In particular, it is acknowledged that the actual count of
corrected errors (t), depends directly on the error reduction

coefficient [20]. Using the basis given in Eq. (6), we develop
an improved model that involves additional assumptions.

4.1.1 Mathematical derivation of the proposed Non-
Homogeneous Poisson Process model

In order to enhance the interpretability of the proposed
SRGM, the detailed description in this section follows the
step-by-step mathematical formulation, finally arriving at the
desired MVF. Where m(t) refers to the MVF, which is the
average count or number of software faults that will be
detected up to time t. Within the context of an NHPP, the fault
detection rate is the derivative of the MVF:

dm(t)

R (7

A(t) =

where, A(t) represents the failure intensity function,
describing how quickly faults are detected during testing. The
productivity of error correcting in the practical debugging
processes declines with an increase in the number of faults
found. The model of this effect is an exponential error
reduction factor:

n(t) = noe~*m® (8)
where, 71, represents the initial correction efficiency, and a
denotes the reduction coefficient controlling how rapidly the
correction efficiency declines.

This formulation reflects the increasing complexity of
remaining faults as testing progresses. Under realistic
debugging conditions, it is possible that fixing a identified
fault will create new errors. Let gamma represent the
coefficient of error introduction, which is the percentage of
error induced in the process of modification activities. This is
because both the fault elimination and the fault creation
processes affect the net change in the number of residual
faults. The other useful learning in software testing is that as
time goes by, the likelihood of the software identifiers finding
the remaining faults also reduces. This is the case because
simpler faults are normally identified at an earlier period, and
then later faults are harder to detect. The detection rate per
fault can thus be represented as an exponential type of
function:

B(t) = Boe ™" )

where, S, is the initial detection rate, and § represents the



decay constant of detection efficiency.
Combining the above mechanisms, the rate of fault
detection in the system depends on three factors:
e the remaining number of faults,
e the efficiency of debugging, and
o the time-dependent detection capability.

Thus, the generalized NHPP differential equation
describing the failure process can be expressed as:
dm(t)
—— = B®@-m©Om® (10)

where, a represents the number of inherent faults in the
software system. The replacement of the expressions of S (t)
and 7(t) into the equation leads to a nonlinear differential
model of fault detection, correction, and introduction
dynamics. The solution of this equation, under the first
condition.

4.1.2 Three important assumptions

(1) Modeling assumptions for exponential error reduction

In this framework, the error reduction factor serves as a
governing parameter that constrains the differential
formulation of the cumulative number of observed failures t
and correctable errors t. In other words, the effectiveness of
the following error correction steps may reduce with the
number of discovered errors in the actual debugging processes.
This assumption is premised on three sources that stem from a
reduction in interdependencies among errors, the mental
inertia associated with focusing on the current task, and the
instability within the debugging team. First, modifying errors
may be influenced in such a manner; for instance, a particular
error may be associated with certain other removed errors to
reduce the information regarding the rest of the sections that
are available for modification in due course. Second, the
currently induced mental set may interfere with the ability of
the corrector to consider other relations between the errors.
Such occurrences lead to the notion that other related mistakes
are not noticed by the corrector and hence cannot be changed
using the modified mistake. Last but not least, the average
level of correction and relevant experience of the correctors
may deteriorate owing to some unpredictable circumstances,
for example, transfers and replacements. In many software
companies nowadays, skilled testers or correctors can be
transferred or dismissed, as engineering needs appear. When
successors are not engaged in programming, their
inexperience can hinder the efficiency of correcting errors in
the early stages of change. As such, instability in the
debugging team can greatly reduce its efficiency in correcting
erTors.

Since the effectiveness of error correction may decrease
with the increase of the number of identified errors, the error
reduction factor may be defined as the constrained relationship
between the number of detected errors and the error reduction
factor, which is modeled as a decreasing exponential function
of (7). This formulation is derived from the defined
characteristics of the error reduction factor. And the number
of modified errors (7) can be mathematically represented as
[20]:

x'(7)

— gp-Bm@®
m'(t) e

(11

where, g denotes the first value of this parameter, which is the
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first error reduction factor, describing the ratio of the initial
rate of error correction to the initial rate of error detection,
while f is the reduction coefficient that defines the declining
curve of the rate. Thus, the expression of error reduction stated
in Eq. (7) is quite stable.

(i) Rate of error introduction

Here, the aim is to develop a constrained regression model
between the total error count and the parameters that guide it
(t), and the modified error count (t) which will be used to find
the dependency of the detected error count (t). Turning to the
problem of new error incorporation, one should figure out that
new errors occur not during the error detection stage but
during the process of modifying existing ones. In general, it
has been discovered that no matter how successful
modification attempts are during the debugging process, the
probability of creating new errors rises simultaneously with
the number of attempts. On some occasions, it may require
multiple debugging to complete fix this problem, which
increases this risk. Because the occurrence of new errors
coincides with the continuous modification of errors, it is
reasonable to express the change rate of residual errors through
a dynamic process covering both the generation of new errors
and the modification process of errors. The differential
relationship between the total number of errors a(t) and the
modified number of errors x(t) can be expressed as follows:

a'(1)

[ —x@7T (12)

=-P

Eq. (8) indicates that as the intensity of generalized
modification increases, the likelihood of the error input rate
also rises.

(iii) Per-error fault identification rate

In the current part, we are supposing that the detection of
errors is possible in every fault and is a linearly fading
exponential output of t. Notably, the detection rate by no
means is assumed to be equal among all remaining faults of
the software. With such an assumption in place, we assume
that the background defects are discovered at the same
discovery rate at any particular moment in time. However, as
it is known, the detection efficiency per fault also tends to
decrease with time. Several factors can be attributed to this
fadeaway behavior, and they are mentioned below:

1. This is illustrated in section 1, where most of the studies
pointed out that the so-called ‘learning’ process does
not normally happen in real-life industrial and testing
scenarios, due to a lack of resources and non-
operational skills.

2. Since there are only a finite number of detection
conditions and methods, and since there is often very
little testing experience, it becomes increasingly
difficult to uncover latent errors resident in large,
complicated programs or abstract data types as time
passes.

3. There is potential for degradation in the effectiveness
of fault detection because of the large amount of work
required for recording, testing, and analyzing program
behavior, which can ultimately reduce the reliability of
testers. To enhance the flexibility of our model, it is
assumed that the per-error fault detection rate decreases
exponentially with time t and can be modeled as
follows:

k(z) = be~(@*aD) (13)



where, b is the initial value of fault detection rate per error, and
a defines the decay factor.

4.1.3 Practical validity of the modeling assumptions

To further support the assumptions underlying the proposed
NHPP modeling, it is worthwhile to align them with empirical
findings from real-world software testing environments. First,
the assumption of error reduction reflects a practical
phenomenon: debugging efficiency declines over time. Easily
identified faults are eliminated early in testing, while those that
remain become more complex and intertwined as testing
progresses. Extensive empirical research on industrial
software development projects has documented a decline in
fault removal efficiency as testing matures, especially in large
systems where code dependencies make fault fixing more
challenging. Second, the introduction of errors during
debugging is a well-documented phenomenon in software
engineering practice. Because developers modify existing
code to fix identified faults, changes can inadvertently create
new defects when the developer does not fully understand how
the systems interact or when sufficient regression testing is not
performed. Large-scale software maintenance experiments
have shown that corrective maintenance tends to introduce
between 5-20 percent more faults, depending on system
complexity and the developer's experience. Thus, representing
the debugging process as a dynamic system that balances error
removal with error introduction can better capture the
evolution of software. Third, the assumption of a time-
dependent fault detection rate aligns with the observation that
fault detection efficiency follows a downward trend. In real-
world testing, the most apparent errors are identified early,
while the remaining errors are often more subtle and more
difficult to trace. This pattern has been observed in numerous
empirical datasets, including the Tandem Computers failure
dataset and IEEE reliability benchmark datasets, where the
fault discovery rate steadily decreases with testing. The
validity of these assumptions is further supported by the
simulation experiments and case studies presented in this
work, such as the Tandem Computer Company dataset and the
IEEE Std 1633 dataset. These realistic assumptions indicate
that the proposed NHPP model fits better and has greater
forecasting power under these conditions, confirming that the
modeling framework captures key features of real-world
software reliability growth.

4.2 An innovative software reliability growth model and its
failure mean value function

4.2.1 An advanced software reliability growth model

Given the above-noted assumptions, the sustainable human
resource management (SHRM) model, adapted as an SRGM,
has been formulated as follows:

m'(z) = k(Da(r) — x(0)]
S%é%%.= ge~Fm®
L O
[a(@) —x@] "
k(t) = be~(@*aD)

(14)

Through solving Eq. (14) simultaneously under some initial
conditions, one can obtain the corresponding solution, namely
the MVF m(t). In this case, to articulate the explicit failure
MVF, the following theorem is presented:
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Remark 1: Assuming that the MVF of failure, the dynamics
of fault detection and removal, and the rate of error
introduction assume the functional relationships as given in
Eq. (10), and under the initial conditions m(0) = 0,x(0) = 0,
and b(0) = by, the following form of the MVF of failure is
obtained:

ybo—q(l—p)*ge_a[l—e_“t]]

yboe[ -q(1-p)

(15)

1
m(t) = J_/ln Ybo—q(1-p)

Eq. (15) defines the full mean value, which incorporates
nonlinear fault detection, correction, and introduction of
behaviors during testing.

4.2.2 Further analysis of failure mechanisms in the mean value
function
The section gets more into the dynamics of failure that is
governed by MVF and provides major theoretical derivations
to back the properties of the structural model.
o In Eq. (15), once the time t goes to infinity, then m(t)
will converge to an upper bound, i.e.,

ybo—q(l—p)*ge_a[l—e_“t]]

yboe[ —q(1-p)

(16)

1mm@=$n

t—>oo

ybo—q(1-p)

The asymptotic fault bound is expressed in Eq. (16),
demonstrating that there is a convergence to maximum
reliability.

e Under the assumed initial conditions m(0) =0
and x(0) =0, an identity x(t) = %[1 — e7vm®)]
follows directly from the differentiation of Eq. (10). (ii)
Inserting Eq. (15) into the corresponding formulation
leads to the expression for the number of corrected
errors, presented in Eq. (17).

Ybo—q(1-p)

—g(1-p)sLe-a
Vboe[ybo a0Prge ]—q(l—p)l

ﬂﬂ:%k— (17)

e  Under the initial condition b(0) = by, substituting Eq.
(17) into Eq. (14), the total error number is presented:
b(t) = by + px(t)

1— Ybo—q(1-p)
b__
[Ybo—Q(l—p)*ae a]

(18)

pq
ao +_

Yboe —q(l—p)l
Egs. (17) and (18) explain how the corrected error and the
total error change with time and explain why there is a tradeoff
between detection and new-fault creation.
e Ifa — 0 (Implication of this is that fault detection rate
per error is almost fixed. It is therefore possible to
rewrite Eq. (15) as given below:

[Vbo—q(l—p)*ge_a[l—e_“t]

ybge -q(1-p)

(19)

1
m(t) ==In
() y Ybo—q(1-p)

e In Eq. (19), if p — 0, it shows that the error creation
rate is in effect inexistent. In turn, Eq. (20) could be
rewritten in the following way:



yboe[ybo_q*be_at] —_ q

Ybo — q

m(t) = )l/ln (20)

Under the conditions of b = 0 and p — 0, the limit fa, =
q is satisfied based on Eq. (14). In Eq. (20), if b — 1,yby, =
q, a general expression can be obtained:

m(t) = )l/ln[l + yboe %t] 2D

Egs. (19)-(21) give simplified or limiting cases of the
equations based on particular conditions of operation (detect
rate is constant, fault introduction is negligible or the
conditions are symmetric) and provide useful approximations
to several testing conditions.

5. ESTIMATION PARAMETERS

This section is aimed at justifying the selection of FFANN
and COA in the context of parameter estimation of the
proposed NHPP-based SRGM. Although the mathematical
aspects of gradient descent and metaheuristic strategies are not
novel, here we are concerned with their efficacy, convergence
properties, and mutually exclusive use towards the estimation
of nonlinear parameters that relate to software failure
dynamics.

5.1 Parameter estimation using a modified Feed-forward
Artificial Neural Network

This section outlines the initialization and training process
of an FFANN to estimate the parameters of the proposed
model. The procedure is summarized as follows:

(i) Initialization:

e Inputdata (t) is prepared and normalized. Each input
represents a feature fed into the input layer neurons.

e Network parameters or weights are initialized
randomly, and, in most cases, the initial Vault values
are assigned according to a uniform distribution.
These are the synapses and the options that can exist
between neurons, as well as the potential for
changing it.

(ii) Network architecture:

e A multilayer FFANN is employed, with two hidden
layers: the first containing six nodes and the second
nine nodes. This configuration was determined
experimentally to outperform alternatives with one or
three hidden layers.

e The network’s output layer contains a single neuron,
predicting n(t).

(iii) Forward propagation:

e Every neuron uses its input, multiplies it by some
weights, adds a bias, and applies an activation
function n(t). Inputs from the first layer go as inputs
to the second, third, and finally to the final layer that
will give an output.

(iv) Loss function:

e The MSE between the predicted (7(t)) and observed
(n(t)) values is calculated: MSE =Y, (y; —
fAt))?.

e A lower MSE indicates better model performance.
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(v) Training process:

e The network iteratively updates weights and biases
using backpropagation and optimization algorithms.

e  Gradient descent or advanced methods (e.g., inverse
Hessian-based updates) are used to minimize the loss.
The updates follow:

-1
Ticota — @My~ gk

-1
Crota — AMy. " gi

Tk new =
Ck new =
where, g, is the gradient, M, " is the inverse Hessian matrix,
7 is the weight, and c is the bias.
(vi) Layer-specific updates:
e  Weights and biases in the first and second hidden
layers are updated iteratively, ensuring convergence:

Wi new = Wk old — [LkTTLk + bl gy
Cknew = Ckota — [Li' Lx +bI]17 gy

where, w is the weight of the hidden layer, and c is the bias.

(vii) Stopping criteria:

e Training stops when the MSE reduces below a
predefined threshold (€) or, after a maximum
number of iterations.

o If MSE,., < MSE,,, parameters are refined,
otherwise, adjustments are made to the optimization
step size.

(viii) Output:

o Final weights, biases, and the trained model are used
for parameter estimation and prediction.

5.2 Parameter estimation using the Crow Optimization
algorithm

This section presents the initialization process of the COA
for estimating the parameters of the proposed model. The
procedure is summarized as follows:

(i) Initialization:

® Define the search

(.81 aOl q! p! b! a, a)'
® Initialize a population of crows (solutions) randomly
within the parameter bounds.

® Assign amemory to each crow to store its best position

(best parameter set).

(ii) Fitness Evaluation: For each crow, calculate the
fitness using the given equation (t) by comparing the
predicted values with observed data (e.g., using MSE
or RMSE as the fitness function).

(iii) Movement: Each crow moves based on Eq. (1).

(iv) Memory Update: Update the memory M; if the new
position x;(t + 1) is better (lower fitness value).

(v) Stopping Criterion: Repeat the movement and
memory update steps until the maximum number of
iterations is reached or convergence is achieved.

(vi) Best Solution: The crow with the best fitness value
holds the optimal parameter estimates.

space for each parameter

5.3 Rationale for Feed-Forward Artificial Neural Network
and Crow Optimization in Non-Homogeneous Poisson
Process parameter estimation

NHPP-based SRGMs have a parameter estimation problem
that is nonlinear in nature owing to imperfect debugging, error



introduction, and terms of exponential fault reduction. These
nonlinearities are not always captured by conventional
methods of analysis or the least-squares methods. FFANN is a
mapping of a given data on observed failures into an
underlying model parameter, which approximates the
nonlinear MVF without restrictive distributional assumptions.
The ability to learn at a given level renders FFANN especially
useful when the correlation between cumulative failures and
time spent on test is complicated or nonmonotonic. On the
other hand, the COA provides good global optimization, in
effect escaping local minima, which can confound gradient-
based algorithms. COA can be particularly useful when the
parameter space is multimodal in character (i.e., when FFANN

parameters must be initialized) or when global solutions must
be fine-tuned. Therefore, a combination of FFANN and COA
will utilize both local accuracy (through FFANN) and global
searching (through COA), resulting in strong and precise
parameter estimates of models based on NHPP.

5.4 Comparative analysis: Feed-Forward Artificial Neural
Network vs. Crow Optimization

Table 2 oversimplifies the comparative performance
features of FFANN and COA that were witnessed in the course
of the experiment to showcase their respective strengths.

Table 2. Comparative analysis of parameter estimation techniques

Criteria FFANN

Crow Optimization (CO)

Nature of method
Exploration capability
Convergence speed

Parameter accuracy (RMSE)

Computational cost

Robustness to initialization
Best application context
Overall, the role in the hybrid
model

Deterministic, gradient-based learning
Moderate (local minima possible)
Fast once near optimum (= 38.5 s/run)

High (low variance across runs)

Low-to-moderate (requires multiple epochs)

Sensitive to initial weights
Fine-tuning and precise local optimization

Provides accurate parameter estimation

Stochastic, population-based metaheuristic
High (strong global search ability)

Slower due to population updates (= 52.3 s/run)
Moderate; accuracy depends on population size and
awareness probability
Higher (requires several iterations and population
evaluations)

Less sensitive due to random population initialization
Global search and parameter initialization

Enhances global exploration and solution diversity

Note: FFANN: Feed-Forward Artificial Neural Network; RMSE: Root Mean Squared Error.

5.5 Stopping criteria

In both estimation methods, convergence was tracked by
quantitative predefined thresholds.
® FFANN: The training was stopped once the MSE
between the predicted and the observed reliability
values dropped below 1075, or 50 consecutive epochs
without improvement (early-stopping criterion).
Crow Optimization: The optimization process was interrupted
either when 1000 iterations were reached or by the
requirement to improve the fitness function (RMSE) between
successive iterations by a factor less than 107°. These two
conditions guaranteed efficiency in the computational process
without overfitting the model or unneeded iterations.
Empirically, FFANN converged in fewer epochs than COA
but had the advantage of an initialisation phase with COA to
ensure greater global parameter consistency.

5.6 Discussion

The FFANN-COA synergy facilitates the proposed NHPP
model to have a high level of estimation stability and
predictive power. The exploratory ability of COA
complements the fast local learning of FFANN, resulting in
the best balance between speed of convergence and
generalization. This hybrid method has shown a consistent
superiority over the conventional parameter estimation
methods on the basis of RMSE, AIC, and Sum of Squared
Errors (SSE), which proves its appropriateness in modelling
the intricate fault dynamics in software reliability growth.

6. SIMULATION

Simulation is one of the study approaches that is used to
study exact or hypothetical systems or processes by mimicking
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their behaviors through a model. As an adaptive system, it
allows researchers to analyse the performance of one or many
factors within a system and simulate experimental conditions
without actually testing them. Real-world testing can often be
impractical if not impossible, cost-prohibitive, or take too long
to complete. Based on the analysis of various parameters and
performing several experiments, simulation provides an
understanding of system behaviors, confirmation of theory and
model assumptions, as well as improvement of decision-
making in numerous fields of engineering, economics, and
software systems.

Table 3. Simulated RMSE comparison of the proposed
model versus existing SRGMs when a =b=0.5,a == 0.6,

andp=¢g=0.7
Sample Standard 95%
N Model RMSE  Deviation Confidence
(SD) Interval (CI)
G-O 1.5095 0.100 [1.472,1.547]
D-S 1.0274 0.090 [0.994, 1.060]
I-S 1.0612 0.095 [1.025,1.097]
H-D 1.2189 0.110 [1.176, 1.262]
Y-E 0.8061 0.070 [0.779, 0.833]
20 Y-R 8.1229 0.50 [7.941, 8.305]
Y-I-D1 6.7338 0.45 [6.568, 6.900]
Y-I-D2 0.5791 0.040 [0.564, 0.594]
P-N-Z 1.2867 0.110 [1.244,1.329]
H-K-L 1.2349 0.105 [1.193,1.277]
Suggested
Model 0.0637 0.012 [0.059, 0.068]
G-O 0.9547 0.080 [0.925,0.985]
D-S 0.6498 0.065 [0.625,0.675]
I-S 0.6711 0.072 [0.645,0.697]
50 H-D 0.7709 0.085 [0.739,0.803]
Y-E 0.5098 0.045 [0.492,0.528]
Y-R 5.1374 0.40 [5.000,5.275]
Y-I-D1 4.2588 0.35 [4.126,4.392]




Y-I-D2 0.3663 0.025 [0.357,0.376]
P-N-Z 0.8138 0.070 [0.786,0.842]
H-K-L 0.7810 0.080 [0.750,0.812]
Suggested
Model 0.0403 0.008 [0.037,0.043]
G-O0 0.6751 0.060 [0.653, 0.698]
D-S 0.4595 0.045 [0.442, 0.477]
I-S 0.4746 0.048 [0.456, 0.493]
H-D 0.5451 0.055 [0.525, 0.566]
Y-E 0.3605 0.030 [0.349, 0.372]
100 Y-R 3.6327 0.30 [3.521, 3.744]
Y-I-D1 3.0115 0.25 [2.917, 3.106]
Y-I-D2 0.2590 0.015 [0.254, 0.264]
P-N-Z 0.5754 0.050 [0.556, 0.594]
H-K-L 0.5522 0.052 [0.533,0.571]
Suggested
Model 0.0285 0.006 [0.026, 0.031]

Note: RMSE = Root Mean Squared Error, SRGMs: software reliability
growth models.

After determining the initial values for the parameters, these
values were systematically adjusted in relation to the sample
size and evaluated across multiple program iterations. Sample
sizes of n =20, 50, and 100 were analyzed, along with various
combinations of parameter values, including (a =5 =10.5; a =
£ =0.6 and N = c = 0.7). The results summarized in Table 3
show that the proposed model consistently achieves lower
RMSE values compared to alternative models.

7. TESTING AND DISCUSSION

Model effectiveness, which is one of the key determinants
of reliability, especially in the case of applied modeling, tends
to be measured using an intensive comparative analysis. Thus,
this part gives an account of evaluating the empirical findings
with a collection of critical performance levels that are directly
aligned with the objectives of the current study.

7.1 Evaluation criteria for the model

The effectiveness of a model is typically assessed by
evaluating its fitting capability and predictive power using
specific criteria. As a common statistical parameter, the SSE
criterion is used to calculate the squared sum of the errors
between the fitted data and the original data points. It is
described as follows:

k n
SSE = Z Z[YU — ()]’

j=1i=1

(22)

Goodness of fit of the model, which is determined by the
ability of the model to maximize the likelihood or punish the
model for overfitting by maximizing the likelihood of the
model while minimizing either the likelihood or removing the
complexity, can be measured with the AIC [22], which is
formally referred to as the following.

AIC = —2In(L F,4y) + 2N (23)

Here, L F,,4, the maximum value of the log-likelihood, and
it is the same as the number of free parameters fitted on the
model. The Bayesian Information Criterion (BIC) is a penalty
stricter than the AIC used to counteract the danger, mainly in

the larger sample size models, and is defined the following
way [23]:
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BIC = —21In(L Fpgy) + Nlnn (24)

where, n denotes the number of samples.

Additionally, the coefficient of determination (R?) [24],
used as a measure of the correlation in regression analysis, is
defined as follows:

alm(t) — my)?

Z?:l [mi - mave]2

R2=1- (25)

where, m; represents the number of faults identified over time
t;, M(t;) is the projected number of faults over time t;, and
Mgye 18 the average value of m;. High quality of the estimated
models is characterized by small values of SSE and AIC, as
well as large value of R2.

7.2 Test outcomes for multiple cases

In the following section, two datasets are utilized, available
to the public domain, to establish the usefulness of the
proposed model. First, the FFANN and COAs were used to
choose a portion of each dataset to fit the model. Subsequently,
using the model parameters generated hitherto, the failure
MVF is applied with a view to predicting subsequent values
for the variables in the augmented model. Last but not least,
by comparing the fitting performance, prediction, and
reliability of these cases, the effectiveness of the new model is
evaluated.

7.2.1 Justification for dataset selection

The datasets in this study were chosen to provide the fact
that the proposed NHPP-based SRGM is tested in real and
commonly accepted software failure conditions. Two sets of
benchmark data were used, including the Tandem Computer
Company failure data set and the IEEE Std 1633 reliability
data set.

e One of the most used benchmark datasets of software
reliability research is the Tandem Computer Company
dataset. It captures the cumulative number of faults
identified during the testing stage of a commercial
software system along with the execution time. The data
has been extensively employed in earlier SRGM literature
due to its behavior of clear reliability growth and realistic
dynamics of debugging. It is thus an appropriate source
for testing the ability of reliability models to model
nonlinear fault detection and correction mechanisms.

o IEEE Std 1633 dataset is a standard reliability dataset,
which captures cumulative faults and cumulative testing
hours in the process of software verification. The dataset
is especially valuable to reliability growth modeling due
to the fact that it represents the structured testing
conditions that are aligned with the industrial reliability
engineering practices. High numbers of observations and
well-defined test intervals can be easily used to estimate

the model parameters and provide a significant
comparison with the available SRGMs.
The combination of these two datasets gives

complementary conditions of evaluation. The Tandem dataset
is an industrial software debugging environment, whereas the
IEEE dataset is a standardized reliability measurement
procedure. As a result, the comparison of the proposed model
on the two datasets makes it possible to make a more detailed
judgment of the accuracy of the proposed model in terms of
fitting, predictive, and generalization performance in various



software testing conditions.

Case 1: Failure information from Tandem Computer
Company's software product

In the case of this study, a fault dataset was used [25], which
was based on the first version of a software product created by
the Tandem Computer Company. In this respect, as far as
analytical consistency is concerned, the initial 9 data samples
are taken to estimate the model parameters as presented in
Table 4. These are estimated parameters that are then used in
applying the proposed model so that the number of residual
faults at specified periods of time can be predicted. The
observed data of the faults is then compared with the
predictions made by the model. Besides, reliability predictions
of different mission periods are produced, and a comparative
test between different models is being conducted during a
given mission period. This is an analysis of the parameter
estimates on Tables 4 and 5.

Table 4. First 9 samples of failure data from the Tandem
Computer Company dataset, showing weekly testing time,
cumulative central processing unit (CPU) hours, and
cumulative faults detected

Testing Cumulative Testing Time Found Fault
(Time) Week (CPU Hours) Number
1 519 16
2 968 24
3 1430 27
4 1893 33
5 2490 41
6 3058 49
7 3625 54
8 4422 58
9 5823 69

Table 5. Feed-Forward Artificial Neural Network (FFANN) and Crow Optimization (CO) solutions using the initial 9 samples
from the fault dataset

Methods dy p q b a B
FFANN 116.23 0.7704 0.9968 1.9531 x 10 1.4099 x 107+ 22611 x 1072
CO 112.24 0.6605 0.8869 1.7521 x 10 1.4088 x 10 2.2401 x 1072
- ‘ DataandFailureRatePlot Table 6. Comparative modeling results on fault data using
——#— Number of Failures Feed-Forward Artificial Neural Network (FFANN) and Crow
New model . .
Optimization (CO) approaches
5| FFANN
Q@
E Models SSE AIC BIC R?
S 150 | G-O 6.2152 —110.5223  112.6789 0.9999
5 D-S 9.9881 105.7840  114.8901 2.4771
g I-S 6.3316  —69.3942  116.2345  0.9995
E H-D 6.2152 —108.5223 118.6789 0.9999
£ 100 1 Y-E 369.8825 59.6157 120.4567 0.7170
E Y-R 369.8825 59.6157 122.6789 0.7170
3 Y-I-D1 8.6652 222.1159  124.8901 1.0556
50 - Y-1-D2 29.9675 181.7257  126.2345 139.2307
P-N-Z 77.0911 183.4919  128.6789 137.6009
H-K-L 8.0000 138.2900  130.4567 9.7135
g New Model 5.8074 —2.8875 110.4567 0.6766
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Figure 1. Fitting and prediction curves from FFANN and
COA models using initial fault data
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Note: SSE: Sum of Squared Errors; AIC: Akaike Information Criterion;
BIC: Bayesian Information Criterion; R?: Coefficient of determination.

Table 7. Comparative modeling results on fault data using
Crow Optimization (CO) approaches

Cco
Models SSE AIC BIC RZ
G-0 72152 —120.5223  122.7789  0.9441
D-S 10.9881 1157840  124.9901  3.6087
I-S 73316 -79.3942 1263345  0.9362
H-D 72152 —118.5223  127.7789  0.9441
Y-E 379.8825  69.6157  130.5567  0.8390
Y-R 379.8825  69.6157  132.7789  0.8390
Y-I-DI 96652  232.1159 1349901  8.3679
Y-1-D2 309675 1917257  136.3345  11.9480
P-N-Z 780911  193.4919  138.7789  10.2768
H-K-L 9.0000 1482900  140.5567  9.7146
New Model  6.8074 —3.8875 1205567  0.7732

Note: SSE: Sum of Squared Errors; AIC: Akaike Information Criterion;
BIC: Bayesian Information Criterion; R?: Coefficient of determination.

From the SSE and R? values presented in Tables 6 and 7, it
could be seen that the new model boasts a well-executed fitting
and prediction performance. This superior performance is
visually confirmed in Figure 1, which presents the fitting and



prediction curves for both FFANN and COA estimation
approaches. The new model is actually the best. Thus, as seen
with the results in the above work, despite the fact that the PVs
derived from the new model are usually less than the true
values, on this data set, this work is more efficient than others.
The following analyses and conclusions are provided:

(1). By the end of the experiment period, the last forecast
made by the suggested model depicts the least deviation from
the real observed one.

(2). In the next application phase, the new model shows
superior forecasting ability relative to the other models.
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Figure 2. Software reliability growth curves: (a) The
reliability curves based on the proposed model; (b) The
reliability profiles of several considered models run over a
certain period of a mission 4t = 100 CPU hours

Based on Eq. (4), the reliability growth curves shown in
Figure 2 are provided for subsequent discussion. Experimental
mission times of 50, 100, 200, and 500 were chosen with a
Mean Time Between Failures (MTBF) of 500 central
processing unit (CPU) hours. As the test time advances, the
reliability of the current software version improves, which
proves the diminished quantity of the newly emerged faults
during testing. However, reliability differs with the time of
use. As the duration of use increases, the corresponding
reliability decreases. A marked evolution is observed over
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time, and yet the systematic safety is not reassuring. For
example, the first curve is they have larger reliability for the
latter test stage but get small mission time. On the other hand,
the last curve shown as squares illustrates the case when
mission time is also increased, but reliability in later test stages
is rather low. This limitation is again supported by the number
of new faults that are identified during the operational phase.
Such counter logical behavior means that these models with
their inverted reliability characteristics are arguably not well
suited to this failure dataset. Furthermore, the reliability curve
of the proposed model exhibits a slow rise from a
comparatively low initial point, which is more realistic and
safer to assess reliability. These features prove the
appropriateness of the proposed model for the present dataset
and its high effectiveness in estimating software reliability.

Case 2: Failure data obtained from IEEE Standard
1633™.-2016

We are testing the model on IEEE Std 1633™-2016
databank of faults that records cumulative faults and
cumulative test hours, but excludes the time it takes place
between failures. A plot of defects against test hours is done.
Among the 29 observations, the initial 21 are utilized during
calibration, and the rest are applied in predictive evaluation
(the last 8). The reliability of models is also checked by
comparing to benchmark TBF values of the dataset, which is
24.9524. From the processed failure data in Table 8, the initial
21 samples from the fault dataset [29] for analysis are selected.
Table 9 provides the estimated values of the model parameters
of the first 21 data points of the faults. The fitting and the
predictive curves, as well as the reliability level, are displayed
in Figures 3 and 4. Table 8 presents the values of the fitting
and predictions, besides other evaluation criteria such as AIC,
BIC, SSE, R?.

As with the previous S-shaped models, the S-shaped
production-front SMs also prove proficient for fitting S-
shaped fault trends, particularly in the early and middle phases
of the trend, but give way in terms of predictive prowess
because of the discerned growth trend in the later segments of
the dataset stream. As compared to the proposed model and Y-
E, which have concave forms of their functional relationships,
the latter demonstrate the greatest ability to depict the above
trend of growth at later periods. While fitting curves for
datasets with mixed S-shaped and growth characteristics, these
models demonstrate better trend description and prediction
accuracy.
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Table 8. The initial 21 samples from the fault dataset [29] for

analysis
Cumulative Cumulative
Testing Time  Cumulative  Testing Time Cumulative
(Usage Faults (Usage Faults
Hours) Hours)
8 1 200 30

24 2 208 32
40 5 216 34
48 7 224 36
64 9 232 40
80 11 240 41
88 12 304 43
152 14 344 44
160 23 360 45
168 24 416 46
192 25

It should be noted based on the figures presented in Table
10 that the values of SSE and R? of the proposed model are
lower than those of other models. It is seen that since the
proposed model has 6 parameters in all, greater than most
models except for H-K-L, one has a less favorable weighted
evaluation index (AIC or BIC) as it represents the tradeoff
between fitting accuracy and model complexity. Nevertheless,
the SSE (prediction) and predictive values show that the
proposed model has a better fault prediction performance.
Moreover, the curves in Figures 3 and 4 further complement
the quantitative result by visually indicating the predictive
performance, which in turn gives an insight into which model
is better.

7.2.2 Practical implications of the comparative results

Even though the numerical comparisons in Tables 6-10
show that the proposed model of NHPP has lower SSE, AIC,
and RMSE values than current models, the improvements
should be placed in the context of the real software
engineering practice. Dependability growth models are widely
employed in software development settings to aid the
decisions regarding the optimal time to release a product, the
amount of testing resources to allocate, and the number of
faults that are left to be fixed during debugging. This is
because the proposed model provides a better fitting accuracy
than traditional SRGMs due to the fact that the model can cater
to the dynamics of fault detection and correction in a more
realistic manner than its traditional counterparts. In real
systems, debugging effort is seldom performed in an ideal
setting of assuming that the error is eliminated or that the error
detection percentage is always high. The proposed model
shows the interaction that happens when software is being
maintained in real life, by introducing the aspects of error
reduction and introduction in the case of debugging.

From a software project management viewpoint, a more
reliable prediction of reliability will allow the development
teams to gain a more accurate estimate of the remaining testing
work and also to minimize exposing the software systems to
unreliable releases. As an example, the more precise the model
is in estimating the cumulative fault discovery process, the
better decisions project managers can make concerning
software release and available resources to conduct more
debugging processes.

In addition, the predictive power that was found to be
enhanced in the IEEE and Tandem datasets indicates that the
hybrid FFANN-COA parameter estimation methodology
increases the stability of the model on various datasets and



testing conditions. This resilience is especially useful in the
modern software system, where the data of failures tends to

have a nonlinear character because of the complicated
debugging interaction and changing testing strategies.

Table 9. Feed-Forward Artificial Neural Network (FFANN) and Crow Optimization (CO) solutions using the initial 21 samples
from the fault dataset [29]

Methods dy D q b a B
FFANN 206.550 0.05843 0.71054 8.4757 x 1074 1.6831 x 1073 1.4673 x 1072
CO 202.440 0.04954 0.82265 7.3646 x 10™* 2.6841 x 1073 1.3562 x 102

Table 10. Simulation of fault data with Feed-Forward Artificial Neural Network (FFANN) and Crow Optimization (CO)
techniques model, fitting, and the proposed prediction of the simulation [29]

Methods
Model FFANN (6{0]
SSE AIC BIC R? SSE AIC BIC R?

G-O0 5.2152 120.5223 102.6789 0.8999 68.0699 38.6963 132.7789 0.8463
D-S 8.9881 115.7840 104.8901 2.5771 206.60 100.3662 134.9901 0.6637
I-S 5.3316 79.3942 106.2345 0.8995 49.5567 34.0305 136.3345 0.8881
H-D 5.2152 118.5223 108.6789 0.7999 68.0699 30.6963 137.7789 0.8463
Y-E 359.8825 69.6157 110.4567 0.8170 238.99 155.7782 120.5567 0.9470
Y-R 359.8825 69.6157 112.6789 0.8170 238.99 155.7782 122.7789 0.9471
Y-I-D1 9.6652 232.1159 114.8901 1.1556 728.04 177.1712 124.9901 0.3433
Y-I-D2 28.9675 191.7257 116.2345 129.2307 187.46 148.6781 126.3345 0.3151
P-N-Z 76.0911 193.4919 118.6789 127.6009 176.34 149.3941 128.7789 0.8054
H-K-L 9.0000 148.2900 120.4567 8.7135 211.57 108.8653 130.5567 0.7759
New Model 4.8074 - 3.8875 100.4567 0.5766 58.6136 24.9021 120.5567 0.2729

Note: SSE: Sum of Squared Errors; AIC: Akaike Information Criterion; BIC: Bayesian Information Criterion; R?: Coefficient of determination.

Hence, the comparison outcomes are not only statistically
significant but also practical since they prove that the
presented model can be used to facilitate more accurate
software quality testing and to make more reasonable
decisions throughout the software development and
maintenance cycle.

The high effectiveness of the proposed hybrid model can be
explained by the ability to represent the nonlinear relationships
involved in the process of software fault detection and
correction. In particular, FFANN has a greater ability to adapt
than COA in that it acquires the underlying patterns through
empirical data via gradient-based optimization. This
information-driven learning allows FFANN to much better
approximate the nonlinear MVF, and to adapt to a wide range
of fault profiles without an explicit search strategy. CO, in its
turn, although a powerful metaheuristic optimizer, is based on
stochastic exploration, sometimes resulting in slower
convergence and poor parameter estimation in the most
nonlinear space.

The improved generalization ability of the model is based
on the addition of an exponential error reduction factor and a
concurrent estimation method that involves FFANN and CO.
This balance between local accuracy and global search in this
hybridization enables the model to predictively stabilize when
the datasets being tested are of different sizes and levels of
noise. Consequently, the proposed model is capable of not
only fitting training data more well but also maintaining
performance stability in predictive missions, and exhibits good
generalization to unknown fault dynamics.

However, several weaknesses should be taken into
consideration. The first configuration of FFANN parameters,
including the network architecture and learning rate, is
sensitive to the model performance, thus could need empirical
adjustment. In addition to this, the COA is more costly to
calculate, with an increase in the dimensionality of the
problem resulting in better global exploration. Lastly, though
the model is effective in benchmark datasets, additional
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validation on the model using large-scale industrial software
systems is required in order to validate its scalability and
robustness in real-world operating settings.

8. LIMITATIONS AND DIRECTIONS FOR FUTURE
RESEARCH

Even though the suggested NHPP-based SRGM has a high
predictive performance and a better-fitting accuracy than a
number of benchmark SRGMs, certain limitations must be
recognized.

To start with, the proposed hybrid estimation framework is
based on the configuration of FFANN, the choice of network
architecture, the learning rate, and training parameters. These
values are the ones that are set empirically by conducting
experimental tests, and in other cases, various data sets or
software systems may have to be fine-tuned to give the best
results. As a result, the parameter estimation process could be
sensitive to the network structure and training startup.

Second, the algorithm is not as practical in global search or
parameter discovery because it is associated with extra
computational expense, namely, its population-based iterative
mechanism is known as CO. The computational complexity of
the algorithm can become very large when the number of
parameters or the size of the dataset is larger. Future
experiments can focus on more effective hybrid optimization
schemes or evolutionary metaheuristic algorithms to decrease
computational time.

Third, even though the proposed model has been tested with
benchmark datasets like the Tandem Computer Company
dataset and the IEEE Std 1633 dataset, the datasets are
controlled testing conditions. Further empirical confirmation
of the large-scale industrial software systems would provide
further empirical support to the generalizability as well as
practical applicability of the model.

The current framework can be further elucidated in future



studies in a number of ways. An option is to pursue the path of
deep learning structures or recurrent neural networks to learn
temporal relationships in software failure data. The other good
direction is the creation of uncertainty-aware reliability
models, which include the use of confidence intervals or
Bayesian estimation for the uncertainty in parameters.
Furthermore, the transfer learning methods could be
applicable to enhance the model generalization, in case only
sparse failure data are present. These extensions would
additionally advance the strength, expansiveness, and sensible
usefulness of NHPP-based reliability increase modeling in
current software development systems.

9. CONCLUSIONS

The study proposes a better SRGM that is based on the
NHPP, which incorporates an exponential error reduction
factor and a hybrid parameter estimation technique to combine
FFANN and COA. The most important contribution is that it
realistically models imperfect error-reduction and error-
introduction processes and error reduction limits that had long
been a limiting factor in the predictive capabilities of
traditional SRGMs. The proposed model showed excellent
performance relative to the current benchmarks in all samples
and data sets, with the lowest values of RMSE, AIC, and SSE.
This high performance confirms its high fitting ability and
prediction power, and its success in capturing the dynamics of
reliability of real-world software. In practice, this work offers
a more trustworthy and adaptive model in which to foresee
failures of software, thereby making the software development
and maintenance processes safer, cheaper, and more
manageable. The proposed hybrid NHPP-FFANN-COA
methodology has successfully overcome the generalization
and sensitivity limitations of earlier models and has made a
substantial contribution to the field of software reliability
engineering, providing a stable base upon which future
research and applications can be formed.
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NOMENCLATURE

T ™R =

q
o)
N()

testing time

mean value function (expected cumulative
faults)

total fault content (upper limit of (m(?)))
initial fault detection rate

initial error-reduction factor (correction
efficiency)

decay coefficient of error-reduction rate
decay constant of fault detection per error
error-introduction coefficient during
debugging

interaction factor for new-error dynamics
cumulative corrected errors

total existing errors (detected + introduced)
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