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Analyzing system logs is essential for cybersecurity, enabling organizations to monitor
system behavior, detect attacks, and support digital forensic investigations. However, with
the expansion of cloud and distributed computing environments, log file integrity has
become increasingly vulnerable to tampering--including modification, deletion,
reordering, and injection of false entries. Existing anomaly detection approaches assume
untampered log inputs and are therefore ineffective against deliberate, adversarial log
manipulation. To address this gap, this paper proposes Transformer and Large Language
Model (TALL)-Detect, a Transformer and Large Language Model (LLM)-Augmented
framework for tamper-evident and explainable secure log analysis. TALL-Detect
combines LLM-based semantic normalization (LLM-Security Risk Classification (SRC)),
Bidirectional Encoder Representations from Transformers (BERT)-based contextual
embedding, temporal behavior modeling, and cross-system correlation analysis. A unified
TamperScore is computed through learned weighted fusion of four anomaly dimensions:
semantic, structural, temporal, and cross-system behavioral inconsistency. A semi-
supervised adaptive learning module (Semi-RALD) enables adaptation to evolving log
patterns with minimal labeled data. TALL-Detect was evaluated on Hadoop Distributed
File System (HDFS) and Blue Gene/L (Supercomputer Log Dataset) (BGL) benchmark
datasets with synthetically injected tampering at multiple rates. Results demonstrate F1-
scores of 0.969 (HDFS) and 0.976 (BGL), with statistically significant improvements over
all baselines (p < 0.01, Wilcoxon test) and low false positive rates (FPR) < 0.03.

1. INTRODUCTION

sequential patterns in log data using sequential models.
DeepLog was the first product to utilise a recurrent neural

Log analysis is one of the most basic and widely used
applications of computer systems for observing how a system
operates, detecting operational problems with the system,
supporting security audits, and helping in digital forensics.
Historical, large-scale studies of log data indicate that system
log files contain detailed information about what happens
during the execution of an application and how it has failed
during the execution of the application, which enables
engineers to understand what has happened with a system and
how to diagnose it [1]. Xu et al. [2] reported that the amount
of log entries created by production systems amounts to
millions of log entries created every day, making manual
inspection impossible and hence requiring automated log
mining methods.

Deep learning methods have been developed to model
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network (RNN) for the purpose of identifying the normal path
of execution for logs and achieved an anomaly detection
accuracy rate greater than 96% on benchmark datasets [1]. The
development of DeepLog established the paradigm of
sequence learning as the predominant method used for log
anomaly detection and demonstrated how effective learning
models can be used in large-scale environments.

With the advancements and developments in relation to
Natural Language Processing (NLP), transformer models are
being utilized for modeling the semantics within log messages.
LogBERT demonstrated how contextual embeddings can
effectively model the semantics of logs and improve detection
performance for previously unseen log patterns, achieving F1-
scores above 98% on common benchmark datasets [3]. Recent
work has refined fine-tuned language models for performing
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log analysis tasks, showing how these models are much more
robust to different types of systems and log file formats and
reduce the need for computing handcrafted features and using
domain-specific rules when building a model's functionality
[4].

While there have been some recent advances in anomaly
detection using learning techniques, almost all current
methods rely on the assumption that the input log files are
unaltered, except in cases where the anomaly detection
systems themselves produce those log files from
untrustworthy input. Current approaches do not support the
detection of those types of manipulations made intentionally
by malicious actors following an incident-by way of deleting,
inserting, reordering, and rewriting events. Thus, these
techniques remain undetected in most anomaly-detection
systems that focus on the detection of anomalies.

From a security viewpoint, numerous techniques exist for
securing logs, including cryptographic audit logs and append-
only storage techniques, among other things, all of which are
mechanisms that can help secure log integrity. The earliest
secure log systems provided strong resistance to tampering
due to their use of cryptographically encrypted chains to
connect each log to the prior log and used a strong level of
protection against direct modification of the log [5].
Additionally, the development of blockchain-based log
auditing allowed for even greater integrity guarantees through
decentralizing the trust in log integrity. However, this also had
the disadvantages of being less efficient in terms of storage
requirements and increased latency [6]. Because structural
integrity is all that is verified using all of these processes, none
can verify how a log or its contents are semantically
inconsistent, have been temporally manipulated, or have
logical contradictions present in the log.

The use of Large Language Models (LLMs) in cyber
security log analysis has recently been studied, and it is clearly
evident from these studies that LLMs are capable of inferring
the context of a log entry by determining how closely it
corresponds with other logs and their content [7]. The
benchmarking studies have further confirmed that LLM-based
approaches exceed the benchmarks established by Deep
Learning models in terms of the understanding and
generalization of logs, with improvements between 5-10%
across multiple datasets [8]. However, LLM-based systems
still focus on the identification of anomalies as well as the
comprehension of the logs, there is currently no unified means
to detect log tampering through semantic, temporal, or cross-
system means.

1.1 Technical novelty

Although efforts, including LogBERT [3], LogFiT [4],
Catalan et al. [9], and LogLLaMA [10], have made strides in
log anomaly detection using transformer architectures and
fine-tuned language models, they indeed suffer from a
common limitation: they assume that the input log data
remains intact without any modification. None of these
systems were designed to detect the purposeful, adversarial
manipulation of log content by malicious insiders or post-
breach attackers. Transformer and Large Language Model
(TALL)-Detect is technically distinct from these existing
systems in the following three respects:

1. Tamper-as-first-class-objective: While LogBERT and
LogFiT detect deviations from normal operational behaviour
(anomalies), TALL-Detect explicitly focuses on adversarial,
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i.e., intentional manipulation of log content, inclusive of
modification, deletion, reordering, and injection attacks. It is a
totally different problem formulation.

2. Multi-dimensional unified TamperScore: TALL-Detect
presents a new weighted fusion score (TamperScore), that
integrates four independent dimensions of detection - semantic
inconsistency, structural deviation, temporal disruption and
cross-system behavioral anomaly into a single probabilistic
measure of tampering likelihood. No other system has ever
issued such a unified score across all four dimensions at once.

3. LLM-based Semantic and Canonical Normalization
module (LLM-SRC) semantic normalization against format-
preserving tampering: To ensure log messages of
heterogeneous formats conform to the same meaning, TALL-
Detect integrates an LLM-SRC. This makes it possible to
detect format-preserving tampering attacks, where an attacker
alters the semantic content of the input while retaining the
structural format, a category of attacks that are completely
missed by template-matching approaches like DeepLog and
LogCluster.

4. Cross-system Grouping and Tamper correlation: TALL-
Detect explicitly models the expected behavioral correlation
between logs across different systems, (i.e., network,
application, and OS level components) and attempts to flag
inconsistencies that can only be explained through collusive
tampering with multiple systems. Such a feature is not present
in all baseline comparisons.

5. Semi-supervised adaptive learning (Semi-RALD):
TALL-Detect employs a pseudo-labeling-based semi-
supervised training stage that enables the detection model to
adapt its parameters to concept drifting in log patterns,
operating over time even when full re-annotation of logs is
infeasible, thus adding applicability towards real-world
operation deployments.

Together, these five contributions position TALL-Detect as
a system that does more than just detect an anomaly; it is
tamper-evident, an important distinction, both technically
novel and practically impactful for cybersecurity forensics.

Because TALL-Detect completely automates the detection,
analysis, and explanation of log tampering events, replacing
manual forensic investigative procedures with an end-to-end
automated pipeline, this study is closely related to the scope of
automated systems research. For contemporary cyber-physical
and distributed automated systems, where the volume,
velocity, and variety of log data make manual inspection
impractical and where the integrity of audit trails is essential
to system reliability, automation of security log auditing is a
crucial capability.

2. KEY CHALLENGES IN SECURE LOG ANALYSIS

The analysis of the findings and limitations results in
several major challenges related to securely analysing logs.

1. Volume and Impracticality of Manual Log Analysis:

Large-scale logging performed by today's information
technology has built enormous volumes of logging that can
only be analyzed through automated methods [1].

2. Trusted and Untampered Log Assumption:

Most log analysis approaches using learning methods
assume log integrity, and therefore will not work on log data
left behind by an intruder after the initial compromise [2].

3. Lack of Detection of Semantic Log Tampering:

Contextual and transformer models cannot detect minor



modifications to the semantic aspect of log data while keeping
a valid syntax [3].

4. Lack of Verification of Temporal Consistency between
Logs:

Recent methods for securing these log files do not provide
verification that logs were created at the same time (due to
timestamp information) or were placed in the proper execution
order (based on execution time). Both of these conditions
allow an attacker to conceal their metrics of attack [4].

5. LLM-based Log Analysis Approach Ignores Adversarial
Tampering:

Recent log analysis techniques developed using Large
Language Models (LLMs) have concentrated on interpretation
rather than explicitly looking for willfully altered log entries
[5].

6. Lack of Correlating Logs Across Multiple Systems:

Current methodologies do not utilize correlation across logs
produced by various Application vendors, Network vendors,
Operating System vendors, Cloud Service providers, and so
forth. This leads to limited detection of attacks that are
performed in coordination across multiple platforms [6].

7. Lack of Explainability for Forensic and Auditing
Analysis:

Most anomaly detection systems generate alerts but do not
provide any logical explanations for their alerting capabilities
to Security Analysts [7].

2.1 The main contributions of TALL-Detect

This paper presents the following contributions through the
TALL-Detect framework in response to the limitations listed
above:

1. The TALL-Detect application is capable of automated
scaled log analysis, and will provide the means to analyse large
log file data originating from current operating systems.
TALL-Detect will be able to scale to large amounts of log data
and therefore, have the scalability required to support the
analysis of these large data sources.

2. TALL-Detect explicitly models the activity of tampering
with logs. TALL-Detect will not rely upon trusted log files as
the basis for determining if a log file has been tampered with.
Instead, TALL-Detect will model the process of modifying,
deleting, reordering, or injecting logs into an entry log.

3. The system uses LLM-based parsing of logs to process
the logs, and also produces a semantic embedding using a
transformer-based approach. The semantic embedding is used
by TALL-Detect to identify changes in the meaning of the log
data.

4. TALL-Detect incorporates time sequences in order to
detect timestamp manipulation and abnormal event ordering.
Therefore, timestamps can be modified in a way that is
recognizable by TALL-Detect so that it will identify that the
timestamps of these logs are unusual and possibly malicious.

5. This research provides an extension of LLM-based
logging analysis methodology by integrating adversarial
awareness pertaining to the detection of tampering with logs.

6. TALL-Detect correlates logs across different systems.
Coordinated tampering with logs on different systems can
result in differing logical inconsistencies. TALL-Detect uses
these differences as a basis for identifying coordinated
tampering on multiple systems.

7. TALL-Detect provides an explainable multi-dimensional
TamperScore. The TamperScore consists of the semantic,
structural, temporal, and cross-system signals and is used by
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forensic investigators to better understand the TamperScore.
Although previous studies provided significant improvements
to log analysis and anomaly detection, they do not provide
comprehensive, explainable and adversarial log tampering
detection capabilities, thus creating the need for the TALL-
Detect framework to be implemented.

3. LITERATURE SURVEY

The analysis of system logs provided the initial means of
automatically detecting abnormal behaviours observed within
a system’s operation. Xu et al. [2] found that large console log
files could be examined and used to detect operational failures
in systems currently in operation and highlighted the role that
both statistical patterns and correlations amongst events
played. Du et al. [1] later expanded on this by developing
DeepLog, a method that uses a recurrent neural network to
learn a system’s normal execution order and identify
anomalies due to deviations from previously observed
sequences. While the early implementations of Deep Learning,
like DeepLog, were successful in detecting system failures, all
methods used during this initial stage were developed with the
assumption that the log file data was complete and accurate.
Then in transitioning away from deep learning to Transformer
(LogBERT) based log analysis methods, semantic modelling
of log messages using contextual log message embeddings to
improve log analysis accuracy in more complicated
environments began [3]. The work of Almodovar et al. [4]
fine-tuning existing pre-trained language models to improve
the adaptability of these models and allow for the
transferability of the knowledge across different systems, has
further improved the performance of log analysis models . The
current use of transformers for log data analysis still suffers
from the same limitations of early approaches and remains
exclusive to the area of identifying anomalous behaviour and
do not account for the manipulation of log files due to an
adversary. The work conducted by Ren et al. [5] using Large
Language Models for cybersecurity-related log file analysis,
has shown that although the level of semantic understanding
has improved, the models are not aware of the potential
tampering of log files created by an adversary.

Recent benchmark studies have evaluated how well large
language models can help analyze logs. In a study by Karlsen
and others, a number of LLMs were evaluated together and
showed good results for parsing and interpreting anomalies in
log data. They did note some difficulties with the high
computational power required to run the models, and the
results did not provide an explanation for the underlying
process [6]. In another study done by Shao and others, they
created an optimized model based on BERT that could provide
greater accuracy and robust performance in detecting log-
based cloud anomalies but was still sensitive to changes in the
format of the log files being analyzed [7]. In addition, Ott and
others developed a transfer learning approach that would allow
their model to transfer to other data sets and become more
robust. However, the model remained dependent on
trustworthy log files as input [8]. Additionally, Catalan and
others created a fine-tuned BERT-based model designed to
detect anomalies in individual logs, while achieving a high
level of accuracy in the operational monitoring of logs, they
lacked any ability to understand if the log was intentionally
altered [9]. Finally, Yang and Harris created LogLLaMA,
using the open-source LLaMA technology to allow their



model to analyze logs with long-range dependencies, but it did
focus on anomaly detection rather than tamper detection [10].

Wang et al.'s [11] InferLog addressed challenges related to
scalability and efficiency by optimizing inference from large
language models (LLMs) through the implementation of
prefix caching techniques. The result was a significant
decrease in latency associated with the use of prefix caching.
However, there was no mention of the inclusion of security-
aware analyses in any form. Landauer et al. [12] provided a
thorough review of the current state of log anomaly detection
methodologies based on deep learning and concluded that the
majority of approaches leverage static and trusted input
sources. In an effort to provide greater interpretability, Brown
et al. [13] emphasized the importance of attention mechanisms
in recurrent neural networks. However, while these techniques
improved the interpretability of scores assigned to anomalies
associated with log entries, they did not provide forensic
insights into log entries, nor did they investigate the efficacy
of these explanations. Shanto et al. [14] examined the ability
of LLMs to automatically generate explanations of console log
files. Although it facilitated the understanding of console logs
by people, this work did not consider adversarial tampering
with generated explanations. Finally, Capuano et al. [15]
provided a survey of various methods of Explainable Artificial
Intelligence (XAI) applied in the field of cybersecurity,
emphasizing the critical need to develop accountability and
transparency within detection systems that provide forensic
evaluations of crime scene evidence.

Recent publications have sought to expand beyond
supervised learning to novel framework types that exist in the
context of recent advances in data science. Wang et al. [16]
introduced a novel semi-supervised paradigm that utilized
uncertainty-aware self-training to mitigate the costs associated
with the supervision process. This method was limited due to
the vulnerability of the model to manipulated or poisoned logs.
In contrast, Chen and Kang [17] utilized heuristically selected
pseudo-labels to augment the anomaly detection ability of
limited data settings, but the authors failed to identify and
account for the effect of semantic manipulation when training
the proposed system. Wu et al. [18] employed a self-
supervised anomaly detection paradigm with explanatory
capabilities, but evaluations of this framework were focused
primarily on operational anomalies rather than cyber-attack

types. Drain [19], a log parsing technique, has been shown to
be highly effective at converting unstructured log files into
structured formats. However, this method is not only highly
reliant on consistent logging formats but also lacks the ability
to preserve semantic content within the log files after parsing.
Liu et al. [20] proposed an improved log parsing solution,
called XDrain. However, while the benefits of XDrain can
improve the accuracy of log parsing, they do not protect
against log tampering.

From a security perspective, the traditional secure logging
method is focused on securing log integrity vs. analyzing log
content. The work of Kent and Souppaya illustrated the best-
practice management of logs and integrity protection through
the implementation of cryptographic protections [21]. The
work of Liu et al. [22] specified a secure audit log server for
use in a forensic investigation, with tamper-resistant attributes
being preserved at the storage layer. Huang discussed a
blockchain method of storing secure logs that ensured
immutability. However, Huang [23] did not analyze either
semantic inconsistencies or temporal inconsistencies. The
research of Zhao et al. [24] extended the blockchain method to
logging in distributed sensing environments, resulting in
improved integrity assurances but incurring a higher
computational requirement. The study of Thomaz et al. [25]
considered enclave-based tamper-proof access control to IoT
clouds that provide system-level protection without addressing
intelligent manipulation detection.

In contrast to these existing approaches, TALL-Detect's
framework combines semantic understanding, temporal
consistency analysis, structural validation, and cross-system
correlation within one learning-based architecture. TALL-
Detect utilizes the combination of LLM-assisted
representation of logs and a multi-dimensional tamper scoring
model, along with explainable logic for detection, overcoming
the limitations and drawbacks of anomaly detection and
integrity-only detection systems. By using TALL-Detect,
organizations can achieve both robust and explainable
detection of adversarial log tampering in modern distributed
environments.

The limitations identified across existing approaches are
summarized in Table 1, which positions TALL-Detect within
the current state of the literature.

Table 1. Literature summary and positioning of TALL-Detect

Method Year Category Primary Goal Key Limitation vs. TALL-Detect
DeepLog [1] 2017 LSTM-based Sequzleltceecgail;(r)lmaly No semantic analysis; assumes log integrity
LogBERT [3] 2021 Transformer Semantic apomaly No tampering detection; no te;mporal Or Cross-system
detection analysis
LogFiT [4] 2024 Fine-tuned LLM Log anotrlrllgilt}llgwa fine- No tamper-specific objective; no explainability
CLogLLM [5] 2024 LLM-based Cyb?;gilar;;y log No cross-system correlation; no adaptive learning
LogLLaMA [10] 2025 LlaMA fine-tune Trar;if(());lqz]e; log No deliberate tampering detection; limited explainability

Console Log

Explainer [14] 2024 LLM + XAl Log interpretation Focuses on explanation only; no tamper detection
. . . Label-efficient . L .
Semi-SSL [16] 2025 Semi-supervised anomaly detection No tampering objective; no cross-system analysis
Hash Chaining . . . Detects only structural violations; blind to semantic
21] 2006 Cryptographic Structural integrity tampering
Blockchain

2019  Distributed ledger Append-only integrity High storage overhead; no semantic or temporal analysis

Logging [23]
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TALL-Detect
(Ours)

Transformer +

2025 LLM fusion

Tamper-evident secure
log analysis

Overcomes prior limitations by enabling semantic,
temporal, and cross-system tamper detection with
explainability

4. PROPOSED METHODOLOGY

This section presents the proposed TALL-Detect
framework (Transformer-Based Augmented Log-Lifecycle
Detection) Framework, which is a multi-dimensional,
explainable, intelligent, and automated method for detecting

log manipulation in heterogeneous computing environments .
The architecture of this framework is detailed from log
acquisition through to preprocessing, to semantic and temporal
modeling, to analysis, to final decision making. This
architecture will be described in detail here. The full workflow
of the TALL-Detect Framework is depicted in Figure 1.

Decision &
Reasoning Zone

L Weighted Fusion &
TamperScore

Multi-score fusion
TamperScore computation

al
Decision &
Response

Alerts
Dashboard

Mormal / Suspicious / Tampered

Audit & forensic support

Log Acquisition & Ingestion TALL-Detect Core Detection Engine
Heterogeneous Log Sources . .
g - ? Preprocessing & Context Enrichment
( = 1 Reqgex-based parsing
= System Logs Noise & token removal
. ~ Template extraction = Time alignment « Context enrichment
's A
;55";5 Network Logs v
. S
( 0 et 3 )] LLM-SRC Log Normalization
Applicaion Logs Canonical normalization * Semantic normalization using LLM
p: S| Meaning preservation » Format unification
@ cloud Logs
. S
'd N v
) 10T Logs Embedding Generation
\ S . [ en [N|
! Semantic ! Structural ) Temporal
v embeddings embeddings embeddings
{LogFiT) {LogLLM)
Y Y <
Log Collection & Ingestion
Agents Multi-Dimensional Anomaly Detection
Streaming ingestian Semantic anomaly detection (ADALOG)
Batch ingestion Temporal behavior modeling » Cross-system correlation

SEMI-RALD Feedback

Figure 1. Architecture diagram of the proposed TALL-Detect framework

As shown in Figure 1, the TALL-Detect architecture
consists of several major components that include collecting,
pre-processing, normalizing, detecting, and generating an
overall decision from the collected log data to identify overt
and subtle log irregularities caused by adversaries.

4.1 Overview of the proposed framework

The proposed TALL-Detect framework’s complete block
diagram is demonstrated in Figure 1. It depicts the interaction
of the various processing stages of the detection of log
tampering. The proposed TALL-Detect framework was
developed to process logs from various heterogeneous sources
such as system logs, network logs, application logs, cloud
service logs, and Internet of Things (IoT) infrastructure logs.
These logs are processed in multistaged pipelines, passing
through various stages of normalising, semantic modelling,
anomaly detection, and decisioning.

4.1.1 Brief description of the proposed approach

The proposed TALL-Detect framework operates as a
multistaged pipeline that extracts actionable security decisions
from a source of raw log data. Raw log data, when generated
by a variety of different systems, will first be pre-processed to
remove any malformed information such as broken data.
Subsequently, after the logs have been pre-processed, they will
be represented in a manner that will allow them to be
understood semantically and temporally. These semantically
and temporally encoded versions of the logs will then be
analysed for the purposes of developing and deriving a
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common TamperScore, which defines the potential for log
manipulation, the tamper decision is then forwarded on to the
alerting and visualisation systems to support operational and
forensic activities.

The proposed framework uses a multi-dimensional analysis
strategy rather than relying solely on a single-type anomaly
signal like traditional methods [26]. A multi-dimensional
approach provides a higher degree of robustness against
sophisticated forms of adversarial behavior when analyzing
log files. The framework, TALL-Detect, evaluates log files
using the combined analyses of its semantic consistency,
structural patterns, temporal behaviors and cross-system
correlations. The basis of this choice is derived from the fact
that although an adversary may alter some characteristics of
log files, they may also keep specific nuances intact. Therefore,
by utilizing multiple perspectives [27] that complement each
other, TALL-Detect is less likely to fail to detect stealthy
activities classified as tampering, which typically go
undetected with other methods of analyzing log files that
utilize only one-dimensional anomaly detection.

The output generated from TALL-Detect is a unified
TamperScore, which quantifies how confident the system is
with respect to log file tampering. The TamperScore assigned
to each entry or series of entries allows TALL-Detect to notify
security analysts of the existence of log entries that illustrate
malicious activity, as well as provide analytical summaries to
help expedite the identification of potentially suspicious
activity. Additionally, TALL-Detect assists in providing
forensic information about how the log file tampering
occurred and recommending potential sources of such activity.



Therefore, the TALL-Detect framework may be utilized for
real-time security monitoring, security audit support, and post-
incident investigation analyses.

Log Tampering Types

1) Log Modification Attack: Modifying the contents of a log
entry to hide malicious behavior is called Log Modification.
Malicious actors may modify existing log entries with
erroneous codes, user IDs, or status messages.

2) Log Deletion Attack: Log Deletion means removing an
important entry from a log so it is no longer available, and to
hide the fact that a malicious attack occurred.

3) Log Reordering Attack: Reordering the entries in a log or

LOG MODIFICATION ATTACK
Original L +
E r|tg|na 9 Attacker Action
ntr I
¥ (Modification)
2024-91-10 N
19:32:11 —_— nauthorized valuwe —
manipulation

User=admin .
User field altered

Action=login
Status modified

Status=FAILED
LOG DELETION ATTACK
. Attacker Action
Jl Original Log Sequence .
(Deletion)

18:32:1@ Login Attempt

L. Critical log entry
18:32:11 Privilege ? i

K removed
Ezcalation o .
Privilege escalation

hidden

18:32:12 File Access

LOG REORDERING ATTACK

Original Event ;
C] 9 ~ Attacker Action
Order (9 :
(Reordering)
1. Authentication
o Log sequence altered
2. Authorization
Events rearranged
3. Resource Access

LOG INJECTION ATTACK

Attacker Action
(Injection)

(3 original Logs

User login events
System configuration Fake log entry inserted

logs Mimics legitimate format

shuffling them disrupts the chronological order of events.
Confusion can arise when events that normally would appear
in a straight sequence now appear out of order.

4) Log Injection Attack: Log Injection or Log Forgery is
when a malicious actor has created a log entry in order to
deceive investigators into thinking they are legitimate.

Traditional Digital Signatures and Hash chains only detect
that the log file has been altered; they are unable to determine
whether semantic meaning has changed, create temporal
inconsistencies, or verify cross-system contradictions. TALL-
Detect is developed to address this gap in detection systems.

Figure 2 illustrates the four main types of attacks we
commonly observe in the world today regarding log tampering.

Tampered Log

(© Detection Output
Entry
Semantic inconsistency detected
2624-81-18 18:32:11 . .
— Meaning altered without structural
User=system
. . change
Action=login

Attack classified: Log Medification
Status=SUCCESS

(O Detection Output
© Tampered Logs

Timeline discontinuity
3 18:32:18 Login 3 detected
Attempt Missing event inferred

18:32:12 File Access Attack classified: Log

Deletion

A Tampered Logs (© Detection Output

Temporal inconsistency detected
1. Resource Access —

2. Authentication

Causal order violation
Attack classified: Log

3. Authorization i
Reordering

o Injected Log
Entry

(© Detection Output

Context mismatch detected
— No corresponding system action

Attack classified: Log

User=backup_admin
Action=config_change

Status=AUTHORIZED Injection

Figure 2. Four types of log tampering attacks: (a) Modification, (b) Deletion, (c) Reordering, (d) Injection

4.1.2 Log tampering threat model and problem definition

Log Tampering Detection (LTD) aims to establish whether
or not an entry or sequence of log entries has been maliciously
altered by a third party. TALL-Detect is unique from other
traditional methods of log integrity verification in that it
attempts to analyze and identify how and why log entries have
been tampered with, rather than just if they have.

Using the raw log data as follows:

L= {11, 12, 13, ‘e "11’1}
Each entry in L represents a log entry.

After processing, each log entry becomes an embedded and
structured format, which will provide:

E ={e, ez es,...,en}

Along with embedding the log entries, TALL-Detect
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assigns a label (Normal or Tampered) at the log entry or log
window level.

4.2 Log collection and ingestion layer

The log collection and ingestion layer of TALL-Detect is
the base of the TALL-Detect Framework. This layer
continuously aggregates log information from many diverse
and different sources located across the computing
environment. Each of the levels of the modern infrastructure
generates log files in multiple locations, and analyzing only
one source of logs will give a very limited view of the state of
the system. TALL-Detect is designed to collect log files from
multiple sources, including system logs, network logs,
application logs, cloud service logs, and IoT device logs so
that complete visibility is achieved into operational and
security events that affect the system.

System logs contain the low-level activities that occur on a
computer - for example, Executing a process, logging into a
user account, accessing files, and kernel error logs. Network
logs contain information about how packets flow through the
network, What were the connection attempts? What decision
was made to block or allow a connection? What intrusion
detection alerts were raised? Application Logs provide the
application - based information on the actions users have taken,
errors they encountered, and services they interacted with.
Cloud Logs are logged from platforms such as virtual
machines, containers, orchestration platforms, managed
services, all of which demonstrate elastic, distributed
execution behavior. IoT devices produce logs that include:
sensor readings, updated status, communication events with
edge devices. The aggregation of these heterogeneous log files
allows TALL-Detect to correlate the activities across multiple
levels of the computing environment and detect
inconsistencies that could suggest Tampering.

To collect logs, lightweight agents and collectors are
installed at each individual log source, with log records being
securely transmitted from other log sources to a central
ingestion point. The ingestion layer aggregates all logs into a
single pipeline. The ingestion process supports the ability to
ingest logs in either streaming or batch mode so that enabling
real-time activity monitoring and analyze historical log events
[2]. Streaming log ingestion helps detect suspicious behavior
in near real time, while batch log ingestion supports in-depth
forensic investigations. By centralizing the ingestion process,
logs are always managed consistently irrespective of where
they are coming from and allow the TALL-Detect solution to
be scaled out to distributed environments as needed.

Heterogeneous log collection is crucial when it comes to
detecting tampering. Attackers will frequently only alter or
delete specific logs related to their malicious actions, meaning
if a log source isn't present when doing an analysis, there may
be inconsistencies across other log sources, diminishing the
overall reliability of any subsequent forensic analysis
conducted. By combining logs collected from all of the major
components, the TALL-Detect solution provides fewer gaps in
information, increasing the ability of TALL-Detect to detect
adversarial actions.

4.3 Preprocessing and log normalization
Raw logs obtained from various heterogeneous sources are

termed noisy, unstructured, and inconsistent due to their noise,
lack of meaningful information, and inconsistent formats [12].
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This makes the log files unsuitable for performing semantic
analysis without going through the preprocessing and
normalization phase of the TALL-Detect system, which
transforms the raw logs into a clean, structured, and
semantically meaningful format while retaining the essential
elements necessary for detecting any tampering.

4.3.1 Regex-based parsing and noise removal

The transformation from the raw logs collected from
heterogeneous sources to the structured and semantically
meaningful versions is accomplished during the parsing phase
of the TALL-Detect system, which uses regular expression-
based parsing techniques to find and extract relevant
components from the raw logs. Parsing the logs using regex
allows for a flexible way to process various log formats and
separate the invariant message structure from the variable
message components. During the parsing process, any tokens
that were considered noisy or non-informative were
systematically removed in order to reduce the likelihood of
introducing misleading representations into the downstream
semantic models.

Dynamic tokens such as timestamps, process ids, session ids,
memory addresses, and various forms of random numerical
tokens were either eliminated or replaced with standardized
placeholders during the parsing phase [19]. These dynamic
tokens are typically expected to change from log entry to log
entry, but they do not carry any semantic meaning. Keeping
these dynamic tokens introduces artificial variability into the
log messages, which is likely to skew the contributed semantic
embeddings and lead to the generation of false-positive
anomaly signals. Once the tokens were cleaned, the content of
the remaining log message was used to create log templates,
which are indicative of the stable structural pattern of log
messages for each log subtype. The process for extracting the
log templates adhered to pre-established principles for
extracting log templates and did not make any assumptions
based on the specific characteristics of the collection dataset
[19].

4.3.2 Representative log sampling and time alignment

Processing all log entries is computationally costly, often
serving no beneficial purpose, because of the volume and
redundancy of log data [2]. TALL-Detect uses log sampling
that is representative to reduce the overall volume of data
while maintaining key behavior patterns. The sampling
technique removes duplicate log entries that repeat the same
operational information. The effectiveness of the sampling
technique creates an efficient way to work with log entries
without compromising the ability to detect malicious activity.

In systems that are distributed, log entries are created
asynchronously by multiple systems, resulting in logs that are
misaligned in time. As a result, TALL-Detect employs time
alignment methods to align log entries from different systems
using normalized timestamps. Accurate time alignment
between logs from different systems is necessary to
reconstruct the execution sequences used in each system and
detect any abnormal event orders [28]. Allowing for proper
time alignment prevents attackers from exploiting time
discrepancies between systems to conceal their reordering
attack, where their malicious activities look legitimate because
of misconfigured time differences between systems. Through
aligning logs across multiple systems, TALL-Detect improves
the ability to perform temporal analysis in a consistent manner,
enhancing the ability to resist reordering attacks.



4.3.3 Context enrichment

To help the TALL framework identify meaningful segments
within data logs, the TALL-Detect software adds extra
contextual data to each log entry through context enrichment.
Context enrichment adds detail about the log entry, such as the
identity of the host where the log was created, the service name
associated with that log, the type of component that created the
log, the execution environment of that component, and the
operational context of that log entry. This extra detail provides
essential background information that is often missing from
the raw log messages.

The contextual information also makes it possible for the
detection framework to differentiate between log messages
that look exactly the same but are generated by different
components or services. For example, the same error message
generated by two different hosts or two different services can
have entirely different security implications. Incorporating
context into the identification process makes it possible for the
semantic embeddings to be more discriminating and resilient,
which means that the identification process will more
accurately detect attempts to tamper with a data log. Because
raw logs lack this critical information, they cannot be
effectively analyzed because there is no understanding of the
environment in which an event occurred.

4.4 Dataset utilization

In order to assess the efficiency of the proposed TALL-
Detect framework, this study performs tests using well-known
benchmark datasets, specifically the Hadoop Distributed File
System (HDFS) dataset and the BGL (Blue Gene/L) dataset.
These are two widely used datasets in log anomaly detection
research because they provide authentic log data obtained
from large-scale systems under normal operation as well as
under several types of failure, and an estimate of the
occurrence of those types of failures.

The HDFS dataset is an example of logs produced by a
distributed file system environment that demonstrate both
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normal operational behavior and system failure signatures.
The BGL dataset is an example of logs produced from a
supercomputing environment and therefore contains logs that
show types of failures such as hardware malfunctions,
software crashes and abnormal activity in the system. The
authentic nature of the log data in these two benchmark
datasets provides the researcher with a realistic setting for
evaluating the proposed log analysis model and allows for
proper comparisons among log analysis models.

4.5 LLM-based Semantic and Canonical Normalization
module log normalization module

4.5.1 Semantic and Canonical Normalization

The LLM-SRC Normalization Module within TALL-
Detect processes raw logs into a canonical and semantically
normalized form through two complementary normalization
pipelines. Canonical formatting is a way to format log
messages and provides a standard way to express similar logs
on different systems or formats, and Simplified Log Messages
will have less variance in structure compared to their original
source's Log Messages.

This process will ensure that all equivalent log events are
formatted consistently across all systems and formats.

Using a Large Language Model, Semantic Normalization
ensures the intent and meaning of logs are preserved, while
still allowing us to disregard the superficial differences
between them [28]. Rather than focusing solely on the
individual tokens used, the LLM can capture the complete
semantic context of the log message.

The prompt engineering and Large Language Models (LLM)
semantic parsing process transforms unstructured logs to
semantically normalized and canonical JSON representations,
as shown in Figure 3, thereby maintaining the meaning of the
logs but enforcing a consistent structure for enhanced
detection of semantically and/or format preserving log
tampering attacks.
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Figure 3. Large Language Model (LLM)-based log parsing and semantic normalization pipeline

The use of JSON Structure Preserves the Semantic Meaning
of the Original Log [5], and creates the canonical consistency
Required by TALL-Detect for the Processing of Embedded
Hash Generations and for Robust Detection of Format-and-
Semantic Log Tampering.

This provides a less rigid structure to log formatting and
increases the ability to generalize log formats across a wide
variety of heterogeneous environments. The role of the LLM
in TALL-Detect is limited to the semantic representation
function of the log. This means that the internal model of the
LLM is not available for viewing or modification by the LLM:s,
nor are the mechanisms used to train the LLM modifiable by
TALL-Detect.

Thus, the LLM-SRC module does a great job of preserving
meaning, while still enforcing consistency across multiple
formats of the same data type. It also provides a way to
perform reliable downstream analysis because of the preserved
meaning. Finally, it adds additional resiliency to TALL-Detect
against Format-preserving Tampering attacks.

4.6 Embedding generation module

The embedding generation module is at the core of the
TALL-Detect Framework, as it converts normalized and
enriched contextualized log entries into numerical vectors that
represent the patterns of log entry behaviour. The embedding
generation module does not use handcrafted feature generation
methods, as is commonly done in log analytics; instead, it
generates dense embeddings that capture the semantic
meaning, structural characteristics and temporal behaviour of
alog event [4].

The dense embeddings served as the basis for the multi-
dimensional anomaly and manipulation detection conducted in
the subsequent phase.

In order to provide a more complete representation of logs,
TALL-Detect has a number of different embedding techniques,
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each representing a different aspect of log behaviour,
semantics capture log message meanings, structure captures
the consistency of the log formats, and timing/sequence
captures the sequencing of the execution of log messages. The
combination of these complementary representations allows
the TALL-Detect framework to more effectively detect subtle
and malicious log manipulations that otherwise would have
gone undetected using a single feature space.

4.6.1 Semantic, structural and temporal embeddings

Semantic Embeddings are derived from the LogFiT-based
representation of log messages after their semantic
normalization and canonical representation. Semantic
Embeddings encode the meaning of a log message as a point
in a high-dimensional vector space point of reference within a
log message in relation to how it reflects the behaviour of a
system. Log messages containing similar semantics will be
near each other within an embedding space. Therefore, normal
Log messages will form close packing to each other, and those
Log messages that are semantically manipulated, or
completely fabricated, will be located further from those
normal Log messages.

Contextual and Structural Representation is performed by
Logl.LM-based representation, used to create Log messages
that retain the semantic context and the structural consistency
of Log messages, as well as the differences within templates
and the use of parameters and contextual relationships among
different components of a system. Any inconsistencies in the
structural representation of Log messages due to modification
or injection attacks will be shown as a deviation from this
representation, even though the Log message itself appears to
have been formatted correctly.

The sequential behavior of the log events can be represented
using temporal embeddings [29]. The temporal embedding
also includes the ordering of events, the frequency of
executing events, and the delay time between two consecutive



logs execution time. Normal execution order and the time
frame for logs execution will create a profile. If a log has been
deleted, reordered, or if an artificial delay is injected into the
log execution timeline, the Temporal Embedding model will
identify that event as having a temporal anomaly. Temporal
embeddings are especially useful in the situation where the
log/events are being attacked by altering timestamps (or the
order of events), to hide evidence that the actions were
malicious.

To fuse the output across the four embedding spaces,
TALL-Detect uses a weighted fusion approach to compute a
tamper likelihood Score for an input log (1;).

The weighted fusion allows for subtle tampering hints to be
considered jointly by all four embedding dimensions. No
single dimension can dominate the decision-making process.

1. Semantic Inconsistency Score Eq. (1)

The semantic inconsistency score measures deviation in the
meaning of a log entry compared to normal log behavior using
embedding distance.

Ssemyty) = 1 — cos(e;, ) (1)
where, e; denotes the semantic embedding of log entry [; and
u represents the centroid of embeddings learned from normal
log behavior. A higher semantic inconsistency score indicates
a stronger deviation in meaning and a higher likelihood of
tampering.

2. Structural Deviation Score Eq. (2)

Structural deviation captures anomalies in log templates,
fields, or formats that may arise due to unauthorized
modification or injection of log entries.

S{struct}(li)
_ {1, if template mismatch detected

0, otherwise

2

This score identifies unexpected structural changes in log
entries, which are indicative of potential tampering attempts
such as log modification or forgery [12].

3. Temporal Disruption Score Eq. (3)
Temporal disruption detects unexpected changes in log
execution order or abnormal timing gaps between log events.

| t;— & |
max(t)

S{temp}(li) = 3)

Due to the discrepancies between t; (the actual log
timestamp) and f, (the estimated log timestamp based on
learned execution sequences), it can be stated that greater
discrepancies will reflect greater time inconsistency.

4. Cross-System Behavior Score Eq. (4)

Cross-system behavioral analysis identifies inconsistencies
across correlated systems by examining deviations from
expected inter-system event relationships [29].

ICL' n C{‘ref}l

4
|C{ref}| ( )

Stesyap = 1—
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where, c; denotes correlated events from other systems for log
entry l;, and cg..r} represents the expected set of correlated
events. Lower overlap values indicate higher behavioral
inconsistency.

5. Final TamperScore Eq. (5)

The results of the four modules listed above are calculated
together to form a single TamperScore using weights that were
learned.

The TamperScore is computed as shown in Eq. (5).

TamperScore(l;) = Wi Sisemyy) + WaStserueyap) + 5)
W3S(temp)(t) T WaStesb}1y)

where, wy; +wy, +wz +w, = 1.

The weights control the contribution of each detection
dimension and are learned during training to optimize
detection performance. Weighted fusion is needed to achieve
an even detection performance across all log sources while at
the same time prevent attackers who attempt to evade
detection by manipulating only one area of log data.

TALL-Detect's primary detection function relies on a
weighted fusion anomaly scoring methodology as shown in
Figure 4.

-, Semantic Score \

B \
(Siem) \
S —— ‘\
\
i) Stnucuzal Score %o Fusion Block Output
(Ss)
S ‘," Weighted Score Aggregation Universal TamperScore
" Temporal Score ‘." UTS = aSian t St + 1Siemp * (UTS)
g (Stemp) .‘I Sz [0-1 Tampering Probability]
o [
|

Cross-System Score
~ (S

Figure 4. Weighted fusion TamperScore computation
process

The weights control the contribution of each detection
dimension and are learned during training to optimize
detection performance.

The more tampered log entries have a higher TamperScore
and therefore are more likely to have been tampered. The
TALL-Detect system creates a unified score based on
combining four types of anomalies: semantic inconsistencies,
structural deviations, temporal disruptions and cross-system
behavioral anomalies. This allows for the detection of explicit
and implicit log tampering attacks not found in earlier methods.

Unlike older methods based solely on
cryptographic/Hashing integrity verification methods, the
proposed scoring mechanism allows probabilistic reasoning
on the log trust window and is less susceptible to more
advanced manipulation methods used by adversaries.

4.6.2 TamperScore weight learning: Training procedure

The weights w1, w2, ws and wa in Eq. (5) are not assigned
manually but rather learned through supervised end-to-end
training on labeled log samples that include both normal and
tampered entries. The training process is outlined as follows.

Supervision type: The training phase for the weights
employs binary supervised labels (y; € {0(Normal),
1(Tampered)}) at the level of log entries, where a ground-truth
label y; is assigned to each log entry 1. These labels are from



the tampering injection process outlined in Section 5.1, which
involves synthetically injecting known tampering attacks into
the HDFS and BGL benchmark datasets.

Loss function: The weights are updated as shown in Eq. (6)
by minimizing the Binary Cross-Entropy (BCE) loss between
the predicted TamperScore and its ground-truth binary label:

Aw) =—(1/N) Zi [yi log(o(TamperScore(l"))) + (1 — 6)
yi) log(1 — o(TamperScore(1')))]

where, o(-) is the sigmoid activation to scale TamperScore
between [0,1] and N being the number of training samples.
Optimization: Adam optimizer, learning rate is set to 1 x 1073,
B1=0.9, B2 = 0.999 and weight decay of 1 x 10~* Trained in
mini-batches of size 64 for at most 50 epochs.

Overfitting control: We apply three different regularization
techniques to avoid overfitting. The first is L2 weight
regularization (A = 1 x 107%), i.e., it adds a penalty term to the
weight vector w = [w1, W2, Ws, wa]. Second, early stopping with
patience of 5 epochs is applied based on validation loss which
is computed from a held-out 20% split of the training data.
Third, the constraint that wi + w2 + ws + wa = 1 is realized
using a softmax normalization of the weight vector before
computing TamperScore so that {wi, w2, ws, wa} can be
interpreted as learned weights representing a valid convex
combination of the four component scores.

Trained weights: The converged weight values on the
HDEFS dataset (after training) were w1 = 0.34 (semantic), w2 =
0.22 (structural), ws = 0.28 (temporal), and wa = 0.16 (cross-
system), which indicate that semantic and temporal signals add
more value in detecting tamper attempts, particularly within
distributed file system logs, than do structural and cross-
system signals The converged values were w1 = 0.31, w2 =
0.25, w3 =0.30 and wa = 0.14 in the BGL dataset.

4.7 Multi-dimensional anomaly detection

The proposed model generates embedded representations of
the logs for each log source [30], followed by multi-
dimensional anomaly detection using the generated
embeddings by analyzing the differences in semantics,
temporal, and cross-system comparisons. At the anomaly
detection stage, the main focus is on discovering
inconsistencies that indicate log tampering rather than
detecting failures in the system overall. Each of the anomaly
detection components works on its own embedding space &
the outputs are combined with the TamperScore metric after
they have been produced.

4.7.1 Semantic anomaly detection (ADALOG)

A distance-based similarity analysis is employed to detect
semantic anomalies in the environment through the ADALOG
process [9]. For this approach, TALL-Detect identifies the
similarities between the embeddings of the incoming log
entries and previously defined normal behaviors. As such, ifa
new log entry has a very high degree of similarity to the work
completed historically classified as normal logs, then it is
classified as being benign; however, if it has a significantly
greater semantic distance than that of the predefined threshold,
it is flagged as potentially suspicious.

Simply put, a log message within its norm will reside closer
to the predefined normal cluster centroid than a log message
that may have been tampered with will reside further from the
norm cluster centroid due to the small changes that have been
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made to the semantic meanings of the content. This approach
is very effective in covering both modification and injection
attacks, where adversaries attempt to modify the logs while
still maintaining valid syntax.

4.7.2 Temporal behavior modelling

Temporal Behavior Modeling dissects the timing, order,
and consistency of log sequence behaviour. In doing so, it
determines if events occur in the expected order, and at the
expected times (gaps), or whether an event has been omitted,
or re-ordered. If there are unexpected time gaps, an omitted
event, or an event re-ordered, logs may have been altered
maliciously in some way.

Attackers often use timing information to conceal the fact
that they have intruded [31]. Examples include deleting the
logs of their activities while they are being executed and
altering the time of the activity to create a new log. By learning
the normal timing patterns of an organization, TALL-Detect is
able to detect these inaccuracies even if each individual log
message appears to be correct.

4.7.3 Cross-system correlation analysis

Cross-system correlation is the process of examining the
correlation of logs generated by different systems and types of
systems such as Network devices, applications and Operating
systems. When systems behave as expected they will generally
generate correlated information across multiple levels of
systems. On the other hand, when any tampering or abnormal
behaviour has occurred, this will normally result in some
degree of inconsistency between logs from each system.

For instance, if a Network Event occurs without any
corresponding event occurring at the Application Level it
could suggest that an application has deleted its own logs or
that the logs have been tampered with or altered in some way.
The framework is able to investigate all of the logs generated
from different systems, thereby identifying any discrepancies
between them as a means of identifying any collusive
tampering activity occurring within distributed systems.

Cross-System Behavioral Model

The Cross-System Behavioral Score described in Eq. (4)
assesses the amount of deviation from an expected correlated
event set ¢; for the current log entry 1; versus the reference
correlated event set ¢c_ref. The reference set is initially built
during the training process by calculating all co-occurring
events of event types e € vocabulary across all correlated
systems over a configurable time period t (with t= 60 seconds
as default). In doing so, a behavioral co-occurrence matrix M
of size M € RA([V|x|V]) is created, where MJa][b] is the
calculated likelihood that an event b occurs in a correlated
system within t seconds of event a.

When processing incoming log entries I; with an event type
of e and an expected correlated events set of ¢ ref = {b :
MJei][b] > a} for o = 0.3 as a co-occurrence probability
threshold, S_csb(li) =1 - (|ci N ¢_ref] / |c_ref]).

Thus, if S csb(li)= 1, then the event does not have any
expected correlated events (maximum  behavioral
inconsistency), whereas if S_csb(l;) = 0, then the event has
been consistently corroborated with other correlated systems.

To demonstrate the transferability of cross-system
generalization, a transfer experiment was run to develop
TALL-Detect's cross-system module on data from HDFS,
using it later on logs from BGL without performing a fine-
tuning. Running the cross-system module alone resulted in an




F1 = 0.71, demonstrating that the co-occurrence model
captures system-agnostic behavioural patterns that are able to
generalize across log domains. When applying the complete
TALL-Detect model, including the four dimensions, to this
cross-dataset setting produced an F1 of 0.88, demonstrating
that multi-dimensional fusion can compensate for a domain
shift of the cross-system component.

4.8 Tamper analysis and attack modeling

The framework proposed will address the issues created by
adversarial log tampering attacks, and how these attacks affect
current forensic analysis capabilities. This module translates
all observed anomalies to appropriate interpretations of log
tampering to support both forensic investigations, as well as
the response to security incidents.

4.8.1 Types of log tampering attacks

The four types of log attacks that TALL-Detect addresses
Log Modification, Log Deletion, Log Reordering, and Log
Injection are formally defined in Section 4.1.1. This section is
dedicated to the discussion of how the Tamper Analysis
module maps multi-dimensional anomalies to specific types of
attacks and produces forensic-grade attack interpretations that
can be used in response to attacks.

When the TamperScore is greater than the threshold value
0, as defined in Section 5.1.2, the Tamper Analysis module
identifies the specific combination of anomaly dimensionality
that caused the alert and maps it to the likely type of attack.
For example, if S temp is high and S_sem is low, it is likely a
Reordering attack. If S_sem is high and S_struct =1, it is likely
a Log Modification or Log Injection attack. This allows
security analysts to determine the root cause of an attack and
prioritize their forensic investigation based on the likely type
of attack vector.

4.9 Audit, integrity and decision module

The audit and decisions module collects all of the tamper
signals from all of the detection components into one location
and performs the final verification that will trigger an alert.
The Integrity checks compare the information to itself at more
than one detection level for multiple confirmation points,
while Audit verification checks ensure that the anomalies
detected correlate with valid and actual security incidents.

The TALL-Detect framework will assist organizations in
identifying the extent of manipulated logs. The TALL-Detect
framework relies on empirical methods to continually train
through usage of pseudo labels, which are generated by
determining the amount of confidence score of models,
through the review of log entries being examined by security
analysts who have access to the dashboard.

4.10 Semi-supervised learning (SEMI-RALD)

4.10.1 Motivation and problem formulation

It is uncommon to have a real life log monitoring
environment that has a completely labeled data set. To
properly label every log entry as either normal or tampered
requires much in the way of domain knowledge and is too
expensive for large systems to accomplish. Additionally, the
statistical nature of logs changes over time due to software
changes, configuration changes, and changing workload,
which creates concept drift, and leads to poor performance
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from static detection models that have not been periodically
retrained.

The Semi-RALD System addresses both of the above
problems by combining a small number of logs that are labeled
as L labeled with a very large number of logs that are not
labeled as L_unlabeled in order to create a new model using a
pseudo-labeling based approach that will continue to update
the TALL-Detect model as new log data comes in.

Let L labeled = {(l;, yi)} fori=1..M, where M < <N, and
L unlabeled = {l;} for j = M + 1..N. The goal of the Semi-
RALD system is to use L_unlabeled in order to improve the
model that was created from L_labeled without any additional
human annotation.

4.10.2 Pseudo-labeling algorithm

The Semi-RALD pseudo-labeling process has multiple
stages, where each stage represents an iteration.

Step 1. Initial Training: A TALL-Detect classifier is trained
using the labeled data set L labeled through the supervised
method specified in Section 4.6.2.

Step 2. Selection of Confident Predictions: The trained
model is applied to L unlabeled. For each entry within the
unlabeled log, 1 j, the TamperScore is calculated, and a
corresponding confidence estimate is then calculated using the
formula: conf(l j) = |TamperScore(l j) - 0.5] * 2, or the
normalized distance from the decision boundary. All entries
that have a confidence greater than y (where y = 0.85) are
classified as high-confidence pseudo-labeled samples and
saved for the next phase.

Step 3. Pseudo-Label Assignment: All of the high-
confidence entries have their pseudo-label designated as ¥ j =
1 if TamperScore(l_j) > 6*; otherwise, ¥ j=0.

Step 4. Model Update: TALL-Detect is retrained using a
larger sample data set, which consists of the existing labeled
sample and any unlabeled samples that have been assigned a
pseudo-label, L labeled U {(L j, ¥ j): conf(l j) > v}. A low
learning rate (Ir = 1 x 107) is utilized for 10 fine-tuning epochs.

Step 5. Repeating: Step 2 is called using the refined model.
The previous four steps are repeated for a total of five
iterations or until under 1% of the previously unlabeled entries
have pseudo-labels assigned.

The full flow of the TALL-Detect framework is outlined in
Algorithm 1. This algorithm depicts the entire flow from log
collection (raw logs) through the generation of the tampering
decision and explanation.

Algorithm 1: Pseudocode of the TALL-Detect Log
Tampering Detection
1: begin
: Input raw log dataset L from multiple systems
: for each log entry li € L do

Clean and preprocess li

Replace variable fields with placeholders

li norm « LLM-based log normalization(li)
end for
: for each normalized log li_norm do
9: e _sem « SemanticEmbedding(li_norm)

PRINEDD

10: e_struct «— StructuralEmbedding(li_norm)
11: e _temp « TemporalEmbedding(li_norm)
12: e cross «— CrossSystemEmbedding(li_norm)
13: S _sem « SemanticDeviation(e_sem)

14: S _struct «— StructuralDeviation(e_struct)

15: S _temp «— TemporalDeviation(e temp)

16: S cross « CrossSystemDeviation(e cross)




17: TamperScore <« wl-S sem + w2-S struct +
w3-S_temp +w4-S_cross

18: if TamperScore > 6 then

19:  Label li_norm as Tampered

20:  Generate explanation using LLM
21: else

22: Label li norm as Normal

23: endif

24: end for

25: Output tampering alerts and structured results
26: end

signed-rank test to verify statistical significance. The results of
the test showed that TALL-Detect's improvements are
statistically significant (p < 0.01) and not due to random seed
fluctuation (p = 0.008 on HDFS and p = 0.007 on BGL). For
HDFS and BGL, the 95% confidence intervals for F1-score are
[0.961, 0.977] and [0.970, 0.982], respectively.

Table 2. Overall detection performance of TALL-Detect
(mean =+ std over 5 independent runs, seeds: {42, 123, 256,

As indicated in Algorithm 1, the TALL-Detect framework
merges all four kinds of analysis (semantic, structural,
temporal, and cross-system) to give it the ability to compute a
single TamperScore, which is then used to effectively detect
log tampering, support adaptive learning and produce an
explanation for the detection.

5. EXPERIMENTAL RESULTS AND ANALYSIS

In this section, we evaluate the effectiveness of the TALL-
Detect framework for detecting log tampering based on actual
log datasets. We designed the experimental evaluation to
provide information about each of the aforementioned
processing stages of the proposed TALL-Detect pipeline:
embedding generation, multi-dimensional anomaly detection,
tampering analysis, and decision-making.

We evaluated the overall performance of the TALL-Detect
framework against current secure logging approaches and
current learning-based log analysis techniques, including
detection accuracy, latency, explainability, and robustness.

5.1 Experimental setup and evaluation metrics

We conducted the experiments based on the datasets we
discussed in Section 3 and evaluated the TALL-Detect
framework with regard to malicious log modifications (e.g.,
modification, deletion, reordering, and injection). We assessed
TALL-Detect's performance using standard classification
metrics (precision, recall, F1-score), which have been widely
used in log anomaly detection and cybersecurity research [32],
in addition to detection latency. Using these metrics allows us
to assess the effectiveness of TALL-Detect's detection
algorithm while taking into consideration the false alarm rate,
the real-time applicability of TALL-Detect's results, and a
balanced comparison between TALL-Detect and existing log
tampering detection approaches.

Overall performance of TALL-Detect on a variety of
datasets is summarized in Table 2.

Each run uses an independently regenerated 80/20 train/test
split. Reported values are mean + standard deviation across the
5 runs. The performance difference between HDFS (F1 =
0.969) and BGL (F1 = 0.976) reflects the structural
characteristics of each dataset. Temporal disruption is easier
to identify in BGL logs because they are more structured and
have greater inter-event temporal patterns. Higher within-
sequence variability in HDFS logs results in a modest decrease
in precision on subtle modification attacks. These dataset-
specific variations align with results from earlier log anomaly
detection research [3, 4]. TALL-Detect's 5-run F1 scores were
compared to the best-performing baseline (Transformer-only
model, F1=0.921 +0.011 on HDFS) using a paired Wilcoxon
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Figure 5. ROC curves for TALL-Detect on HDFS (blue) and
BGL (orange) at 10% tampering injection rate, averaged
across 5 independent runs

The ROC curve depicted in Figure 5 indicates that TALL-
Detect can maintain a high true positive rate at a very low false
positive rate for many different decision thresholds.

To analyze how well TALL-Detect handles different attack
strategies, detection performance was evaluated separately for
each tampering type.

Table 3. Detection performance by tampering type (mean =+
std, HDFS dataset)

Tampering Precision Recall (mean  F1 (mean +
Type (mean = std) + std) std)
Modification ~ 0.954+0.011 0.951+0.012 0.952+0.011
Deletion 0.973+0.008 0.971 £0.009 0.972 +0.008
Reordering 0.961 £0.010 0.958+0.011 0.959+0.010
Injection 0.984 +£0.006 0.982+0.007 0.983 +0.006

Evasion difficulty is directly correlated with detection
performance across attack kinds. Due to clear semantic and
structural abnormalities, injection attacks are the easiest to
identify (F1 = 0.983), whereas deletion attacks (F1 = 0.972)
leave noticeable temporal gaps. Reordering (F1 = 0.959) and
modification (F1 = 0.952) attacks, on the other hand, are more
difficult; they only generate small, semantically plausible
anomalies that push the TamperScore slightly past the decision
threshold while maintaining individual log validity. Since a
unidimensional approach would not be able to fully capture
the range of attack strategies, these diverse obstacles warrant
our use of four complementary detection dimensions.



By evaluating tampering attacks separately as shown in
Table 3, we can see that TALL-Detect detects all forms of
tampering attacks, including both explicit (injection and
deletion) and subtle (modification and reordering).

Even when only 1-5% of logs are tampered, TALL-Detect
assigns significantly higher TamperScores, indicating early
detection capability as shown in Figure 6.
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Figure 6. Average TamperScore under increasing tampering
intensity (5%—30%), showing early detection capability even
at the lowest injection rate

5.1.1 Tampering injection protocol

HDFS and BGL are widely accepted benchmarks for
anomaly detection, however without native malicious events,
they do not contain any tampering occurrences. The proposed
protocol is essentially based on already-known practices of the
adversarial log manipulation literature [21, 22], and we strive
to make it fully reproducible.

Rationale: The HDFS dataset includes formalized normal
and abnormal log sequences triggered by operations on
Hadoop file systems. The BGL dataset consists of
supercomputing logs, which were tagged as both non-alert and
alert. Therefore, for TALL-Detect evaluation, we treat
abnormal/alert sequences as candidate regions in which an
adversary is most likely to perform tampering to cover up
malicious activity, following real-world attack patterns that
show that attackers modify logs after a post-breach situation
to eliminate forensic traces of their actions [21].

Tampering proportions: Four tampering ratios were tested
including 5%, 10%, 20% and 30% of the log entries in each
sequence. An equal number of entries per attack type
(modification, deletion, reordering, injection) were injected
for each tampering rate to balance the evaluation. For example,
with respect to the HDFS dataset (11,197 log sequences), a
tampering configuration of 10% resulted in tampering being
applied to around 1,120 log sequences.

Attack-specific injection procedures:

Log Modification: Semantically inconsistent (type
mismatch) values for one or more fields were randomly
replaced with a possible value from their type mismatch pool
(drawn from other log templates in the dataset) for each
selected log entry l;. This keeps the structural structure of a log,
but makes its semantic contents invalid.

Log Deletion: Some entries in logs were deleted completely
from their containing sequence. We preferentially deleted
consecutive entries to simulate an attacker deleting an entire
window of execution so that the event timeline would be
unreconstructable.

Log Reordering: Within a window of W consecutive log
entries (W = 5 - 15, uniformly sampled), entries were
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permuted randomly to break the order of execution in time.
Timestamps were not altered, which caused an intentional
misalignment between indexing order of timestamps and
ordering of event sequence representation.

Log Injection: Fake log entries were generated by
assembling random valid-looking templates with plausible but
nonsense parameter values. The injected entries were placed
at random locations in target sequences as if an attacker was
attempting to create fake evidence of normal activity.

Reproducibility: The injection scripts are all implemented
in Python 3.10, with Drain log parser [19] to extract templates
and NumPy for random sampling (seed fixed at 42 for every
experiment reported). The complete injection code and
injected dataset indices can be found at [authors' repository
link]. Except as noted, the default tampering rate for all
experimental results presented in this paper is 10%.

5.1.2 Decision threshold selection

In Algorithm 1 (line 18), the threshold 6 for the Decision
module determines whether a log entry is classified as
Tampered (TamperScore > 6) or Normal (TamperScore < 0).
0's choice is an important design choice since it directly
influences the TPR-FPR tradeoff.

In our work, 0's choice is achieved by maximizing the F1-
score on a validation set consisting of 10% of the training set.
Specifically:

0* = argmax_0 F1(TPR(6), FPR(0))

Here, F1-score calculation occurs across all Tampered and
Normal log entries from the validation set for 200 different
threshold values 6 € [0.0, 1.0] with a step size of 0.005.

0* values for the optimal threshold choice were found to be
0.48 for the HDFS system and 0.51 for the BGL system.

In addition to the optimal threshold choice for the F1-score
calculation, a sensitivity analysis for the detection
performance's robustness to 0's choice was carried out by
varying 0 from 0.30 to 0.70. The F1 Scores of both datasets for
the 0 range of 0.38 and 0.62 were each larger than 0.97. This
indicates that the overall performance of TALL-Detect is not
critically sensitive to the actual threshold value, and therefore
there are many effective thresholds with which to operate on;
which explains why TALL-Detect has a broad range of
effectiveness on its thresholds. The plateau-like behavior
highlights the clearly bimodal distribution of TamperScores
show that normal logs are clustered near 0.1, while tampered
logs are clustered near 0.85, providing a clear separation
between normal and anomalous behavior.

5.2 Ablation study and module contribution analysis

In order to evaluate how much each piece of the proposed
framework contributes, we conducted an ablation study where
we disabled different detection modules in certain
combinations. The last column of Table 4 summarizes the
results of the study, which show how detection performance
varies based on the detection modules enabled.

Table 4. Ablation study results (HDFS, mean F1 =+ std over 5

runs)
Configuration F1-Score
ADALog(semantic) only 0.891 £0.014
ADALog + Temporal 0.931+£0.011
ADALog + FusionLog  0.947 + 0.009
Full TALL-Detect 0.969 £+ 0.008




Table 4 shows that using only one detection dimension
gives poor performance. Both the semantic-only and temporal-
only detection methods are suitable for finding specific kinds
of anomalous behaviour, but they do not address complex
types of tampering that include elements of multiple
dimensions. Though combining semantic, temporal, and
cross-system detection yields the highest F1 score, it clearly
indicates the need for multi-dimensional detection.

The bar chart in Figure 7 clearly shows that combining
semantic, temporal, and cross-system analysis yields the
highest performance.
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Figure 7. Contribution of individual detection modules to
overall F1-score on HDFS, demonstrating that multi-
dimensional fusion achieves the highest performance (F1 =
0.969)

This is the theme of improvement in Figure 7, which
illustrates how much each of the individual detection modules
contributes to the F1 score in aggregate. As seen in Figure 7,
the complete TALL-Detect configuration will consistently
have a higher F1 score than any of the other TALL-Detect
configurations. This reinforces the decision to integrate
semantic embeddings, temporal behaviour modelling, and
cross-system correlations into a single unified detection
framework.

Semi-RALD Ablation Results

To validate the contribution of Semi-RALD, an ablation
experiment was conducted comparing three labeling regimes:
(a) Fully supervised 100% of training labels provided; (b)
Semi-supervised (Semi-RALD) 20% of labels provided, 80%
pseudo-labeled; (c) Supervised only, 20% labels baseline
using only 20% of labels with no pseudo-labeling.

Semi-RALD with only 20% of labels achieves F1 = 0.961,
which is only 0.008 below the fully supervised model , a 73%
reduction in annotation cost for less than 1% performance loss.
This demonstrates that Semi-RALD makes TALL-Detect
practically deployable in real-world settings with a lack of
annotations. The effectiveness of the Semi-RALD module
under different labeling regimes is summarized in Table 5.

Table 5. Semi-RALD ablation study (HDFS dataset, F1-

score)
Configuration Labels Used F1-Score
. 0.934 +
Supervised only (20% labels) 20% 0013
Semi-RALD (20% labels + 20% + 80% 0.961 +
pseudo) pseudo 0.009
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0.969 +
0.008

Fully supervised (100%

0,
labels) 100%

5.3 Detection latency analysis

Detection accuracy is only one performance metric.
However, being able to identify log tampering in an efficient
time is a significant component to both the operational security
of an organization and having an effective response when
responding forensically. Thus, when investigating how TALL-
Detect performs when in the field, the analysis was conducted
to measure 'detection latency' based on the number of logs that
were being processed in real-time.

The latency (per log) is displayed in Table 6.

Table 6. Detection latency per module (ms/log)

Latency

Module (ms/log)

Description

Semantic anomaly detection module
using embedding-based cosine
distance similarity analysis (Section
4.7.1)

Structural and contextual log
representation module that detects
format and content deviations
(Section 4.6.1)

Temporal behavior modeling module
that detects event reordering, timing
gaps, and sequence disruptions
(Section 4.7.2)

Complete TALL-Detect pipeline
integrating all four detection
dimensions: semantic, structural,
temporal, and cross-system (Section
4.7)

ADALog 12

FusionLog 18

Temporal 15

Full

System 3

Latency (ms/log)

104
Number of Log Entries

-
103

Figure 8. Detection latency (ms/log) as a function of log
volume, showing linear scaling suitable for enterprise
deployment

TALL-Detect achieves Fl-scores above 0.969 on both
benchmark datasets as reported in Table 2. Unlike other
systems, TALL-Detect also has the capability of processing
logs with near-instantaneous detection performance. Even
though the latency increases when the volume of logs coming
into the system increases, the increase is linear. Therefore, this
allows organizations to plan for a predictable and scalable
performance from TALL-Detect.

Predicting how TALL-Detect can perform with increasing
loads can further be calculated through the information
presented in Figure 8, specifically, as can be seen in the figure,
the linear increase in detection latency with increasing log
volumes supports the assertion that the TALL-Detect
architecture can provide effective performance on a large scale



without a significant reduction in performance, making this a
perfect candidate for enterprise and cloud usage.

5.3.1 Analysis of computational complexity and system
compatibility

A thorough analysis of computational requirements for
deploying TALL-Detect in real-world settings was performed
examining model size, hardware specifications, and
throughput rates.

Size of model and parameters: TALL-Detect consists of
three main trained components. The embedding component
uses a BERT-base encoder which has 12 layers, each layer
consisting of 768 dimensions (12 heads of attention), and
contains approximately 110 million parameters. The
normalization of LLMs with SRC uses a quantized LLM (list-
based memory footprint of ~4GB of VRAM) that is composed
of 7-billon parameters and quantized to 4 bits per parameter.
The fusion layer employs a low-complexity 4D weight vector
(4 total parameters) trained via supervised learning. The total
number of parameters contained in the full TALL-Detect
system is approximately 110 million, given about 110 million
trainable parameters from the BERT component, but an LLM
that only functions as a frozen parameter as it is used for
inference only. The computational requirements of TALL-
Detect compared with baseline approaches are summarized in
Table 7.

Table 7. Computational profile of TALL-Detect vs. baselines

GPU Training Inference
Model Parameters  Memory Time (ms/log)
(GB) (hrs) g
DeepLog 0.2M 0.5 0.5 8
LogBERT 110M 4.2 3.5 14
Transformer- 110M 42 2.8 14
only
TALL-Detect 110M +
(full) 7B(frozen) 8.6 6.2 35
Configuration of Hardware: All experiments were

conducted using one NVIDIA A100 40GB GPU, 64GB of
system RAM, and an Intel Xeon 8-core CPU. The BERT-
based components were trained on the combined HDFS and
BGL datasets for approximately 6.2 hours. The LLM
component (used for semantic normalization and generating
explanations) was run in a 4-bit quantized inference mode
using the bitsandbytes library, which does not require
computing gradients.

Throughput of Inference: TALL-Detect performs about
28.6 logs per second in single-log inference mode (i.e., 35
ms/log as seen in Table 6) and about 220 logs per second in
batched inference mode (batch size of 64). Hence, TALL-
Detect has sufficient throughput for real-time monitoring of
enterprise scale log streams with up to 10,000 logs per second
when deployed using horizontal scaling across multiple GPU
nodes.

Scalability: As shown in Figure 8, the latency of detecting
scales linearly with log volumes; therefore, the architecture of
TALL-Detect does not have a quadratic complexity increase
preventing it from deploying at scale. The primary bottleneck
of inference latency is the LLM-SRC normalization module.
Replacing the LLM-SRC normalization module with a
distilled smaller model (e.g. fine-tuned 1B parameter model)
would result in a reduction of inference latency of
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approximately 40% and less than 1% performance loss
according to preliminary experiments.

5.4 Evaluation of explainability

Forensic investigations require reliable, verifiable, practical
explanations of observed tampering incidents along with
numeric detection scores [33]. Recent studies in explainable
log analysis also highlight that there should be interpretable
anomaly explanations in security audit processes [34]. LLM-
based explanation frameworks additionally improve
understanding by generating natural language justifications for
detected tampering cases [35]. A structured evaluation of the
TALL-Detect LLM-generated explanations utilised two
complementary methods: a qualitative assessment rubric and
a proxy metric for inquiry effort reduction.

5.4.1 Proxy metric for investigation effort

The quantity of log entries an analyst must manually review
in order to validate or reject a tampering alarm is
operationalized as the investigation effort. The full highlighted
log sequence (average length = 127 items on HDFS, 94 entries
on BGL) must be examined by an analyst without justification.
TALL-Detect's explanation module directs analyst attention
by highlighting the top-K most anomalous log entries and
providing a written explanation for each in the LLM-generated
output.

The definition of the Investigation Effort Reduction Ratio
(IERR) is as follows: IERR =1 — (K / [seq]), where [seq| is the
entire sequence length and K is the number of log entries that
are highlighted in the TALL-Detect explanation. Greater
reduction in manual review work is indicated by a higher
IERR.

The explanation module of TALL-Detect revealed an
average of K = 4.3 items per sequence (top-K attribution)
among the 200 tampered test sequences examined (100 from
HDFS, 100 from BGL). In comparison to full-sequence review,
TALL-Detect reduces human inspection work by roughly 96%
on HDFS and 95% on BGL, according to the corresponding
mean IERR values of 0.966 (HDFS) and 0.954 (BGL). The
explainability efficiency results measured using the IERR are
summarized in Table 8.

Table 8. Explainability efficiency results

Avg. Sequence  Avg. Highlighted 1E
Dataset . (mean %=
Length Entries (K)

std)
0.966 +

HDFS 127.3 4.3 0012
0.954 +

BGL 94.1 4.3 0015

5.4.2 Explanation quality assessment

We evaluated the semantic quality and correctness of
TALL-Detect-generated explanations (N = 60, i.e., 15 per
tampering type) using structured rubrics consisting of three
assessment domains: (1) Correctness - does the explanation
correctly identify the type of tampering? (2) Completeness -
does the explanation provide details for both the log entries
impacted and the nature of the tampering? and (3)
Actionability - can the analyst use the explanation to direct
further forensic investigation without additional context?

Each domain was rated as a score from 0-2 (0 = No, 1 =
Partial, 2 = Yes). Inter-rater reliability was assessed using



Fleiss’ k¥ = 0.71, indicating good agreement. TALL-Detect
generated explanations received mean scores of: Correctness
= 1.87/2 (93.5%), Completeness = 1.73/2 (86.5%), and
Actionability = 1.68/2 (84.0%), indicating that TALL-Detect
generated explanations were accurate (consistently),
sufficiently complete, and practically actionable for the
purpose of forensic investigations.

5.5 Comparative analysis with existing approaches

The testing conducted to validate the efficacy of the
proposed approach has included a comparison of TALL-
Detect with current secure logging methods and anomaly
detection techniques that are learning based. The purpose of
doing this comparison is to show that the TALL-Detect
framework offers enhanced tampering detection capabilities,
increased adaptability, improved ability to explain the
detection process, and more efficient operations when
compared with both traditional cryptography methods as well
as modern learning-based detection methods.

Unlike Console Log Explainer, which focuses on log
interpretation, TALL-Detect explicitly targets adversarial log
tampering using multi-dimensional detection and adaptive
learning.

Comparison is done based on these categories of methods:

e  Cryptographic Secure Logging Methods:

These three examples (hash chaining, digital
signatures, and blockchain logging) maintain the
structural integrity of the logs, while not providing
any analysis of log content or activity [21].

e Traditional Log Anomaly Detection Models:
Anomaly detection can be accomplished with these
models using statistical features, fixed templates, or
sequence modeling as the primary methods employed
as methods of identifying anomalies with the
presumption that all log entries are reliable (e.g.,
DeepLog, LogCluster).

e  Transformer / LLM-Based Log Analysis Models:
Recent versions of these products utilize semantic
embeddings and transformers for anomaly detection,
while typically lacking functionality when it comes
to identifying intentional log tampering, cross-system
correlations, or providing explanations of detected
anomalies.

Therefore, the performance of TALL-Detect will be
assessed against a representative method from each category
listed above to ensure that the evaluation is both equitable and
relevant to the intended purpose of TALL-Detect.

Table 9 presents a feature-level comparison of log security
methods. Graph-based and cross-system relationships are not
explicitly modeled in most traditional approaches.

5.5.1 Baseline specifications
The following baseline systems have been established in
order to enable an equitable and repeatable evaluation. Each
of these systems is based on a clearly defined configuration as
follows:
e Baseline 1: Hash Chain Logging. This uses a SHA-
256 forward hash chain structure to log records where

every log entry |; is hashed as h(l;) = SHA-256(1; ||
h(li-1)). A hash does not match against the original log
entries (aka hash chain verification fails) indicates the
logs have been tampered with. This is the traditional
(or classic) cryptographically secured logging
approach [21, 22]. There is no way to detect semantic
or time-based tampering with this approach since it is
strictly structural.

e Baseline 2: Blockchain-Based Logging. Blockchain
Logging (using Ethereum-based Smart Contracts):
The approach taken by Huang [23] for logging using
a blockchain is utilized to log entries in an append-
only manner using the Ethereum-compatible smart
contract functionality of the blockchain technology.
A batch of 100 log entries is committed to the
blockchain ledger per block using the Merkle root
associated with the batch of log entries for secure
tamper detection. Querying the blockchain ledger can
verify tampering by comparing the Merkle root in the
blockchain ledger to the one recorded for the entry.

e Baseline 3: DeepLog (ML-based Anomaly
Detection). DeepLog [1] utilizes a two-layer LSTM
with a hidden size of 64. It is trained to predict the
next log event key in a sequence using a sliding
window of 10 events. The model was trained using
the Adam optimizer (learning rate = 0.001) for 100
epochs with a batch size of 1024 on the standard
HDFS/BGL training splits. Following the original
paper, the top-9 candidate predictions are used for
anomaly classification.

e Baseline 4: LogBERT (Transformer-based).
LogBERT [3] utilizes the BERT-base architecture
(12 transformer layers, 768 hidden dimensions, 12
attention heads, 110M parameters) fine-tuned on log
event sequences. We reproduced LogBERT using the
hyperparameters reported in the original paper:
masked log event prediction with a 15% masking rate,
trained for 200 epochs with a batch size of 512 and a
learning rate of 1 x 107

e Baseline 5: Transformer-only Model. This baseline
features a BERT-base encoder (architecturally
identical to LogBERT) fine-tuned specifically for
binary tamper classification using the same
tampering-injected datasets used to evaluate TALL-
Detect. This baseline serves as an ablation study to
isolate the performance contribution of TALL-
Detect's multi-dimensional fusion over a standard
transformer classifier. It was trained using the Adam
optimizer (learning rate = 2 x 1073, 30 epochs, batch
size of 32).

All machine learning baselines were trained and evaluated
on the identical dataset splits used for the TALL-Detect
evaluation (80% train, 20% test). A fixed random seed (seed =
42) was utilized for all reported metrics to prevent cherry-
picking and ensure reproducibility.

To demonstrate the superiority of TALL-Detect over
baseline methods, standardized evaluation metrics were used
to perform comparisons of detection performance for each of
the method types, as shown in Table 10.

Table 9. Feature-level comparison of log security methods

Structural
Integrity

Semantic Tamper

Method Detection

Temporal
Consistency

Cross-System

Analysis Adaptability Explainability
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Hash Chaining Yes No No No No No
Blockchain Logging Yes No Limited No No No
ML-based Anomaly No Partial Yes No Partial No

Detection
BERT-based Models No Yes Yes Limited No No
TALL-Detect Yes Yes Yes Yes Yes Yes
Table 10. Quantitative comparison with baseline methods (HDFS dataset, mean =+ std over 5 runs)
Model Precision Recall F1-Score FPR

Hash Chaining [21] 1.000 £ 0.000 0.412+£0.000 0.583 £0.000 0.000 + 0.000

Blockchain Logging [23]  0.998 +0.001  0.418 £0.003  0.589 +0.002  0.002 = 0.001

DeepLog [1] 0.871+0.014 0.834+0.016 0.852+0.015 0.118=0.013

LogBERT [3] 0.934+0.010 0.927+0.011 0.930+0.010 0.064 +0.009

Transformer-only 0.924+£0.012 0918+0.013 0.921+0.011 0.073+0.011

TALL-Detect(Ours) 0.971 £0.008 0.968 +£0.009  0.969 +£0.008 0.028 + 0.007

Although hash methods have very high precision, they
exhibit a very low recall rate because they can only identify Normal Logs

60 Tampered Logs

structural violations. Transformers improve the ability to
detect semantic content, but they do not perform as well in
identifying temporal or cross-system attacks. TALL-Detect
provides the best balance across all metrics, primarily due to
the use of real-time multi-dimensional scoring.

Figure 9 represents an illustrative distribution generated
from experimental scores. The figure depicts the Tamper
Score distribution across both normal and tampered logs
generated by TALL-Detect.

Tamper Scores in Figure 9 have a scale of 0-1 (X-axis) with
a Tamper Score of 0 indicating a weaker likelihood of
tampering. while a Tamper Score of 1 represents a stronger
likelihood of tampering. This score also indicates the number
of log entries that fall within each Tamper Score range (Y-
axis). Normal logs show a concentration of scores in the lower
portion of the Tamper Score range (0.05 - 0.25 or so) which
indicates that normal logs usually receive low confidence to
be tampered. Tampered logs exhibit clusters of scores in the
upper portion of Tamper Scores (0.7 - 1.0 approximately),
which signifies massive confidence towards tampering in the
log entry. The above-mentioned separation indicates the skill
of TALL-Detect to differentiate between normal and tampered
logs based on a single Tamper Score.

As shown in Table 11, one major shortcoming of existing
anomaly detection methods is that they only provide a label or
score for an anomaly, but they do not provide any rationale
behind the alerts generated from these anomalies. TALL-
Detect integrates a Large Language Model (LLM)-based
Explanation module to generate textual interpretations of
tampering events for the user. This capability increases an
analyst's trust in TALL-Detect and decreases the time spent
investigating detected events.

472

8 8

Frequency
¥

10

T
0.4 0.6
TamperScore

0.0 0.2 0.8 1.0

Figure 9. TamperScore distribution on HDFS: normal logs
cluster near 0.05-0.25 (left) and tampered logs near 0.70—
1.00 (right), validating the threshold at 6 = 0.48

Table 11. Explainability comparison

Method RS eadae Awane.
ot No Mo e
Models. No Mo e
TfaM“Z?e“ger Limited No Partial
TALL-Detect Yes Yes Yes

5.6 Visualization of detection results

To make the interpretation of the outputs of the detection
processes easier, the researchers also provided a simple and
visual way to see how well a particular sequence matched a
specific detection model by using a combination of
highlighting locations of detected tamper events and
displaying wvariations in TamperScores within each log
sequence, without having changed the inherent logic behind
the detection logic, as shown in Figure 10.

5.7 Summary of experimental findings

The following key findings can be drawn from the
experimental evaluation:
e  Multi-dimensional approaches significantly improve
detection accuracy compared to single-dimensional
approaches for tampering detection.



e TALL-Detect provides high F1 scores while
maintaining near real-time latency for detection.

e The proposed method has the potential to scale
linearly as the volume of log data increases, allowing
for large-scale implementations.

e Explainable outputs expedite the time required for
completion of forensic investigations.

e The comparative analysis demonstrates that TALL-
Detect exceeds the performance capabilities of
existing secure logging and log anomaly detection
solutions.

TamperScore Variation Across Log Sequence
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Figure 10. TALL-Detect visualization interface showing
TamperScore variation with highlighted anomalous entries
and LLM-generated explanations

5.8 Limitations and future work

Although TALL-Detect shows good detection performance
on both datasets under evaluation, a few limitations should be
acknowledged. First, the evaluation is based on synthetically
injected tampering scenarios; evaluating on datasets
containing verified real-world adversarial tampering events
would provide additional validity and generalizability to the
reported results. Second, the LLM-SRC normalization module
introduces the most significant per-log latency cost (around 18
ms of the total~35 ms per log) as well, and deployment on
extreme throughput environments processing >100k logs/sec
may require distillation of the model towards a smaller, faster
equivalent. Third, the current cross-system behavioral model
already assumes that correlated systems are known and all of
their logs are available at inference time; in an environment
where only a portion of system logs is available (for example,
external forces result in limited collection), it will bring down
cross-system detection performance. Fourth, the weight
learning process TamperScore relies on uses binary supervised
labels at the level of individual log entries which requires an
initial set of labeled seed entries; obtaining these types of
labels in fully unsupervised operational environments is still a
practical challenge.

Future work will follow four paths. First, in partnership with
industry security partners, we gather and curate a real-world
adversarial log tampering benchmark dataset. Second, model
distilling the LLM-SRC module down to a fine-tuned 1B
param model for sub-10 ms per-log latency suitable for edge
and IoT deployment scenarios. Third, expansion of the cross-
system behavioral model to accommodate incomplete logs by
probabilistically imputing missing correlated events. Fourth,
Exploring fully unsupervised initialization strategies for
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learning weights of TamperScore with contrastive self-
supervised pre-training on vast unlabeled log corpora,
removing the need for an initial labeled seed set altogether.

6. CONCLUSION

This paper introduced TALL-Detect, which is a
combination of a transformer and a large language model that
is designed to identify instances of direct manipulation of
electronic records in distributed computing environments.
Traditional techniques used to identify tampered records rely
on the assumption that the electronic records themselves are
untampered and focus on identifying anomalous records (i.e.,
those that fall outside of the expected range of most records).
TALL-Detect provides a comprehensive approach by not only
evaluating an individual electronic record for an anomaly, but
it also surveys the collection of electronic records for patterns
of inconsistencies when viewed across multiple dimensions,
including: semantic, structural, temporal, and cross-system.
The TALL-Detect approach combines the use of semantic
normalization techniques based on LLMs with a multi-
dimensional approach to create a common TamperScore that
can be interpreted in a meaningful way. The results of
experimentation show that TALL-Detect achieves strong
detection performance (F1 = 0.969 on HDFS, F1 = 0.976 on
BGL) with statistically significant improvements over all
baselines and low false positive rates (FPR < 0.03).Thus,
TALL-Detect is a powerful, scalable, and explainable solution
for forensic investigation and cybersecurity monitoring within
a real-world setting.

From the standpoint of automated systems, TALL-Detect
provides an end-to-end automated audit pipeline that decreases
investigation work by more than 95%, does away with the
need for manual log inspection, and uses its Semi-RALD
module to automatically adjust to changing log patterns.
Because of these characteristics, TALL-Detect is especially
well-suited for deployment in cyber-physical systems, cloud-
native infrastructure, and automated industrial monitoring
systems where ongoing, unattended security auditing is an
essential operational requirement.
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NOMENCLATURE

Latin Symbols
l;
L
€i
U

S sem(l;)

S struct(ly)

A single log entry in the log sequence L
Log dataset: L = {11, L, ..., I}
Embedding vector of log entry I
Centroid of embeddings from normal
log behavior
Learned fusion
TamperScore
(Witwatwitws = 1)
Semantic inconsistency score for log
entry l;

Structural deviation score for log entry I;

weights for
dimensions

S temp(l;) Temporal disruption score for log entry
I;

S esb(l) Cross-system behavioral anomaly score
for log entry [;

TamperScore(l;) Unified weighted fusion tamper
likelihood score

N Total number of log entries in the dataset

% Decision  threshold  for  tamper
classification

T Time window for cross-system co-
occurrence (default: 60 s)

a Co-occurrence probability threshold for
cross-system model (default: 0.3)

y Confidence threshold for pseudo-label
selection in Semi-RALD (default: 0.85)

o(’) Sigmoid activation function

i Pseudo-label assigned to unlabeled log
entry |

conf(l) Confidence score for pseudo-label
assignment

M Behavioral co-occurrence matrix (|V|] x
VD

Ci Set of correlated events from other
systems for log entry |;

c ref Reference (expected) set of correlated
events

L labeled Log dataset: L = {l1, I, ..., I}

L unlabeled Log dataset: L = {li, I, ..., I}

Additional Symbols

b1, B- Adam optimizer moment decay rates
(B:=0.9, $2=0.999)

A L2  regularization  weight decay
coefficient

K Number of top-K anomalous log entries

highlighted in explanations





