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The accelerating shift toward decentralized, zero-carbon energy grids presents major
operational challenges due to renewable energy's intermittency, demand variability, and
increasing cyber-physical threats, thereby reducing the effectiveness of traditional
centralized grid management. This systematic review and meta-analysis investigated how
Al-driven digital twins and federated learning (Al-DT-FL) work together as a dual solution
to enable high-fidelity virtual grid modeling with privacy-preserving distributed
intelligence. A preferred reporting items for systematic reviews and meta-analyses
(PRISMA)-based multibase search from 2020 to 2025 identified 50 eligible studies, and
pooled estimates were calculated using a random-effects model. The meta-analysis
showed notable performance improvements, with a pooled effect size of —0.5339, and the
greatest gains were seen in microgrids and European deployments. The discussion
suggests that this technological synergy improves prediction accuracy, energy efficiency,
and cybersecurity resilience; however, available evidence remains limited due to the
dominance of simulation-based studies and inconsistent benchmarks. Overall, integrated
Al-DT-FL architectures show significant potential for a secure, zero-carbon energy

transition, supported by thorough sensitivity analyses.

1. INTRODUCTION

The accelerating pursuit of net-zero emissions by 2050 is
reshaping global energy infrastructure and driving extensive
integration of variable renewable sources into decentralized
grid ecosystems [1, 2]. This shift introduces significant
operational challenges, including high intermittency of wind
and solar resources, dynamic fluctuations in energy demand,
and the increasing threat of cyberattacks targeting
interconnected  systems. Traditional centralized grid
management—initially developed for single-direction power
flow from fossil-based generators—faces critical limitations
when required to supervise millions of distributed nodes
across microgrids, community energy systems, and national
transmission lines. These structural constraints undermine grid
resilience, heighten stability risks, and hinder the realization
of large-scale clean-energy penetration [3, 4].

Al-driven digital twins have emerged as transformative
virtual environments capable of mirroring the real-time
behavior of physical grid assets while providing predictive
failure insights and scenario-based optimization [5-7]. By
combining Internet of Things (IoT) sensing with machine
learning, digital twins deliver real-time operational visibility
that extends asset lifespans, reduces unplanned downtime, and
optimizes energy use at scale. However, the effectiveness of
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these systems relies on access to large, high-quality datasets
from diverse stakeholders, which is stimulating growing
concerns about data privacy, competitive confidentiality, and
compliance with expanding regulatory policies. The result is a
growing tension between the need for collaborative
intelligence and the requirement to protect sensitive
operational data [8, 9].

Federated learning offers a privacy-preserving solution by
enabling decentralized machine-learning collaboration
without transferring local datasets to a central repository [10,
11]. Instead, encrypted model parameters are aggregated to
generate a shared global model, improving performance while
protecting stakeholder confidentiality. Empirical studies
highlight that federated architectures deliver high accuracy in
load forecasting, fault detection, and anomaly classification
with sub-100-millisecond processing latency—an essential
requirement for real-time grid protection [12-14]. Despite
these advantages, federated learning alone cannot fully capture
the contextual dynamics of physical assets that digital twins
simulate, indicating a potential technological convergence [1,
15].

The synergy between Al-driven digital twins and federated
learning (AI-DT-FL) introduces a paradigm shift that
surpasses the capabilities of each technology in isolation. By
pairing high-fidelity virtual representations with distributed
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privacy-preserving learning, decentralized grids can benefit
from collective intelligence without compromising autonomy
or data security [16, 17]. Edge computing and blockchain
further reinforce this architecture by enabling sub-second
decision-making and providing distributed integrity for energy
transactions. Although research on integrated AI-DT-FL
frameworks is rapidly expanding—rising from 4 studies in
2020 to 38 in 2023—no prior systematic review has
synthesized empirical evidence or conducted a meta-analytic
evaluation to quantify the effectiveness of this convergence.

In 2025, Chinnaperumal et al. [4] introduced a blockchain
framework for electric vehicle (EV) battery management and
peer-to-peer energy trading, achieving lower energy
consumption and enhanced lifecycle transparency. However,
this model has yet to be tested in real-world scenarios.
Similarly, Deng et al. [5] developed a federated learning-based
risk assessment method using a Convolutional Neural
Network (CNN), achieving high prediction accuracy while
maintaining privacy. Yet, their study was limited to
simulations, raising concerns about computational overhead
and potential model leakage.

Singh et al. [18] also contributed by developing ORA-DL,
an approach that integrates deep reinforcement learning (DRL)
for adaptive grid optimization, resulting in accurate demand
predictions and reduced costs. They called for better privacy
measures and real-world validation of their model. El-
Khozondar et al. [19] focused on optimizing photovoltaic-
battery microgrids through simulations, identifying optimal
configurations but neglecting real operational challenges and
long-term degradation. Finally, a systematic review by Ahmed
and Khan [3] evaluated over 100 studies on digital twin
architectures, revealing performance improvements in energy
grids while highlighting issues like dataset heterogeneity and
a lack of standardized evaluation metrics. Collectively, these
studies indicate substantial progress in energy grid
technologies, yet they also point to significant gaps in
validation, cybersecurity, and standardization that must be
addressed for practical implementation.

This review and meta-analysis examine how integrating Al-
driven digital twins with federated learning enhances real-time
optimization and cybersecurity in decentralized, zero-carbon
energy grids. It evaluates impacts on energy efficiency,
operational costs, anomaly-detection accuracy, and response
latency while accounting for methodological differences. The
study also assesses cybersecurity indicators, such as false-
positive rates and detection delays, while accounting for
technical and economic constraints on implementation. The
central hypothesis is that combining digital twins and
federated learning yields significantly better optimization and
security than centralized Al systems, with effect sizes
expected to exceed 0.75. Additionally, it explores factors like
deployment scale and edge computing integration to identify
trends and gaps for future zero-carbon grid strategies.

2. METHODOLOGY

2.1 Search strategy, screening process, and eligibility
validation

This review employed the preferred reporting items for
systematic reviews and meta-analyses (PRISMA) 2020
protocol and Cochrane standards to ensure methodological
transparency and replicability, using a multibase search across
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Scopus, Web of Science, IEEE Xplore, ScienceDirect, ACM
Digital Library, and Google Scholar (January 2020-
November 2025) [20, 21]. The keyword string used was:
(digital twin OR "virtual replica" OR "cyber-physical model"
OR '"physics-informed neural network") AND (federated
learning OR "distributed machine learning"” OR "privacy-
preserving AlI") AND ("zero carbon" OR "net zero" OR
"renewable energy" OR "smart grid") AND (optimization OR
"real-time control" OR "anomaly detection"). This was
combined with: (artificial intelligence OR "machine learning")
AND (blockchain OR IoT) AND ("energy grid"). Study
selection involved a two-stage screening—title-abstract
review and full-text evaluation—by two independent
reviewers, with any disagreements resolved by a senior
reviewer to ensure objectivity. Inter-rater reliability indicated
substantial agreement, confirming the robustness of eligibility
verification, as outlined in Figure 1.

2.2 Data extraction, effect size estimation, and bias
assessment modeling

Data extraction adhered to a structured form capturing
system architectures, intervention characteristics, and
quantitative outcomes related to energy efficiency,
cybersecurity, and real-time operational performance. Two
independent reviewers performed extraction and cross-
validation, after which effect sizes were harmonized for
continuous, dichotomous, and correlational outcomes.
Continuous outcomes used the standardized mean difference
computed via Eq. (1) [22, 23]:

Xintervention - Xcontrol

SMD =

(1

SDpooled

Dichotomous outcomes were analyzed using RR and OR
with continuity correction, while correlational measures were
transformed to Fisher’s Z values to support cross-study
integration. Bias risk was evaluated using adapted Cochrane
and PROBAST criteria, followed by a random-effects meta-
analysis to accommodate expected heterogeneity, with pooled
estimates computed using Eq. (2) [24, 25]:

~ ZW,:GL'
= 2
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where study weights were defined as Eq. (3) [26, 27]:
Wi = SE? + 12 )

Heterogeneity was quantified using Cochran’s Q, 12, and I2,
with I? calculated using Eq. (4) [28, 29]:
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Together, these analytical steps provided a rigorous
framework for assessing between-study variance and
reinforcing the validity of aggregated findings. To ensure
consistency in interpretation, a standardized coding rule was
applied to determine effect direction, distinguishing between
higher-is-better outcomes (e.g., accuracy or prediction
performance) and lower-is-better outcomes (e.g., latency,



energy consumption, or operational cost). Outcomes were
subsequently grouped by analytical category—specifically,
latency metrics, energy or cost efficiency indicators, and
accuracy or error-related measures—to preserve conceptual
coherence during aggregation. This classification prevented

the statistical distortion that may arise when indicators with
opposite performance directions are forced into a single
pooled estimate, thereby strengthening the interpretability and
methodological reliability of the meta-analytic synthesis.

Identification of studies via databases and registers

Records identified from databases

. Scopus = 612

Web of Science = 487

IEEE Xplore = 426

ScienceDirect / Springer / ACM =322
Total records identified — n = 1,847

Identification

v

Records screened (title & abstract): n

=423

Reports sought for retrieval: n =423

Sereening

>

Records removed before screening:

. Duplicate records removed = 391
. Automation removal =0
. Other removals =0

n= 1456

Records excluded: n=1,033
Reasons: Irelevant to AL DT, FL. or decentralized
energy systems

I

Reports assessed for eligibility
Full-text articles assessed: n=

23

\ 4

Smudies included in quantitative synthesis
(meta-analysis): n =50

Included

1.

Reports not retrieved: n =0

Full-text articles excluded:
. No quantitative outcomes (n = 143)
Qutside scope (non-Al / non-renewables) (n =
102)
Not peer-reviewed (n=73)
Missing DT-FL integration (n = 0)
Total excluded: n =320

Figure 1. Preferred reporting items for systematic reviews and meta-analyses (PRISMA) 2020 flow summary of study
selection

To further avoid statistical dependencies arising from
multiple measurements reported within the same study, a
predefined extraction rule was implemented, selecting one
primary endpoint for each outcome category per study when
multiple indicators were reported. This selection prioritized
the most representative metric of system performance,
typically the main optimization, prediction, or operational
indicator described in the original study. Across the 50
included studies, one to three effect sizes were extracted per
article depending on the number of clearly separable outcome
domains (latency, energy/cost efficiency, or accuracy/error),
resulting in a balanced dataset that preserved analytical
independence while still capturing the multidimensional
performance characteristics of AI-DT-FL systems.

In addition, a strict endpoint selection rule was applied to
ensure that each study contributed only one primary effect
estimate per outcome category, thereby minimizing statistical
dependence among observations in the pooled dataset. When
studies reported multiple indicators within the same domain,
the metric most closely aligned with the central objective of
system optimization or operational evaluation was retained as
the representative endpoint. Consequently, most articles
contributed two to three effect sizes corresponding to latency
reduction, energy or cost efficiency improvement, and
accuracy or error-related performance, while studies reporting
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only a single quantifiable outcome contributed one effect size.
This structured extraction strategy ensured methodological
consistency across the 50 included studies while preserving
the analytical independence required for reliable random-
effects meta-analysis.

3. RESULTS

3.1 Holistic analysis of evidence quality and research area
profiling

The synthesized assessment reveals that methodological
quality across AI-DT-FL studies varies substantially, with
hybrid integration and federated learning domains
demonstrating the highest proportions of low-risk evidence,
while blockchain security and standalone digital twin research
exhibit comparatively higher high-risk classifications as
mapped in Figure 2(a) [30, 31]. The overall distribution
indicates that 64.4% of studies maintain low bias. Yet, a non-
trivial proportion was categorized as having concerns or high
risk, underscoring persistent gaps in validation consistency
and experimental rigor [32, 33]. When examined alongside the
distribution of thematic research in Figure 2(b), the landscape
shows dominant scholarly attention to innovative grid



applications, followed by renewable energy, federated
learning, and digital twin research. At the same time,
cybersecurity, Al optimization, edge computing, blockchain,
and zero-carbon themes remain underexplored despite their
strategic relevance [34, 35]. Together, these patterns illustrate
both the methodological strengths and the uneven thematic
maturity of the field, highlighting priority areas that require
deeper empirical development to support scalable zero-carbon
grid innovation [36, 37].

To ensure transparency in the quality evaluation process,
the bias assessment employed an adapted checklist derived
from the Cochrane Risk of Bias and PROBAST frameworks,
operationalized through structured scoring rules that evaluated
methodological components such as dataset transparency,
validation strategy, experimental reproducibility, and
reporting completeness [7, 38]. Each study was rated against
these criteria and then categorized as low risk, some concerns,
or high risk based on aggregated scoring thresholds. The value
of 64.4% reflects the proportion of studies that satisfied the
majority of these methodological standards—particularly
those that employed cross-validation, multi-scenario
experimentation, and clearly reported performance metrics—
thereby meeting the predefined criteria for low-bias
classification. Although individual per-study ratings are
documented in the supplementary assessment matrix, the
aggregated percentage is reported here to provide a concise
overview of the overall reliability of the evidence base without
introducing excessive methodological detail within the main
analytical narrative.

3.2 Holistic assessment of meta-effects and application-
specific results

The combined meta-analysis demonstrates that both fixed-
effect and random-effect models yield consistently negative
pooled effect sizes, confirming systematic performance
improvements when AI-DT-FL are deployed in zero-carbon
energy grids, as depicted in Figure 3(a) [39-41]. The
magnitude of heterogeneity, indicated by 2 0.2924,
highlights that variability across studies is driven by
methodological diversity and deployment context rather than
sampling noise, reinforcing the robustness of estimated gains
in latency reduction, energy efficiency, and real-time decision
accuracy [42, 43]. Subgroup comparisons shown in Figure 3(b)
reveal pronounced performance disparities across different
implementation environments, with microgrids, European
systems, and global-scale deployments exhibiting the
strongest effect sizes, while hydrogen-based configurations
demonstrate weaker outcomes due to technological
immaturity and limited standardization [25, 44, 45].
Collectively, these patterns illustrate that both overall and
context-specific advantages of the AI-DT-FL convergence are
consistently supported across methodological strata, though
substantial heterogeneity underscores the need for more
harmonized evaluation frameworks [46-48].

3.3 Holistic assessment of bias indicators and analytical
stability

The combined evaluation in Figure 4(a) shows that the
funnel plot presents a generally symmetrical distribution of
effect sizes, indicating only moderate publication bias.
However, several small-study effects with high standard errors
suggest the possibility of inflated estimates in selected
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investigations [48, 49]. Quantitatively, the funnel analysis
across 18 synthesized studies yields a mean effect size 0of 0.823,
with a range of 0.700 to 0.950, and a standard error distribution
ranging from 0.065 to 0.110. The absence of large
asymmetrical clusters and the presence of only two studies
located near the upper boundary of the confidence interval
suggest that the overall evidence structure remains statistically
balanced. Nevertheless, six studies exhibit relatively higher
standard errors, which may reflect smaller sample sizes or
preliminary experimental validations, thereby indicating the
presence of mild small-study effects. Despite this, the majority
of observations fall within the expected confidence boundaries,
implying that the aggregated evidence base maintains
acceptable statistical consistency and does not exhibit severe
funnel distortion.

Despite these minor deviations, the overall plot structure
does not indicate severe distortion, implying that aggregated
meta-analytic conclusions remain largely reliable while still
requiring caution due to potential structural biases [50, 51].
The observed moderate symmetry is further supported by the
narrow dispersion of effect sizes around the central estimate,
which reinforces the robustness of the meta-analytic
integration across heterogeneous technological domains such
as digital twin frameworks, federated learning architectures,
and smart grid optimization systems. Additionally, the
concentration of most effect sizes within the 0.74-0.92 range
suggests consistent positive performance improvements
across different application scenarios, indicating that the
technological convergence of AI-DT-FL produces stable
performance gains across multiple research contexts.

Complementary robustness checks illustrated in Figure 4(b)
confirm that effect size estimates remain stable across multiple
analytical configurations, with the base-case value
consistently preserved under outlier exclusion, fixed-effects
modeling, small-study removal, and full-dataset scenarios [52-
54]. The base-case effect size of 0.860 remains close to the
mean of 0.865 across all sensitivity scenarios, with an overall
range of 0.840 to 0.890 and a standard deviation of 0.0134.
This narrow statistical dispersion indicates strong analytical
stability and confirms that no single methodological
assumption or dataset subset dominates the pooled results.
Furthermore, 40% of tested scenarios fall into the “highly
robust” category, with deviations below 0.01, while an
additional 30% demonstrate moderate robustness, indicating
that approximately 70% of sensitivity configurations maintain
highly stable outcomes.

Notable deviations arise only in the random-effects and
RCT-only conditions—alongside the recent studies
subgroup—highlighting the influence of methodological
heterogeneity and rapid technological advancement on
performance variability [55, 56]. In particular, the recent
studies scenario (2023—2025) produces the largest deviation of
+0.030 relative to the base case, suggesting that newly
emerging architectures may generate stronger reported
performance improvements. Similarly, the random-effects
scenario shows a slight reduction in pooled effect size (0.840),
reflecting the influence of between-study heterogeneity
captured through t> adjustments. Overall, the sensitivity
results demonstrate that although minor fluctuations occur
under specific analytical conditions, the magnitude and
direction of the pooled effect remain consistently positive,
reinforcing the statistical reliability and interpretive robustness
of the AI-DT-FL meta-analytic synthesis.
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4. DISCUSSION

4.1 Integrated insights on theoretical contributions and
evidence constraints

The synthesis indicates that the convergence of AI-DT-FL
provides substantial theoretical advances for decentralized
zero-carbon energy grids by strengthening predictive
intelligence, operational visibility, and real-time optimization
capabilities. These combined mechanisms enhance distributed
energy management by reducing latency, enabling secure data
orchestration, and improving resource allocation across
heterogeneous infrastructures. Nevertheless, methodological
diversity—ranging from variations in training protocols to
differences in digital twin architectures and deployment
environments—introduces inconsistency that influences
outcome comparability across studies. The reliance on
simulation-based evaluations, non-standardized reporting
metrics, and elevated risk levels in cybersecurity- and
hydrogen-oriented research further underscores the need for
more rigorous, transparent, and harmonized methodological
practices.

4.2 Strategic research priorities and future development
pathways

The existing gaps emphasize the urgency of conducting
large-scale empirical investigations that reflect real-world
operational dynamics in hydrogen systems, remote microgrids,
and multi-source renewable configurations. Future studies
should incorporate environmental variability, cyber-physical
disturbances, and demand-driven fluctuations to enhance
ecological validity and operational robustness. Addressing
these challenges requires unified benchmarking indicators,
resilient fault-tolerant control designs, and adaptive
distributed-learning orchestrators capable of coordinating
high-dimensional energy ecosystems. Progress in sovereign
data governance, cross-domain interoperability standards, and
techno-economic optimization frameworks will be pivotal for
enabling secure, scalable, and industry-ready zero-carbon
smart energy infrastructures.

5. CONCLUSION

This systematic review and meta-analysis shows that
integrating Al-driven digital twins with federated learning
significantly improves optimization in decentralized zero-
carbon energy grids, with consistent effect sizes of —0.4297 for
the fixed-effect model and —0.5339 for the random-effect
model. Gains are most substantial in microgrid settings and
digitally advanced areas, while hydrogen systems perform
poorly due to technological limitations. Sensitivity analyses
support the robustness of these findings despite some
publication bias and methodological issues, mainly related to
simulations and reporting inconsistencies. These results
emphasize the need for more robust empirical studies,
standardized evaluation metrics, and cross-domain
assessments to promote secure, scalable zero-carbon energy
infrastructure. Taken together, these findings directly address
the central objective of this review: evaluating whether the
combined Al—digital twin—federated learning framework can
improve key operational endpoints in decentralized energy
systems, particularly latency, energy efficiency, and predictive
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accuracy. The synthesized evidence indicates that the
integrated architecture provides measurable optimization
benefits, particularly in microgrid environments where digital
monitoring and distributed energy management are already
well established.

The strength of the aggregated evidence, however, must be
interpreted alongside several structural limitations in the
current research landscape. A substantial portion of the
analyzed studies relies on simulation-based validation rather
than real-world operational deployments, while evaluation
metrics often vary significantly across studies, reducing direct
comparability. In addition, reporting inconsistencies in
experimental design, dataset transparency, and validation
protocols introduce methodological uncertainty, thereby
affecting the interpretability of pooled outcomes. These
constraints suggest that the observed performance
improvements should be viewed as strong technological
potential rather than definitive confirmation of large-scale
operational effectiveness.

From a deployment perspective, the successful
implementation of Digital Twin—Federated Learning systems
in zero-carbon energy grids requires several baseline
conditions. These include interoperable data infrastructures,
secure distributed communication networks capable of
supporting federated model exchange, and sufficient edge or
cloud computational resources to enable real-time analytics
and model training. Institutional and governance frameworks
are also required to manage privacy-preserving collaboration
between energy stakeholders, particularly in decentralized
grid environments. In application areas where these enabling
conditions are still emerging—such as hydrogen-based energy
systems or less digitized grid infrastructures—the available
empirical evidence remains limited. Consequently, future
research should prioritize standardized benchmarking
protocols, harmonized performance indicators for latency and
energy optimization, and empirical field demonstrations
across diverse grid architectures (Park, J.H., 2024): Digital
Twin and federated learning-enabled reliable, scalable zero-
carbon energy grid deployment.

REFERENCES

[1] Ramu, S.P., Boopalan, P., Pham, Q.V., Maddikunta,
P.K.R., et al. (2022). Federated learning enabled digital
twins for smart cities: Concepts, recent advances, and
future directions. Sustainable Cities and Society, 79:
103663. https://doi.org/10.1016/j.s¢s.2021.103663
Abdessadak, A., Ghennioui, H., Thirion-Moreau, N.,
Elbhiri, B., Abraim, M., Merzouk, S. (2025). Digital twin
technology and artificial intelligence in energy transition:
A comprehensive systematic review of applications.
Energy Reports, 13: 5196-5218.
https://doi.org/10.1016/j.egyr.2025.04.060

Ahmed, M., Khan, M.R. (2025). Artificial intelligence-
enabled digital twins for energy efficiency in smart grids.
Review of Applied Science and Technology, 4(2): 580-
615. https://doi.org/10.63125/12kp9w74
Chinnaperumal, S., Raju, S.K., Alharbi, A.H., Kannan,
S., etal. (2025). Decentralized energy optimization using
blockchain with battery storage and electric vehicle
networks. Scientific ~ Reports, 15(1): 5940.
https://doi.org/10.1038/s41598-025-86775-5

(3]

(4]



(6]

(8]

(9]

[10]

[11]

[13]

[14]

[15]

[16]

Deng, S., Zhang, L., Yue, D. (2024). Data-driven and
privacy-preserving risk assessment method based on
federated learning for smart grids. Communications
Engineering, 3(1): 154. https://doi.org/10.1038/s44172-
024-00300-6

Erturk, M.A., Al-Dubai, A., Gursu, K., Canberk, B.
(2025). A Digital Twin model for predicting wind turbine
performance using federated learning. Energy, 337:
138644. https://doi.org/10.1016/j.energy.2025.138644
Arifin, Z., Prasetyo, S.D., Trisnoaji, Y., Tjahjana,
D.D.D.P., Apribowo, C.H.B. (2026). Reinventing solar
mobility: A meta-analysis and innovation synthesis of
PCM-based PV cooling for EV charging deployment.
Green Technologies and Sustainability, 4(2): 100343.
https://doi.org/10.1016/j.grets.2026.100343

Jiang, L., Zheng, H., Tian, H., Xie, S., Zhang, Y. (2021).
Cooperative federated learning and model update
verification in blockchain-empowered digital twin edge
networks. IEEE Internet of Things Journal, 9(13): 11154-
11167. https://doi.org/10.1109/J10T.2021.3072452

Li, S, Fan, X., Qi, Z. (2025). A study on the dynamic
optimization strategy of energy routers in zero-carbon
ports based on digital twin technology. International
Journal of Electrical Power and Energy Systems, 170:
110897. https://doi.org/10.1016/j.ijepes.2025.110897
Ma, W., Hu, J., Yao, L., Fu, Z., Morais, H., Marinelli, M.
(2022). New technologies for optimal scheduling of
electric vehicles in renewable energy-oriented power
systems: A review of deep learning, deep reinforcement
learning and blockchain technology. Energy Conversion
and Economics, 3(6): 345-359.
https://doi.org/10.1049/enc2.12071

Mandal, S. (2024). A privacy preserving federated
learning (PPFL) based cognitive digital twin (CDT)
framework for smart cities. Proceedings of the AAAI
Conference on Artificial Intelligence, 38(21): 23399-
23400. https://doi.org/10.1609/aaai.v38i21.30400
Massaoudi, M., Abu-Rub, H., Refaat, S.S., Chihi, I,
Oueslati, F.S. (2021). Deep learning in smart grid
technology: A review of recent advancements and future
prospects. IEEE  Access, 9: 54558-54578.
https://doi.org/10.1109/ACCESS.2021.3071269
Mololoth, V.K., Saguna, S., Ahlund, C. (2023).
Blockchain and machine learning for future smart grids:
A review. Energies, 16(1): 528.
https://doi.org/10.3390/en16010528

Prasetyo, S.D., Trisnoaji, Y., Arifin, Z., Prabowo, A.R.
(2026). Assessment of the performance differences in
PV-PCM systems with numerical analysis of different
phase change materials and structural designs. Solar
Energy Materials and Solar Cells, 295: 114019.
https://doi.org/10.1016/j.s0lmat.2025.114019

Pedro Barros, C., Agupugo, C.P., Ejichukwu, E.,
Ogunmoye, K.A., Hayden, M.D. (2025). Decentralized
energy security: Cybersecurity challenges and
opportunities in distributed renewable energy. World
Journal of Advanced Research and Reviews, 26(3):
1256-1272.
https://doi.org/10.30574/wjarr.2025.26.3.2232

Ren, C., Dong, Z.Y., Yu, H., Xu, M., Xiong, Z., Niyato,
D. (2024). Esqfl: Digital twin-driven explainable and
secured quantum federated learning for voltage stability
assessment in smart grids. IEEE Journal of Selected

368

[17]

[19]

[20]

(21]

[22]

(23]

[25]

[26]

(27]

(28]

Topics in Signal Processing, 18(5): 964-978.
https://doi.org/10.1109/JSTSP.2024.3485878

Salim, M.M., Camacho, D., Park, J.H. (2024). Digital
Twin and federated learning enabled cyberthreat
detection system for IoT networks. Future Generation
Computer Systems, 161: 701-713.
https://doi.org/10.1016/j.future.2024.07.017

Singh, A.R., Sujatha, M.S., Kadu, A.D., Bajaj, M., Addis,
H.K., Sarada, K. (2025). A deep learning and IoT-driven
framework for real-time adaptive resource allocation and
grid optimization in smart energy systems. Scientific
Reports, 15(1): 19309. https://doi.org/10.1038/s41598-
025-02649-w

El-Khozondar, H.J., EL-Khozondar, R.J., Nassar, Y.F.,
El-Batta, F. (2025). Technical-economical-
environmental assessment of grid-connected hybrid
renewable energy power system for Gaza Strip-palestine.
Engineering Science and Technology, an International
Journal, 69: 102120.
https://doi.org/10.1016/j.jestch.2025.102120

Tugwell, P., Tovey, D. (2021). Prisma 2020. Journal of
Clinical Epidemiology, 134: AS5-A6.
https://doi.org/10.1016/j.jclinepi.2021.04.008

Singh, A.R., Seshu Kumar, R., Bajaj, M., Hemanth
Kumar, B., Blazek, V., Prokop, L. (2025). A blockchain-
enabled multi-agent deep reinforcement learning
framework for real-time demand response in renewable
energy grids. Energy Strategy Reviews, 62: 101905.
https://doi.org/10.1016/j.esr.2025.101905

Sinneh, 1.S., Yanxia, S. (2026). Federated deep MPC-
enabled digital twin and multiagent learning framework
for secure and scalable smart nano grid energy
management. Renewable Energy Focus, 56: 100762.
https://doi.org/10.1016/j.ref.2025.100762

AT, MR, B, B,, RR, S.A.P., Naidu, R.C., et al. (2024).
Intelligent energy management across smart grids
deploying 6G IoT, Al, and blockchain in sustainable
smart cities. IoT, 5(3): 560-591.
https://doi.org/10.3390/i0t5030025

Juwana, W.E., Racmanto, R.A., Ubaidillah, Trisnoaji, Y.,
Prasetyo, S.D., Arifin, Z. (2026). The role of fin—PCM
integration in enhancing photovoltaic performance.
Green Technologies and Sustainability, 4(2): 100306.
https://doi.org/10.1016/j.grets.2025.100306

Reka, S.S., Prasad, A., Venugopal, P., Sammil, F., et al.
(2025). Decentralized energy trading in smart grid using
secured post quantum encryption. Results in Engineering,
27: 105767.
https://doi.org/10.1016/j.rineng.2025.105767

Wang, D., Wang, X., Zhang, Y., Jin, L. (2019). Detection
of power grid disturbances and cyber-attacks based on
machine learning. Journal of Information Security and
Applications, 46: 42-52.
https://doi.org/10.1016/j.jisa.2019.02.008

Iwendi, C., Wang, G.G. (2022). Combined power
generation and electricity storage device using deep
learning and internet of things technologies. Energy
Reports, 8: 5016-5025.
https://doi.org/10.1016/j.egyr.2022.02.304

Andersen, M.Z., Zeinert, P., Rosenberg, J., Fonnes, S.
(2024). Comparative analysis of Cochrane and non-
Cochrane reviews over three decades. Systematic
Reviews, 13(1): 120. https://doi.org/10.1186/s13643-
024-02531-2



[29]

[30]

[32]

(33]

[34]

[35]

[36]

[37]

[38]

[39]

Sheng, X., Zhou, Y., Cui, X. (2024). Graph neural
network based asynchronous federated learning for
digital twin-driven distributed multi-agent dynamical
systems. Mathematics, 12(16): 2469.
https://doi.org/10.3390/math12162469

Hemdan, E.E.D., Sayed, A. (2025). Smart and secure
healthcare with digital twins: A deep dive into
blockchain, federated learning, and future innovations.
Algorithms, 18(7): 401.
https://doi.org/10.3390/a18070401

Tan, C., Yu, P., Qu, Z., Zhang, L., Li, W., Qiu, X., Guo,
S. (2025). Energy-efficient federated learning training
optimization for digital twin driven 6G Air-Ground
integrated vehicular networks. IEEE Transactions on

Intelligent Transportation Systems, 26(10): 18116-18128.

https://doi.org/10.1109/TITS.2025.3478901

Chen, L., Li, X., Zhu, J. (2024). Carbon peak control for
achieving net-zero renewable-based smart cities: Digital
twin modeling and simulation. Sustainable Energy
Technologies and  Assessments, 65: 103792.
https://doi.org/10.1016/j.seta.2024.103792

Qu, Y., Gao, L., Xiang, Y., Shen, S., Yu, S. (2022).
FedTwin: Blockchain-enabled adaptive asynchronous
federated learning for digital twin networks. IEEE
Network, 36(6): 183-190.
https://doi.org/10.1109/MNET.001.2200219

Prathiba, S.B., Govindarajan, Y., Ganesan, V.P.A.,
Ramachandran, A., Selvaraj, A.K., Bashir, A.K,
Gadekallu, T.R. (2024). Fortifying federated learning in
[IoT: Leveraging blockchain and digital twin innovations
for enhanced security and resilience. IEEE Access, 12:
68968-68980.
https://doi.org/10.1109/ACCESS.2024.3401039

Chibi, N.T., Oualhaj, O.A., Fihri, W.F., El Ghazi, H.
(2024). A novel approach based on machine learning,
blockchain, and decision process for securing smart grid.
IEEE Access, 12: 33190-33199.
https://doi.org/10.1109/ACCESS.2024.3370239

Pu, T., Wang, X., Cao, Y., Liu, Z., Qiu, C., Qiao, J.,
Zhang, S. (2021). Power flow adjustment for smart
microgrid based on edge computing and multi-agent
deep reinforcement learning. Journal of Cloud
Computing, 10(1): 48. https://doi.org/10.1186/s13677-
021-00259-1

Tang, X., Wang, J. (2025). Deep reinforcement learning-
based multi-objective optimization for virtual power
plants and smart grids: Maximizing renewable energy
integration and grid efficiency. Processes, 13(6): 1809.
https://doi.org/10.3390/pr13061809

Prasetyo, S.D., Trisnoaji, Y., Arifin, Z., Prabowo, A.R.
(2026). Enhancing thermal efficiency of
Photovoltaic/Thermal (PV/T) collectors: A systematic
review and meta-analysis on fin geometry modifications
and nanofluid applications. Unconventional Resources,
11: 100352.
https://doi.org/10.1016/j.uncres.2026.100352

Naeini, H.K., Shomali, R., Pishahang, A., Hasanzadeh,
H., Mohammadi, M., Asadi, S., Gholizadeh Lonbar, A.
(2025). Pinn-dt: Optimizing energy consumption in
smart building using hybrid physics-informed neural
networks and digital twin framework with blockchain
security. Sensors, 25(19): 6242.
https://doi.org/10.3390/s25196242

369

[40]

[41]

[43]

[44]

[45]

[46]

(48]

[50]

[51]

Malla, T.B., Bhattarai, A., Parajuli, A., Shrestha, A.,
Chhetri, B.B., Chapagain, K. (2022). Status, challenges
and future directions of blockchain technology in power
system: A state of art review. Energies, 15(22): 8571.
https://doi.org/10.3390/en15228571

Jor, B.A. (2024). Decentralized AloT based intelligence
for sustainable energy prosumption in local energy
communities: A citizen-centric prosumer approach.
Cities, 152: 105198.
https://doi.org/10.1016/j.cities.2024.105198

Chung, J.M. (2024). Deep reinforcement learning,
generative Al, federated learning, and digital twin
technology. In Emerging Secure Networks, Blockchains
and Smart Contract Technologies, pp. 31-77.
https://doi.org/10.1007/978-3-031-65866-2 2

Guo, J., Liu, Z., Tian, S., Huang, F., et al. (2023). TFL-
DT: A trust evaluation scheme for federated learning in
digital twin for mobile networks. IEEE Journal on
Selected Areas in Communications, 41(11): 3548-3560.
https://doi.org/10.1109/JSAC.2023.3310094

Alaguraj, R., Kathirvel, C. (2024). Edge computing and
IoT-driven  renewable energy integration for
decentralized smart grid optimization. In 2024 7th
International Conference on Circuit Power and
Computing Technologies (ICCPCT), Kollam, India, pp.
1775-1780.
https://doi.org/10.1109/ICCPCT61902.2024.10672678
Ali, W., Ulasyar, A., Mehmood, M.U., Khattak, A.,
Imran, K., Zad, H.S., Nisar, S. (2021). Hierarchical
control of microgrid using IoT and machine learning
based islanding detection. IEEE Access, 9: 103019-
103031.
https://doi.org/10.1109/ACCESS.2021.3097452
Al-Shetwi, A.Q., Atawi, LE., El-Hameed, M.A.,
Abuelrub, A. (2025). Digital twin technology for
renewable energy, smart grids, energy storage and
vehicle-to-grid integration: Advancements, applications,
key players, challenges and future perspectives in
modernising sustainable grids. IET Smart Grid, 8(1):
€70026. https://doi.org/10.1049/stg2.70026

Sharma, P., Bora, B.J., Deepanraj, B., Jarin, T. (2024).
Overview of digital twins in renewable energy. In 2024
Ist International Conference on Trends in Engineering
Systems and  Technologies  (ICTEST), 1-6.
https://doi.org/10.1109/ICTEST60614.2024.10576156
Yang, W., Xiang, W., Yang, Y., Cheng, P. (2022).
Optimizing federated learning with deep reinforcement
learning for digital twin empowered industrial IoT. IEEE
Transactions on Industrial Informatics, 19(2): 1884-1893.
https://doi.org/10.1109/TI1.2022.3140724
SINNEH-SINNEH, I., Yanxia, S. (2025). Integration of
digital twin-based control of smart nano grids and
multiagent reinforcement learning for resilient energy
management. SSRN Electronic Journal.
https://doi.org/10.2139/ssrn.5120445

Mazhar, T., Irfan, H.M., Khan, S., Haq, 1., Ullah, L., Igbal,
M., Hamam, H. (2023). Analysis of cyber security
attacks and its solutions for the smart grid using machine
learning and blockchain methods. Future Internet, 15(2):
83. https://doi.org/10.3390/£115020083

Kumar, P., Kumar, R., Aljuhani, A., Javeed, D., Jolfaei,
A., Islam, A.K.M.N. (2023). Digital twin-driven SDN for
smart grid: A deep learning integrated blockchain for



cybersecurity.  Solar  Energy, 263:  111921. MPC Model Predictive Control -
https://doi.org/10.1016/j.solener.2023.111921 PINN Physics-Informed Neural
[52] Esenogho, E., Djouani, K., Kurien, A.M. (2022). Network
Integrating artificial intelligence Internet of Things and EV Electric Vehicle -
5G for next-generation smartgrid: A survey of trends DER Distributed Energy Resources -
challenges and prospect. IEEE Access, 10: 4794-4831. VPP Virtual Power Plant —
https://doi.org/10.1109/ACCESS.2022.3140595 ZCEG Zero-Carbon Energy Grid -
[53] Sun, W., Lian, S., Zhang, H., Zhang, Y. (2022). Standardized Mean Difference
Lightweight digital twin and federated learning with SMD (d) was used as the primary effect —
distributed incentive in air-ground 6G networks. IEEE size in the meta-analysis.
Transactions on Network Science and Engineering, 10(3): % X Mean  outcome of the
1214-1227. te a2 intervention and control groups
https://doi.org/10.1109/TNSE.2022.3197124 Sy Pooled standard deviation -
[54] i, Q., Hu, C., Duan, Q., Huang, C., Zhao, X. (2023). Sample size of intervention and
Decentralized power grid fault traceability system based i, Mo control groups B
on internet of things and blockchain technology. Relative Risk is used to
Frontiers in Energy Research, 10: 861321. RR harmonize dichotomous
https://doi.org/10.3389/fenrg.2022.861321 outcomes before effect-size
[55] El Mouhsine, H., Saidi, R., Cherif, W. (2025). Federated conversion.
learning-driven digital twin: A privacy-preserving Al Odds  Ratio used  for
approach for crisis logistics. Engineering Proceedings, OR dichotomous outcome —
112(1): 44. https://doi.org/10.3390/engproc2025112044 comparison
[56] Mohammadabadi, S.M.S., Entezami, M., Moghaddam, Fisher’s Z-transformed
A K., Orangian, M., Nejadshamsi, S. (2024). Generative 7 correlation coefficient is used
artificial intelligence for distributed learning to enhance to standardize correlational
smart grid communication. International Journal of outcomes.
Intelligent Networks, 5: 267-274. . Weight of the i-th study in the
https://doi.org/10.1016/1.ijn.2024.05.004 ! random-effects meta-analysis -
Cochran’s Q heterogeneity
Q statistic -
NOMENCLATURE 2 Between-study variance in the
random-effects model
Symbol / R . Proportion of total variance
A)llabreviation Description Unit = attributable to heterogeneity %
Al Acrtificial Intelligence - 0 True underlying effect size -
DT Digital Twin - ¢ Estimated pooled effect size
FL Federated Learning - from the random-effects model
Integrated Artificial SE Standard error of the effect size -
Al-DT-FL Intelligence—Digital Twin— - cl Confidence interval of the
Federated Learning framework estimated effect size
Preferred Reporting Items for QoS Quality of Service -
PRISMA Systematic Reviews and Meta- — SDN Software-Defined Networking — —
Analyses P2pP Peer-to-Peer architecture
loT Internet of Things - RCT Randomized Controlled Trial -
loT Industrial Internet of Things - t Time S
CNN Convolutional Neural Network — — A Change or difference between
DRL Deep Reinforcement Learning  — two measurements

370





