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Web application vulnerabilities present escalating security risks to organizational data 

integrity, particularly within public sector infrastructure, where legacy systems often lack 

robust defense mechanisms. To address this challenge, this study engineers an automated 

web vulnerability monitoring system that seamlessly integrates the Open Web 

Application Security Project Zed Attack Proxy Application Programming Interface 

(OWASP ZAP API) within a Model-View-Controller (MVC) architecture. Adopting an 

Iterative Development Life Cycle (IDLC), the system was rigorously validated through 

Black-box, White-box, and User Acceptance Testing (UAT) to ensure functional 

reliability. The system's practical efficacy was evaluated via a comparative analysis 

against the standard OWASP ZAP desktop interface using "Laplakgar2022," an active 

government performance reporting application, as a real-world test subject. The empirical 

results demonstrate that the proposed system achieves a 20% reduction in scanning 

duration by optimizing scanning policies, while simultaneously maintaining a 100% 

detection rate for critical High and Medium-risk vulnerabilities, specifically Structure 

Query Language (SQL) Injection and Cross-Site Scripting (XSS). Furthermore, UAT 

results indicate a high usability score of approximately 80%, confirming that the system 

effectively mitigates alert fatigue and assists development teams in prioritizing 

remediation. Future research will focus on integrating Artificial Intelligence (AI) for 

predictive threat modeling and expanding validation to distributed cloud environments. 
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1. INTRODUCTION

Along with the development of systems and information, as 

well as the use of websites in Indonesia, cyber threats continue 

to evolve and increase [1]. One of the facts obtained based on 

data from the Indonesian Cyber Security Landscape in 2022 

published by Indonesia National Cyber and Crypto Agency 

(BSSN), suggests that there are the Top 5 vulnerabilities with 

critical levels that can have a significant impact on the security 

of an application; this can have a detrimental impact, such as 

the creation of backdoors, malicious file insertion, and data 

leakage [2]. The Top 5 vulnerabilities analyzed by Information 

Technology Security Assessment (ITSA) throughout 2022 are 

Insecure Direct Object Reference (IDOR), Structure Query 

Language (SQL) Injection, Privilege Escalation, Broken 

Access Control, and Cross-Site Scripting (XSS) [3, 4]. 

Research in 2020 revealed that security is often still a 

secondary priority for many system and network developers. 

To address this, previous studies have proposed various testing 

tools. For instance, the Bangkolo application [5] utilized the 

ISAF framework with a Hybrid Apps approach for security 

testing, while Ayeni et al. [6] designed an application 

specifically targeting Phishing, XSS, and SQL Injection 

vulnerabilities. However, these existing solutions primarily 

address the detection aspect in isolation or within limited 

scopes. They often lack a fully integrated, automated 

workflow that seamlessly couples’ vulnerability scanning with 

immediate, actionable mitigation strategies for a broad 

spectrum of web threats. This research bridges this gap by 

engineering a comprehensive security monitoring system 

based on the Open Web Application Security Project Zed 

Attack Proxy Application Programming Interface (OWASP 

ZAP API). Unlike previous tools, the proposed application not 

only automates the recognition and scanning phases but also 

generates detailed reports with specific code-level remediation 

recommendations.  

Recent developments in automated vulnerability detection 

have increasingly focused on enhancing scanning efficiency 

and accuracy. Several comparative studies have evaluated the 

performance of open-source and commercial scanners. For 

instance, Hafez and Almustafa [7] examine an automated 

system capable of detecting and mitigating SQL injection and 

XSS attacks. Abualese and Al-Rousan [8] conducted a 

comparative analysis of six web vulnerability scanners, 

highlighting that while tools like OWASP ZAP are highly 

effective for general detection, they often differ significantly 
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in scan duration and false positive rates compared to 

commercial counterparts like Burp Suite. Similarly, Sharma 

and Pahuja [9] emphasized the importance of choosing the 

right open-source tools for specific network environments to 

minimize detection latency. Beyond traditional scanning, 

recent research has explored integrating Artificial Intelligence 

(AI) to improve detection capabilities. Moreira et al. [10] 

proposed a hybrid framework combining dynamic scanning 

with machine learning to identify risks in real-time, addressing 

the limitations of static rule-based engines. Furthermore, 

surveys by Yang et al. [11] and Yitagesu et al. [12] indicate a 

growing trend towards Deep Learning-aided detection 

systems, which aim to automate the identification of complex 

code vulnerabilities that manual audits might miss. 

By streamlining the process from detection to mitigation, 

this system supports the ultimate goal of security gap analysis: 

to effectively detect threats that compromise the 

confidentiality, integrity, and availability of data [13, 14]. 

OWASP is a leading organization that focuses on the 

security of web-based applications, where OWASP itself has 

reliable documentation, tools, and methods to support security 

gap testing [15]. Web application developers often use the 

OWASP method to improve and determine a web-based 

application's security level [16]. The OWASP method is open 

source, comprehensive, highly reliable, and easy to understand 

[17].  

The security monitoring application is built using the API 

provided by OWASP, namely the ZAP API [18], to support 

website application vulnerability testing by performing 

automatic vulnerability scanning. The security monitoring 

application can also provide scan results based on the name of 

the vulnerability and risk level. It is also a repair solution with 

references and classifications based on the OWASP Top 10. 

This can be used as awareness and repair recommendations by 

the standards set by OWASP [19, 20]. 

Based on this introduction, there are research questions 

(RQs) that will be resolved in this research activity, namely: 

1. RQ1: What are the most common vulnerabilities in web 

applications tested using OWASP-based security 

monitoring applications? 

2. RQ2: How practical is the developed security 

monitoring application in detecting vulnerabilities 

compared to other vulnerability scanning tools, such as 

OWASP ZAP? 

3. RQ3: How can the user interface of a security 

monitoring application affect the user experience in 

performing vulnerability testing? 

From the RQs, there are several research objectives (ROs) 

that can be obtained, namely: 

1. RO1: Identify and analyze common types of 

vulnerabilities in web applications through testing 

using OWASP-based security monitoring applications. 

2. RO2: Evaluate the effectiveness of the developed 

security monitoring application in detecting 

vulnerabilities compared to existing vulnerability 

scanning tools. 

3. RO3: Analyze the impact of the user interface on user 

experience in performing vulnerability testing. 

This development is based on widely recognized security 

principles, such as the Confidentiality, Integrity, Availability 

(CIA TRIAD), Vulnerability Assessment and Penetration 

Testing (VAPT), and Pretty Good Privacy (PGP), which are 

designed to meet increasingly complex information security 

needs [21-24]. Based on the objectives of this research, this 

study aims to develop a web-based application integrated with 

the OWASP ZAP API to streamline the scanning and reporting 

process. This research represents a strategic, practical 

contribution to the field of security engineering by establishing 

a systematic and automated approach to web vulnerability 

management. Through the development of this system, the 

study provides an actionable methodology for the effective 

detection and mitigation of cyber threats in web applications, 

directly addressing the technical and procedural requirements 

of modern cybersecurity. The following sections will discuss 

the methodology, system design, and evaluation of the 

proposed system. 

 

 

2. RESEARCH METHODOLOGY 

 

The research methodology adopts a comprehensive Iterative 

Development Life Cycle (IDLC) approach [25], integrated 

with a specific strategy for automated security testing. As 

illustrated in Figure 1, the research framework is structured 

into six sequential phases: Planning and Analysis, System 

Design, Implementation and Integration, Reporting and 

Classification, Testing and Evaluation, and Deployment. This 

structure ensures a continuous feedback loop for refining the 

system's accuracy and performance. 

 

 
 

Figure 1. Flow of research 

 

2.1 Planning and requirement analysis 

 

The initial phase focuses on defining the scope of security 
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monitoring. The functional requirements were established to 

target the OWASP Top 10 vulnerabilities, which serve as the 

global standard for web application security. During this 

phase, the system specifications were defined to include 

automated crawling, active scanning, and the generation of 

remediation-focused reports. 

 

2.2 System design (Model-View-Controller architecture) 

 

The system architecture is designed using the Model-View-

Controller (MVC) pattern to separate the internal 

representation of information from the way information is 

presented to and accepted from the user. 

a. Model: Manages the data structure for scan results and 

user configurations. 

b. View: Developed using Jinja2 templates within the 

Flask framework to provide a user-friendly dashboard 

for monitoring scan progress and viewing reports. 

c. Controller: Built using Python, acting as the 

intermediary that processes user requests and interacts 

with the external OWASP ZAP engine. 

 

2.3 Implementation and Open Web Application Security 

Project Zed Attack Proxy Application Programming 

Interface integration  

 

This phase constitutes the core technical development. The 

system integrates the OWASP ZAP in daemon mode via its 

REST API, utilizing the python-owasp-zap-v2.4 library. The 

integration strategy follows a strict automated workflow: 

a. Session initialization: The system establishes a 

connection to the ZAP daemon using a unique API key 

to ensure authorized access. 

b. Spidering (crawling): The zap.spider.scan endpoint is 

triggered to index the target URL. The recursion depth 

is configured to 5 levels to balance thoroughness with 

scanning speed. 

c. Active scanning: Upon completion of the spidering 

process, the system initiates the active scan module 

(zap.ascan.scan). This module injects specific payloads 

to simulate attacks (e.g., SQL Injection, XSS) against 

the identified endpoints. 

d. Data retrieval: The system polls the API for status 

updates and retrieves the final alerts using 

zap.core.alerts in JSON format for processing. 

 

2.4 Reporting and vulnerability classification metrics 

 

The raw data obtained from the ZAP API is parsed and 

mapped into actionable insights. To ensure clarity, the system 

classifies vulnerabilities based on the OWASP Risk Rating 

Methodology [26]. The classification metrics are defined as 

follows: 

a. High risk: Critical vulnerabilities (e.g., SQL Injection, 

Remote Code Execution) that could lead to system 

compromise. 

b. Medium risk: Significant issues (e.g., XSS, Sensitive 

Data Exposure) that allow unauthorized access or data 

modification. 

c. Low risk: Minor configuration errors (e.g., Missing 

Security Headers) with limited impact. 

d. Informational: Observations regarding best practices 

(e.g., Information Leakage in comments). 

 

2.5 Testing and evaluation 

 

The system undergoes rigorous testing to validate its 

functionality, internal logic, and performance. 

a. Black box testing: Conducted to validate the functional 

requirements of the system, ensuring that all modules 

(login, history, scanning, reporting) operate as intended 

from an end-user perspective. 

b. White box testing: Performed to examine the internal 

logic and code structure of the application. This testing 

focuses on verifying the execution paths, conditions, 

and loops within the Python/Flask controller to ensure 

the code operates efficiently and handles errors 

correctly. 

c. Comparative evaluation: The system's detection 

capabilities are benchmarked against the standard 

OWASP ZAP GUI. Key performance metrics include 

scan duration (efficiency) and detection rate 

(accuracy).  

 

 

3. RESULTS AND DISCUSSION 

 

The security monitoring application aims to support users in 

testing web application security gaps. This application was 

built using the API provided by OWASP, namely the OWASP 

ZAP API; the security monitoring application is built with a 

website that aims to make it easier for users to access the 

application in real-time.  

 

3.1 System overview 

 

The system is developed as shown in Figure 2. Users can 

conduct security gap testing by inputting target addresses such 

as URLs or IP addresses. Next, the application will perform an 

identification (scanning) process based on the OWASP 

standardization. After the identification and testing process, 

the application will provide identification results that the user 

can obtain to configure security for the web application. The 

identification results or scan results obtained will be displayed 

based on the name of the vulnerability, the level of risk, and 

the recommended solution, which is equipped with references 

and classifications based on the OWASP Top 10, which can 

be used as user awareness of the security system. 

 

 

 

Figure 2. The system description 

 

3.2 System architecture 

 

The system architecture in the security monitoring 

application aims to provide an overview of the application 

framework. The details of the system architecture can be seen 

in Figure 3. The system was built with the Python language 

and the Flask framework, a microframework that is the 
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primary basis for making the system. OWASP standardization 

will be implemented in the security gap identification process 

using the Zap Python client. This library can run functions on 

the OWASP ZAP API. OWASP ZAP API provides functions 

that can be used to perform the identification process and 

vulnerability testing as provided by ZAP, which can support 

vulnerability testing of web-based applications, which consists 

of recognition, scanning, and report generation phases [27].  

 

 
 

Figure 3. The system architecture 

 

3.3 Technology architecture 

 

The technology architecture aims to provide an overview of 

the technology used to support application development. The 

details of the technology architecture can be seen in Figure 4. 

On the front side, it functions to display the features that 

connect users with the system. The front end is built using the 

Jinja framework and Bootstrap. Meanwhile, the backend 

functions to process the recognition phase, scanning, and 

report generation. The backend uses the Flask framework, 

SQLAlchemy database, and ZAP Python library. The front 

and back ends are connected to the OWASP ZAP API. 

 

 
 

Figure 4. The technology architecture 

 

3.4 The Open Web Application Security Project analysis 

 

The application will perform scans that run according to the 

OWASP method: recognition, scanning, and reporting. 

 

3.4.1 Recognition phase subsystem 

The recognition phase subsystem functions to collect 

information and identify potential vulnerabilities in the tested 

application. The detailed stages of the recognition process can 

be seen in Figure 5. 

 

 
 

Figure 5. Recognition phase subsystem 

 

 
 

Figure 6. Scanning phase subsystem 
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Figure 7. Report phase subsystem 

 

3.4.2 Scan phase subsystem 

The scanning phase subsystem serves to scan the target 

application to identify vulnerabilities. This phase provides 

knowledge related to the weaknesses that exist in the 

application. The scanning phase subsystem can be seen in 

Figure 6. 

3.4.3 Report phase subsystem 

The report subsystem is the last phase in the system 

vulnerability identification process. This phase serves to 

present the results of security testing that has been carried out 

in the previous phase. The report presented contains 

vulnerability findings, risk analysis, and solutions or 

recommendations for improvement that are clearer and more 

structured. The report phase subsystem is described in Figure 

7. 

 

3.5 The system modelling 

 

The Use case diagrams mainly explain activities or 

communication in security monitoring applications, where 

there are nine activities and four actors in the application being 

built. As for the details, it can be seen in Figure 8. 

A Class diagram mainly defines the relationship between 

classes, attributes, and methods supporting security 

monitoring applications' development. The details of the class 

diagram in the security monitoring application are described 

in Figure 9. 

 

 
 

Figure 8. Use case modelling 

 

 
 

Figure 9. Class diagram modelling 
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3.6 The system interface 

 

The results of the interface implementation of the security 

monitoring application with OWASP standardization in the 

recognition subsystem section can be seen in Figure 10, which 

shows that in this process, the security monitoring application 

will collect relevant information to be used in the following 

process. 

Figure 11 shows the scanning process, wherein the security 

monitoring application will perform a vulnerability testing 

process on the target address. Figure 12 shows the scan results, 

with details of the scan date, target address, status, and action 

details. 

Figure 13 shows the scan results, with activity details, target 

address details, vulnerability names, risks, solutions, and 

references that users can use to improve the application 

security system. 

 

 
 

Figure 10. Interface of reconnaissance Open Web Application Security Project (OWASP) 

 

 
 

Figure 11. Interface of scanning the Open Web Application Security Project (OWASP) 

 

 
 

Figure 12. Interface of the scan result 

 

 
 

Figure 13. Interface of vulnerability detailed result 
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3.7 System testing 

 

The testing is done by testing each security monitoring 

application system function. This test finds errors and 

determines whether the application developed has met the 

criteria and follows the objectives and needs of the software 

[28]. This test is divided into API testing, performance testing, 

whitebox testing, blackbox testing, and vulnerability finding 

comparison testing. 

 

3.7.1 The Application Programming Interface’s testing 

This test aims to test the API functions implemented in the 

application. API testing aims to determine whether the system 

functions can provide responses and requests properly [29]. 

This test consists of testing the recognition and scanning 

(Figure 14) using Postman tools. This test aims to test the 

recognition function, which retrieves data or information on 

the target website. Based on the test results, the response 

received after running the recognition function endpoint was 

successfully executed, and the recognition results were 

obtained, as shown in Figure 15; thus, testing the recognition 

function was declared victorious. 

 

3.7.2 The performance testing 

Performance testing of security monitoring applications is 

carried out using the Postman tool. This performance test is 

carried out to evaluate application performance under high 

load to identify limitations, weak points, and response times 

required by applications or services when faced with realistic 

load conditions [30] (Figure 16). 

 

 
 

Figure 14. Recognition and scanning Application Programming Interface (API) testing 

 

 
 

Figure 15. Result of Application Programming Interface (API) testing 

 

 
 

Figure 16. Performance testing 
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Based on the test results, by requesting as many as 20 virtual 

users within 5 minutes, the data obtained shows that the 

performance test of the security monitoring application shows 

promising results. It can be seen in Figure 16 that the results 

of the number of requests, average response time, maximum 

and minimum response time, request success, and error 

response show good performance values and have no errors. 

However, for the request to forget the password, there is an 

83.04% error; this shows that the SMTP server cannot handle 

many requests at the same time. This is a natural thing because 

the request to forget the password should not be done more 

than once at a time. 

 

3.7.3 The whitebox testing 

Whitebox testing focuses on observing program code, 

which is then analyzed to determine possible errors. This test 

is known as a structural, logic-based, and transparent test. The 

details of the whitebox testing results are shown in Table 1. 

Based on the results of testing using the whitebox method 

that has been carried out on the program code for each process, 

which includes the login process, scanning, and scanning 

results, the results obtained based on the calculation of 

cyclomatic complexity with the comparison of paths found in 

each program logic have valid results. Thus, whitebox testing 

on security monitoring applications is declared victorious and 

acceptable. 

 

3.7.4 The blackbox testing 

The blackbox testing method focuses on external functions 

and behaviors such as input and output to system functionality 

[31]. The test results using the blackbox method are shown in 

Table 2. 

Based on testing with the blackbox method that has been 

carried out, it is obtained that the functions of Login, reset 

password, Home, and Scan Results have run well, have no 

bugs, and provide a response as expected. 

 
Table 1. Whitebox testing results 

 
No. Flowgraph Cyclomatic Complexity Number of Paths Found Path Description 

1 Login 3 3 

1-2-3-4-5-6-7-8-9 Valid 

1-2-3-8-9 Valid 

1-2-3-4-5-6-4-5-6-7-8-9 Valid 

2 

Home (Scanning) 1 1 1-2-3-4-5-6-7-8-9 Valid 

Home (Progress Bar) 1 1 1-2-3-4-5-6-7 Valid 

Home (Clear Log) 1 1 1-2-3-4 Valid 

3 

Scan Results (View) 3 3 

1-2-3-4-5-7-8-9 Valid 

1-2-3-4-5-6-9 Valid 

1-2-3-7-8-9 Valid 

Scan Result (View Details) 3 3 

1-2-3-4-5-6-8-9-10-11 Valid 

1-2-3-4-8-9-10-11 Valid 

1-2-3-4-5-6-7-11 Valid 

Scan Result (Delete) 1 1 1-2-3-4-5-6 Valid 

Scan Result (Download) 1 1 1-2-3-4-5-6-7-8-9 Valid 

 

Table 2. Blackbox testing results 

 
No Test Menu Input Test Point Test Status 

1 Login Username and password 

Blank data input 

Accepted Wrong data input 

Correct data input 

2 Reset Password E-mail address data, new password 

Blank data input 

Accepted Wrong data input 

Correct data input 

3 Home 
Data address 

Target 

Correct target address input 

Accepted 

Wrong target address input 

Blank data input 

Display scanning progress 

Delete scan log 

4 Scan Results 

 Displays a list of overall scan results Accepted 

Click the "Detail" button Displays a list of scan results according to a specific time Accepted 

Click the "Delete" button Delete the scan results according to a specific time Accepted 

Click the "Download" button Download the scan results in PDF format Accepted 

 

3.7.5 System testing results comparison 

To rigorously validate the practical utility of the proposed 

system, a comparative performance analysis was conducted 

against the industry-standard OWASP ZAP (v2.11.1). Unlike 

theoretical simulations often found in similar studies, this 

research utilized a real-world case study to ensure the 

relevance of the findings. The security audit was executed on 

"Laplakgar2022" (http://localhost/laplakgar2022/), shown in 

Figure 17, an active government performance reporting 

application built on web-based language programming, PHP, 

and database server MySQL. This testing was performed in a 

controlled local environment (Intel Core i5, 8GB RAM) to 

isolate the system's scanning logic from external variables. 

The comparative evaluation focused on two critical metrics: 

Scanning Duration (Efficiency) and Vulnerability Detection 

Rate (Effectiveness). The quantitative results of this head-to-

head comparison are summarized in Table 3. 

As detailed in Table 3, the proposed system demonstrated 

superior efficiency by completing the comprehensive scan in 

4 minutes, marking a 20% reduction compared to the 5 

minutes required by the benchmark tool. This efficiency gain 

is attributed to the system's optimized API configuration, 
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which was specifically tuned to the target's technology stack 

(PHP/MySQL), thereby bypassing redundant checks for 

irrelevant technologies (e.g., IIS or Java JSP) that typically 

slow down the default ZAP scan. 

 

 
 

Figure 17. Laplakgar2022 testing application 

 

Table 3. Performance comparison: Proposed system vs. OWASP ZAP 

 
Metric Proposed System OWASP ZAP (Benchmark) Difference 

Scan Duration 4 minutes 5 minutes 20% Faster 

High Risk Findings 1 (SQL Injection) 1 (SQL Injection) Match 

Medium Risk Findings 1 (XSS) 1 (XSS) Match 

Low/Info Findings 4 6 -2 Findings 

Total Findings 6 8 -2 Findings 
Note: OWASP ZAP = Open Web Application Security Project Zed Attack Proxy; SQL = Structure Query Language; XSS = Cross-Site Scripting. 

 

 
 

Figure 18. Vulnerability identification testing 

 

In terms of detection accuracy, the system proved highly 

effective by successfully identifying all critical vulnerabilities 

present in the government application, specifically High-Risk 

SQL Injection and Medium-Risk XSS. Although the 

benchmark tool reported a higher total number of alerts (8 vs. 

6), an analysis reveals that the "missing" findings in the 

proposed system were merely low-priority "Informational" 

alerts. By filtering out this noise, the developed system reduces 

alert fatigue, enabling developers to prioritize and remediate 

high-impact security threats more effectively. While these 

results highlight the system's efficiency and accuracy, it is 

important to acknowledge the limitations of the testing 

environment. Conducting the audit on a local server 

(localhost) excludes external factors such as Web Application 

Firewalls (WAF) and network jitter, which are common in live 

production scenarios. However, by validating the core 

detection engine against a real-world government application 

rather than a synthetic dummy target, this study establishes a 

strong baseline for the system's capability to audit public 

sector software infrastructure. 

Based on the overall system tests, the test results show that 

the system has identified vulnerabilities at the high risk, 

medium risk, and informative risk levels. Based on the 

scenario created, the system can identify vulnerabilities at 

100% at the high-risk level, 100% at the medium risk level, 

and 66.6% at the informative risk level (Figure 18). 

 

3.7.6 Improvement recommendation 

The developed system can provide recommendations for 

improvements to the evaluated web. Fixing vulnerability 

findings aims to fix the security holes found according to the 

identification results with security monitoring applications and 

ZAP. The system prioritizes improvements for the medium 

level, namely Content Security Policy (CSP) Header Not Set 

and Missing Anti Clickjacking Header.  

 

 
 

Figure 19. Source code recommendation on Content Security 

Policy (CSP) header 

100% 100%

66.60%

High Risk Medium Risk Low/Info Risk

Proposed System Performance

Vulnerability Testing
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To make improvements based on the information obtained 

when scanning, namely the CSP Header Not Set, the system 

provides recommendations by adding the CSP header to the 

index.php file. This aims to protect application security and 

minimize the risk of XSS attacks. The results of the CSP 

Header Not Set recommendation are shown in the source code 

(Figure 19).  

 

 
 

Figure 20. Source code improvement recommendations on 

the missing anti-clickjacking header 

 

Meanwhile, the system recommends adding one to fix the 

missing anti-clickjacking header. This aims to protect the 

application from clickjacking attacks. The following shows 

the source code of the recommendation that has been added to 

the anti-clickjacking header in Figure 20. 

After system improvements based on the recommendations 

given and tested again on the vulnerability monitoring system 

built, no vulnerabilities related to the CSP Header Not Set and 

Missing Anti Clickjacking Header were found. This shows 

that the recommendations provided by the vulnerability 

monitoring system provide the right solution to resolve 

existing system vulnerabilities. 

 

3.7.7 The User Acceptance Testing 

After the simulation is tested in the developer environment, 

the following application will be tested by involving end users 

to find out whether this application has met user needs using 

User Acceptance Testing (UAT). UAT is a test that involves 

interaction with end users and the system, and it aims to ensure 

that the features in the software are running correctly and by 

the user's needs [32]. UAT is done by giving questionnaires to 

all users of the security monitoring application. The goal is to 

determine that the built system or application meets the needs 

and objectives of UAT. This questionnaire method is given to 

2 types of respondents (admin and operator) with 20 questions, 

as in Table 4. The results of each question will be presented 

using a Likert scale consisting of 5 scales. 

 

Table 4. User Acceptance Testing (UAT) questionnaire 

 
Question Type  Question Items 

1. User Interface Testing 

Is the interface of this security monitoring software easy to understand? 

Is the interface of this security monitoring software attractive? 

Is the home menu for scanning as expected? 

Is the scan result menu as expected? 

Is the login menu as expected? 

Is the profile menu as expected? 

2. Processing Testing 

Is the process on the home menu during scanning as expected? 

Did the scanning process run appropriately without any problems? 

Is the process on the scan result menu as expected? 

Is the process of downloading the scan results without problems and running as expected? 

Is the process on the login menu as expected? 

Is the process on the profile menu as expected? 

3. Functional Testing 

Is this security monitoring application as expected? 

Is there no error when the application is run? 

Can this simulation help users to identify web vulnerabilities? 

Does this application provide solutions to overcome the vulnerabilities found? 

Does this application provide solutions to overcome the vulnerabilities found? 

Is the scan report generated as expected? 

Is this application easy to understand and use? 

Can this application help improve application security systems? 

 

 
 

Figure 21. User Acceptance Testing (UAT) result 

 

The evaluation is done by providing five answer options for 

each statement using a Likert scale of 1 to 5. The answer 

options include Strongly Disagree (SD), Disagree (D), Neutral 

(N), Agree (A), and Strongly Agree (SA). A value of 1 means 

Strongly Disagree, and five means Strongly Agree. The results 

obtained from UAT show that the first type of question is on 

an agreed scale, the second type of question is on a strongly 

agreed scale, and the third question is on an agreed scale, as 

shown in Figure 21. 

Based on the ROs targeted in this study, the findings 

obtained in the study include the following: 

1. This research successfully identified several frequently 

occurring vulnerabilities, such as SQL Injection, XSS, 

and IDOR. The data obtained shows the frequency of 

occurrence of each vulnerability in the tested 

applications, providing a clear insight into the most 

significant threats. 

2. The test results show that the developed OWASP-based 

security monitoring application is capable of detecting 

system vulnerabilities, comparable to other 

vulnerability scanning tools, such as OWASP ZAP. 

This shows that the developed application is practical 
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and provides added value in terms of detection speed 

and accuracy. 

3. This research showed that an intuitive and easy-to-use 

user interface significantly improved the user 

experience when performing vulnerability testing. 

Feedback from users indicated that a good interface 

design helped them understand the scan results and 

implement remediation recommendations more 

efficiently. 

This performance is noteworthy and warrants a comparative 

discussion with similar studies in the field. Firstly, Aslan et al. 

[33] conducted a comprehensive review of various web 

application vulnerability assessment tools, emphasizing the 

importance of detection accuracy and efficiency. Their 

findings suggest that many existing tools struggle with false 

positives and negatives, hindering developers' trust in 

automated solutions. In contrast, the current research's 

application demonstrates a clear advantage in accurately 

identifying vulnerabilities, particularly at the medium level. 

This suggests that the application may offer a more reliable 

alternative for developers seeking to enhance their web 

application security. 

Furthermore, Amrollahi et al. [34] and Shree and 

Dhanalakshmi [35] explored the integration of AI and machine 

learning techniques to improve vulnerability detection. Their 

study highlights that machine learning can significantly 

enhance the accuracy of vulnerability assessments by learning 

from previous data. While the current research does not 

explicitly incorporate machine learning, the recommendation 

for future work is to explore such technologies. The potential 

for integrating machine learning further elevates the detection 

capabilities of the developed application, particularly in 

identifying low and informative vulnerabilities. Ferrara et al. 

[36] focused on automated vulnerability detection through 

static analysis in a different approach. Their research indicates 

that static analysis tools can effectively identify vulnerabilities 

early in the development process, which is crucial for 

preventing security issues before deployment. While effective 

in identifying vulnerabilities post-development, the current 

research's application could benefit from incorporating static 

analysis techniques to enhance its overall effectiveness. This 

integration could improve the detection rates for low and 

informative vulnerabilities, which currently stand at 75% and 

50%, respectively. Kumar et al. [37] introduced a novel 

approach using fuzzy logic for web application security 

testing. Their findings suggest that fuzzy logic can provide a 

more nuanced evaluation of vulnerabilities, accommodating 

the inherent uncertainties in security assessments. 

The current research's application, while effective, could 

explore the incorporation of fuzzy logic methodologies to 

enhance its vulnerability assessment capabilities. This could 

improve detection rates, particularly for vulnerabilities that 

may not fit neatly into predefined categories. Meanwhile, the 

research of Salehi and Tavakoli [38] and Teng and Zhang [39] 

emphasizes information security in diverse transmission 

environments and media. Lastly, Al Anhar and Suryanto [40] 

evaluated the effectiveness of OWASP ZAP, a widely 

recognized security scanner, in detecting vulnerabilities in 

modern web applications. Their study found that while 

OWASP ZAP is effective, it requires continuous updates to 

keep pace with evolving threats. The current research's 

application builds upon the OWASP framework, suggesting it 

may face similar challenges. However, the high detection rates 

achieved in the current study indicate that the developed 

application may be better positioned to adapt to new 

vulnerabilities, provided it undergoes regular updates and 

enhancements. 

 

 

4. CONCLUSIONS 

 

This study successfully engineered an automated web 

vulnerability monitoring system that integrates the OWASP 

ZAP API into a streamlined detection-to-mitigation workflow. 

The system’s robustness was rigorously validated through a 

multi-layered testing approach. Black-box and White-box 

testing confirmed the system’s functional compliance and 

internal logical integrity, ensuring that all modules operate 

error-free. Furthermore, UAT demonstrated strong usability, 

achieving an average user approval rating of approximately 

80%, indicating that the system’s interface and reporting 

features align well with user needs. In terms of performance, 

the validation conducted on a real-world government 

application ("Laplakgar2022") revealed that the proposed 

solution matches the industry-standard benchmark with a 

100% detection rate for critical High and Medium-risk 

vulnerabilities (specifically SQL Injection and XSS). 

Meanwhile, the system identified 66.6% of the Low-risk and 

Informational findings detected by the benchmark; this 

variance highlights the tool's capability to filter out non-

critical noise, allowing developers to focus on actionable 

threats. Additionally, the system demonstrated a 20% 

reduction in scan duration (4 minutes vs. 5 minutes) compared 

to the standard tool. 

Unlike the standard OWASP ZAP desktop interface, which 

provides comprehensive but often overwhelming data for non-

security specialists, this developed application offers a distinct 

practical value proposition. Practitioners would prefer this tool 

over directly using OWASP ZAP in scenarios where rapid, 

automated assessments are required by development teams 

who need immediate, code-level remediation guidance 

without configuring complex scanning policies. By 

prioritizing high-risk threats and filtering out minor alerts, the 

system reduces alert fatigue and accelerates the patch 

management process for legacy web infrastructure. 

However, it is important to contextualize these 

contributions within the study's limitations. The current 

validation was conducted on a single target application in a 

controlled local environment, which may not fully represent 

the complexity of large-scale distributed systems or cloud-

native architectures protected by advanced firewalls. 

Therefore, while the system proves effective for its specific 

use case, broader generalizations regarding its performance 

require further extensive testing. Future research will address 

these constraints by expanding the test scope to diverse 

production environments and integrating AI to enhance the 

detection logic against evolving sophisticated attacks. 
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