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The emergence of digital governance raises concerns about the security of election data if
elections are conducted online. Election information has been moved to the internet,
courtesy of advances in digital technology, and is therefore prone to hacking and misuse.
The proposed framework in this paper employs lightweight encryption algorithms that
emphasize both attributes and novel key exchange to secure the voter registration
database, as well as attribute-based encryption (ABE) and biometric authentication. This
provides data confidentiality, authenticity, fine-grained access control, efficient
computations, and applicability in digital elections. The presence of an essential key
generation mechanism at multiple levels that incorporates the user's attributes and
biometric data, which changes dynamically in each session, makes the process more
secure. The encryption of the voter registration database is ensured using fast, lightweight
symmetric algorithms. The framework is tested using a real database of Iraqi voters and
fingerprint images from 60 users. The output demonstrates that the key values generated
have high entropy and high scores on the standard statistical randomness tests, with
accepted p-values, indicating excellent statistical representation and a high degree of
randomness. These results prove the fact that the proposed framework develops and
exchanges key within a rapid fashion with the effective throughput, resilient to brute-force
and impersonation attacks, which adds to its adaptability to real-life and large-scale
elections.

1. INTRODUCTION

The rapid growth in digital data, driven by the rise of cloud
technologies and the Internet of Things (IoT), requires finding
secure and effective encryption systems. Traditional
cryptography algorithms, though very strong, might not
provide a balance among security, scalability, and
computational efficiency in contemporary distributed systems
[1-3]. Users, companies, and governmental organizations need
security solutions to store their sensitive documents and data
in cloud platforms [4]. Thus, the researchers have already
thought of the existence of hybrid and lightweight
cryptography schemes, the combination of symmetric and
asymmetric approaches to the establishment of the
confidentiality and performance levels [5-7]. Meanwhile,
chaotic maps and pseudorandom generators are also proposed
as an effective method for key generation that is both secure
and reliable, owing to their high sensitivity to initial conditions
and unpredictability [8]. The properties of the chaotic maps,
such as the logistic map, piecewise linear chaotic maps, and
higher-dimensional chaotic systems, are appropriate for
generating complex keystreams [9]. Biometric methods have
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reduced user-centric authentication compared to chaotic
systems, thereby increasing predictability. Biometric
techniques, in particular, fingerprint minutiae extraction, have
been more useful for identity verification, thereby providing
value to cryptographic keys [10-12]. Multi-biometric fusion
has been analyzed to enhance higher accuracy in
authentication [2, 13]. At the same time, the mechanism of
ABE has been developed as a paramount control of access
rights when considering attributes (e.g., name, email,
organizational role) of users directly inside the encryption
methodology [14]. This paradigm ensures that the decryption
process does not purely depend on cryptographic keys but also
on attribute policies, which makes it particularly successful
with cloud and FinTech applications, where multi-user access
is a characteristic feature [15-17]. Despite these
improvements, the existing knowledge tends to discuss
biometric authentication and ABE separately. Some studies
combine the use of passwords with biometrics in the
generation of keys based on Rivest Shamir Adelman (RSA)
[18, 19] or utilize hybrid cryptography for cloud storage [20,
21]. Nevertheless, an active combination of user attributes,
biometrics, and chaos-based key generation is not studied
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properly. Furthermore, lightweight frameworks are needed to
support resource-constrained devices [1, 2]. It rarely deals
with the dynamic properties of the session-specific secret keys
that change with each transaction. The current literature in
election data security tends to focus on ABE, biometric
authentication, chaos-based or hash-based generation of keys
as individual tools, but does not offer a cohesive framework of
how cryptographic keys are tied to the identity of the user and
to the attributes of the session. Specifically, the joint operation
of fine-grained access control and dynamically generated
biometric-based session keys is even under-investigated,
particularly in the lightweight and large-scale database
models. In a bid to fill this gap, this paper proposes a hybrid
security model that incorporates ABE with fingerprint
biometrics and hash-based key derivation involving the use of
the SHA-512 hash algorithm to generate dynamic and secure
keys. The suggested scheme binds the secret keys to user
features and biometric minutiae, hence, session-related and
identity-related encryption. A suggested mechanism based on
RSA is used to perform safe key exchange, whereas
lightweight ciphers are used to ensure -efficient data
encryption. The integrated design offers a scalable and viable
solution to the security of sensitive voter data on cloud- and
IoT-assisted elections. The remainder of this paper is
organized as follows. Section 2 summarizes related work.
Section 3 explains the proposed method for the framework and
its primary elements. Section 4 will present the experimental
results. Lastly, Section 5 presented the conclusion of the paper.

2. RELATED WORK

Recent studies on the generation of secure keys and
encryption have looked at different methods, such as chaos-
based, biometric, ABE, hybrid cryptographic models, and
integration of the methods into incorporation systems. The
objectives of these have been to produce random
cryptographic keys and pseudorandom sequences, offer
special capabilities in authentication and key derivation, and
trade off performance and security in resource-constrained
environments. Nevertheless, there is difficulty in integrating
these methods into a unified lightweight model of dynamic,
session-dependent, and fine-grained protection of data.
Literature classifies the existing technologies into five major
categories: Chaos-Based Key Generation, Biometric-Based
Key Generation, ABE, Hybrid Approaches, which is a
combination of biometrics, chaos, ABE, and hybrid
cryptography, and lightweight encryption. Chaotic systems are
good at generating cryptographic keys and pseudorandom
numbers due to their randomness and high sensitivity. Akif et
al. [22] designed a 2D chaotic system to generate bit
pseudorandom systems. Yu et al. [23] investigated the use of
hyperchaotic maps for randomness and unpredictability.
Mahdi and Hoobi [8] suggested approaches to integrate
chaotic maps with the reinforcement of learning algorithms
(A2C) to produce strong and efficient cryptographic keys. The
methods of fingerprint enhancement and minutiae extraction
were discussed by Sochat and Wang [10] and Situmorang and
Andrea [11]. Whereas Siddiqui et al. [12] provided powerful
algorithms to tackle contactless fingerprinting matching.
Multi-biometric fusion has been reported to enhance better
authentication and anti-spoofing attack resistance [13, 24].
Suresh et al. [18] combined fingerprint authentication with
passwords to obtain RSA keys, which demonstrates the
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possibility of generating cryptography keys biometrically
supported to ensure secure communication. ABE enables
access control of fine-grained access control of attributes of
the users directly linked to the cryptographic keys or the
ciphertexts. Kaliyaperumal and Sammy [14] demonstrated
ABE to share patient health records securely, whereas Naregal
and Kalmani [25] investigated lightweight ABE to share
information over mobile IoT. Jammula et al. [26] suggested
hybrid lightweight cryptography and ABE to have scaled IoT
security. ABE with cloud environments integration has been
highlighted in literature on hybrid encryption methods and in
the protection of big data [15-17, 20]. Anitha Kumari et al.
[27] examined key derivation based on passwords and
biometrics in the environment of two servers or edge
computing. Mohanraj and Santhosh [7] suggested a hybrid
encryption framework to secure big data in Hadoop systems.
Ashraf et al. [5] presented a strong and lightweight symmetric
key exchange algorithm in next-generation IoE devices. Salah
et al. [6] used the combination of the RSA and Diffie-Hellman
to improve the security of network transmission. Besides, the
literature on resource-constrained IoT devices has proposed
lightweight cryptosystems, like DNA-RC4, and efficient
encryption algorithms to be used in smart cities [1, 2]. As
Koppaka and Lakshmi [20] and Veerabadrappa et al. [21]
underlined, the hybrid methods of cloud data security are
significant, whereas the combination of asymmetric key
exchange and symmetric data encryption can be used to ensure
performance and reliability. Based on such a review, it is
noticeable that a general pattern observed among the current
methods is to have isolated means of data protection, be it
biometric authentication, ABE, or chaos-based key
generation, but nothing in between, providing an integrated
and lightweight system. Most studies use static derivation of
keys or do not have fine-grained access control, whereas
others have strong randomness properties without linking
cryptographic keys to user identity or session-specific
attributes. Conversely, the suggested framework presents a
combination of ABE with a biometric-based dynamic session
key and lightweight encryption functions in a single structure.
The design can overcome these limitations because it allows
handling access control at fine-grains, security on a session
basis, and computational efficiency that is appropriate in voter
databases of considerable scale. The solution given is,
therefore, more comprehensive and practical than the current
approaches.

3. PROPOSED METHOD

The proposed method aims at developing a secure and light
hybrid cryptographic architecture that integrates biometric
authentication and multi-level encryption. The system
combines user identifications and characteristics based on
fingerprinting to dynamically create distinct encryption keys
every session. This combination ensures the balance between
computability and cryptographic capability. The model uses
the RC5 block cipher and a ChaCha-based stream cipher to
protect biometric information and uses an RSA-based
approach that is enhanced with a six-dimensional hyperchaotic
system to exchange keys safely, as shown in Figure 1. It is a
multi-tiered architecture that enhances confidentiality,
integrity, and resistance to brute-force and replay assaults,
which makes it suitable in current IoT and cloud-assisted
environments where security and efficiency are the most
crucial factors.
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Figure 1. General framework for the proposed method

The formal key-policy attribute-based encryption (KP-
ABE) component is used in the proposed system, which
includes a set of universal attributes U, a finite set of attributes
A, which are attributes describing user-related and system-
related values, user role, affiliation to an organization, identity
parameter, and biometric-derived credentials, where A_c U.
The policy access P is established over the attribute set space
using a Boolean structure with only those attribute sets
satisfying the policy implemented within the secret key of the
user to be decrypted. The KP-ABE scheme used in this work
is composed of the following 4 polynomial-time algorithms:
Setup (A): The setup algorithm takes a security
parameter A and constructs the system by creating the
public parameters PK and a master secret key MSK.
Key Generation (MSK, P): The key generation
algorithm generates an attribute secret key SK with the
help of master secret key MSK and access policy P.
This key is safely authorized to a certified user.
Encrypt (PK, M, A): With the public parameters PK,
message M (in this case represented as a dynamically
generated session key) is encrypted with respect to
attribute set A, then the ciphertext CT is obtained.
Decrypt (SK, CT): The decryption algorithm can
successfully extract the message M out of CT only
when the attribute set satisfies the access policy that
comes with the secret key SK.

In comparison to traditional KP-ABE systems, where it is
often assumed that big data objects are simply encrypted, the
framework proposed modifies KP-ABE to secure dynamically
generated session keys. where user attributes such as the
hashed credentials and a secured biometric template are
calculated to produce the session key. These session keys are
then employed together with the lightweight symmetric
encryption algorithms to encrypt the voter registration
database. The design option maintains computational
efficiency and allows fine-grained, attribute-based access
control, where the policy of access is outlined as a conjunctive
attribute rule, where the session key will be created only in the
case of all the requirements being met. The KP-ABE
component security is taken to be in the standard model of
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indistinguishability under chosen-plaintext attack (IND-CPA)
model. Informally, an adversary who lacks a secret key with
an access policy that meets the corresponding attribute set is
unable to differentiate between encryptions of two randomly
chosen session keys with non-negligible advantage. Because
the session keys are calculated based on biometric
measurements and cryptographic hash message-digest
algorithms, and the underlying construction of the KP-ABE is
based on time-tested IND-CPA secure designs, the framework
of the proposed construction inherits its confidentiality
properties. Any attack on the ABE-protected session keys
would hence connote the violation of the underlying KP-ABE
security assumption.

A combination of multi-tiered encryption algorithms,
including the RC5 method, which is inspired by ChaCha, and
RSA with chaotic key generation, generates a strong hybrid
framework. Such a framework aimed to ensure significant
entropy in key generation, instant modification, and enhanced
resistance to both the differential and statistical attacks.

3.1 Proposed attribute secret key generation scheme

The suggested key-generating scheme incorporates user
attributes with biometrics to generate dynamic and secure
session keys. The password is first hashed with SHA-512, and
then it is combined with the hexadecimal form of the
username. This combination is rehashed to create a given
length Master Key. Simultaneously, fingerprint minutiae are
extracted, such as x-y coordinates, the type of ends of the
ridges, as well as their bifurcation, and their angle. All features
are normalized and transformed into a hexadecimal value.
Minutiae features with a pseudo-random selection are
sampled.

Each communication session has a seeding value of the
Master Key and the session identifier, making it unpredictable
and varying as illustrated in Figure 2. The chosen features are
then combined with the Master Key and digested with the
SHA-512 to obtain the final Session Key. Such dynamic keys
are subsequently used in a hybrid cryptographic architecture,
a mixture of RC5 and ChaCha, to obtain both a lightweight
property and resistance to cryptographic attacks.
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Figure 2. Proposed attribute secret key generation scheme

3.1.1 Fingerprint feature extraction (minutia)

The extraction of fingerprint features is a crucial step in
biometric-based security systems, which aim to produce stable
and reliable data for further processing. Images of raw
fingerprints are initially processed in several stages, which
include noise elimination, histogram equalization, image
scaling, binarization, and thinning to promote clarity of ridges
and valleys and to increase uniformity of the images. Figure 3
indicates the block diagram of the preprocessing step.

Noise

| Histogram
Removal

Equalization

Resizing [» Binarization [#»{Thinning

Figure 3. Fingerprint preprocessing stages

Noise reduction will reduce the artifact added in the
acquisition phase, but histogram equalization will redistribute
pixel values to increase contrast and show ridge lines. The
scaling process normalizes image ratios in an appropriate way,
whereas the thinning process removes ridges to a single pixel
line without reducing their structural integrity, hence allowing
accurate minutiae recognition. After the preprocessing, the
crossing number (CN) method is used to detect the unique
fingerprint features, which include ridge ends and bifurcations
expressed via x and y coordinates, orientation angles, and
types. The method of CN is grounded on the analysis of pixel
distribution of the fingerprint and assists in categorizing the
minutiae as shown in Eq. (1).

8
1
CN =5 ) 1P~ Pic
i=1

where, P; is the current pixel, while P;_; is the neighboring
pixel. Each feature extracted is then translated into a
hexadecimal and joined together into one string. To achieve
diversity in security, a dynamically chosen set of these
minutiae features is used during each session to produce a
session-specific secret key, thus increasing the system's
resistance to replay and key-compromise attacks. Figure 4

(1)
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shows the outcome of the preprocessing and extraction of
features of the fingerprint image.

Resized Feature

Noise
Removal

Original
Fingerprint Image

Histogram Thinning

Equalized

EdIe Extraction

Figure 4. Preprocessing and feature extraction result

3.1.2 Master key generation

The integration of the user attributes and a password
generates the master key. The user-provided password is first
fetched from the input field and converted to a hexadecimal
form. This string is hashed with SHA-512. Simultaneously, the
user attributes typed by the user are also converted to their
hexadecimal value in the same way. The user attributes string
is finally concatenated with the hashed password to create a
unique master key used to securely perform cryptographic
operations.

3.1.3 Secret key generation

The last step involves the generation of the secret key by the
proposed system using the fingerprint feature that has been
extracted, together with the master key that was obtained
earlier. The two parts are then joined into a single string and
fed into a modified version of the SHA-512 hashing algorithm.
The product of this hashing algorithm is the final secret key,
which is unique, resistant, and immutable to cryptanalytic
attacks. The resulting secret key is then shown in the system
interface and used as the main component in securing further
cryptographic operations.

3.2 Key exchange using Rivest Shamir Adelman

To guarantee the safety of the communication process, the
suggested system makes use of the RSA algorithm to
exchange the keys, which is supplemented with a six-
dimensional hyperchaotic system to increase the level of
randomness in the parameters generation.
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The mentioned chaotic system consists of six equations,
namely, Egs. (2)-(7), which contain state variables (x;, x;, X3,
X4, X5, and x¢) and system parameters (o, 5, a, b, ¢, d, e, f, 1,
and k) [23].

Firstly, the 6D system is used to generate chaotic sequences
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based on the initial conditions and control parameters
provided. These sequences are then normalized, rounded, and
converted to integers. Next, the prime numbers among these
generated numbers are identified, and RSA key components
are created using these primes. Specifically, two prime pairs
are selected to generate the public and private key parameters.
Each pair is used to compute the Euler totient function, which
helps determine the correct modular inverse. After setting the
RSA parameters, the secret key from the previous step is
encrypted using the public key. All parts of the secret key are
converted into hexadecimal and decimal formats, and modular
exponentiation is applied to secure the key exchange. The
encrypted segments become the RSA ciphertext, which is
stored and transmitted, while the private key parameters are
securely kept at the receiver's end, as shown in Figure 5, This
approach combines the predictability of chaotic systems with
the strength of RSA to enhance resistance against
cryptanalytic and brute-force attacks.
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Figure 5. Proposed key exchange

3.3 Premutation step (confusion step)

At this point, the redistribution of bits is done through a 6D
hyper-chaotic system, in which the rows of the database are
not correlated, thus disconnecting the connection between the
data, which are frequently repeated because of the repetition
of the data elements (names and numbers).

3.4 Encryption algorithm

Two fundamental algorithms are used in the stream cipher
as part of the encryption technique. The RCS5 algorithm is used
in the first technique, and the ChaCha algorithm is used in the
second. With respect to cryptographic parameters, the RC5
algorithm was set at 12 rounds, a relatively standard setting in
lightweight cryptography implementation that offers a realistic
tradeoff between the level of security and the cost of
computation. In the same fashion, the ChaCha parameters
were chosen according to typical literature recommendations
so that there is enough diffusion and resistance against all
known cryptanalytic attacks, and low computational overhead,
such that encryption of large databases is feasible.
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3.4.1 RCS stream cipher (diffusion step)

Sensitive data is encrypted, and the encrypted data is
obtained by using the secret key that is supplied from the
server as a seed to create a sequence of keys.

The RC5 symmetric block cipher algorithm was used to
provide a secure and computationally efficient encryption
layer for biometric data. The encryption process begins with
initializing the RCS parameters, where the word size (w) is
defined as 32 bits, the number of rounds is 12, and the key
length is 16 bytes. The constants P and Q are derived from the
mathematical values of the natural logarithm base (e
2.718281828) and the golden ratio (¢ 1.618033988),
respectively, to enhance randomness during the key expansion
phase. A sub-key array is generated, producing a table of 26
words that serves as the foundation for the round-based
encryption process. The algorithm works on files with loaded
data of 512 bits of hexadecimal type. The plaintext pair input
of encryption is broken down into two 64-bit words that make
up each segment. The encryption algorithm employs modular
arithmetic, XOR, and circular shift bits by processing the two-
word blocks in each round (twelve rounds) to guarantee a high
level of diffusion and confusion. All the encryption and
decryption procedures are implemented with 64-bit unsigned



integer arithmetic to provide numerical accuracy and
consistency. This encryption module is an RC5-based block
that is used as a part of the proposed hybrid cryptographic
architecture, in which features derived with the help of
biometrics are used to create and dynamically manage
encryption keys. The proposed framework, which integrates
symmetric encryptions using RC5 with a biometric-based key
generation, is lightweight and highly secure, and thus it would
be ideal in secure communication and protection of data in the
resource-constrained setting, including IoT and cloud-assisted
systems.

3.4.2 ChaCha stream cipher (diffusion step)

The secret key dispatched by the server is used as a seed to
create a sequence of keys, which is used in encrypting the
existing database.

3.5 Saved encryption data

At this level, the encrypted information will be stored by
assigning certain symbols, which will be the order of the
record in the database. Using a 6D Hyperchaotic System, it is
produced in a way that makes this data encrypted and does not
have the same order as the database being original.

4. EXPERIMENTAL RESULTS

The experiment was carried out in a controlled computing
environment that had an Intel Core i7 processor, 16GB of
RAM, and MATLAB R2024a. The assessment was done to
assess the level of security, computation speed, and scalability
against traditional cryptographic models. To determine the
effectiveness and efficiency of the proposed hybrid

cryptographic technique, a sequence of experimental tests was
carried out based on real local data of biometric images of the
fingerprints of the users. The fingerprint image is scanned with
2 megapixels and 500 dpi quality with a 280 MHz CPU
fingerprint scanner (ZK9500 USB Fingerprint Scanner). The
dataset of fingerprints employed in the present study is based
on the images of 60 authorized users who were recruited to
participate in the study voluntarily. Informed consent was
given by all the participants to use their fingerprint data on the
basis of the research only, and the dataset was anonymized to
avoid the possibility of revealing personal identities.
Biometric classification and learning-based training were not
applied to the fingerprint images, but they were used only in
minutiac  extraction and dynamic key derivation.
Consequently, the experimental protocol did not have to
undergo training-testing partitioning. This data is a collection
of 1200 thumb fingerprints of 60 different users; each user has
ten fingerprint images on the right and 10 fingerprint images
on the left. Figure 6 shows the fingerprint image of the local
data.

Figure 6. Fingerprint images of the local dataset for the left
thumb
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Figure 7. Sample of Iraqi voter registration in the parliamentary elections database

The database of Iraqi voter registration in the parliamentary
elections is used to evaluate the effectiveness and efficiency of
the proposed hybrid cryptographic method. The size of this
database is 128 MB of 1 million records, each record contains
information about one voter (PER ID: voter ID,
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PER_FAMNO: voter family number, PER_FIRST: voter first
name, PER_FATHER: voter middle name, PER_GRAND:
voter last name, PER FULLNAME: voter full name,
PER_DOB: voter date of birth, PER_ GENDER: voter gender,
PER BRNO: voter electoral branch number, PER PGNO:



voter electoral page number, PER PCID: voter electoral
center ID, PC_VRCID: ID of the district area to which the
polling station belongs, PER VRTYPE 2013: type of voter
registration according to the 2013 register). Figure 7 shows a
sample of Iraqi voter registration in the parliamentary
elections database. Each record in the election database is
individually processed, with all the cells of a single record
concatenated into a single cell to ensure uniformity and data
integrity during encryption, as shown in Table 1. Specifically,
every row is retrieved and converted into its corresponding
hexadecimal representation, after which appropriate padding

is applied to achieve a standardized length of 512 hexadecimal
digits, as shown in Table 2. Every row of the database stores
data regarding a single voter, and this preprocessing step is
done for all the records of the database in a systematic manner
that ensures employment of a uniform and safe encryption
process. To ensure the effectiveness and strength of the
presented hybrid cryptographic setup, some experimental
trials were performed with the focus on the key generating
process, key exchange, encryption/decryption speed, and
system efficiency.

Table 1. Sample of Iraqi voter registration in the parliamentary elections database after record concatenation

Record No.

Concatenated Data

1
2
3
4
5
6
7
8
9

10

10033921,105594,”53,1,149210,1492,"00168",200,"1",00:00:00 2003/1/1,"Jead (sul A (s " domd " ul 3" " 2ns "REGL”
10033923,166411,794,1,149206,1492,"20627",200,"1",00:00:00 2003/1/1," 2 and iy )", "2 Maad" Maiy 3 "REGL”
10033926,106846,780,1,249204,2492,":0278",200,"1",00:00:00 2004/1/1," a8 tena Li" Maudd" Maeaa" "L ”REGL”
10033927,186532,7175,977168,249208,2492,":0161",210,"0",00:00:00 2002/1/1,"<lle 20} 5 jea" "cllla" "aeal" "3 jas "REGL”
10033929,134938,”101,1,249205,2492,"00635",206,"1",00:00:00 2003/1/1,"4ds 2eas ) 5il" "ada" "aesa" " ) 53l "REGL”
10033933,181874,7110,1,249201,2492,"00833",200,"0",00:00:00 2003/1/1," 230 dles s "aaaa" "alac" " aus "REGL”
10033934,155557,7125,1,149206,1492,"00756",200,"1",00:00:00 2004/1/1," e ¢3le ¢l a 3" "aaa" e Mol 12 5 ”"REGL”
10033937,188065,” 2003/1/1,"aLlSllae (5 )a ¢l 0 3" "alalSllae " 5 " el Ja
23,709288,149201,1492,"00186",200,"1",00:00:00,”"REGL”
10033940,186843,75492,44614,149204,1492,"00028",200,"1",00:00:00 1983/1/1," ¢alS 5 e 43y 3" "adalS" "5 jua "4 5 "REGL”
10033942,183479,778,1,149203,1492,"00961",200,"1",00:00:00 2003/1/1," sl L' " M-l "Ls "REGL”

Table 2. Sample of Iraqi voter registration in the parliamentary elections database after processing

Record No.

Data in Hexadecimal

03103003003303303903203102C03103003503503903402C02263362C64902202C02264163162763302202C02264164A63
564402202C02263362C64902064163162763302064164A63564402202C03102F03102F03203003003302003003003A0300
3003A03003002C02203102202C03203003002C02203003003103603802202C03503302C03102C03103403903203103002
C03103403903202C02205204504704C02200000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000
03103003003303303903203302C03103603603403103102C02263264A64662802202C02264662C64502202C02263962862
F02202C02263264A64662802064662C64502063962862F02202C03102F03102F03203003003302003003003A03003003A
03003002C02203102202C03203003002C02203003603203764502202C03903402C03102C03103403903203003602C03103
403903202C02205204504704C022000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000
03103003003303303903203602C03103003603803403602C02264662862702202C02264562D64562F02202C02264262763
364502202C02264662862702064562D64562F02064262763364502202C03102F03102F03203003003402003003003A0300
3003A03003002C02203102202C03203003002C02203003203703864502202C03803002C03102C03203403903203003402
C03203403903202C02205204504704C02200000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000
03103003003303303903203702C03103803603503303202C02262D64563262902202C02262762D64562F02202C02264562
764464302202C02262D64563262902062762D64562F02064562764464302202C03102F03102F0320300300320200300300
3A03003003A03003002C02203002202C03203103002C02203003103603164502202C03103703502C039037037031036038
02C0320340370320°003802C03203403903202C02205204504704C022000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000
03103003003303303903203902C03103303403903303802C02262764664862763102202C02264562D64562F02202C02263
764702202C02262764664862763102064562D64562F02063764702202C03102F03102F03203003003302003003003A0300
3003A03003002C02203102202C03203003602C02203003003603303502202C03103003102C03102C032034039032030035
02C03203403903202C02205204504704C022000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000
03103003003303303903303302C03103803103803703402C02263364A64102202C02263964562762F02202C02264562D64
562F02202C02263364A64102063964562762F02064562D64562F02202C03102F03102F03203003003302003003003 A0300
3003A03003002C02203002202C03203003002C02203003003803303302202C03103103002C03102C032034039032030031
02C03203403903202C02205204504704C022000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000
03103003003303303903303402C03103503503503503702C02263264763162762102202C02263964462762102202C022645
62C64A62F02202C02263264763162762102063964462762102064562C64A62F02202C03102F03102F03203003003402003
003003A03003003A03003002C02203102202C03203003002C02203003003703503602202C03103203502C03102C031034
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03903203003602C03103403903202C02205204504704C022000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000
03103003003303303903303702C03103803803003603502C02263264763162762102202C02263762763164202202C022639
62862F62764464362763864502202C02263264763162762102063762763164202063962862F62764464362763864502202C
03102F03102F03203003003302003003003A03003003A03003002C02203102202C03203003002C02203003003103803602
202C03203302C03703003903203803802C03103403903203003102C03103403903202C02205204504704C0220000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
000000000000000000
03103003003303303903403002C03103803603803403302C02263264A64662902202C02262D64563262902202C02264362
763763902202C02263264A64662902062D64563262902064362763763902202C03102F03102F0310390380330200300300
3A03003003A03003002C02203102202C03203003002C02203003003003203802202C03503403903202C034034036031034
02C03103403903203003402C03103403903202C02205204504704C022000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000
03103003003303303903403202C03103803303403703902C02264662862702202C02263562862762D02202C02262D63364
A64602202C02264662862702063562862762D02062D63364A64602202C03102F03102F03203003003302003003003A030
03003A03003002C02203102202C03203003002C02203003003903603102202C03703802C03102C03103403903203003302
C03103403903202C02205204504704C02200000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000

00000000000000000000

4.1 Secret key evaluation

In order to manage and enhance the control system towards
accessing the database, biometric fingerprint data of
authorized personnel is added to their respective features to
build a safe and sound authentication process. A one-way
secret key is generated using a SHA-512 to encrypt and

to the key size.

Table 3. Results of the National Institute of Standards and
Technology (NIST) statistical tests for the generated secret
key

The P-Value of the Proposed

decrypt the data to provide confidentiality and integrity. The Test Type Method Status
hash operation is irreversible, which improves the level of Min Average Max
security of confidential information and provides brute force Frequency 0.0352 0.1161 0.1000  pass
protection. The output secret keys were severely tested in the Block Frequency 0.0050 ~ 0.1348  0.0121 ~ pass
form of standardized statistical and cryptographic tests to Run Test 0.0008 0.0439 0.1510° pass
. . . . o The Longest Run of Ones  0.0250 0.0725 0.0322  pass

flrshcertaln t?elr ra}IllfiomItless, tl}llmql;en;ss’ and unpfiedllz:tablhty. Fast Fourier Transform  0.0690 0.0612 0.0556  pass

e cryptographic strength o e proposed key gen Overlappine Template
mechanism was estimated, in particular, with the help of the ]I\)/%)atc%]ing P 0.0821 0.0258 0.2524  Pass
statistical test suite, hamming distance analysis, and entropy Approximate Entropy ~ 0.0450 0.0153 0.1847  pass
measures that are offered by the National Institute of Standards Cumulative Sum 0.0458 0.0852 0.2216  pass
and Technology (NIST). The NIST tests were used to ensure Linear Complexity 0.0266  0.0910  0.0372  pass
that the keys generated were statistically uniform in a number Random Excursions 0.0082 0.1131 0.0965  pass
of samples, and calculated the minimum, average, and Random Excursions 000 00028 0.0052 pass
maximum results that are illustrated in Table 3. It is worth Variant

. .. . Rank 0.0081 0.0645 0.2955 pass
noting that the 'accep'tance test of the NIST statlstl'cal tests is Serial 0.0830 0.1399 0.2295  pass
not only a consideration of the lowest p-value that is observed Universal Statistical  0.0274  0.1068  0.1832  pass

in all the sequences that are generated. A test is deemed to pass
according to the NIST SP 800-22 guidelines when most of the
sequences under examination result in a p-value exceeding the

Table 4. Hamming distance test for secret key

designated level of significance (0.01). Sometimes the low p- Test Case Key Pairs Hamming Distance
values can be because of the fluctuations of randomness, 1 512 787
particularly when multiple sequences and multiple tests have 2 640 334
been used. In the presented findings, a few of the minimum p- 3 768 432
values are lower than the threshold, but the average and 4 896 489

5 1024 549

maximum p-values of these tests are above the 0.01 threshold,
which means that the generated keys can be considered to meet
the statistical randomness criteria in general. Thus, it can be
stated that the offered method will pass the NIST randomness

Table 5. Entropy evaluation for generated secret keys

test successfully. Key Length (bit) Entropy Value (bit)
The Hamming distance test is applied to test the variation of 1800204 ;gg%i?g
bit-level between generated secret keys. The greater the 1600 7394566
Hamming distance, the greater the diffusion properties and the 2048 7379827
lesser the similarity between keys, which are critical in 3200 7 409832
preventing key correlation and differential attacks. The results 4096 7.448632
of Hamming distance are given in Table 4, which shows the 5000 7.539021
effectiveness of the proposed key generation mechanism in 6000 7.493419
generating diverse and unpredictable secret keys with respect 7000 7.639823
8192 7.7089327
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The entropy analysis is used to measure the randomness and
unpredictability of the obtained secret keys. An increase in
entropy values represents increased resistance to statistical and
brute-force attacks since they represent a more uniform
distribution of key bits. Table 5 gives the values of entropy of
various key lengths, indicating a steady increase in the values
with the increase in key size. The fact that the entropy values
are close to the ideal value proves that the suggested key
generation mechanism generates very random and secure
secret keys, which can be used in cryptography applications.

4.2 Key exchange performance and security analysis

The effectiveness and safety of the proposed key exchange
mechanism based on a 6D hyper chaotic system in RAS were
thoroughly tested to determine its effectiveness and strength in
practice. Computational time was also analyzed, and the
results were summarized in Table 6. The offered approach
demonstrated the average key exchange time of 1.711 seconds,
which proves its appropriateness regarding lightweight and
time-sensitive applications.

Table 6. Performance evaluation of the key exchange process

Parameter Measured Value
Key Generation Time 1.711929898 s
RSA Encryption Time 2.853216496 s
RSA Decryption Time 3.164314111s
Average Key Exchange Time  2.576486835 s
Throughput 161.804417 KB/s

Note: RSA = Rivest Shamir Adelman.

The resistance to common attack vectors, which include
interception, replay, and key-compromise attacks, was also
analyzed as a major exchange. The combination of ABE and
biometric-based session keys made key exchange dynamic,
user-specific, and session-specific key exchange, which
boosted confidentiality and scalability. Table 7 shows that
Experimental results indicated that the proposed technique

exhibits low computational overhead and still, a high degree
of cryptographic strength and data protection.

Table 7. Security evaluation of the proposed key exchange

mechanism
Attack Type  Evaluation Metric Result
. Key Recovery 3
Interception Attack Probability <10
Replay Attack Session Reuse 100%

Detection Rate

Key Compromise Average Key .
Attack Lifetime Session (non-1 reusable)
S o . _
Differential Attack Key Variation Rate 52.19% — 56.25% (Mean

(Hamming %) 54.54%, SD = 1.70%)

The security analysis proves that the proposed key exchange
protocol is effective against interception and replay attacks.
The dynamic key generation is based on the session, which
means that despite the publicity of one of the session keys,
further communications are safe.

4.3 Encryption and decryption performance evaluation

The effectiveness of the proposed cryptographic model
using RC5 and ChaCha was discussed in detail with the help
of various quantitative indicators, such as encryption and
decryption time, entropy, and correlation coefficient. A
combination of these parameters is the measure of the
computational efficiency, randomness, and statistical
resistance of the scheme. Encryption and decryption times
were observed on various data sizes to establish the efficiency
of processing. The proposed system, as illustrated in Table 8,
has a low latency in encryption and decryption, and thus
proves to be suitable in real-time and lightweight applications.

Entropy analysis was done to further study the statistical
power of the ciphertexts. The entropy values were close to an
ideal value of 8 bits/symbol, which proved the high level of
randomness as well as unpredictability, as in Table 9.

Table 8. Encryption and decryption time evaluation

Data Size RCS5 Encryption  RCS Decryption RCS5 Throughput ChaCha Encryption ChaCha Decryption ChaCha
(KB) Time (ms) Time (ms) (KB/s) Time (ms) Time (ms) Throughput (KB/s)
10 10.62805047 8.502440377 0.940906333 9.884086938 7.90726955 1.01172724
20 23.38170154 18.70536123 0.855369741 21.74498243 17.39598594 0.91975241
30 37.93412063 30.3472965 0.790844746 35.27873218 28.22298575 0.850370695

Table 9. Entropy analysis for row data and encrypted data

Data Sample Entropy for Row Data (bit)

Entropy for Encrypted Data (bit)

10 5.650831962 7.781387894
20 5.435281298 7.455706299
30 5.386750543 7.331728525
Average 5.490954601 7.522940906

4.4 Comparative analysis

In order to measure the performance and unique merits of
the proposed lightweight hybrid cryptography scheme, a
comparative analysis has been done against the recent state-
of-the-art encryption methods available in the literature. This
comparison is based on several major points, such as the key
generation techniques, the incorporation of biometric
properties, supporting attribute-based access control ABE, the
kind of encryption or cryptosystem implemented, and
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interesting insights in terms of security and performance.
Table 10 provides an organized description of these studies
with emphasis on the distinctive advantages of the proposed
approach in the form of session-dependent dynamical
generation of keys, hybrid cryptosystem execution, and
increased  security  aspects, without compromising
computational efficiency, to be applicable in the process of
practical implementation of the proposed methodology into
practice in the current IoT and cloud-assisted environments.



Table 10. Comparative evaluation of state-of-the-art encryption techniques and the proposed lightweight framework

Study  Key Generation Method Blometl.'lc Attribute-Based Encryption / Observations / Comparison Points
Integration Access Cryptosystem
Pseudorandom generation . .
[22] using a 2D chaotic system No No N/A High randomness keys, not user-specific
23] Hyperchaotic maps for key No No N/A Strong entropy, no'F tied to biometrics or
generation attributes
26] Hybrid lightweight No Yes, ABE Lightweight symrpetrlc Strong ABE suppor.t, no biometric
cryptography + Asymmetric integration
[14] Key sharing via ABE No Yes Symmetric encryption Secure access sz;lttlrl(r)ésla(:ks biometric
RSA key derived from Fingerprint + Similar biometric-based key, lacks ABE,
[18] . No RSA .
password and fingerprint Password static key
Feature extraction from Minutiae Focus on biometric feature extraction,
[11] . . No N/A .
fingerprint extraction not encryption
Lightweight cryptosystem Custom lightweight Focus on IoT efficiency, lacks ABE and
[1] No No . . S .
for IoT cipher biometric integration
. Hybrid symmetric + . . . .
+ . -
[20]  Hybrid cryptography + RSA No No Asymmetric Cloud security-oriented, no biometrics
Contactless fingerprint key . . Advanced biometric extraction, not
[12] generation Fingerprint No N/A combined with attributes
Chaotic maps + A2C Dynamic key generation, good for
[8] algorithm No No N/A security, lacks biometric binding
2] DNA-RC4 llghtwelght No No DNA-RC4 Efficient llghtwelght epcryptlon, no
encryption hybrid key derivation
Proposed SHA-512 + Master key +  Fingerprint User attributes (name, Sessmn-@ cpendent keys, hybrid ABE
. . ST . RCS and ChaCha integration, dynamic and secure key
Work Dynamic session key minutiae email, phone, etc.)

generation

Note: ABE = Attribute-Based Encryption; RSA = Rivest Shamir Adelman.

In general, these results verify that the proposed encryption
model using RC5 or ChaCha can guarantee a good level of
data confidentiality, a high level of statistical randomness, and
a low level of computation overhead, which makes it an
efficient and secure cryptography implementation in the
modern context.

5. DISCUSSION

These experimental findings validate the fact that user
attributes combined with fingerprint-derived minutiae allow
the creation of session-specific cryptographic keys that have
high randomness and diversity characteristics. The results of
the observed entropy and statistical randomness demonstrate
that derived keys are unpredictable enough to resist brute-
force attack and exploitation of key patterns. Moreover, the
inconsistency of the Hamming distance of the generated keys
shows successful key diversity that will mitigate key reuse and
improve resistance to replay and key-compromise attacks.

System-wise, the proposed hybrid solution has a tradeoff
between the level of security and the level of computational
efficiency. Lightweight symmetric encryption to protect large
voter records has significantly lower computational costs than
the case of fully asymmetric encryption of bulk data, and the
suggested key exchange protocol allows secure distribution of
session keys with minimal introduction of latency overhead.
These features facilitate the extension of the framework to
large voter databases where responsiveness and data
confidentiality are very important. As per the comparative
analysis conducted in Table 10, most of the current techniques
consider isolated features of data security, like biometric
authentication, ABE, without providing a solution to an
integrated solution, which is a combination of fine-grained
access control with dynamic identity-bound key generation.
The suggested framework, on the other hand, combines
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attribute-based policy enforcement, biometric-generated
session keys, and lightweight encryption algorithms in one
architecture. This combination renders it more scalable and
practically applicable than other related works, especially in
election database security, where access control,
authentication, and useful bulk encryption have to co-exist. In
spite of such positive outcomes, there are several limitations
to be considered. The biometric data set was sampled locally
and might not be quite representative of the variations in large
public datasets. As well, the existing testing is on database
protection and key management, as opposed to end-to-end
deployment over a full election infrastructure. Although the
empirical randomness and attack-oriented analysis support the
security analysis, the theoretical basis should be enhanced in
the future by offering more formal security arguments to the
component of ABE and the key exchange mechanism.
Regarding its practical implication, the suggested framework
can be implemented as a protection layer to cloud- and IoT-
assisted election settings, voter registration databases. The
attribute-based policy element aids role-based management
and auditing, whereas biometric binding enhances identity
assurance of the privileged access. Future research can involve
assessment using larger, more heterogeneous biometric data,
exploration of privacy-preserving template protection
schemes, and practical research in experimental election
systems to further confirm the viability of deploying the
systems in the real world.

6. CONCLUSIONS

The paper introduced a minimalist hybrid security
framework for a voter registration database protection based
on ABE, biometric authentication, and dynamic generation of
session keys. The proposed solution can secure access control
and make digital elections resistant to most types of security



risks by linking the cryptographic keys to user attributes and
features based on fingerprints. As was experimentally shown,
the suggested framework offers high security properties at the
expense of computational efficiency, which is appropriate
when large-scale databases are considered. Lightweight
encryption is integrated with secure key exchange
mechanisms, and this allows the deployment of the application
in practice, where performance and scalability are critical.
Although these are the benefits, there are some limitations to
the present study. The biometric test was performed on a
dataset collected in the region, and the framework was
evaluated at the database security level, mainly, and not at the
entire end-to-end election infrastructure. Future work will
involve the scaling of the framework to bigger and more varied
biometric data, formal security proofs of the ABE and key
exchange components, and testing whether the framework can
be deployed in practice in actual election systems. On the
whole, the proposed framework suggests a convenient and
expandable way of making voter databases more secure and
leads to the creation of more secure digital systems of
governance.
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NOMENCLATURE

Latin Symbols

CN crossing number method for fingerprint
minutiae detection

Uu universal attribute

A user attributes

MSK master key generated from attributes and

password

2624

SK session key generated dynamically per session

PK public parameters of KP-ABE

M message (plain text)

CT cipher text

e RSA public exponent / chaotic control
parameter

f chaotic system control parameter

k chaotic system control parameter

KP-ABE key-policy attribute-based encryption

RC5 lightweight block cipher used in the diffusion
layer

SHA-512 cryptographic hash function used in key
derivation

w RC5 word size

r chaotic system parameter

P RC5 key schedule constant

Q RC5 key schedule constant

X1 state variable of the 6D hyperchaotic system

X, state variable of the 6D hyperchaotic system

X3 state variable of the 6D hyperchaotic system

Xy state variable of the 6D hyperchaotic system

X5 state variable of the 6D hyperchaotic system

Xe state variable of the 6D hyperchaotic system

Greek Symbols

A security parameters for KP-ABE

P access policy used to generate secret key

o chaotic system parameter

B chaotic system parameter

0 fingerprint minutiae orientation angle

0] golden ratio constant used in cryptographic
functions

Subscripts

L left block in encryption round

R right block in encryption round

p prime number (RSA key generation)

i iteration index

Sess session-specific value

usr user attribute identifiers

Superscripts

iteration number
transpose (if used in matrix notation)

>





