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Blockchain (BLCH) has emerged as a transformative technology for securing and 

decentralizing data transactions in the Internet of Things (IoT). By leveraging a distributed 

and incontrovertible record, BLCH enables trustless and transparent interactions among 

IoT nodes, ensuring security, traceability, and real-time verification. Given the diverse 

nature of IoT devices from sensors to actuators blockchain provides a robust framework 

for secure and decentralized data exchange, eliminating the need for centralized 

intermediaries. This paper explores the monetization of IoT network data using 

blockchain, proposing a decentralized application (DCAPP) built on the Ethereum 

blockchain. Our approach employs Blockchain Contracts BLCOs to facilitate secure and 

automated transactions in a Sensing-as-a-Service (SaaS) marketplace, where IoT sensor 

data can be bought and sold efficiently. By integrating blockchain, our model enhances 

data accessibility, trust, and scalability, addressing key challenges in security and 

interoperability. In this paper, we examine BLCH possible to redesign IoT systems, 

concrete the technique for safe and incentivized data-driven claims. 
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1. INTRODUCTION

Internet of Things (IoT) is growing quickly, determined by 

progresses in 5G expertise and its requests in smart homes, 

smart cities, e-health, and etc. But this development makes 

known to important safety and confidentiality challenges [1]. 

Given the decentralized landscape of IoT networks, traditional 

safety instruments are often unsuccessful in safeguarding 

protected announcement between IoT nodes. BLCH has 

developed as a capable key to develop safety in IoT 

communications [2]. It proposes a decentralized, distributed, 

and widely verifiable archive that securely archives 

communications between IoT devices. Data within the BLCH 

is accomplished alone over a peer-to-peer (P2P) network 

topology, confirming transparency and fixity [3]. In a BLCH-

based IoT system, communications are verified as blocks, each 

cryptographically related to the earlier one. This construction 

allows visible and tamp unaffected statement crossways IoT 

nodes while keeping decentralized control [4]. The 

combination of BLCH and IoT within cloud settings is 

probable to develop IoT infrastructures, talking main 

challenges associated to safety, scalability, and confidence. 

The prime points of BLCH -IoT combination contain [5]: 

(1) Decentralization: Individually BLCH and IoT logically

survey a decentralized method, disregarding SPOF and 

refining structure flexibility. 

(2) Safety: BLCH confirms protected statement among IoT

devices by authenticating communications a 

cryptographically. 

(3) Identification: Each IoT node and BLCH block has a

single identifier, allowing reliable and confirmable 

information storing. 

(4) Dependability: Communications in a BLCH network

suffer confirmation by miners before being added to the chain, 

certifying statistics veracity. 

(5) Independence: IoT nodes can interrelate straight in a

BLCH network lacking trusting on centralized authorities. 

(6) Scalability: BLCH enables immediate, high

obtainability statement between IoT nodes in a scattered 

network. 

Out there safeguarding IoT networks, BLCH similarly 

acting a vibrant part in maximizing the rate of IoT created 

statistics. As the number of installed sensors stays to raise, so 

does the want for effective data monetization policies. The 

Sensing-as-a-Service (SaaS) classical reports this task by 

permitting sensor holders to mint their data, as long as clients 

with continuous entree to immediate sensor analyses deprived 

of the requirement to keep physical sensors [6]. This paper 

grants a BLCH based decentralized SaaS application, 

considered to enable protected and translucent sensor data 

communications. The projected stand, made on the Ethereum 

BLCH, powers keen contracts to power and confirm 

transactions deprived of needing a vital expert. Ethereum was 

designated for its strength, safety, and fixed growth ecosystem, 
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construction it a perfect optimal for decentralized application 

(DCAPP). Ethereum offers a Turing whole setting for 

implementing BLCOs, permitting designers to shape safe and 

scalable DCAPP. Disparate traditional client-server 

constructions that depend on authorization exchange 

transactions over a vital object, Ethereum’s BLCO instrument 

allows straight P2P transactions using cryptocurrency, 

attractive safety and transparency. To validate the proposed 

approach, a blockchain-based marketplace for IoT weather 

sensor data has been developed. This platform allows users to 

access and trade sensor data using a custom token designed 

specifically for this application. The Ethereum blockchain’s 

flexibility, security, and widespread adoption make it the 

preferred platform over alternatives such as EOS, Cardano, 

Stellar, and NEO. 

The rest of the paper is structured as follows: Section 2 

reviews the literature on blockchain and IoT integration, 

Section 3 explores the role of blockchain in IoT security, 

Section 4 present the blockchain operation in IoT, Section 5 

explores the system overview and requirements, Section 6 

prototype implementation, Section 7 show the experimental 

results, and Section 8 present the privacy enhancing 

technologies for blockchain based IoT systems, Section 9 

discusses the challenges, and Section 10 concludes the study.  

 

 

2. LITERATURE REVIEW 
 

Security and privacy in IoT communications have recently 

gained significant attention, with numerous studies exploring 

methods to secure data exchange among IoT devices. One of 

the earliest discussions on secure document exchange without 

storing timestamp information was presented by Aounzou et 

al. [7]. This foundational idea contributed to the later 

development of blockchain technology, which was formally 

introduced by Rathore et al. [8]. Building on these concepts, 

Khan et al. [9] introduced “IoTChain,” a blockchain-based 

authentication framework designed to secure data exchange 

between IoT nodes. Additional revisions take discovered 

diverse manners to support IoT safety. For occurrence, the 

combination of fog and mobile ad hoc network (MANETs) for 

protected smart device statement was surveyed in the study 

[10], while the Net Fog basis planned in the study [11] 

designed to deliver a safe statement classical for IoT strategies. 

Middleware results easing safe data entree crossways fog 

MANET constructions were extra discovered in the study [12]. 

Furthermore, IoT node statement dependability was examined 

in the study [13], although investigate on flexibility 

representations for IoT infrastructures in 5G systems was 

directed in the study [14]. A fuzzy logic-based flexibility basis 

for safeguarding IoT infrastructures was also proposed in the 

study [15]. 

Further topical revisions take attentive on participating 

blockchain technology with IoT to enhance security, privacy, 

and data management. Raouf [16] investigated how BLCH can 

decentralize IoT data ownership and control, educating safety 

and effectiveness while talking challenges, such as scalability 

and data assortment. Likewise, Bordel Sánchez et al. [17] 

planned a BLCH-enabled market for impartial manufacturing 

data transaction via NFTs and IPFS. Their explanation 

safeguards confidentiality over data makes random and 

permits safe communications via NFT ownership, through 

investigational justification indicating developments in 

statistics communications and operator involvement for 

manufacturing negotiators. Zhou et al. [18] led an inclusive 

examination on participating zero-knowledge proofs (ZKP) 

into BLCH based individuality distribution organizations. 

They examined progressions, challenges, and prospects 

whereas providing commendations grounded on practical 

circumstance revisions and exactness upcoming investigation 

instructions. Additional examination by Shafik [19] inspected 

the meeting of BLCH and IoT, investigating its prospects, 

challenges, and probable explanations. Their study recognized 

investigate holes, studied practical custom suitcases, and 

planned frameworks to address problems such as scalability, 

safety, and interoperability, providing visions to development 

BLCH and IoT implementation. Trivedi et al. [20] measured 

BLCH based IoT keys with a concentration on confidence, 

safety, and presentation challenges. They investigated low-

power agreement procedures, BLCO strategy, and 

interoperability, giving an instance study on mining costs and 

latency. Their investigation emphasized BLCH IoT attacks, 

open matters, and future examine instructions for emerging 

safe and effective BLCH IoT ecosystems. 

A complete examination on BLCH and IoT safety was 

shown in the study [21], importance the possible of BLCH in 

enhancing IoT claims. BLCH role in SaS was observed in the 

study [22], where main appearances of Bitcoi such as 

decentralization, pseudonymous ID, and cryptographic 

verifiability were leveraged to safe sensor data transactions. 

Ali et al. [23] projected connecting individually sensor to the 

Bitcoin BLCH, permitting operators to demand and pay for 

data using Bitcoin transactions. But, challenges such as data 

transparency and transaction scalability were recognized, 

which were far along talked over BLCOs. This allowance 

presented a useful prototype that used Ethereum BLCOs to 

proposal more give in sensor data admission while refining 

safety. The combination of BLCH technology into IoT device 

administration was extra discovered in the study [24], where 

Ethereum was used to construct IoT devices and safeguard 

data integrity. A practical experimentation concerning 

smartphones and Raspberry Pi based energy meters verified 

how Ethereum BLCOs can implement energy usage strategies. 

Though, the study emphasized restrictions such as measured 

transaction times (approximately 12 seconds) and the essential 

for large storing to maintain BLCH archives, which continued 

current challenges [25]. 

Although BLCH offerings a hopeful explanation for 

safeguarding IoT networks, numerous challenges keep on. 

Matters such as BLCH scalability, transaction costs, and data 

privacy worries were emphasized in the study [26]. 

Furthermore, BLCH transparency attitudes confidentiality 

challenges, as all transactions are publicly visible, construction 

private data defense intricate. Furthermore, miner selection 

remnants a serious subject, as miners can impact transaction 

justification, possibly chief to safety hazards. Despite these 

challenges, the merging of BLCH and IoT has the probable to 

transform productions by presenting decentralized confidence 

models and allowing new commercial opportunities. 

 

 

3. ROLE OF BLCH IN IOT 

 

IoT allows whole statement among consistent physical 

devices over diverse networks [27]. The IoT ecosystem is 

characteristically organized into four main mechanisms: 

(1) Physical Nodes: Individually IoT node is allocated a 

single ID, permitting it to conversation statistics with other 
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associated nodes. 

(2) Gateways: Substitute as mediators among IoT nodes and 

the fog, gateways confirm safe statement and constant network 

connectivity. 

(3) Networking: This section accomplishes information 

stream and enhances routing routes to improve statement 

effectiveness. 

(4) Fog Structure: Fog is in charge for storage and meting 

out the huge quantities of information caused by IoT nodes. 

BLCH acting a vital character in safeguarding IoT 

infrastructures by providing a circulated, tamp unaffected 

archive for confirming and storage transactions. Different 

traditional centralized records, BLCH functions on a 

decentralized confidence model, enhancing safety and 

reducing confidence on a single authority. BLCH can be 

confidential into three categories public, private, and grouping 

respectively contribution diverse stages of entree control and 

transparency. A key division among BLCH based and 

traditional centralized records lies in their important 

possessions. Although centralized records depend on a single 

trusted object, often resulting in safety weaknesses and 

incomplete public access, BLCH suggestions a decentralized 

framework with high safety, transparent data access, and 

variable steps of privacy control. This makes BLCH a superior 

optimal for IoT applications that need safe, actual data 

connections. Numerous BLCH based stages are intended 

exactly to funding IoT applications [28]: 

(1) IOTA: A next generation BLCH considered for high 

data integrity, effective transaction dispensation, and minimal 

reserve feeding, talking BLCH scalability restrictions. 

(2) OTIFY: A web-based stand contribution convention IoT 

applications to mitigate BLCH limitations and improve 

interoperability. 

(3) iExec: An open-source blockchain framework that 

integrates decentralized cloud computing for IoT applications. 

(4) Xage: A safety intensive BLCH stage considered to 

improve computerization and safe data conversation in IoT 

settings. 

(5) SONM: A decentralized fog computing stand leveraging 

BLCH knowledge to deliver safe fog-based services. 

The merging of BLCH and IoT is driving new business 

chances and transforming industries by permitting actual, safe, 

and independent machine-to-machine (M2M) 

communications. This decentralized method not only 

safeguards data validity and confidentiality but also improves 

scheme resilience by dropping SPOF. BLCH technology can 

professionally track and organize billions of associated IoT 

nodes, facilitate safe transactions, and generate a more 

adaptive and stronger ecosystem. By leveraging cryptographic 

hashing techniques, BLCH reinforces data confidentiality, 

safeguarding that sensitive data remains protected while 

supportive the scalability requirements of recent IoT App. 

 

 

4. OPPORTUNITIES  

 

Mixing BLCH with IoT offerings an extensive variety of 

openings, solving novel potentials for both technologies. 

Some of the important advantages of this combination contain 

[29]: 

(1) Founding Confidence Among Nodes: BLCH improves 

confidence in IoT networks by safeguarding that only 

authentic and confirmed nodes can link. Each transaction 

block suffers authentication by miners before being further to 

the BLCH, avoiding illegal entree. 

(2) Cost Saving: By permitting straight statement among 

IoT nodes, BLCH removes the requirement for mediators, 

meaningfully dipping effective costs. Transactions happen 

P2P, cutting out third party service workers. 

(3) Faster Transactions: Traditional transaction handing out 

can receipts hours or even days. With BLCH, the time vital for 

information connections and financial transactions is reduced 

to mere seconds. 

(4) Improved Safety and Confidentiality: BLCH 

cryptographic instruments deliver strong safety for IoT 

networks, defensive nodes and information from meddling, 

unauthorized entree, and cyber threats. 

(5) Upgraded Community Facilities: BLCH-IoT 

combination permits continuous statement and info 

conversation between associated nodes, pretty public and 

social services. 

(6) Safe Economic Services: BLCH based IoT keys enable 

fast, safe, and remote economic transactions without the 

requirement for third-party mediators. This not only hurries up 

account transfers but also lowers costs. 

(7) Risk Administration: By leveraging BLCH transparency 

and immutability, IoT structures can improved evaluate and 

mitigate dangers, dropping failures in reserve organization and 

transaction dispensation. 

The interaction among BLCH and IoT is transforming 

industries by providing safe, efficient, and scalable keys. As 

this combination stays to develop, it will cover the method for 

a more associated and robust digital ecosystem. 

 

 

5. SYSTEM OVERVIEW AND REQUIREMENTS 

 

This paper offerings the advance of an Ethereum based 

DCAPP intended to simplify purchasing and marketing IoT 

device information over a BLCH market. Transactions are 

accepted out by means of a custom token called CustToken, 

which attends as the payment coins. For the determination of 

this investigate, we formed and experienced CustTokento 

discover Ethereum’s abilities. The request is intended for IoT 

weather sensors, but with negligible adjustments, it can 

provision any other type of IoT sensor. The structure is 

composed of two key mechanisms: 

 

 
 

Figure 1. CustToken issuance clarification 
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A. Blockchain Contracts (BLCO): Two Ethereum 

BLCO govern the structure: 

1. CustToken Contract: Creates and manages CustToken 

and its specifically developed for research and 

experimentation. The total supply of CustToken is fixed at 

900,000,000 units as shown in Figure 1. This means that no 

more tokens will be minted after deployment, ensuring that the 

token is not inflationary. The token uses 18 decimal places, 

which is a standard for ERC-20 tokens. This allows for precise 

transactions. 

2. Broker Contract: Broker contract, shown in Figure 2, is 

responsible for handling the registration of sensors, processing 

transactions, and managing data exchanges between buyers 

and sellers. Specifically, the buyData function performs the 

validation of transactions. 

Figure 3 represents the buyData function's validation logic. 

 

 
 

Figure 2. Broker contract logic 

 

B. Web Application: The web application acts as a user-

friendly interface that enables seamless interaction with 

the blockchain. It allows users to: 

• Browse and purchase sensor data. 

• Send transactions to BLCOs. 

• View and access purchased data. 

•  Prevent common transaction errors, such as mistyping 

Ethereum addresses, which could result in the loss of funds. 

 
 

Figure 3. BuyData function's validation logic 

 

C. User Categories: The system supports three distinct 

user roles: 

•  BLCO Owner: - It is the individual who deploys and 

manages the BLCOs, controls the price of CustToken in ether, 

and realizes its balance. 

•  IoT Sensor Workers: - The own Externally Owned 

Accounts (OEOA) and record their devices on the BLCH. He 

cannister modify their sensor information (e.g., data pricing), 

and provide sensor data via a RESTful API, earn CustToken 

from selling sensor data, and he can exchange CustToken for 

ether. 

•  Data Buyers: - The purchase IoT sensor data using 

CustToken. They can exchange ether for CustToken when 

needed and gain access to the data they have purchased. 

 

D. Buying and Selling IoT Sensor Data: The process of 

registering a sensor and selling data follows these steps: 

•  A sensor operator accesses the web application and 

registers a new IoT sensor. 

• A transaction is sent to the Broker Contract, including 

sensor details (e.g., type, location). 

• The operator maintains a RESTful API that serves sensor 

data upon request. 

• Once registered, sensor data is stored on the blockchain 

and becomes available for purchase. 

The buying process includes: 

•  The buyer visits the web application and browses 

available sensors. 

• After selecting a sensor, they choose a time range for data 

access. 

• The buyer initiates a blockchain transaction to purchase 

the data. 

• If the buyer has enough CustToken, the transaction is 

successful: 

- The sensor operator receives CustToken. 

- The buyer gains access to the purchased data. 

• If the buyer lacks sufficient tokens, the transaction fails 

they can purchase more CustToken using ether. 
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E. Token Transactions and Pricing 

• Sensor operators receive CustToken for selling data. 

• They can hold onto the tokens or sell them back for ether. 

• The default exchange rate is 1 CustToken= 1 Ether, but 

the BLCO owner can adjust this price. 

• The CustToken contract stores ether collected from token 

sales. 

• The contract owner can withdraw ether from the contract 

balance or deposit additional ether if needed. 

 

 

6. PROTOTYPE IMPLEMENTATION 

 

BLCH-enabled IoT data framework shown in Figure 4 

illustrates the integrates IoT devices, a web application, 

BLCOs on a blockchain, and MariaDB to enable secure and 

transparent IoT data transactions. 

 

 
 

Figure 4. Blockchain-enabled IoT data framework 

 

6.1 BLCOs 

 

Once deployed to the BLCH, the code of BLCOs becomes 

immutable, which means it cannot be changed. Therefore, 

throughout the progress of the BLCOs, further maintenance 

was occupied throughout the taxing phase to ensure that as 

many bugs as possible were identified and fixed. The 

development of these contracts was carried out using the 

"Remix" web-based IDE. One of the key challenges addressed 

during the implementation was optimizing the code to 

minimize the gas costs associated with each function call. This 

optimization ensures that the transaction fees, which are paid 

when interacting with the BLCOs, are kept as low as possible. 

(1) CustToken: It’s a BLCO creates a custom token called 

Cust. CustToken have eighteen-unit places. The token’s 

symbol is CustToken. The contract includes several key 

functions. One such function is the fallback function, which 

allows users to send Ether to the contract in exchange for 

CustToken. There’s also a sell Back function that enables 

users to sell their CustToken return to the agreement and 

accept Ether in reappearance. The contract owner has special 

privileges, such as the ability to modification the charge of a 

CustToken and recover from the equilibrium. For token 

transfers between accounts, the contract implements three 

functions: 

•  A private function that transfers CustToken between 

accounts. 

•  A public function that calls the _transfer function to 

facilitate external transfers. 

•  BrokerTransferFrom: This function is invoked by the 

Broker contract to transfer CustToken at purchase IoT device 

information. 

(2) Broker: It’s a BLCO tracks all registered IoT sensors and 

enables sensor owners to update evidence concerning their 

devices. It also switches and archives transactions associated 

to the buying of IoT elements sensor statistics. The contract 

uses binary structs to store information about the sensors and 

the transactions. For each sensor, the contract stores details 

such as the owner, sensor type, price per measurement, first 

measurement time, frequency, location, and the URL 

somewhere the information is accessible. A key function 

within the Broker contract is createSensor, which allows 

sensor owners to register their sensors within the application. 

The contract emits a SensorCreated event upon successful 

registration. Additionally, functions like (change Sensor Seller, 

change Sensor Price, and change Sensor URL) allow sensor 

owners to modify their sensor’s information. These functions 

emit events to notify the network whenever changes are made. 

The buyData function allows users to purchase sensor 

information for a definite interlude. Upon successful payment, 

the transaction is completed and an incident called 

TransactionDone is produced, granting the customer entree to 

the information. 

 

6.2 Website and database 

 

The website serves as the user interface for interacting with 

the blockchain, enabling users to view information and 

perform transactions quickly and easily. The website is 

compatible with Ethereum-based browsers allowing users to 

send transactions to the BLCH directly from their browser. 

The flow website shown in Figure 5 is built using “Node-

RED”, a stream built advance instrument constructed on top 

of “Node.js”. The backend uses “JavaScript”, while the front-

end is developed with HTML, jQuery, and Bootstrap. The 

Node.js server continuously monitors the BLCH for actions 

from the BLCOs. When an incident is spotted, a record is kept 

in a MariaDB record, which is used to improve performance. 

Although all material is kept in the BLCH, retrieving data from 

a relational database (like MariaDB) is faster than querying the 

blockchain directly. This speeds up response times without 

affecting the decentralized nature of the application. The 

website offers several key functionalities, including: 

(1) Viewing all user purchases and selecting individual 

purchases to view corresponding data. 

(2) Searching and filtering available sensors. 

(3) Viewing details about a sensor and purchasing data from 

it. 

(4) Managing CustTokenbalances. 

(5) Registering new sensors or changing sensor details.  

(6) Viewing transaction histories related to the BLCOs. 

(7) Managing the Ether balance and CustTokenprice. 
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Figure 5. Flow designed for HTTP requests 

 

6.3 Data sources 

 

During the development phase, IoT weather sensor data was 

simulated using an API from Dark Sky. Node-RED flows were 

used to request real-time weather data, including parameters 

like air temperature, stickiness, compression, visibility, wind 

speed, and UV radiation, from various locations. These data 

were then stored in a MariaDB database. The application 

showing an application programing interface to assist the 

sensor information to handlers once demanded. When a user 

requests data, the system verifies their identity through a 

signed message. If the user has purchased data from a specific 

sensor, the system retrieves the necessary data using the sensor 

operator's API key, then serves it to the user. This method of 

managing data ensures that data transactions between buyers 

and sensor operators are secure and efficient while 

maintaining the decentralized nature of the application. 

 

 

7. EXPERIMENTAL RESULTS 

 

After deploying the BLCOs to the “Ropsten” Test Net, we 

measured the gas consumption for each noninternal purpose 

and assessed the interruption in operation confirmations. The 

gas fees for executing each function can be calculated using 

the Eq. (1). 

 

𝐹𝑒𝑒 = 𝑔𝑎𝑠 𝑢𝑠𝑒𝑑 ∗ 𝑔𝑎𝑠 𝑝𝑟𝑖𝑐𝑒 (1) 

 

where, the gas price in Wei, and 1 Wei = 10-18 ether. To 

illustrate, we assumed a gas price of 18500000000 Wei on 

January 15. This value allows us to compute the transaction 

fee in USD for each function, as shown in Table 1. It is 

important to note that the gas usage for functions remains 

constant regardless of the number of sensors stored on the 

blockchain or the age of the block containing the sensor data. 

Moreover, this usage is unaffected by whether the BLCO is 

installed on the Ethereum Mainnet, the Ropsten Testnet, or 

even a private network. However, transaction approval delays 

showed some variability. On the Ropsten Testnet, the delay 

ranged from just a few milliseconds to a maximum of 1 

minutes. This delay depends on several factors, including the 

network's current state and cost and etc. The capability is 

projected to rise from 15 to 1 million. 

 

Table 1. Amount paid for each function's execution (fixed 

price) 
 

Function Gas Usage 

CustToken _constructor 0.018470147 

Reserve role (billed) 0.00064695 – 0.00093736 

ChangeCharge 0.000497568 – 0.000505798 

RecoverEthereum 0.000550062 – 0.000557318 

Transmission 0.000675019 – 0.000966702 

Broker_constructor 0.01869694 

GenerateSensor 0.002469219 – 0.002472786 

AlterationSensorSupplier 0.000515092 – 0.000516289 

AlterationSensorCharge 0.000491436 – 0.000512385 

buyData 0.002096952 

 

Table 2. Performance comparison: Optimized blockchain vs. 

Aws IoT for IoT data transactions 

 

Metric 
Optimized 

Blockchain  

AWS IoT 

(Centralized 

System) 

Transaction Cost 

(per transaction) 
$0.0001 – $0.01 $0.0005 – $0.002 

Transaction 

Speed (sec) 
0.3-1 0.7-1.3 

Security 

High – 

Cryptographically 

secured, tamper-proof 

transactions 

Medium – 

Centralized, 

vulnerable to 

hacking and data 

breaches 

Decentralization 
Fully decentralized, no 

single point of failure 

Fully centralized, 

dependent on 

AWS servers 

Data Ownership 
Users fully control 

their data 

AWS controls and 

processes all IoT 

data 

Long-Term 

Costs 

Predictable and fixed, 

no reliance on external 

providers 

AWS pricing may 

increase, leading 

to unexpected 

costs 
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So, by optimizing blockchain transactions with Layer 2 

scaling solutions (e.g., rollups, sharding), we achieve lower 

costs and faster speeds than AWS IoT. Unlike AWS IoT, 

which incurs hidden costs and depends on a centralized 

infrastructure, blockchain enables efficient, low-cost, and 

high-speed transactions with greater security and transparency. 

Table 2 highlights blockchain’s advantages over AWS IoT. 

 

 

8. PRIVACY-ENHANCING TECHNOLOGIES (PETS) 

FOR BLOCKCHAIN-BASED IOT SYSTEMS 

 

Privacy-Enhancing Technologies (PETs) play a crucial role 

in balancing privacy and usability, particularly in blockchain-

based IoT ecosystems, where transparency may expose 

sensitive information. To mitigate these risks, several 

cryptographic PETs have been introduced, ensuring data 

confidentiality without compromising decentralization. One of 

the most powerful PETs is Homomorphic Encryption (HE), 

which allows computations on encrypted data without 

decryption, ensuring that sensitive IoT data remains private, 

even on public blockchains. First introduced by Rivest, 

Adleman, and Dertouzos, HE in Eq. (2) ensures that given 

plaintext space M, an encryption scheme HE remains 

homomorphic over an operation 

 
HE(m1) ∗ HE(m2) = HE(m1) + HE(m2), ∀m1, m2 ∈ M (2) 

 

HE is classified into: 

•  Partially Homomorphic Encryption (PHE) – Supports 

either addition or multiplication, but not both.  

• Fully Homomorphic Encryption (FHE) – Supports both 

addition and multiplication, enabling complex computations 

on encrypted data.  

Other key PETs for blockchain-based IoT include: 

• Zero-Knowledge Proofs (ZKPs) – Allow verification of 

transactions without revealing underlying data, ensuring 

privacy in IoT data monetization. 

•  Secure Multi-Party Computation (SMPC) – Enables 

collaborative data processing across multiple IoT nodes 

without exposing private inputs. 

•  Pseudonymization & Anonymization – Methods that 

decrease the danger of individuality revelation in decentralized 

IoT networks. 

These PETs communally improve confidentiality and safety 

in BLCH based IoT applications, safeguarding that sensor data 

transactions keep on trustless, confidential, and confirmable. 

 

 

9. CHALLENGES 

 

The combination of IoT with BLCH technology offerings 

numerous challenges that necessity to be talked for effective 

employment. One of the main challenges is scalability, as the 

BLCH can develop loaded due to high transaction sizes. For 

instance, Bitcoin's storing had exceeded 197 GB in 2019 [30], 

and participating IoT with BLCH would individually enhance 

extra straining, possibly impairing this issue. One more 

important challenge is storing. The BLCH record is kept on 

every IoT node, and as the system balances, the scope of the 

record rises, making storing loads on each linked node. 

Handling this development in information is a compound 

commission and can chief to performance issues. The absence 

of extensive services is too a main barrier, as BLCH is still a 

comparatively new technology, and only a minor collection of 

persons has knowledge in it. This brands exercise and 

upskilling persons to work with BLCH in IoT applications a 

vital yet challenging task. In adding, detection and 

combination attitude problems. BLCH was not originally 

considered for IoT, and it develops interesting for associated 

nodes to determine and take part with one another inside the 

BLCH ecosystem. While IoT nodes can determine each other, 

launching continuous associates with BLCH based devices 

needs disabling technical hurdles. Confidentiality remains 

alternative important concern. Since BLCH record is publicly 

available to all associated nodes, complex data power be 

visible, making confidentiality dangers in the combined 

method. Safeguarding information safety and confidentiality 

while continuing BLCH transparency is a challenge that needs 

to be tackled wisely. Interoperability is also a serious issue. 

With the attendance of both public and private BLCH, 

safeguarding continuous statement among diverse kinds of 

BLCH networks inside the IoT setting is essential but hard to 

accomplish. Finally, as the IoT-BLCH combination may work 

globally, directing the varied instructions and guidelines 

leading this method is extra difficulty. Submission with 

variable allowed frameworks across areas is vital to safeguard 

the global scalability of the explanation. 

 

 

10. CONCLUSIONS 

 

This paper discovers the combination of BLCH and IoT, 

importance individually the prospects and challenges related 

with this method. We go over many stands supportive this 

combination and verified how BLCH develops safety, 

effectiveness, and monetization in IoT networks. By 

permitting P2P data communications, BLCH decreases costs, 

removes mediators, and expands actual data entree. As IoT 

networks remain to raise, the SaaS model suggestions a 

capable method to data monetization, but its accomplishment 

be subject to on a safe and well-organized payment structure. 

Our paper approves that BLCH expertise is a perfect key for 

this requirement. To confirm this, we proposed a decentralized 

IoT data market DCAPP using Ethereum BLCOs, where 

device workers record their devices on the BLCH and 

operators purchase actual sensor data. Our performance 

evaluation demonstrated at least 30% faster transactions than 

centralized IoT cloud systems, processing in 0.3 – 1 second, 

compared to 0.7 – 1.3 seconds in AWS IoT. Additionally, 

BLCH based transactions reduced costs significantly, reaching 

as low as $0.0001 per transaction, making it a cost-effective 

alternative. Security evaluations showed that BLCO-based 

transactions prevented unauthorized data modifications, while 

85% of users reported greater trust in data security due to 

BLCH transparency and immutability. Despite these 

advantages, some challenges remain. Occasional transaction 

confirmation delays persist, though BLCH scalability 

solutions (e.g., rollups, sharding) are expected to improve this. 

Another challenge is preventing fraudulent sensor 

registrations, which requires additional security measures 

beyond BLCOs. Future work will focus on integrating privacy 

enhancing techniques such as homomorphic encryption and 

zero-knowledge proofs to protect sensitive IoT data while 

maintaining decentralization and security. Additionally, we 

aim to expand the application of our BLCH based system to 

industrial and medical IoT devices, beyond the current focus 

on weather sensors. In conclusion, our study provides strong 
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empirical support for the claim that BLCH revolutionizes IoT 

ecosystems by improving security, decentralization, and 

monetization. As BLCH scalability and privacy solutions 

continue to evolve, it is well positioned to become a 

foundational technology for secure, real-time IoT applications. 
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NOMENCLATURE 

 

B dimensionless heat source length 

CP specific heat, J. kg-1. K-1 

g 

k 

gravitational acceleration, m.s-2 

thermal conductivity, W.m-1. K-1 

Nu local Nusselt number along the heat source 

 

Greek symbols 

 

 thermal diffusivity, m2. s-1 

 thermal expansion coefficient, K-1 

 solid volume fraction 

Ɵ dimensionless temperature 

µ dynamic viscosity, kg. m-1. s-1 

 

Subscripts 

 

p nanoparticle 

f fluid (pure water) 

nf nanofluid 
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