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This study presents a novel risk assessment approach for crude oil heaters, integrating
structured combined methods to enhance safety and reliability. We begin by employing
Hazard and Operability Study (HAZOP) to systematically identify potential accident
scenarios. To deepen our understanding of system functionality and potential
malfunctions, we utilize D-higraphs for functional modelling. Building on the scenarios
identified, we apply Fault Tree Analysis (FTA) to estimate root causes and frequencies
of failures. Following this, Event Tree Analysis (ETA) allows us to explore the
consequences of success or failure of safety barriers. The integration of FTA and ETA
culminates in the bowtie method, which effectively illustrates the relationships between
hazards, their causes, and the safety measures in place. This structured methodology not
only offers a comprehensive risk assessment framework but also enhances the
identification and evaluation of safety barriers, making it a unique contribution to
existing risk assessment practices.

1. INTRODUCTION

At present, major industrial accidents pose a significant
threat to the petrochemical industry, emphasizing the urgent
need for effective risk assessment methodologies. With
increasing complexity in industrial systems, the potential for
catastrophic events has grown, underscoring the necessity of
identifying and evaluating risks to safeguard personnel,
property, and the environment [1-4]. Traditional risk analysis
methods often fall short in addressing the multifaceted nature
of modern processes, leading to the emergence of new hazards
that can compromise safety [5].

The petrochemical industry, in particular, faces unique
challenges due to the nature of the materials handled, high-
pressure processes, and the interconnectedness of operations.
Incidents such as explosions, fires, and chemical spills can
result not only in significant financial losses but also in severe
environmental damage and threats to human health. The need
for comprehensive risk assessment is therefore critical, as it
helps organizations identify potential accident scenarios,
estimate their likelihood, and evaluate their consequences.

Historically, various hazard analysis methods have been
employed to improve risk prediction capabilities [6]. For
instance, HAZOP has been widely used to identify operational
deviations and potential hazards. However, the traditional
application of HAZOP often requires complementary
techniques to address the limitations of its standalone use.
FTA has been utilized to trace the root causes of identified
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risks, while ETA aids in understanding the possible outcomes
of failure events, particularly in assessing the effectiveness of
safety barriers. Recent studies have demonstrated the
effectiveness of integrating multiple risk analysis methods to
enhance predictive accuracy. For example, HAZOP and FTA
were employed in risk assessments of fuel storage terminals,
revealing the benefits of a combined approach in managing
risks [7].

Similarly, integrating Failure Mode, Effects, and Criticality
Analysis (FMECA) with HAZOP has proven effective in
safety evaluations of LNG plants [8]. Other research has
automated the integration of FTA, ETA, and HAZOP for
hazard analysis, streamlining the process and improving
outcomes [9]. Furthermore, the combination of HAZOP and
ETA has been explored for operational failure investigation
and safety optimization [10], while various methods,
including FTA and bowtie modeling, have been applied to
different industrial contexts, such as sand-casting operations
[11].

Given this backdrop, the main purpose of this study is to
conduct a comprehensive risk assessment of a crude oil heater
located in a crude distillation unit at the Skikda refinery in
Algeria. Our structured approach integrates HAZOP, D-
higraph, FTA, ETA, and the bowtie method. By identifying
hazards through HAZOP, we can employ D-higraph to model
both functional and dysfunctional relationships between
processes and their components. FTA will be utilized to
consolidate the various causes leading to the consequences
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identified during HAZOP, while ETA will facilitate the
exploration of potential outcomes stemming from the success
or failure of safety barriers. The resultant bowtie model will
clearly illustrate the interconnections between hazards, their
causes, and the corresponding safety measures, ultimately
enhancing risk management strategies within  the
petrochemical sector.

2. METHODOLOGY

The methodology followed to achieve the objectives of this
study is outlined in the following steps, emphasizing the
integration of various risk assessment methods to enhance the
overall evaluation process:

2.1 Functional description of the studied plant

We begin by providing a comprehensive overview of the
crude distillation unit at the Skikda refinery, including its
operational processes, equipment, and interconnections. This
foundational knowledge is crucial for understanding the
specific risks associated with the plant.

2.2 Risk identification

Utilizing the HAZOP method, we systematically identify
potential hazards by analyzing deviations from normal
operations. Each component and process are examined to
uncover possible accident scenarios, ensuring that all relevant
risks are documented.

2.3 Functional and dysfunctional modeling

Next, we employ D-higraphs to create functional and
dysfunctional models of the system. This step involves
mapping out the relationships between various functions and
the devices that perform them. By illustrating how
components interact, we can better understand where failures
might occur, thus providing a clearer context for the identified
risks.

2.4 Risk estimation and evaluation

We conduct a FTA to estimate the likelihood of the
identified risks and evaluate their potential consequences.
FTA helps us trace the root causes of each hazard, enabling a
detailed understanding of how different factors contribute to
the overall risk profile.

2.5 Event identification and evaluation

Following the FTA, we utilize ETA to examine the various
outcomes that may arise from both the success and failure of
safety barriers in response to the identified top events from the
FTA. This allows us to assess the effectiveness of existing
safety measures and identify any gaps in the system.

2.6 Safety barrier identification and evaluation

Finally, we integrate the insights gained from the FTA and
ETA into a bowtie model. This model visually represents the
relationships between hazards, their causes, and the safety
barriers in place. By identifying and evaluating the various
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safety barriers, we can develop strategies to mitigate risks
associated with the identified scenarios. By systematically
integrating these methodologies, we create a robust
framework for risk assessment that not only identifies hazards
but also evaluates their potential impact and the effectiveness
of existing safety measures. This comprehensive approach
ensures that all relevant aspects of risk management are
addressed, enhancing the overall safety and reliability of the
crude distillation unit at the Skikda refinery. Methodology
steps of the proposed approach are represented in Figure 1.

__________________________________________________________

Functional and
dysfunctional
modeling

Identify the
different safety
barriers

SO

Figure 1. Methodology steps

3. DESCRIPTION OF USED METHODS

A HAZOP study is a highly disciplined procedure that
identifies how a process may deviate from its design intent
[12]. It is a structured analysis of a system, process, or
operation for which detailed design information is available,
carried out by a multidisciplinary team. This is done by using
a set of guidewords in combination with the system
parameters to seek meaningful deviations from the design
intention. A meaningful deviation is one that is physically
possible—for example, no flow, high pressure. It’s a method
used for hazard identification [13]. HAZOP is one of the
process hazard analysis techniques [14]. It is a systematic
examination of a process or operation [15], the primary
purpose of HAZOP study is to identify and evaluate hazards
[16]. In addition, recommendations to reduce the probability
and consequences of an incident should be offered [17]. D-
higraph is a functional modeling technique [12, 18-20]; the
key idea of a D-higraph is to capture the functional as well as
the structural aspects of process plants [18, 20]. In other
words, the aim of a D-higraph model is to gather activity and
ontological features of the system modeled in an integrated
model [18]. A tool to perform a semi-automatic guided
HAZOP study on a process plant is presented. The diagnostic
system uses an expert system to predict the behaviour
modelled using D-higraphs [19]. D-higraphs is not only the
representation of knowledge about process systems. There
are a series of causation rules implemented that provides
relating two events which allows us to track the evolution
and propagation of failures across the system [21]. FTA starts
with the event of interest, the top event, such as a hazardous
event or equipment failure, and is developed from the top-
down; Events that lead to a predefined undesired event (top
event) [22]. The fault tree is both a qualitative and a
quantitative technique. Qualitatively it is used to identify the
individual paths that led to the top event, while quantitatively
it is used to estimate the frequency or probability of that event



[23]. The FTA is typically applied in the reliability analysis
[24-26]. FTA is a graphical design technique [27]. It is
concerned with the identification and analysis of conditions
and factors that cause the occurrence of a defined top event
[23, 28]. FTA is a systematic safety analysis tool that
proceeds deductively from the occurrence of an undesired
event [29]. It represents basic causes of an unwanted event
and estimates the likelihood (probability) as well as the
contribution of different causes leading to the top event [30-
33]. Event Tree is a logical and graphical description of
various combinations of failure events [34, 35]. It is used to
develop the consequences of an event [36]. It starts with a
particular initial event [37] such as a power failure or pipe
rupture and is developed from the bottom-up. The event tree
is both a qualitative and a quantitative technique.
Qualitatively it is used to identify the individual outcomes of
the initial event, while quantitatively it is used to estimate the
frequency or probability of each outcome [23, 38-40] to create
an event tree, a single event is chosen as the initiating event.
Further possible events or system failures are then identified
[41]. Bow Tie is a tree approach that has a probabilistic
approach to risk management [42, 43]; it is a tool that
combines a fault tree and an event tree [42, 44-47]. The
central node of the Bow Tie, called the Central Event,
generally refers to loss of containment or loss of physical
integrity. The left part of the Bow Tie is similar to a Fault
Tree seeking to identify the causes of this loss of confinement.
The right-hand side of the Bow Tie focuses on determining
the consequences of this Central Event just like an event tree.
This tool makes it possible to provide an enforced
demonstration of good risk control by clearly presenting the
action of safety barriers on the course of an accident [42].
Bowtie analyses are usually conducted based on some
activity or operation where there is known to be the potential
for harm [48]. It provides a concise and accessible graphical
summary of complex risk scenarios, and demonstrates
relationship between causes and consequences of hazardous
events [49].

4. APPLICATION OF THE METHODOLOGY

4.1 Functional description of the studied plant: Crude
heater

The studied system (crude heater F-1A) is represented in
Figures 2 and 3. Preheated crude is heated and partially
vaporized in the Heater F-1A. The heat necessary for its
distillation is absorbed in the radiation section. Vaporized
fluid comes out from the fired heater, enters the transfer line,
and then the flash area of column C1. The heater has eight
passes with an individual flow control and low flow cut off.
A pass balancer has been added for the heater to achieve
uniform coil outlet temperature. The input to pass balancer is
the total crude flow to the heater; heater pass flow and heater
pass outlet temperature. The flow of crude through each pass
is measured and controlled through FIC-2. Low inlet flow
alarm is indicated by FAL-2. Inlet side Temperature of each
pass is indicated through 2 indicators in each one. The pass
balancer then sets the individuals pass flow to achieve
uniform outlet temperature.

The outlet has a temperature control, which controls the
fuel firing. Crude outlet temperature is indicated and
controlled by TI-48, TIC-13. Temperature is controlled
through temperature pressure cascade control in burner fuel
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Gas line. PIC-5 has been installed in the fuel gas line for
controlling the crude outlet temperature. The eight coils of
each fired heater are equipped with two-two thermocouples
TI1-24~39 for indicating the surface temperature of the tubes
entering the section of radiation and fluid coming from the
fired heater. IT has 32 burners capable to be supplied by
natural gas or fuel gas of refinery. Each burner has its pilot
burner supplied by gas. Gas pressure for pilot burners is
controlled and indicated by PCV-1 and PI-37. Total fuel gas
entering to the heater is indicated by FI-14. Over-heating coil
of low-pressure steam has been installed in the high section
of convection zone to improve the heat recovery. LP steam is
superheated; it is used as stripping steam at the bottom of
column C-1. At outlet of steam line, PSV-1552A has been
installed. At the outlet of steam line, heater Steam
Desuperheater X-51 has been located. It desuperheats the
outgoing steam by injecting MP-BFW to reduce the
temperature of steam. The temperature indicators TI-
21/22/1501/1502/1503/1504 indicate the temperature of
fumes. The pressure indicators PI-1569/1570A/B/C and PI-
1752/1567/3 measure the pressure in the heater at various
points. The acid gases from Acid Water Stripper overhead
Accumulator Drum V-17 are also burnt in the heater by four
special burners. Oxygen Analyzer Al-2 has been provided on
the stacks of the fired heater to measure the excess air
quantity in the heater during burning process.

O_¥&P

Figure 2. Diagram of crude heater with BPCS as shown in
DCS [50]
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Figure 3. Diagram of crude heater with interlocks as shown
in DCS [50]

The heater is equipped with a safety instrumented system
constituted by interlocks and alarms. They are summarized in
Table 1.

Fired heater has been provided with the following utilities:



* Low pressure steam for purge of combustion rooms and spalling and de-coking operations with air and steam of
for fire smothering heater coils. The flow rates of steam and air of services are

« Medium pressure steam, air and water of services in the indicated respectively by 10-FI-23~30.

Table 1. Interlocks related to the heater F1/A [50]

Interlock Actuated by Action upon
PALL-4 A/B/C (Fuel gas supply pressure is very - Close 10-UV-1552, 10-UV-1561(Fuel gas supply to 10-F-1 A)
low) - Open 10-UV-1563
10-1-1551 2003 voting logic - Close 10-XX-1 (Acid Gas)
PAHH-4 A/B/C (Fuel gas supply pressure is very - Open dampers (10-F-1A)
high) - Open 10-UV-1751(RCO circulation)
2003 voting logic - Close 10-UV-1752(RCO rundown)
- Close 10-UV-1552, 10-UV-1561(Fuel gas supply to 10-F-1 A)
10-FT-2A-1 to 2H-1 - Open 10-UV-1563
10-1-1552 (Typ. For each pass to be actuated by any one of  ~ Close 10-XX-1 (Acid Gas)
' them) - Open dampers (10-F-1A)
- Open 10-UV-1751(RCO circulation)
- Close 10-UV-1752(RCO rundown)
- Close 10-UV-1552, 10-UV-1561 (Fuel gas supply to 10-F-1A)
- Close 10-UV-1551, 10-UV-1560(Pilot gas supply to 10-F-1A)
10-HS-1551 A/B - Open 10-UV-1563, 10-UV-1562
10-1-1553 (To be located at least 15m away from the heater - Close 10-XX-1(Acid Gas)
at safe location) - Open dampers(10-F-1A)
- Open 10-UV-1751(RCO circulation)
- Close 10-UV-1752 (RCO rundown)
- Close 10-UV-1552, 10-UV-1561 (Fuel gas supply to 10-F-1A)
PAHH-1570 A/B/C (Heater combustion - Open 10-UV-1563
10-1-1554 chamber) - Close 10-XX-1(Acid Gas)
2003 voting logic - Open dampers(10-F-1A)
- Open 10-UV-1751(RCO circulation)
- Close 10-UV-1752(RCO rundown)
- Close 10-UV-1552, 10-UV-1561 (Fuel gas supply to 10-F-1A)
- Open 10-UV-1563
10-1-1555 TAHH-22 A/B/C (Heater combustion chamber) - Close 10-XX-1(Acid Gas)
2003 voting logic - Open dampers(10-F-1A)
- Open 10-UV-1751(RCO circulation)
- Close 10-UV-1752(RCO rundown)
10-1-1556 PAH-1567 (High Presssiggz in the heater flue gas Open dampers(10-F-1A)
PALL-1571 A/B/C (Very Low Pressure in Heater - Close 10-UV-1552, 10-UV-1561 (Fuel gas supply to 10-F-1 A)
Combustion Chamber)2003 voting logic - Close 10-UV-1551 10-UV- 1560(Pilot gas supply to 10-F-1 A)
10-1-1557 PAHH-1571 A/B/C (Very High Pressure in ~~ oPen 10-UV-1563, 10-UV-1562
Heater Combustion Chamber)2003 voting logic ~ ~ Close 10-XX-1 (Acid Gas)
- Open dampers (10-F-1A)
ZS1-1551 Activated - Close 10-UV-1552, 10-UV-1561 (L’alimentation du gaz combustible)
. - Open 10-UV-1563
ZSH-1551 Not Activated .
10-1-1558 - Close10-XX-1 (Acid gas)
751-1560 Activated - Close 10-UV-1552, 10-UV-1561, (Fuel gas supply to 10-F-1 A)
ZSH-1560 Not Activated - Open 10-UV-1563
- Close 10-XX-1 (Acid Gas)
- Open 10-UV-1563
- Close 10-UV-1552, 10-UV-1561(Fuel Gas Supply to 10-F-1A)
10-1-1559 TAHH-48 (Very High Temperature of Heated - Close 10-XX-1(Acid Gas)
Crude) - Open dampers (10-F-1 A)
- Open 10-UV-1751(RCO circulation)
- Close 10-UV-1752(RCO rundown)
4.2 Identify risks using HAZOP Table 2. Risk matrix [51]
HAZOP study leads to identify different accident scenarios ) Likelihood
resulting from parameters deviations in heater F1-A. It shows Severity

causes of each parameter deviation, their consequences,
implemented safety barriers and finally, the criticality based
on data in Table 2 to compare the acceptance of the resulting

events.

Thanks to its global analysis which facilitates the choice of
a consequence to be evaluated by using the Fault tree.

IZZIrrr|-
ITZIZrr|N
IITIIZZr|w
ITITZIZr |~

0
L
L
L
L
M
M

g wNEFE O

HAZOP study is represented in Table 3.
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Table 3. HAZOP analysis related to heater F1-A

Para?q?tleartlonGW Causes Consequences Safeguards Erltgzallté/
PALL-4 to:
- closes double block valves on
pilot gas and FG supply
- closes UV-1551/1560 and UV-
o 1552/1561
v Loss of EG pressure Both heaters shutdown, and about 45min to - opens UV-1562/1563 to
g No in's stSm relight and restart Heater, and about 4 hrs to atmosphere 0 3 L
2 Y restore normal operation - closes 10- XX1 AWS
w - opens dampers 10-F-1A/B
- opens RCO circulation 10-UV-
1751
- closes RCO rundown 10-UV-
1752)
High pressure of FG to pilot burner, with
More PCVl;l stuck open or potential to lift the flame off the burner tip, - OTP to manage bypass 2 0 L
ypass open - . - PAH on PI-37 sounds alarm
with potential for flame-out
Inability to maintain main burners pilot in
5 PCV-1 fails closed the event of swings in heater demand that - PAL on PI-37 sounds alarm
3 on pilot gas to heater may cause FG burners to go out, and - PALL on PI-1571 sounds alarm 5 2 M
ﬁ due to spring failure significantly delays relighting of main and triggers interlock 1-1557
é or diaphragm failure burners. The alternate heater will remain
O online
é UV-1551/1560 fails Low pressure in pilot gas system to - PAL on PI-37 sounds alarm
o Less  closed due to loss of ilots. and will do out -PALL onPI-1571 soundsalarm 1 2 L
k3] IA priots, a 9 and triggers interlock 1-1557
E - OTP to observe heater burners
= . . ;
Pilot burner plugged Low pressure at burner tip, poor firing min?r?’l?zid#;ﬁ\?irnzf)?:lsg;g;;gt on
with solids from pattern ! tubes 1 2 L
piping corrosion - filter in the combined FG
header fitted with a PDAH alarm
- OTP to manage bypass
- PAH on PIC-5 sounds alarm
. . . - TAH on TIC-13 sounds alarm
High pressure of FG to main burner, W|t_h - TAHH on T1-48 sounds alarm
potential to lift the flame off the burner tip, TAH on T1-22 sounds alarm for 2 2 M
with potential for flame-out heating i - .
eating in convection section
- TAHH on TI-22 sounds alarm,
PV/-5 stuck open or and activates inter'lock I-15§5
S More b - PAH on PI-1567 in convection
g ypass open Pressure in fire box will increase due to section sounds alarm
L . . 2 3 M
% increased burning - PAHH on PI-1570A/B/C -
5 2003 triggers interlock 1-1554
& - TIC-1557 opens TV-1557 to
; Steam temperature will increase due to add more MP BFW to control
3 more heat input steam outlet temperature 2 1 L
o - PSV-1552A/B set at
5.5kg/cm2g
. - PAL on PIC-5 sounds alarm
PV-5 feiléslglsc;sed due Low pressure ip FG system to burners, -PALL on Pl-é_l sounds alarm 5 2 M
of IA causing flame-out and triggers
Less interlock 1-1551
UV-1552/1561 fails Low pressure in FG system to burners - PAL on PIC-5 sounds alarm
closed causing flame-out ' - PALL on PI-4 sounds alarm 1 2 L
due to loss of 1A g and triggers interlock 1-1551
FV-2 stuck open or High flow of crude oil will decrease its
= More bypass temperature at heater exit without serious
pt open consequences
g -FAL on FIC-2
o . - FALL on FI-2-1 triggers
° One of FV-2 fails High temperature of crude oil at heater exit interlock 1-1552
2 Less  closed due to loss of . . 2 2 M
E A will increase pressure in the column -TAHon TIC-13

-TAHH on TI-48 triggers
interlock 1-1559
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More

Less

Flow of MP BFW

More

Pressure

Less

More

Temperature

Less

High temperature of skin points will cause
damage to tubes with potential of crude oil
leak, with potential of fire

High temperature of crude oil at heater exit
will increase pressure in the column

MP-72 fails causing
low backflow

High temperature of skin points will cause
damage to tubes with potential of crude oil
leak, with potential of fire

Potential for saturated LP steam or even
BFW entering Stripper, causing high
pressure in Stripper

TV-1567 fails open
or bypass open

Very high steam temperature to
downstream users, with no serious
consequences

TV-1567 stuck
closed

Pressure in fire box will increase, with
potential for unburned gas and poor flame
pattern

One or two stack
dampers stuck closed

One stack damper
fails open due to
solenoid failure or
operator error

More air into Heater, and Heater outlet
temperature will decrease, pressure in fire
box will fall, with no serious consequences

PV-5 opens wide, increasing FG to burners,
and raising COT to > 356 deg C, causing
burner flame impingement, high pressure in
the fire box, potential for burner flame lift-
off, and high stack temperatures
Increased crude oil temperature into
Column, causing increased fractionation
and require increased pump-around flow to
remove heat from Column, with potential to
cause thermal cracking in heater, and cause
corrosion of carbon steel at column bottoms

TT-13 or PT-5 fails,
causing increased FG
firing to Heater

One individual heat
exchanger in the heat
transfer circuit is
taken offline for
maintenance

reduce the preheat available by between 7
and 31 deg C, depending on which
exchanger is taken out of service

Less vaporization in Column, resulting in

high level in Column bottoms, with light

ends being lost to fuel oil, with production
impact

TT-13 or PT-5 fails,
causing decreased FG
firing to Heater

-FAL on FIC-2
- FALL on FI-2-1 triggers
interlock 1-1552
- TI-24 10 39
- FY-2-ZBL
-FAL on FIC-2
- FALL on FI-2-1 triggers
interlock 1-1552
-TAH on TIC-13
-TAHH on TI-48 triggers
interlock 1-1559
-FAL on FIC-2
- FALL on FI-2-1 triggers
interlock 1-1552
- TI-24 10 39
- FY-2-ZBL

TAL on TIC-1567 on MP BFW

- PAH on PI-1567 sounds alarm
- PAHH on PI-1570A/B/C -
2003 triggers interlock 1-1554
- AAL on Al-2 sounds alarm on
low 02
- Dampers are fitted with a
minimum stop to avoid jamming
closed

Diagnostic alarm sounds and
valve switches to manual and
locks in last position

- Diagnostic alarm sounds and
valve switches to manual and
locks in last position
- TAH on TIC-13 sounds alarm
- TAHH on TI-48 sounds alarm

Heater capacity has been
increased by 20% to allow for
10% increase in Throughput
Heat exchangers are all fitted
with bypasses to allow being
taken offline for maintenance
work

TAL on TI-13 sounds alarm

4.3 Functional and dysfunctional modeling

D-higraph presents not only the functionality of the system
with its goals and sub goals, but also the relation existing
between these functions/goals and the devices that
perform/achieve them. The hierarchy of functions/goals is
presented in terms of blobs inclusion and the dependences
between them in terms of edges connecting the blobs. The D-
higraph models the process elements of the system and
includes the control system elements such as control loops
with their components [52-54]. D-higraph model related to the
heater F1-A is represented in Figure 4.

388

All critical deviations of HAZOP study, their interactions
and the relation between them and the existing devices are
represented according to the methodology followed by D-
higraph in Figure 4; causal trees obtained are shown in
Figures 5, 6 and 7. These trees can be directly translated to the
variables of the process; they show a logical combination
between the deviation and its causes following a descending
tree starting with the deviation and finishing with the last
causal device. The critical deviations and their causes are:

P: Inc (P1: Inc, P2: Inc); P1: Inc (V2: Inc, 17: Inc, 19: Inc);
19: Inc (16: Inc, 18: Inc); 16: Inc (15: Inc, 14: Inc)

T: Inc (P1: Inc, P2: Inc); P1: Inc (V2: Inc, I7: Inc, 19: Inc);



19: Inc (16: Inc, 18: Inc); 16: Inc (15: Inc, 14: Inc)

Tp: Inc (F1: Dec, T1; Inc); F1: Dec (V1: Dec, 13: Dec, 12:

Keep fuel gas pressure

[
/

y

Keep Steam Temperature

ES.(Fa*, T3, V37)

Figure 4. D-higraph related to the heater F1-A

P: Inc

Pl: Inc

| V2: Inc
| 17: Inc
P2: Inc |_ 19: Inc

16: Inc

15: Inc

| 14: Inc

18: Inc

Figure 5. Causal tree of deviation P: Inc

16: Inc

I_ 15: Inc
| 14: Inc

18: Inc

Figure 6. Causal tree of deviation T: Inc

389

Dec, 11: Dec).

‘_ Keep Crude Temperature ‘

Heat crude

Tp: Inc

| F1: Dec

I_ V1: Dec
I_ I3: Dec

T1: Inc

12: Dec

|— I1: Dec

Figure 7. Causal tree of deviation Tp: Inc
4.4 Estimate and evaluate risks by fault tree

The use of Fault Tree allows us to determine quantitative
values concerning the reliability and the failure frequency.
The computation of these values depends on the complexity
of the studied system. In this paper we used the GRIF
software (Graphic Interactivefor Reliability Forecasting) [53],
which can calculate different measures including: the
unconditional failure intensity w (t) and the unavailability Q
(t). To calculate these two measures, it is necessary to use
reliability and failure data which are shown in Table 4. The
chosen scenario is loss of containment in one pass inside the
heater F1-A which is represented in Figure 8.

NB: PFD and SIL of the interlocks 1-1552, 1-1553 and I-
1559 are calculated in a previous stud7 [54]. To calculate the
frequency using GRIF we can put the PDF or directly the SIL
of the interlock.



Table 4. Reliability and failure data used in GRIF software [54]

Item A (b)) Failure Rate p (h'!) Repair Rate Ti (h) Periodic Test B PFD SIL
PT 2.8x106 0.1 8760 0.1
TT 2.47%10°° 0.1 8760
FT 45 %10°% 0.1 8760
PI/TI/FI 2.8 <10 0.1 8760 0.1
PIC/TIC/IFIC 7 <107 0.1 8760
PVIFV 1.14x10°5 0.1 8760
Pumps 6.2 <10 0.1 8760
Alarms 0.1 103
Human error 101
uv 1.1x10° 0.1 8760 0.1
HS 1.1x107 0.1 8760 0.1
1-1552 5.6128x10* 3
1-1553 7.22110* 3
1-1559 6.171x10* 3
o JiETstae
[ L
metal crack safeguards
metal crack Anal
{/i\) ket >ae [ rinnd
|
" [ 11853 I l 1556 I
Ord
+ ) Svapasane 4 & &
l 1 J ﬁ'}:"“ ’ Eljzg?};.-;tr: Eﬁq«nf;t 3
low flow of crude
URBT80Ny=0 9068 . G"é’?w_' 823E-5 m gﬁ?é&'ﬁ“ .
] Uavg=1 823E-5 ]
(= 1]
e et Jorsea

V2
XB760N)=1 139DE-4
Uavg=1 1200€ 4

=T

a

FT2
(87600 =4 408E-4
Unvg=d 43864

FiC-2
(BT80N« TE-8
UavgeTE-8

TAH1Y Naman emor
= —
O, <
TAM13 error
U(B760n)= 1 E-3 (B760N)=0.1 Ort NSTO0N)*1 S268E-4
Uawg=1E-) Usvged 1 + | WE7600)=1 4899E4 1 526864
Page 1 ’[ Usvge! 480864
[ 1
[ [ 1
™13 TIC-13
PTS PIC-S PV-S -
- - T T
® O ©
13 TIC-13
P15 PIC-5 PVvs W(B760M 2 4699E-5 UB760n)=7E-8
U B760n =2 THIOE-5 XB760n=7E-6 UE7600)=1,1300€ 4 Vavge2 4699€-§ Uavge7E-6
Uavg=2 TO99E-5 Vavg~7E-8 Usvge1 10954

'f"\ P

( " ) (\ |.‘>
V-5
W(BTO0N)=1.1399E-4

Usvge! 1 399E-4
Page 1

PIC-5
W(BT60N)=TE-6
Usvge7E-6
Page 1

Figure 8. Fault tree related to loss of containment in one pass of the heater F1-A

4.5 Identify and evaluate events by event tree

Event Tree is used to identify initiator event consequences
after discussing the success and failure of each safety barrier.
In our case study, the initiator event is the loss of
containment in one pass inside the heater F1-A (Figure 9). To
evaluate consequences, GRIF software is used [53].

4.6 Identify different safety barriers

The combination between Fault Tree and Event Tree allows
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the bowtie diagram to emerge. A bowtie combines a Cause
Consequence Diagram and merges it with barriers into a
single diagram [41]. To represent the Bow Tie of loss of
containment in one pass and identify different barriers, Bow
Tie XP is used [55]. It is represented in Figure 10.
System-Theoretic Process Analysis (STPA) has evolved as
a strong tool for identifying possible dangers in complex
socio-technical systems. However, the manual generation of
Unsafe Control Actions (UCAs) in STPA can be time-
consuming, uneven, and prone to overlook [6, 56-58].
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5. RESULTS AND DISCUSSION

According to HAZOP study, it emerges from this analysis
that the main deviations that lead to potential (major)
accidents may occur in the heater F1-A are:

Figure 9. Event tree related to loss of containment in one pass of the heater F1-A

Figure 10. Bow tie related to loss of containment in one pass of the heater F1-A

* High and low pressure of FG
* High temperature in fire box
* High pressure in fire box

* Low flow of crude in one pass
In case of the implemented safety barriers failure, these
deviations can lead to catastrophic consequences. They are

caused by:
* PCV-1, fails closed, stuck open or bypass open
* PV-5, fails closed, stuck open or bypass open
* FV-2 fails closed

* MP-72 fails
* One or two stack dampers stuck closed
* UV-1551/1552/1560/1561 fails closed
* TIC-13 fails

* PIC-5 fails
* FIC-2 fails
* Coke inside the coils
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The use of D-higraph allowed us to capture a functional
and dysfunctional model of HAZOP study; this model
presented the relation between different elements and the
interaction of deviations.

Deviation 1: high pressure in the fire box

This deviation corresponds with the variable “pressure in
heater fire box (P)” and HAZOP guide word “more of”.
According to D-higraph represented in Figure 3, the causal
tree obtained is shown in Figure 4, this tree is a translation of
process variables. The pressure in heater fire box (P) is
higher than expected could be caused by high pressure of fuel
gas (P1: Inc) or high pressure of acid gas (P2: Inc) that feed
the burners. The high pressure of fuel gas could be motivated
by multiple causes; it could be by opening the valve more
than it should be (V2: Inc) and it is caused by high control
signal to the valve (I7: Inc), caused by high measured
pressure (I19: Inc). The high measured pressure could be
caused by high pressure seen in the heater fire box (I8: Inc)
or by high temperature control signal to the pressure
controller (cascade) (I6: Inc). The increase of temperature
control signal is due to high measured temperature (I5: Inc);
it could be caused by high temperature seen in the heater fire
box (I5: Inc).

Deviation 2: high temperature in the fire box

This deviation corresponds with “temperature in heater fire
box (T)” and HAZOP guide word “more of”. According to
D-higraph represented in Figure 3, the causal tree obtained is
shown in Figure 5. The temperature (T) and pressure (P) in
the heater fire box are related to each other, the causes of
each deviation are the same and they could be caused by high

pressure of fuel gas (P1: Inc) or high pressure of acid gas (P2:

Inc).

Deviation 3: high temperature of skin point

This deviation corresponds with “skin point temperature
(Tp)” and HAZOP guide word “more of”. According to D-
higraph represented in Figure 3, the causal tree obtained is
shown in Figure 6. The temperature of skin point is higher
than expected could be caused by high temperature of
preheated crude (T1: Inc) or by low flow of preheated crude
(F1: Dec). This low flow could be caused by opening of the
valve less than it should be (V1: Dec) and it is caused by low
control signal to the valve (I3: Dec), caused by low measured
flow in one pass (I2: Dec), caused by low flow seen in one
pass of the heater (I1: Dec). FTA allowed us to determine the
causes of the loss of containment in one pass inside the heater
F1-A identified by HAZOP method, to evaluate the
probability of occurrence and determine the most important
components to deal with this consequence.

The implemented barriers to deal with the loss of
containment in one pass inside the heater F1-A are:

* Interlocks: 1-1552, I-1553 and I-1559

* BPCSs: BPCS-2, BPCS-5 and BPCS-13

» Alarms: FAL-2, PAH-5 and TAH-13

* Human intervention

The loss of containment in one pass inside the heater F1-A
leads us to a confined fire in fire box, failure of safety
barriers (alarm, operator, smothering valve and PII) can raise
the level of risk to conduct to an explosion due to the
important increase of pressure inside the fire box in case the
safety measures are failed. The bow tie method is used to
identify the central dreaded event (loss of containment in one
pass inside the heater F1-A), and for this central event we
developed the causes using a Fault Tree, then we developed
the consequences by an Event Tree, through the identification
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we highlighted the safety barriers to deal with the potential
accidents. To reduce the occurrence frequency of the central
dreaded event (loss of containment is one pass inside the
heater), preventive safety barriers are used. These preventive
safety barriers are shown below:

* Interlocks: 1-1552, I-1553 and I-1559

* BPCSs: BPCS-2, BPCS-5 and BPCS-13

* Alarms: FAL-2, PAH-5 and TAH-13

* Human intervention

To reduce the consequences of the central event (loss of
containment is one pass inside the heater), protective safety
barriers are used. These protective safety barriers are shown
below:

* To avoid the confined fire in the fire box:

* Alarm

* Operator intervention

* Smothering vapor injection

* PlI

To avoid the explosion due to high pressure in the fire box:

* PAH on PI-1567 (sound alarm)

* PAHH on PI-1570 A/B/C to activate the interlock I-
1554

* AAL on AI-2 (sound alarm on low oxygen)

* Explosion hatches

The risk assessment of the crude oil heater F1-A utilized a
combination of HAZOP, D-higraph, FTA, and the bowtie
method to thoroughly analyze potential deviations and their
consequences. This integrated approach facilitated a
comprehensive understanding of the system's vulnerabilities
and highlighted the interactions between various operational
parameters. From the HAZOP analysis, we identified critical
deviations that could lead to significant accidents, such as
high and low pressures in fuel gas, high temperatures in the
firebox, and low flow rates of crude. These deviations not
only signal potential operational failures but also underscore
the importance of continuous monitoring and effective
control measures.

Comparison of Methodologies

One of the primary strengths of this study lies in the
integration of different risk assessment methods, which
allowed for a multifaceted evaluation of the heater's safety.
However, the analysis would benefit from a more explicit
comparison of the assessment results yielded by each method.
For instance, while HAZOP effectively identifies potential
hazards and deviations, FTA enhances our understanding by
linking those hazards to specific root causes, enabling a
deeper dive into their interrelations. Similarly, the bowtie
model provided a visual representation of the relationship
between preventive and protective safety barriers
surrounding the central event of loss of containment. This
model's strength lies in its clarity and simplicity, allowing
stakeholders to quickly grasp the implications of various risk
factors. However, contrasting the bowtie method’s results
with those obtained from traditional FTA or ETA could
highlight its unique contributions and limitations. In addition,
further exploration of the probabilities assigned to each
identified cause through FTA could illuminate the relative
significance of wvarious factors contributing to loss of
containment. By integrating quantitative data into the
qualitative insights derived from HAZOP, a more robust risk
profile could be established, facilitating better prioritization
of safety measures.

Implications for Safety Management



The findings emphasize the necessity of implementing
both preventive and protective safety barriers to mitigate
risks associated with the identified deviations. The interlocks,
BPCSs, and alarms serve as critical layers of defense, while
human intervention remains vital in responding to alarm
signals and system failures. The effectiveness of these
measures must be continually evaluated and improved, as
failure in any of these barriers could lead to catastrophic
outcomes. Moreover, the identification of potential causes of
loss of containment necessitates a proactive approach to
maintenance and monitoring of critical components, such as
valves and control systems. Regular testing and updates to
these systems can help ensure that they function correctly
under various operational conditions, minimizing the risk of
accidents.

Potential Limitations of the Study

While the study offers a comprehensive approach to risk
assessment using structured combined methods, several
limitations should be acknowledged to set realistic
expectations for its findings and to guide future research.

1. Limited Evaluation of Safety Barriers: While the
study identified various safety barriers, it did not extensively
evaluate their effectiveness in preventing or mitigating the
consequences of the identified deviations. Understanding the
reliability and operational history of these barriers is crucial
for assessing their role in risk management.

2. Integration Complexity: The integration of multiple
methods (HAZOP, FTA, ETA, and the bowtie model) can be
complex and may lead to challenges in interpreting results.
Each method has its strengths and limitations, and combining

them requires careful consideration to avoid misinterpretation.

Future Research Directions

Future researches should focus on:

* Involving empirical studies or simulations to test the
performance of safety barriers under various scenarios.

* Developing standardized protocols for integrating these
methodologies to enhance clarity and consistency in risk
assessments.

* Expanding this methodology to include more complex
scenarios and varying operational conditions, enhancing the
robustness of the risk assessment framework. Additionally,
the incorporation of real-time data analytics and predictive
modeling could refine risk predictions and improve response
strategies in dynamic operational environments.

6. RECOMMENDATIONS

Based on risk assessment methodology using a
combination of different hazard analysis methods (HAZOP-
D-higraph-FTA-ETA-Bowtie), the following barriers are
recommended:

Technical barriers:

« Put back the dumper manual control system in parallel
with the automatic system;

» Check the equipment safety integrity level by following
another SIL study;

« Study the need to install additional indicators,
controllers with a suitable configuration to the system, and no
way to neglect regular inspections of this type of important
safety components;

» The installation of an automatic valve on the line of
smothering steam;
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» The construction of an anti-fire wall in front of the
smothering steam valve or the removal of this valve far away
the heater;

« Joint replacement and overhaul of valves periodically;

* Testing, maintenance and annual calibration.

Human and organizational barriers:

* Provide an effective preventive maintenance program
for all equipment;

» Periodic inspection of all equipment including EIPS;

* For a better prevention of human errors, it is necessary
to properly train the operators (operation, maintenance, safety,
etc.), and improve their HSE knowledge, by raising
awareness about the risks associated to heaters;

» Commissioning of maintenance programs on valves
with a high probability of failure, and these programs should
be augmented by planned inspections to detect failures in
advance;

» Respect the basic conditions to comply with the
manufacturer recommendations. that means to keep the
equipment in a non-degraded state;

« Train the operators and raise the awareness among them;

» Cleaning and lubricating all valves every year and
implement a maintenance program for accessories;

« Staff training, performance monitoring of fixed
firefighting equipment and firefighters by doing simulation
exercises.

7. CONCLUSIONS

This study highlights the effectiveness of using structured
combined methods for conducting a comprehensive risk
assessment of a crude oil heater. Through the application of
HAZOP, we successfully identified various accident
scenarios linked to deviations in critical parameters,
including high and low pressures in the fire gas, elevated
temperatures in the firebox, high pressures within the firebox,
and low crude flow rates. To visualize the relationships and
interactions among system elements and their deviations, we
employed D-higraphs for functional and dysfunctional
modeling. A key limitation of traditional HAZOP studies is
their inability to effectively combine causes leading to the
same scenario. To address this, we incorporated FTA, which
enabled us to link and synthesize the different root causes
associated with the identified top event: loss of containment
in one pass of the crude heater. Following the identification
of this critical event, we utilized ETA to explore the potential
outcomes resulting from both the success and failure of
existing safety barriers. The integration of FTA and ETA
culminated in the development of a bowtie model, which
provides a clear representation of the actions of safety
barriers before and after the occurrence of the central event.
This model not only enhances our understanding of risk
management but also offers a practical tool for identifying
and evaluating safety measures within the system.

Looking ahead, future research could expand on this
framework by applying the methodology to other critical
components within the petrochemical industry, thereby
enhancing its generalizability. Additionally, the incorporation
of advanced data analytics and machine learning techniques
could further refine risk predictions and improve the
effectiveness of safety barrier assessments. This ongoing
evolution in risk assessment methodologies will be crucial



for advancing safety and minimizing hazards in complex
industrial environments.
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