\Z I El' A International Information and

Engineering Technology Association

International Journal of Safety and Security Engineering

Vol. 15, No. 1, January, 2025, pp. 87-94

Journal homepage: http://iieta.org/journals/ijsse

Color Image Encryption by Using Modified EO Keystream Generator with Peter De Jong N

Chaotic Map

Rusul Basheer Bahedh™

Check for
updates

, Ali Shakir Mahmood

Computer Science Department, College of Education, Mustansiriyah University, Baghdad 10052, Iraq

Corresponding Author Email: rusulbasheerl8@uomustansiriyah.edu.iq

Copyright: ©2025 The authors. This article is published by IIETA and is licensed under the CC BY 4.0 license

(http://creativecommons.org/licenses/by/4.0/).

https://doi.org/10.18280/ijsse.150110

ABSTRACT

Received: 6 December 2024
Revised: 29 December 2024
Accepted: 14 January 2025
Available online: 31 January 2025

Keywords:
dice, EO keystream generator,
encryption, modified EO, Peter De Jong

image

In light of the current developments and the widespread use of the Internet and the
sensitive data contained in images, it was necessary to develop new methods to protect
data during its transmission. This paper will modify the EO algorithm key generator by
adding two additional records to the original generator to become 6, integrating them with
dice to determine the choice of the bit resulting from the key, which increases the
complexity and randomness of the generated key, additionally, included Peter De Jong's
chaotic map features with image encryption procedure. The proposed method yielded
promising results, as demonstrated by the NIST randomness test, confirming the
generated key’s randomness. Furthermore, the entropy values were close to the ideal value
of 8, and correlation coefficients gives a good result close to 1, since all PSNR values are
low, about 9.95dB the quality of the image encoding is good. In contrast to MSE
around10128.22, all numbers are very high, indicating that the encoded image is very
different from the original image. while the NPCR and UACI tests achieved about 99.60%
and 33.50%, respectively. Other standard evaluations also confirmed that the proposed
approach is robust against brute force attacks.

1. INTRODUCTION

With the rapid advancement of technology and the
widespread use of the Internet, digital data protection has
become a major concern, especially in applications involving
personally identifiable information such as personal photos or
medical images [1]. Cryptography has become very important
in modern applications, as the secure transmission and storage
of images poses fundamental challenges in the field of
multimedia communications, and the importance of secure
transmission of images in modern applications such as
telemedicine, online banking, and surveillance systems due to
the sensitive nature of these materials and their susceptibility
to unauthorized access [2].

Encryption is crucial to providing highly secure
transmission over insecure networks. Cryptography
techniques they have been separated into block ciphers and
stream ciphers. Blocks of bits are encrypted using block
ciphers, whereas stream ciphers encrypt data encrypt with a
secret key generator bit by bit [3]. Bluetooth's method of data
encryption is EO stream cipher. Four shift registers for linear
feedback (LFSRs) of varying lengths and nonlinear mixer
logic (finite state machine) form the basis of this stream
encryption. The ciphertext is generated by xor-streaming the
key with the plaintext, and the same stream that was used for
encryption is used to decrypt in exactly the same way [4, 5].
Many image encryption systems have used the chaotic system
due to its dynamic instability, unpredictability, and dynamism,
properties that can be exploited in cryptographic applications
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[6]. One term for a deterministic system is a chaotic dynamical
system, which cannot be precisely described and exhibits
behavior that appears random due to its delicate reliance on the
starting conditions [7]. Chaos-based encryption is a logical
choice for secure communication and encryption because of
the close connection between the two fields [8]. Chaos theory
has been applied to cryptography because of its strong
similarities to cryptography, which are defined by its extreme
sensitivity to initial states, volatility, unpredictability, and
randomness [9]. In this research paper, the keystream
generator of the E0 algorithm will be modified by adding two
additional records of different lengths and combining them
with roll dice to increase the randomness of the generated key,
also taking advantage of chaos features of Peter De Jong’s map
in image encryption, although the EO algorithm is considered
old and has not been used in image encryption applications,
most previous research focuses on analyzing attacks, which
necessitated the development of this algorithm and the
integration of chaotic properties with it to increase the
encryption strength and also contribute to enhancing security
and computational complexity to resist attacks.

2. RELATED WORK

The studies were chosen because they share a lot of
similarities with the subject matter of this study. Although
some studies rely on old references, they remain of scientific
value due to the lack of use of these methods in modern
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research (Table 1). It is still an important point for developing
new solutions, which requires the use of these references.

El-Fishawy et al. [10] modified a version of the Bluetooth
standard encryption technique, known as E0 stream encryption,
was employed. The upgraded model is controlled by
incorporating a 5th Linear Feedback Shift Register (LFSR)
into the EO encoder's master key flow generator. By encrypting
various images, it has also been shown that the application of
certain measuring criteria, such as the highest deviation, non-
uniform deviation, and correlation coefficient, improves the
coding quality. The higher level of encryption has been proved
by the parameter measured on the image encryption attained
through increased encryption. This method was limited to
grayscale images and did not extend the solution to color
images or enhance the complexity of key generation.

Saikia et al. [11] presented a partial bit-plane encryption
method that breaks down an image into its component bit-
planes. The purpose of the chaotic map Peter De Jong is to
encrypt these bit-planes. Bit-plane component coordinates
serve as the chaotic map's initial input. Coordinates are
changed after a number of iterations, but the bits in the bit-
plane are not changed immediately. By permuting the bit-
planes, bits can be modified, changing the pixel values in an
image. When encryption is done over partial bit-planes,
correlation analysis not only decreases computing time but
also demonstrates that no information is wasted. This method
it focused only on partial bit encryption, which could
compromise overall security. The method was limited to
grayscale images. Hanchinamani and Kulkarni [12] presented
an effective image encryption technique according to a chaotic

map of Peter De Jong, RC4 is the proposed stream cipher in
this work. Using a Peter De Jong map, the RC4 stream
generator's initial keys are produced, it also employed
throughout stage of permutation. The values that are pseudo-
random for the diffusion and rotation of pixel values are
produced using RC4 stream generator. Three steps make up
each encryption round diffusion, pixel value rotation, and
permutation. In addition to rotating the rows and columns in
different directions, confusion between the rows and columns
is the basis for the permutation. This method focused on
grayscale images. Giesl et al. [13] provided an image
encryption method depending on Peter-de Jong attractor map
of chaos. Upon moving image into wavelet domain, the
wavelet coefficients are modified as necessary. The wavelet
transformation is primarily used to decrease the amount of
calculation time required for the method of encryption and to
achieve a greater or comparable level of the encrypted image's
security. This method limited scope as it exclusively targeted
grayscale images and required wavelet transformation. Altaay
et al. [14] used a lightweight encryption technique in
conjunction with the chaotic Peter De Jong map, they suggest
an images encryption method with exceptional security. they
used Peter De Jong map for the Lilliput algorithm, a
lightweight encryption technique, is used to create keys. The
proposed method was able to match the historical
requirements for transmission images in terms of complexity.
The lightweight approach may limit robustness in highly
sensitive applications compared to more complex encryption
methods and it limited on grayscale image.

Table 1. Comparison between the proposed algorithm and related works

Author's Name Encryption Method

Result

El-Fishawy et al.

[10]

Saikia et al. [11]

Hanchinamani and
Kulkarni [12]

Giesl et al. [13]

Altaay et al. [14]

Proposed method

A modified version of the Bluetooth EO standard
encryption technology, adding a fifth linear shift
register (5th LFSR) to the main EO key generator.

Partial bit level coding using Peter De Jong chaos
map for level coding. Bit levels are switched to
change pixel values in the image.

Peter De Jong's chaos map for generating primary
keys for an RC4 generator. Encryption is done in
three stages: propagation, rotation of pixel values,
permutation.

Using Peter De Jong's chaotic map and applying
the wavelet transform.

Using Peter De Jong's chaos map with the Lilliput
algorithm (a lightweight encryption technique) to
generate keys.

6LFSRs EO keystream generator with dice roll
and Peter De Jong chaotic map.

Measurements (maximum deviation, irregular deviation,
correlation coefficient) showed improvement in encryption quality.
The method was limited to grayscale images and did not include
color images or improve key generation complexity.

Reduced computation time and improved correlation coefficient,
but the method focused on partial encryption which could reduce
overall security, and was limited to encrypting grayscale images.

Improved grayscale image encryption using chaos map, but the
method was limited to grayscale images and did not include color
images.

Reduce computation time using wavelet transform while achieving
reasonable security, but the method is limited to grayscale images
and requires wavelet transform.

Improved security for transmitted images with low complexity, but
the method was limited to grayscale image applications, and the
strength may be limited in sensitive applications compared to more
complex algorithms.

tested on color image, High entropy, ideal metrics, and near-zero
encryption correlation confirm security, while near-one decryption
correlation ensures integrity. MSE, PSNR indicate noise;
encryption is fast, key generation slower due to complexity.

3. E0 KEYSTREAM GENERATOR

A keystream generator based on LFSR, EO is a component
of Bluetooth security systems. Keystream generators based on
LFSR consist of a linear bitstream generator and a nonlinear
compression function. The bitstream Z is produced by the
linear bitstream generator L, upon initialization. The function
of compression C uses the output of four Linear Feedback
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Shift Registers (LFSR). Y=Ck is the key stream would be
compression function's output [15]. The feedback polynomials
of the four LFSRs have the following lengths: L0 was equal to
25, L1to 31, L2 to 33, and L3 to 39.

PO(x) =x®° +x20 + x12 + x8 +1 (1)

P1(x) = x3t +x2* + x10 + x12 + 1 )



P2(x) =x®3¥ +x28 +x2* +x*+ 1 (3)

P3(x) =x3 +x3 +x8 +x*+1 4)

For each of the four LFSRs, an initial value must be entered
into the keystream generator and four bits that show the
contents of the summation combiner's registers. Four inputs
are needed to generate the 132-bit starting value using the
keystream generator directly. The parameters that are entered
consist of a Bluetooth address with 48 bits and the encryption
key C K, 128-bit random integer, master clock 26 bits, as well,

Kc key is changed to K'c within the payload key generator [ 16].

Figure 1| describes the EO keystream generator engine concept.

Summation
combiner logic
‘7 77777777 1
‘ Encryption
| | stream Zt

Keystream
Zi

Figure 1. Concept of an E0Q keystream generator engine [17]

Logic and Blend, a four-bit finite state machine that does
summation, is the foundation of the EO keystream generator
and 4 LFSRs totaling 128 bits in length, as illustrated in Figure
1. All LFSRs are timed once at each clock tick, and the
keystream bit is created by XORing their output bits with a
single finite state machine output bit. The output bits from the
four LFSRs are then added together. The finite state machine's
state is updated with this three-bit sum's two most important
bits [17, 18].

4. PETER DE JONG CHAOTIC MAP

The difference equations that Peter-De-Jong proposed and
named for him are known as the Peter-De-Jong map. Despite
its seemingly straightforward appearance, this chaotic system
exhibits a number of intricate attractors that correlate to
various parameter choices. The map is described as [19]:

)

Xps1 = sin(ayn) — o5 (byy)

Yoe1 = sin(ayn) — cos(dyn) (6)

Using the parameters control parameters for a system that
are chaotic are a, b, ¢, and d the values of xn and yn give the
following two values: xn+1 and yn+1. The first step is to
identify a rectangular portion of the plane that spans the image.
It is necessary to choose a collection of distinct pixels. After
that, calculate a number of map iterations and determine how
long it takes to reach each pixel. Next, the mean and self-
correlations of the chaotic output sequence should be
computed. A selection of shapes from the map by Giesl et al.
[13]. In Figure 2, Peter De Jong found this attractor, and the
dynamic system where 1.4 for a, -2.3 for b, 2.4 for ¢, and -2.1
ford has been used for encryption.
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Peter de Jong Chaotic Map

Figure 2. Peter De Jong discovered this attractor, and the
dynamical system where a=1.4, b=-2.3, c=2.4, and d=-2.1 is
used for encryption

5. PROPOSED METHOD

The proposed encryption method employs a structured
approach, for securing color images. The process will be
detailed in the following sections.

5.1 Modified keystream generator

The key generator EO is improved by adding two LFSRs
with different initial lengths, where LFSRS5 has length 41 and
LFSR6 has length 43 as show in Figure 3. The polynomial of
these LFSRs is based on previous study [20] as shown in the
following equations:

PO(x) =x2° +x20 + x4+ x8 +1 (7
Pl(x) =x3 +x2* + x¥ +x12 + 1 (8)
P2(x) =x¥ +x8 +x?* +x* +1 9)
P3(x) =x¥ +x3 +x28 +x* +1 (10)
Pa(x) =x* +x*0 4+ x39 +x38 + 1 (11)
P(x)=x¥ +x*24+x3+x3 +1 (12)
LFSRI:ZTL{ CEE) ST ﬁ
7.

LFSR2= 31 bit, ‘ ‘ ‘

ol e

|
12?—w? 24<rx }J

)
LFSR4= 39ii‘+ Gl 28] ‘ 36] ‘ Q
1] o

Gt -
A -

Figure 3. The modified EO keystream generator with six
registers




These six registers are then combined with a die roll where
random numbers from 1 to 6 are generated. On each roll, the
bit for the key is chosen based on the die roll and the register
to take the bit from is chosen according to the polynomial
parameters. The generated bits of the key are added together
to produce the final key, and so on. Each time, the filling of
the six registers is updated after each roll to prevent the
repetition of key patterns and to add additional randomness to
the resulting key.

5.2 Encryption process

Based on the properties of Peter De Jong's chaotic map, it is
used in the image processing process before the encryption
process by scrambling the image pixels (Figure 4). The pixels
are arranged based on the sequence of the chaotic map, which
gives a new arrangement of the pixels. Then the image is
reshaped with the same dimensions as the input image to be
encrypted using the generated key, as shown in the following
steps:

Step 1: Image preparation and input: After loading a color
image in RGB format, the image is converted to a collection
of pixel values.

Step 2: Peter De Jong map based pixel scrambling: This
sequence is used to create a new pixel position arrangement,
which confuses the image.

Step 3: Key generation using modified E0 keystream
generator: The key is generated by the 6 registers with the dice
for each throw. The register is chosen based on the number of
the dice, then the registers are updated with each throw to
create a random key that is difficult to predict.

Step 4: Encrypt image: Each pixel's binary values are
XORed with the altered keystream, and the encrypted pixel
values are then stored.

Load image

Generate a chaotic
sequence

Shuffle pixels (using peter
De Jong chaotic map )
rearrange pixel position

randomly

‘ Initialize LFSR registers }

Roll Dice (to select LFSR
for bit generation)

Generate keystream using
modified EO keystream
generator

Refill LFSR
registers

Is keystream
complete ?

Yes

Encrypt image
XOR operation with
keystream

Figure 4. The encryption stages general framework

5.3 Decryption process

The decryption process is done in the opposite way to the
previous processes, with the importance of using the same
chaotic map parameters and the same key used to encrypt the
image, as shown in the following steps (Figure 5):

Step 1: Load the encrypted image and convert it to array of
pixels.

Step 2: Decrypt image using the EO keystream that perform
the decryption of image by applying an XOR operation
between the encryption image pixels and generated keystream.

Step 3: Generate the chaotic sequence using Peter De Jong
map using the same initial conditions (a,b,c,d,x0,y0).

Step 4: Reverse the scrambling (unscrambling) that used to
compute the reverse indices to reorder the scrambled pixels
back to their original positions.

Load Encrypted image

L*

Initialize LFSR registers -

'

Roll Dice (to select LFSR for
bit generation)

'

Generate keystream using
modified EO keystream
generator

Is keystream
complete ?

Refill LFSR registers  —

YES

Decrypt image
XOR operation with
keystream

!

Generate a chaotic sequence

Unshuffled pixels (using peter De Jong
chaotic map ) Reverse the shuffling using
inverse indices

Figure S. The decryption stages general framework

6. SECURITY ANALYSIS AND RESULTS

The proposed method is calculated and compared with the
results of previous research, despite the previous research that
used Peter De Jong in the encryption process for grayscale
images with map encryption research using Peter De Jong due
to the complexity of the color image encryption process in that
it contains 3 color channels, and will compare the efficiency
of the method. Where used Python 3.9 for Dell laptop Intel(R)
Core (TM) 64-bit Windows 11 Pro17-9850H 16.0 GB of RAM
with a 2.60GHz CPU.



6.1 Data set

From images in the database of the USC-SIPI
(sipi.usc.edu/db/), the test images were selected. from the
Miscellaneous volume. chosen color images that has 24 bits
per pixel in different sizes (256*256, 512*512). similar to the
one used in previous study [12]. This dataset's images are
available in ".tiff" format. The dataset's samples are displayed
in Table 2.

Table 2. Data set samples

Image Dimension Title

256*256 Female
256*256 House
512*512 Pepper

6.2 NIST standard test

The results of the NIST randomness test all showed positive
results, which indicates the randomness of the key utilized
throughout the encryption procedure, which indicates ability
to use the key in different applications. It appears random and
unpredictable, as 0.01 is the minimum randomness in the test.
Table 3 shows the results of the randomness that was tested on
the key.

Table 3. NIST results

Test Proposed Method Result
Approximate Entropy Test Success
Block Frequency Test Success
Cumulative Sums Success
FFT Test Success
Frequency Test Success
Longest Runs of One’s Test Success
Nonperiodic Templates Test Success
Overlapping Template of All Ones Success

Test

Random Excursion Test Success
Random Excursion Variant Test Success
Linear Complexity Success
Rank Test Success
Runs Test Success
Serial Test Success
Universal Statistical Test Success

6.3 Key space analysis

One important metric is the key space for assessing the
extent to which the method recommended endures brute force
attacks [21]. The key generated by the EO algorithm is 128 bits.
After adding the new registers in the proposed method, the key

size is 222, which is a large size that is resistant to brute-force
attacks.

6.4 Information entropy analysis

The most significant indicator of a cryptosystem's strength
is its information entropy. Eq. (13) defines a plain image's
information entropy. Information entropy should be 8 for an
8-bit truly random image, which would prevent attackers from
learning anything of value from the image. According to Eq.
(13), the technique achieves better entropy through uniform
distribution [22]. The proposed method showed good results
close to 8 as shown in Table 4, where it was compared with
the results of the study [12]. The proposed method consistently
shows slightly higher entropy values, indicating better
uniformity and stronger encryption.

Entropy E(X) = z p(X;) log (13)
i=1

1
p(X;)

Table 4. Information entropy analysis

Image Proposed Method Ref. [12]

Female 7.999034 7.996859
House 7.999044 7.997036
Pepper 7.999764 7.997114

6.5 Differential attack analysis

An effective encryption technique should prevent
differential attack by making sure that even little changes to
the ciphered image differ noticeably from source image.
evaluating and analyzing differential attacks with UACI and
NPCR. The NPCR measurement establishes the impact of a
single pixel alteration on the entire image [23]. The NPCR and
UACI value calculation formulas are provided in (14) and (15).
The source image (plain image) and the ciphered image of size
mxn is compared to calculate the results.

2 DG, )

==L - 0 14

NPCR W x 100% (14)
= 0,

UACI WX E Ses x 100% (15)
1)

_(0,ifC, (1,) = C,

where, f = {1, ifC, (i, ) # C,

Table 5. Number of Pixels Change Rate (NPCR) and Unified
Average Changing Intensity (UACI)

Proposed Method

Image

NPCR UACI
Female 99.5854% 33.5197%
House 99.6154% 33.4940%
Pepper 99.6114% 33.4855%
Average values 99.60% 33.50%

The results are compared with the study [12], where in the
study [12] the average values to NPCR and UACI 99.616815%
and 33.465988% respectively, where our proposed method the
UACI is 33.50% and the NPCR is 99.60%. These results
indicate that the proposed method performs similarly to the



research [12], with a slight improvement in NPCR and a very
close UACI value (Table 5). This means that it is resistant to
attacks.

6.6 Histogram analysis

Analyzing the relative occurrence frequency of various
pixel values is done via histogram analysis. Table 6 displays
the histograms for the encrypted and plain images. A plain
image has a particular histogram pattern. The encrypted

image's histogram indicates that the pixel values are
distributed as uniformly as possible. This suggests that the
proposed method is difficult to attack statistical attack. The
results are compared to the study [12], where they used
grayscale images with the color images that encrypted using
the proposed method. In both methods, the histograms of the
encrypted images show a similar distribution pattern,
indicating that the proposed method performs well to that in
the research [12] for color images.

Table 6. Histogram analysis

Image Original Image Histogram

Histogram of Original Image

Female i

Histogram of Original Image

ccccc

House |

ggggg

Proposed Method

Encrypted Image Histogram

Encrypted Image Histogram

Ref. [12]

Pepper

6.7 Time analysis

Time in seconds is used to assess the speed execution for
the proposed method that required for the encryption,
decryption and key generation procedures, and the proposal
shows different performance levels over time, as shown in
Table 7.

Table 7. Time analysis

Proposed Method

Image  Key Generation

Time Encrypt Time

Decrypt Time

Female 45.4237201 seconds 0.0879967 0.0950000
seconds seconds
House 45.8482692 seconds 0.0799706 0.0869901
seconds seconds
180.4374454 0.3250344 0.3689804

Pepper
seconds seconds seconds

According to previous study [12], the time required to
encrypt the image is 0.000006 While encrypting color images
takes longer than grayscale images, as noted in previous study
[12], the execution times of encryption and decryption remain
efficient, demonstrating the feasibility of the proposed method
for practical applications despite the increasing complexity of
dealing with color images. Future work could focus on
improving the key generation and encryption processes to
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further reduce the computation time, perhaps through parallel
processing techniques or lightweight encryption algorithms,
while maintaining the high levels of security achieved.

6.8 MSE and PSNR
This study uses the MSE and PSNR, which are calculated

using Egs. (16) and (17) to determine the difference between
the plain and encrypted images.

M N
1
_ . . _ . . 2
MSE = i ) 2 (1) = KD a16)
i=1 j=1
PSNR = 20X 1 (255 )db (17)
= (0] py—
810 MSE

where, the pixel value of the source (original image) is I (i, j),
and the pixel value of the cipher image (encrypted image) at
position (i, j) is K (i, j) [24].

MSE values of the encrypted images indicate a significant
difference between the encrypted and original images. The
proposed method achieves high MSE values, which is
expected in a strong encryption technique, as higher MSE
values indicate that the encrypted image differs significantly
from the original image, making it resistant to cryptographic
attacks (Table 8).



Table 8. MSE result for proposed method between encrypted
image and original

Image Proposed Method
Female 6576.1064148
House 8386.1675059
Pepper 10128.2253850

Table 9. PSNR result for proposed method between
encrypted image and original image compare with Ref. [12]

Image Proposed Method  Ref. [12]

Female 9.9511153dB 10.029229dB
House 8.8951683dB 9.211928dB
Pepper 8.0754700dB 9.950633dB

Table 9 shows that the proposed method achieves lower
PSNR values compared to the study [12], indicating stronger
encryption. Future work could explore methods to optimize
PSNR while preserving security.

6.9 Correlation coefficient analysis

An original image's high the correlation relationship
between neighboring pixels in the diagonal, vertical, and
horizontal directions is one of most crucial features. Two
pixels' degree of resemblance is assessed by the correlation test
[25]. Estimating the similarities between the encrypted image
and the original is made easier with using the correlation
coefficient analysis. When both the original and encrypted
images match exactly, it should be 1 for the correlation
coefficient. The color bytes' correlation coefficients are
computed using Eq. (18). The correlation coefficient values in
Tables 10 and 11 are becoming closer to "0" and negative,
indicating that the plain and cipher images are unrelated [26].

V.. = 2 - G-y
“ VEG — 022 (i — 9)?

(18)

Table 10. Correlation coefficient analysis for encrypted image and original image compare with Ref. [12]

Image Proposed Method Ref. [12]

Vertical Horizontal Diagonal Vertical Horizontal Diagonal
Female 0.0017297 0.0013836 0.0015573  0.000394 -0.000085 -0.00223
House -0.0013188 -0.0011178 -0.0006124  0.001395 -0.002920 0.007965
Pepper  0.0002423 0.0002027 0.0003521  0.009052 -0.000347 0.000524

Table 11. Correlation coefficient analysis for decrypted image and original image compared with Ref. [12]

Image Proposed Method Ref. [12]

Vertical Horizontal Diagonal Vertical Horizontal Diagonal
Female  0.9196361 0.9756294 0.9030987 0.974345 0.921996  0.900548
House 0.9597132 0.9798019 0.9450291 0.978137 0.941437 0.931483
Pepper  0.9819743 0.9812528 0.9720559 0.960712  0.966791  0.940809

The results in Table 10 show that the correlation values of
the encrypted images in the proposed method are slightly
higher than those in Reference [12] in some directions. While
this indicates a slightly lower spread compared to Reference
[12], the values remain close to zero, ensuring sufficient
encryption security. On the other hand, Table 11 highlights
that the proposed method achieves higher correlation values
for the encrypted images, confirming better accuracy in
restoring the original image.

7. CONCLUSION

The proposed encryption method demonstrated strong
performance by augmenting the EO key stream generator with
additional registers and a dice mechanism to improve
randomness and diversity. While this increased the key
generation time due to the complexity of the operations and
register refilling, the results justified the trade-off, with the
entropy approaching the ideal value of 8, and the NIST tests
confirmed the key randomness. The method demonstrated
competitive performance in UACI, NPCR, MSE, and PSNR
when compared to previous work. Unlike previous studies that
used grayscale images, this method was applied to color
images, which are more complex due to their three-channel
architecture. The effectiveness of the method in securing color
images highlights its robustness against brute force attacks and
its potential for practical applications in modern cryptographic
systems. Future work could focus on reducing the key
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generation time by improving computational efficiency,
extending the method to high-resolution images and video
encryption, and evaluating its resilience against advanced
cryptographic attacks to further enhance its applicability.
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