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This research aims to explore the industry’s transition towards digitalization, with a
particular focus on the banking security’s shift towards digital banks. However, this
growth is accompanied by threats stemming from inadequate personal data protection,
which could negatively impact the development of digital banking services. This includes
the practice of phishing, a method used to steal user information with the intent of
obtaining a user ID or password. This research, therefore, adopts a qualitative legal
approach. The data sources for this research include both primary and secondary data. The
findings reveal that, according to Lawrence M. Friedman’s theory, the legal system
consists of three main components, namely legal structure, legal substance and legal
culture. These three components interact and influence each other in shaping the
effectiveness of a legal system. According to the theory the legal regulations regarding
phishing in Indonesia are not yet optimally effective. This can be observed from the
existing legislation and law enforcement factors, which play a crucial role in the
functioning of the law but have not been successful in reducing phishing cases in

Indonesia.

1. INTRODUCTION

Industries are progressively transitioning towards digital
platforms, promoting the adoption of diverse activities to align
with these advancements [1]. The rapid development of
technology and the increasing human needs are both pushing
the boundaries of space and time [2]. Technological
innovation, besides providing comfort in life, also contributes
to transformation in the financial sector, which is currently
undergoing significant changes, particularly in the banking
sector.

As a country still in the development stage, Indonesia can
be recognized through numerous development programs
spread across various sectors of national and state life,
specifically in the context of Internet media. This is reflected
in the increasing use of communication tools and technology,
such as computers, laptops, mobile phones, and the internet,
which are progressively becoming widespread in society [3].
Technological advances have made a positive contribution by
facilitating more effective communication and simplifying
complex tasks. These advances have led to the creation of
digital banking, which has transformed the way people interact
with financial institutions and brought more choice and
convenience to managing their personal finances. Utilising
digital technology is a means to meet customer needs in the
face of rapid developments in the digital economy. Eleven

1699

digital banks are currently operating in Indonesia, including
Bank Jago, Blu, Jenius, Livin, Neo Bank, Allo Bank, Linee
Bank, Motion Bank, Bank Raya, and D-Save [4].

Nevertheless, advancement, especially in the field of
internet media as a means of widespread information
dissemination, has serious implications in the form of misuse.
Certain parties can utilise internet media to gain profits by
stealing personal data, including user IDs or passwords,
through phishing practices. Phishing is an act of fraud carried
out by irresponsible parties with the intention of stealing
personal data. This involves obtaining data such as user ID or
password (internet access key), PIN (user and system secret
password), account number, and credit card numbers,
unlawfully via fraudulent emails claiming to be legitimate
business entities to individuals, companies, or organisations.

Fraudulent activities are documented in police data on the
PUSIKNAS (National Criminal Information Center) website.
In 2022, there were 33,167 reported fraud cases, and in 2023,
this number rose to 35,425, totalling 68,592 cases. According
to 2022 reports, the Cyber Crime Directorate of the Indonesian
Police Criminal Investigation Agency (Bareskrim Polri)
recorded 5,579 incidents.

In the banking industry, one of the most important things to
keep in mind is phishing. The goal of phishing attempts is to
obtain as much information as possible from victims. Through
the appearance of a reliable source, phishing assaults attempt
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to deceive victims. This is done in an attempt to coerce the
victim into disclosing personal information and other sensitive
data. Phishing attempts aim to gain usernames, passwords, and
card information in the banking industry. Phishing involves
posing as a reliable website and making official-sounding
statements. Phishing assaults come in various forms that trick
their victims: (1) phishing emails, (2) phishing calls, (3)
phishing website impersonations, and (4) phishing social
media posts [5].

Phishing attacks saw an increase of approximately 41.52%
compared to the previous quarter, amounting to 3,942 attacks.
Among various banking and financial institution products, e-
wallets and bank accounts are considered most susceptible to
potential data breaches. Presently, there is a surge in phishing
cases in banking, with methods that deceive customers by
appearing as official messages from the bank [6].

For instance, several customers of Jenius National Pension
Savings Bank (BTPN) experienced suspicions of personal data
leakage. This issue arose when customers received phone calls,
allegedly from Jenius, informing them about replacing their
debit cards. Initially, customers did not suspect anything amiss
as the caller’s manner of speaking resembled that of Jenius’
usual customer service. Unwittingly, the customer followed
the link provided by the caller. Shortly thereafter, the
customer’s Jenius application abruptly logged out, and the
customer was unable to log back in. Upon seeking information
at the BTPN office, customers discovered that a significant
amount of their money had been transferred to another account.
This incident raised concerns that BTPN Jenius customers’
personal data had been leaked and used unlawfully, resulting
in financial losses to customers [7].

Furthermore, Mochamad Riza Achrullah, Head of
Information Technology Security at Allo Bank, disclosed that
cybercrime also poses threats to digital banks such as Allo
Bank. A customer narrowly avoided becoming a victim of
fraud when they received a call from the United States
concerning changes to transfer rates. Despite suspicions of
potential fraud, the customer contacted Allo Bank, thereby
evading attempts to obtain personal data by the perpetrator. In
response, Allo Bank’s cybersecurity team issued a warning to
customers to maintain the security of personal data and
implemented a real-time cybersecurity and monitoring system.

Based on data collated by the Indonesia Anti-Phishing Data
Exchange (IDADX), overseen by the Indonesian Internet
Domain manager, there were 88,822 phishing reports over the
past five years, starting from 2018. The number of unique
phishing attacks reported in the Q1-Q4 2022 period amounted
to 22,853. In contrast, the number of phishing attacks reported
in the Q1-Q2 2023 period escalated to 47,005. The sector most
frequently targeted by phishing from the first quarter to the
second quarter was social media, accounting for 53.95% of all
attacks. This year, phishing reports have surged every quarter
compared to previous years, reflecting an increase of up to four
times.

A review of prior research was undertaken with the
objective of obtaining comparative and reference material.
This was done to circumvent any impression of overlap with
current research. Therefore, in this literature review, the
researchers documented findings from previous studies.

Radiansyah et al. [8] in their research titled “Analysis of
Phishing Threats in Online Banking Services,” utilised the
Systematic Literature Review (SLR) method. SLR, also
known as Systematic Review, is a type of literature review that
researchers typically employ to address problems in research.
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The research findings revealed the factors contributing to the
emergence of phishing and the strategies for preventing
phishing threats. Based on the results of previous literature
studies, the factors leading to the emergence of phishing
threats include the use of online banking services by users,
lack of knowledge, and social and psychological privacy [8].

In her research, Widayanti [9] examined “Criminal Acts of
Theft of Customer Data in the Banking Sector as Cybercrime.”
The research employed a normative method with a deductive
logical reasoning approach. The research findings indicated
several modes of operation in stealing customers’ personal
data by cybercrime, which often occurs in the banking sector,
and one of them is phishing. There are two steps to prevent
criminal acts of theft of personal data in the banking sector:
the first is a penal policy, and the second is non-penal policy
prevention carried out without invoking criminal provisions,
such as enhancing the security system in the banking world.

Additionally, Dm et al.’s [10] research entitled "Phishing
Crimes in the World of Cybercrime and the Legal System in
Indonesia" employed normative research methods with a
descriptive approach to explore various aspects of laws and
regulations relating to cybercrime crimes. Sources of phishing
threats included email, websites, and Malware. Then,
preventions of the phishing attacks mentioned were detected
with detection tools using anti-tab nabbing web browser add-
ons, pre-filter mechanisms, and self-efficacy.

The article aims to investigate the efficacy of Indonesia's
phishing prevention regulation. This measure is implemented
to prevent fraud inside the sector, particularly in digital
banking. Based on the background the problem formulation is
How effective are the regulations on phishing can prevent
fraudulent particularly in digital banking?

2. METHOD

This research uses a qualitative legal approach by studying
legislation, theories, and concepts related to the problem under
study [11]. The data collection process is carried out through
library research, with primary legal materials consisting of
Law Number 27 of 2022 concerning Personal Data Protection
(PDP Law), Law Number 19 of 2016, which is an amendment
to Law Number 11 of 2008 regarding Electronic Information
and Transactions (ITE Law), and Article 378 of the Criminal
Code. Secondary legal materials are sourced from the opinions
of legal experts and journals relevant to the topic or previous
research related to the problem under study. Secondary legal
materials are sourced from the views of legal experts and
scientific articles pertinent to the topic or previous research
related to the problem under study.

3. RESULTS AND DISCUSSION

3.1 Legal regulations on phishing attacks threatening
personal data theft in digital banks

In accordance with Financial Services Authority Regulation
(POJK) No.12/POJK.03/2021, digital banks are defined as
banking institutions officially registered in Indonesia that
predominantly conduct their banking activities through
electronic platforms, without relying on physical branches
beyond the head office or maintaining a very limited number
of physical branches. Financial Services Authority Regulation
Number 12/POJK.03/2021 and Financial Services Authority



Regulation Number 12/POJK.03/2018 pertain to digital banks
in Indonesia, addressing commercial banks and the provision
of digital banking services by these entities.

The advent of digital banking heralds a reduction in
operational costs, constituting a significant long-term
investment in the banking landscape [12]. Banking institutions
stand to expand their market share by curbing expenditures
required for establishing additional physical branches and cash
offices. The transition to a digital bank, where technology
permeates the financial infrastructure, yields substantial time-
saving benefits [13]. Procedures become streamlined and more
user-friendly, eliminating the necessity for in-person branch
visits. Customers can open accounts in under ten minutes
through the application interface, facilitating swift and
straightforward navigation. Accessibility is enhanced,
enabling round-the-clock banking services from diverse
locations [14]. Various incentives, such as cashback rewards,
points redeemable for discount vouchers, and attractive
interest rate offers, further enhance the appeal of digital
banking [15].

Nevertheless, according to OJK notes, several obstacles
may be faced in the future digital banking transformation
process, i.e., challenges in the use of artificial intelligence
technology in the banking sector, including several risks [16].
Artificial intelligence has been applied in various aspects of
banking, like automation of tasks, such as fraud detection [17],
identification of money laundering transactions, or reversal
decisions in credit card applications, which can carry risks in
the context of artificial intelligence, including algorithmic bias
[18, 19]. The protection of personal data and the risk of losing
customer information are vital aspects [20]. According to OJK,
protecting customers' personal data will have a significant
impact on the development of digital banking services in the
future [21, 22].

Data protection is a pivotal element in fostering trust in
online transactions and plays an integral role in the digital
transaction environment. Threats stemming from weak
personal data protection can adversely impact the growth of
digital banking services [23]. One of the primary reasons is the
lack of an adequate legal framework governing the protection
of personal data, resulting in local companies not being fully
compliant with data protection standards, the use of deepfakes,
and the ability to make independent decisions [24]. Moreover,
the low level of financial literacy also poses a challenge.
According to the Financial Services Authority (OJK), a
deficiency in understanding digital financial literacy among
bank consumers can trigger cybercrime. As per the data
recorded by the Cyber Crime Directorate, Bareskrim Polri,
from January to September 2020, there were 2,259 public
reports regarding digital crime. The report includes hacking of
electronic systems, online fraud, data or identity theft, and data
manipulation. Online fraud is the most frequent complaint,
indicating a lack of public understanding of the risks involved
in digital transactions. Cyber threats (cybercrime) also pose a
significant risk. Data from the BSSN National Cyber Security
Operations Center reveals a substantial increase in the number
of cyberattacks, with 495 million cyberattacks in 2020, a five-
fold increase compared to the previous year (228 million
cyberattacks). Therefore, digital banks need to prioritize
strong cybersecurity [25].

In this context, Act Number 27 of 2022 on Personal Data
Protection (PDP Act) serves as a legislative instrument
designed to protect the personal data of Indonesian citizens
from misuse, including phishing practices [26]. The provisions
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for personal data protection are enshrined in Article 28G of the
1945 Constitution of the Republic of Indonesia, which
emphasizes the right to protection of personal data, family,
honor, dignity, and property under its jurisdiction.
Furthermore, the definition of personal data is outlined in Act
Number 27 of 2022 on Personal Data Protection, Article 1,
Section 1, clarifying that personal data refers to information
about individuals who can be identified, either independently
or in conjunction with other data, through electronic and non-
electronic systems. Privacy safeguarding forms an integral
aspect of personal data protection, as explicitly mandated by
the Constitution of the Republic of Indonesia, embodying
respect for human rights principles and the equitable treatment
of individuals, thereby necessitating legislative intervention
[27].

This regulation is rooted in the principles of human rights
and the ethos of equality and respect for individual rights, with
the overarching aim of ensuring the privacy and security of
individuals’ personal data, including those who are customers
or borrowers [28]. Phishing attacks emerge as one of the
catalysts for crimes involving the misappropriation of personal
information. These attacks can be perpetrated relatively
effortlessly and at minimal expense. Perpetrators have the
capacity to disseminate thousands or even millions of emails
or text messages rapidly in their attempts to defraud
individuals [29]. Phishing constitutes a criminal offence that
employs both social engineering techniques and tactics aimed
at illicitly acquiring an individual’s personal identity data and
financial account credentials [30].

Phishing, dating back to as early as 1996, is far from a recent
phenomenon, casting a long shadow over digital realms [31].
Consequently, this study undertakes an examination of the
legal frameworks encircling phishing attacks, which pose a
grave threat to the integrity of personal data. Particularly
within the domain of banking, a pressing concern manifests in
the illicit acquisition of customer accounts within digital
banking platforms [32]. A prime example of this nefarious
practice is the fabrication of spurious bank accounts in
Indonesia, coupled with the dissemination of deceptive
websites masquerading as legitimate entities, ostensibly
offering online credit or administrative fee discounts to
unsuspecting customers. Undoubtedly, phishing epitomizes a
quintessential cybercrime [33].

The legal statutes governing cybercrime, specifically
phishing, in Indonesia demand meticulous scrutiny, with
penalties delineated under Article 378 of the Criminal Code.
This provision is tailored to address acts of fraud, with
phishing intrinsically aligned with fraudulent activities. Fraud,
as outlined in Article 378, encompasses actions wherein
individuals, harbouring the intent to unlawfully benefit
themselves or others, resort to false identities or pretences,
thereby coaxing others into surrendering property, incurring
debts, or absolving liabilities [34]. The application of Article
378 in prosecuting cybercrimes necessitates a nuanced
interpretation, acknowledging the nuances that differentiate
cyber-enabled offences from conventional criminality. While
parallels may be drawn between the modus operandi of
phishing and traditional fraud, significant disparities manifest
in the nature of the offences, the determination of crime locales
(locus delicti), and the temporal aspect of criminal acts
(tempos delicti) [35].

The intricate process of phishing involves a sequence of
orchestrated steps by the perpetrator, commencing with the
dissemination of counterfeit messages via email, short



message service (SMS), or fraudulent websites targeted at
specific individuals. These messages commonly solicit
sensitive personal information, including user IDs, PINs, or
credit card numbers, from unsuspecting recipients. Phishing
criminals frequently employ tactics to induce a sense of
urgency, imposing tight deadlines for the provision of
requested data, often accompanied by veiled threats of adverse
consequences should compliance not be immediate. In such
scenarios, individuals who act impulsively, without due
deliberation, become more susceptible to divulging personal
information to fraudsters [36].

The data acquired from victims can then be nefariously
exploited by perpetrators, with personal information
potentially leveraged to deplete customer balances or engage
in other fraudulent activities [25]. Although phishing attempts
are typically clandestine and challenging to discern, several
telltale signs can serve as red flags. Notably, phishing
messages often exhibit rudimentary or foreign language usage,
imparting a tone that may appear brusque or linguistically
discordant. This linguistic irregularity frequently serves as an
initial indicator hinting at potentially fraudulent activity.
Moreover, disparities in the visual presentation of banking
websites constitute another notable indicator. While
counterfeit banking sites may superficially resemble authentic
counterparts in terms of web icons or menu displays,
meticulous scrutiny may reveal subtle inconsistencies
indicative of their illegitimacy [37].

Legal regulations concerning phishing cases encompass a
range of motives, unequivocally posing significant harm to
consumers [38]. The regulatory framework addressing
phishing is comprehensively delineated in Act Number 19 of
2016, amending Act Number 11 of 2008. Article 28, Section
(1) of this legislation pertains to the intentional dissemination
of false and misleading information leading to consumer
losses in electronic transactions. Similarly, Article 30, Section
(1) addresses the unlawful and intentional access of another
person's computer or electronic system. Furthermore, Article
31, Section (1) concerns the interception of electronic
information and/or documents without right or legal authority.
Finally, Article 35 encompasses the intentional manipulation,
creation, alteration, deletion, or destruction of electronic
information and/or documents with the intent to misrepresent
them as authentic data.

Additionally, Article 36 of the ITE Act stipulates that
individuals who intentionally and unlawfully commit acts
outlined in Articles 27 to 34 resulting in harm to others shall
be held accountable. Furthermore, Article 45A, Section (1)
prescribes penalties for those who distribute electronic
documents containing indecent content, with a maximum
punishment of six years imprisonment and/or a fine of up to
IDR 1,000,000,000.

Act Number 19 of 2016 introduces clarifications to Article
5, Sections (1) and (2), which previously were deemed self-
explanatory. The added elucidation in Section (1) recognizes
electronic information and/or documents as legally binding
evidence, ensuring certainty in electronic transactions and
systems. Moreover, Section (2) specifies that interception,
tapping, or recording of electronic information and/or
documents, particularly in the context of wiretapping, must
occur within the bounds of law enforcement at the behest of
authorized entities such as the police or prosecutor's office.

Furthermore, the Information and Electronic Transactions
Act (UU ITE) primarily focuses on resolving cases through the
imposition of criminal sanctions, including imprisonment and
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fines, as delineated in Article 45A, Section (1) of the ITE Act.
The punitive measures aim to enforce the law and deter future
criminal activity, with imprisonment and fines serving as
common sanctions across both the ITE Act and the Criminal
Code. However, the efficacy of such punitive measures in
ensuring material compensation for victims, especially in the
context of cybercrimes where victims' financial security is
compromised, is debatable [39].

Moreover, every citizen's right to fair legal protection
necessitates a nuanced approach, particularly in the realm of
cybercrime [40]. Challenges faced by investigators due to the
rapid evolution of information technology and electronic
transactions, coupled with perpetrators' adeptness at
concealing evidence, underscore the need for adaptations in
legal provisions. Act Number 19 of 2016 addresses these
challenges by amending several provisions related to the
investigation of criminal acts in the field of information
technology and electronic transactions, as elucidated in the
general explanation in the concluding section [41].

Moreover, offering restitution to victims of cybercrime,
such as phishing, is a suitable course of action. This is outlined
in Article 1, Point 11, which defines restitution as
compensation provided by the perpetrator or a third party to
the victim or their family. Similarly, Article 1, Point 8 of Act
Number 31 of 2014, amending Act Number 13 of 2006 on the
Protection of Witnesses and Victims, stipulates protection as
the fulfillment of rights and provision of assistance to ensure
the security of witnesses and/or victims in accordance with
legislative provisions. However, witness and victim protection
regulations remain discretionary, subject to the Witness
Protection Agency's (LPSK) decision to guarantee the
realization of their rights. Furthermore, the legislation lacks
detailed delineation regarding the types of crimes eligible for
restitution, thereby engendering uncertainty for victims.
Additionally, the Criminal Code does not provide specific
provisions for criminal compensation. Article 14C of the
Criminal Code, concerning conditional sentences, primarily
serves as an alternative to the principal punishment rather than
a compensation mechanism. Notably, the imposition of special
conditions, such as compensation, in cases involving
conditional sentences falls within the purview of the judge,
contingent upon a maximum prison sentence of one year or
imprisonment. However, the application of such conditions
remains discretionary [42].

3.2 The efficacy of the regulations governing phishing
attacks

The effectiveness of Act Number 19 of 2016 on Electronic
Information and Transactions in achieving its stated objectives,
particularly in realizing justice, public order, and legal
certainty, warrants examination through specific criteria
within the context of electronic information and transactions.
These criteria can be elucidated by Lawrence M. Friedman’s
Legal System Theory, which posits that the success of law
enforcement hinges upon three key elements: the structure of
the law, the substance of the law, and the legal culture. The
structural aspect of the law pertains to the framework of
institutions within the legal system, each fulfilling distinct
functions to facilitate its operation [43].

According to Friedman, these institutions collectively form
the legal infrastructure, delineating overarching structure and
boundaries. Key components of this structural framework
include law enforcement entities such as the police,



prosecutor’s office, courts, and community institutions.
Conversely, the substance of the law encompasses the norms,
behavioural patterns, and written legal rules governing society.
Referring to the theories of H.L.A. Hart, Friedman delineates
the substance of law as comprising rules and regulations that
govern institutional behaviour and conduct. Furthermore, the
concept of legal culture encapsulates human attitudes towards
the law, elucidating how the law is perceived, utilised, or
circumvented within society. These attitudes significantly
influence the application and adherence to legal principles and
regulations.

The effectiveness of the legal system in addressing crime
within society is heavily contingent upon the three
aforementioned aspects. By mitigating potential weaknesses
in these dimensions, criminal law enforcement can optimise
outcomes in resolving cases of crime within society. This
principle holds true for criminal law enforcement concerning
cybercrimes, where these aspects wield significant influence.
Law enforcement plays a pivotal role in the functionality of
the legal system, and combating cybercrime hinges upon the
existence of statutory regulations, particularly those pertaining
to laws concerning information technology in the context of
internet-related offences. Moreover, in handling cybercrime
cases, law enforcement officials must accord due attention to
the digital evidence utilised by perpetrators in executing their
illicit activities. Digital evidence assumes paramount
importance in the evidentiary process during court
proceedings, thereby necessitating its meticulous handling by
law enforcement personnel. The judicial panel relies upon
digital evidence in cybercrime cases to adjudicate effectively,
underlining its indispensable role in the judicial process [44].

However, enforcement of regulations relating to cybercrime,
particularly phishing methods, still needs to be improved, as
evidenced by the increasing number of phishing cases reported
annually in Figure 1. Phishing crimes have increased,
infiltrating various banking websites, including digital banks.
Several obstacles contribute to this trend, including challenges
in law enforcement stemming from a lack of understanding of
internet technology, uneven distribution of technology or
infrastructure, and socio-economic factors related to societal
and cultural dynamics. This needs to be fully supported,
especially in regulations to provide legal protection for victims
and strict sanctions for perpetrators. Therefore, there is a need
for amendments to the regulation.

Ql Q2 Q@8 Q4 Q1 Q2
2022 2022 2022 2022 2023 2023
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Figure 1. Phishing report in Indonesia 2022-2023

These factors collectively hinder the optimal
implementation of laws pertaining to information and
electronic transactions, fostering a perception of phishing as a
commonplace occurrence and perpetuating the belief that
fraud and data theft offer easy pathways to profit [45].

The legislative framework governing law enforcement for
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phishing crimes lacks uniformity, primarily due to phishing
encompassing various criminal modalities, including
cybercrime, fraud, and personal data theft. Act Number 19 of
2016 on Information and Electronic Transactions serves as the
primary legislative instrument aimed at curtailing the
incidence of phishing attacks. However, weaknesses persist
within this regulatory framework. If phishing crimes involve
more than one jurisdiction of different countries, the obstacles
faced can complicate the law enforcement process, making it
very complicated, for example, in the collection of digital
evidence. It is very complicated, for example, in the collection
of digital evidence. Phishing crimes occur due to legal
uncertainty in the application of the laws used, especially if the
crime involves the jurisdiction of another country. This
requires solid international cooperation through special laws
to tackle phishing crimes. Particularly concerning sanctions,
ambiguity clouds its enforcement. Statutory regulations
delineate penalties imposed by judges for phishing crimes,
such as imprisonment for specified durations, as outlined in
Act Number 27 of 2022 on Personal Data Protection (PDP
Act). While existing phishing regulations are reasonably
detailed, they still harbour loopholes that undermine their
effectiveness.

Furthermore, legal culture encompasses the prevailing
social attitudes and influences that shape how the law is
applied, circumvented, or misused within a society. The
connection between legal culture and public legal awareness
is of immense significance, as heightened legal awareness
within society fosters the cultivation of a more positive legal
culture. A positive legal culture has the potential to reshape
individuals’ perceptions of existing laws. However, one
pivotal factor influencing the efficacy of customer legal
protection against phishing crimes in the banking sector is
privacy culture. Evidence of the persistently weak legal culture
can be observed in various cases where individuals readily
divulge sensitive information when contacted under the
pretext of banking verification requests. This phenomenon
underscores a prevalent lack of digital literacy among the
majority of the Indonesian populace, with many individuals
lacking proficiency in technology usage and understanding its
associated risks and potentials. Cybersecurity challenges,
coupled with a pervasive lack of awareness regarding cyber
threats and attacks, further compound the erosion of
technology culture in Indonesia. Consequently, a lack of
awareness regarding cybercrime permeates society, reflecting
a pressing need for enhanced digital literacy initiatives [46].

In this context, digital banks provide a comprehensive array
of services and facilities exclusively via online platforms. The
advent of digital banks enables customers to execute financial
transactions and manage banking affairs swiftly, at their
convenience, and from any location. With the rise of digital
banking, the necessity for customers to interact with tellers or
depend on the proximity of physical branch offices has been
eliminated. The defining criteria for digital banks encompass
the assurance of a seamless and unimpeded banking process
that prioritises customer convenience. As a result, customers
of digital banks can avail banking services without the
requirement to physically visit a branch, thereby facilitating
effortless interaction and engagement with others in close
proximity using merely a smartphone and an internet
connection. Consequently, digital banks have emerged as an
attractive alternative for various segments of the population.
This transformation is indicative of the paradigm shift in the
banking sector, driven by the relentless pursuit of customer



convenience and technological advancement [47].

When assessing the efficacy of digital banks in direct
customer relationships, it becomes apparent that the absence
of physical interaction potentially heightens the risk of
phishing attacks compared to conventional banks. This
vulnerability arises from a lack of awareness among
individuals, as customers may not exercise sufficient vigilance
against phishing threats and can easily fall prey to fraudulent
messages purportedly originating from digital banking
institutions. While banks diligently strive to mitigate the risk
of phishing attacks, digital banks must continually enhance
customer education regarding this threat, fortify their security
measures, and actively monitor suspicious activities.
Customers, too, bear responsibility by maintaining vigilance,
refraining from clicking on suspicious links, and avoiding
careless disclosure of personal information [48].

In Indonesia, the government’s role in combatting phishing
is primarily manifested through the Personal Data Protection
(PDP) Act. This legislation underscores the government’s
commitment to safeguarding individuals’ personal data
against phishing crimes [49]. However, despite the enactment
of this law, many individuals and organizations remain
unaware of its provisions and lack knowledge regarding
precautionary measures to protect personal data [50]. Given
the relative novelty of this legislation, the government must
conduct extensive outreach efforts across the region to ensure
that government institutions, legal entities, and the general
public comprehend their rights and responsibilities and
understand how to report unauthorized data collection by other
parties. In the contemporary digital landscape, personal data
holds significant value and is frequently exploited by
malicious entities. Therefore, the PDP Act represents a crucial
stride towards safeguarding privacy and individual rights
concerning the collection, usage, and dissemination of
personal data [46].

When evaluating the effectiveness of the aforementioned
phishing reports, we can cautiously categorize them as
moderately effective. The Personal Data Protection (PDP) Act,
which aims to enhance the safeguarding of customers’
personal data, plays a pivotal role in this context. However,
when scrutinizing the efficacy of this legislation through the
lens of Lawrence M. Friedman’s theory, certain deficiencies
become apparent, particularly concerning the law’s structural
framework. The persistent rise in phishing cases each year,
especially as digital financial platforms attract a growing user
base, underscores the need for robust legal mechanisms. Law
enforcement assumes a critical role in administering the legal
system, particularly in combatting cybercrime—a domain
closely intertwined with statutory regulations, especially those
related to information technology and internet-based offenses.
However, several obstacles hinder effective law enforcement.
These include limited understanding of internet technology,
disparities in technology distribution, and socio-economic
factors.

Furthermore, non-compliance with Act Number 19 of 2016
on Information and Electronic Transactions highlights
suboptimal implementation of regulations pertaining to
phishing crimes [51]. The substance of these laws exhibits
ambiguity and weaknesses. Enforcers often lack
comprehensive comprehension, reflected in inadequate digital
literacy levels and a general lack of technological proficiency
among the Indonesian populace. Insufficient awareness of
cybersecurity issues and cyberattacks further jeopardizes
Indonesia’s technological landscape. Addressing these
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deficiencies is imperative for bolstering the effectiveness of
legal frameworks governing cybercrime and enhancing
nationwide cybersecurity measures [52]. As the digital
landscape evolves, proactive efforts to bridge knowledge gaps
and strengthen enforcement mechanisms are essential to
safeguard privacy and combat cyber threats effectively [53].

4. CONCLUSIONS

The digitalization trend within the banking industry has
yielded both positive and negative consequences, particularly
concerning personal data security. While digitalization has
ushered in convenience and efficiency in banking services,
enabling easier access for customers, it has also led to a surge
in phishing attacks and personal data fraud, posing significant
security risks and resulting in substantial instances of fraud.
Legal regulations in Indonesia, such as Act Number 19 0f 2016
on Information and Electronic Transactions and Act Number
27 0f 2022 on Personal Data Protection, aim to address various
aspects of cybercrime, including phishing.

Examining Lawrence M. Friedman's theory, let us first
consider the structure of law related to law enforcement
concerning phishing crimes. It reveals a lack of public
compliance with existing regulations. Strengthening the
structure of law enforcement is imperative. Simultaneously,
the substance of the law, exemplified by the Personal Data
Protection (PDP) Act, assumes a crucial role in safeguarding
personal data. However, weaknesses persist in the application
of regulations, particularly in the realm of sanctions, which
remain inadequately stringent. Furthermore, cultural factors,
such as low digital literacy and insufficient awareness of
cybersecurity, pose additional hurdles to effective law
enforcement against phishing.

Among these three elements, law enforcement, regulatory
frameworks, and privacy culture, it is evident that the current
state is marked by ineffectiveness. Further rules that could
serve as legal protection for victims of phishing schemes must
be improved. The PDP Law exists to contribute sufficiently to
the formation of a cyber security legal framework. However,
comprehensive outreach initiatives are necessary to ensure that
all stakeholders comprehend their rights and responsibilities.
Furthermore, while digital banking enhances transactional
convenience, the absence of direct customer interaction
heightens the risk of phishing attacks. Educating customers,
improving security measures, and vigilantly monitoring
suspicious activities are pivotal in mitigating the risk of
phishing attacks in digital banking. In conclusion, concerted
efforts are warranted to enhance legal awareness, safeguard
personal data, and reduce cybercrime risks, particularly within
the digital banking sphere. Moreover, continual updates and
enhancements in legal frameworks and law enforcement
practices are indispensable in addressing emerging challenges
as technology evolves and cybercriminal methodologies
become increasingly sophisticated.
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