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Digital technology, while streamlining business operations, also poses significant risks by
recording vast amounts of data. This study evaluates the awareness and compliance of
Indonesian MSMEs with the Personal Data Protection (PDP) Law and ISO/IEC
27001:2013 standards, highlighting areas needing improvement. Using a quantitative
approach, an online questionnaire was distributed to 126 MSMEs across Indonesia to
assess legal awareness, consent management, data processing, and governance structures.
The analysis, employing descriptive statistics and a Likert scale, reveals a low awareness
of the PDP Law (mean score: 3.13) and partial compliance in consent management (mean
score: 3.49). While data processing shows strengths (mean score: 3.71), weaknesses in
third-party agreements (mean score: 2.67) and the appointment of Data Protection
Officers (mean score: 2.98) indicate governance gaps. The findings underscore the
struggle of Indonesian MSMEs in implementing crucial data protection practices. The
study recommends investing in legal and data protection training, formalizing data
agreements, appointing Data Protection Officers, conducting regular audits, and
improving data breach management. These steps are vital for fostering a data protection

culture and ensuring business sustainability in the digital age.

1. INTRODUCTION

During the COVID-19 pandemic in Indonesia, a significant
shift in business models occurred as customer behavior
evolved. People increasingly turned to digital platforms for a
variety of activities, including shopping and communication
[1, 2]. This surge in digital engagement has greatly enhanced
the ability of Micro, Small, and Medium Enterprises (MSMES)
to market their products globally. However, the widespread
use of digital technology presents both opportunities and
challenges. While it simplifies many business operations, it
also creates vulnerabilities by digitally recording a vast
amount of information about these activities [3].

As a result, concerns about data security have emerged,
particularly with regard to the personal information customers
share during e-commerce transactions. Customers now face
the challenge of ensuring their data is securely handled by
MSMEs [4, 5]. To mitigate risks, it is crucial that only
authorized users have access to customer data, preventing
unauthorized access and potential misuse [6].

Cybersecurity threats are a growing concern for Indonesian
MSMEs. According to Cisco Secure, 33% of cyber incidents
and 68% of cyber threats target these businesses, with some
suffering losses of up to IDR 7.6 billion annually [7]. High-
profile data breaches have affected major platforms like
Tokopedia, where more than 91 million user accounts and 7
million merchant records were compromised. Similarly, 13
million Bukalapak accounts and 73 million user records from
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various platforms have been leaked on the dark web, exposing
sensitive information such as user 1Ds, email addresses, and
personal identification details [8]. These incidents highlight
the ongoing vulnerability of Indonesia's digital ecosystem to
cyber threats and the critical need for improved security
measures.

This research was conducted in the context of securing
online e-commerce transactions. During transactions,
customers with a better understanding seek clear evidence
about safe online shopping [9]. Information security
compliance behavior is influenced by the state of knowledge
and awareness [10]. To guarantee minimum standards of data
protection collected by MSMEs, the Indonesian PDP Law
2022, Number 27, needs to be used alongside data protection
procedures [11]. To address MSME compliance with the PDP
Law, this research investigates the awareness of MSMEs in
Indonesia regarding their compliance using the GDPR
implementation approach for MSMEs applied in Europe [12-
14]. By adopting constructs from previous research [14, 15],
this research significantly contributes to providing personal
data security managed by MSMEs. This study also explores
the extent to which the current awareness of personal data
protection among MSMEs aligns with international
information security standards set out in ISO/IEC 27001:2013,
providing information protection standards for customers and
MSMEs [16].

Regarding personal data protection through GDPR
implementation in the EU, research by Leite et al. [12] states
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that enterprises more educated about GDPR will overcome
emerging obstacles. In other related research, a lack of
awareness about data protection policies, SME requirements,
and rights impeded companies from adjusting to new
legislation, causing delays in compliance [14]. It was also
strongly argued by Bharti and Aryal [13] that the EU allocated
EUR 6.3 million to boost data protection awareness for SMEs.
Due to limited technical knowledge against threats and
vulnerabilities of cybercrime, ISO/IEC 27001:2013, as an
Information Security Management System, plays an essential
role in protecting SMEs by providing security guidelines and
fulfilling legal responsibilities [17]. Through ISO/IEC
27001:2013, SMEs gain increased awareness of the
importance of security aligned with business objectives [18].
The five papers reviewed have common points, and they all
agree that awareness about GDPR is important for SMEs to
comply with the law and avoid potential risks and penalties.

Previous research on personal data privacy in Indonesia [8,
19] shares similar perspectives and scopes on personal data
privacy in Indonesia and the need for comprehensive
regulation and protection. However, unlike the GDPR and
ISO/IEC 27001:2013, there has been no discussion regarding
research on MSMEs' awareness of personal data protection.
After searching respectable international journal databases,
the author discovered no research discussing MSME
awareness of data privacy protection in Indonesia. Because of
this research gap, the following research question (RQ) can be
formulated: “How is the awareness of Personal Data
Protection among Indonesian MSMEs?”

This research aims to determine the awareness of MSMEs
to comply with PDP Law Indonesia and ISO/IEC27001:2013
standard, which is very important to reduce the risk of

customer data leaks which will have an impact on business.
The research uses quantitative methods of a Likert scale
questionnaire will be utilized to determine the issue. This
study Indonesian MSMEs employ information technology.
The respondent is not only the owner of the MSMEs but also
a worker, to gain a different perspective from the Data
Controller of Personal in controlling the processing of
personal data and the Data Processor of Personal in carrying
out the processing of personal data on behalf of the Personal
Data Controller. By knowing these aspects in depth, this study
will not only assess awareness but also suggest practical
actions that can help MSMEs avoid potential data leaks. These
findings are expected to improve customer data protection
practices stored and used by MSMEs for their business needs.

2. METHODOLOGY
2.1 Methodology questionnaire design

This research adopts a quantitative approach through the use
of an online questionnaire to collect data from Micro, Small,
and Medium Enterprises (MSMEs) in Indonesia that utilize
cloud services and marketplace platforms for marketing their
products. The primary goal of the survey is to assess MSMEs'
awareness and understanding of personal data protection,
specifically within the context of the General Data Protection
Regulation (GDPR) framework, Indonesian Personal Data
Protection Law (PDP Law), and ISO/IEC 27001:2013. The
alignment of data protection frameworks is shown in Table 1,
referencing previous research [8, 14, 15, 19-21].

Table 1. Data protection framework alignment (GDPR EU, PDP Indonesia, and ISO/IEC 27001:2013)

Topic [14, 15] Description [14, 15]

Art. GDPR Art. PDP [8, ISO/IEC 27001:2013 Annex A — Security Controls

[14, 15] 19, 20] [21]
Knowledge of law Knowledge of law ) Art. 1, A18.11 Identification of appllcab_le legislation
Art. 2 and contractual requirements
Obtaining the consent of . -
Consent from data collecting or processing their  Art. 6,7,13 Art. 20-22 AB8.23 Handling of Persqnally Identifiable
owner personal data Information (PI1I)
Processing aci?rszsrf::zgvﬁfr:s%gal gﬁtca: I?es Art. 5 AL S, A8LL Inventory of assets
fundamental of the Iawp P ' Art. 28 A9.4.1 y
Record of processing An official list or record Art. 30 Art. 60n, Al124.1, Event logging, administrator and
action regarding of processing activity ' Art. 39 Al12.43 operator logs
. . Terms and conditions of employment,
Workforce law Compel:]zilr]i(r:gr:/r\gg:]:/\:g\:\lfplace Art. 88 Art. 39 ':“771222 education, training, and awareness of
o information security
Authority of the data  Providing owner with access to Art. 15, 16, Art. 24, Handling of Personally Identifiable
e 17,19, 20,21, Art. 21-22, A8.2.3 .
owner their private data 29 166 Information (PII)
DPO (Data Protection ~ Appointing DPO to ensure Art. 37. 38, 39 Aurt. 53 clause A6.11 Roles and responsibilities within the
Officer) organization compliance. o 1 e organization
Secure_ness of fulfil the securlty_ step of data Art.32 Art. 35 AlL3.L1, Network controls, electronic messaging
processing data processing A13.2.3
Entering into contracts with Addressing security within supplier
Written Contracts processors to ensure personal Art. 28 Art. 60n A15.1.2 g a reerfwyents PP
data protection g
Ensuring that transfers of Information security policy for supplier
dZ?asst’.c?gtthheiF():ifr?t? ?;s personal data to third countries Art 44, 45, 46 Art. 56 ':115511% relationships, Information and
are made by the law e communication technology supply chain
Obedience of data Being accountable for Art.24 Art. 54 clause A18.14 Privacy and protection of personally
regulator compliance with the law ' 1b, Art. 34 U identifiable information
o?‘-flis;laolzu;gotsttthhee Notifying the officials about Art.33 Art. 601, Art.  A.16.1.1, Responsibilities and procedures,
data breaches ' 46 A16.1.2 reporting information security events

breach of personal data




The questionnaire was constructed using a framework based
on EU GDPR awareness, harmonized with Indonesia’s PDP
Law, and aligned with ISO/IEC 27001:2013 (Annex A), which
outlines security controls aimed at protecting the
confidentiality, integrity, and availability of information. To
ensure clarity and readability, the questionnaire underwent a
readability assessment before being distributed. The
instrument was also tested for validity and reliability using the
same sample as the final survey respondents. The results of the
validity and reliability tests, which meet established criteria,
are shown in Tables 2 and 3. A Likert scale ranging from 1
(strongly disagree) to 5 (strongly agree) was employed to
quantify respondents' perceptions.

Table 2. Reliability measurement results

Item Coefficient Item Coefficient
V1 0.949 Vi1 0.948
V2 0.950 V12 0.947
V3 0.952 V13 0.950
V4 0.949 V14 0.948
V5 0.948 V15 0.953
V6 0.948 V16 0.951
V7 0.948 V17 0.950
V8 0.947 V18 0.948
V9 0.947 V19 0.947

V10 0.947 V20 0.948

Item V1-V20 can be seen in Table 7

Table 3. Validity measurement results

Item rValue Item rValue
V1 0.683 V11 0.748
V2 0.648 V12 0.823
V3 0.526 V13 0.648
V4 0.734 V14 0.778
V5 0.748 V15 0.446
V6 0.763 V16 0.588
V7 0.774 V17 0.633
V8 0.808 V18 0.722
V9 0.848 V19 0.804

V10 0.807 V20 0.793

Item V1 to V20 can be seen in Table 7

2.2 Sampling methodology and data collection

This study utilizes a non-probability sampling method,
specifically voluntary sampling, where potential respondents
self-select into the study based on their willingness and
qualification to meet the survey’s criteria. This approach helps
improve data quality by ensuring that respondents are not only

willing to participate but also relevant to the study’s objectives.

The target population includes MSMESs operating in Indonesia
that use cloud services and marketplace platforms. Both
MSME owners and workers were included in the respondent
pool to provide different perspectives on personal data
protection. Owners represent the role of the Data Controller
(responsible for controlling the data processing), while
workers may serve as Data Processors (processing data on
behalf of the Data Controller). The questionnaire was
distributed online through Google Forms (accessible at
https://forms.gle/nfuQuyPvhWglLqWnRS), facilitating
broader access to respondents across diverse regions of
Indonesia.

2.3 Sample size and data coding

Respondents were selected from three categories of
MSMESs (micro, small, and medium enterprises). The sample
size was determined by voluntary participation, and responses
were coded for analysis. In total, the data were categorized into
twelve distinct groups (A1-A12) based on key themes from
previous research [14, 15]. This coding system enabled a
structured analysis of responses.

2.4 Data analysis

After data collection, responses were edited and coded into
categories for ease of analysis. The research employs
descriptive statistical methods to analyze the data. Descriptive
statistics, such as frequency distributions, measures of central
tendency (mean, median, mode), and variability (standard
deviation), are used to summarize and describe the data,
offering insights into the level of awareness among MSMEs.
While descriptive statistics do not provide causal relationships,
they are effective in highlighting trends and general patterns
in the data [22]. This study's analysis focuses on identifying
the extent of MSMEs' awareness regarding personal data
protection laws and standards. The alignment between
different data protection frameworks (GDPR, PDP Law, and
ISO/IEC 27001:2013) is further analyzed, Table 1 to provide
a comprehensive understanding of how these frameworks
intersect and influence MSMEs' practices.

3. RESULT AND DISCUSSION

3.1 Respondent demographics

The questionnaire was conducting from 10 May to 14 July
2023. The results of the distribution obtained 126 respondents
who agreed to contribute. It shows in details on Table 4 shows
the business location, the business type represents in Table 5,
and Table 6 refers the business field of respondents.

Table 4. Business place MSMEs respondents

No. Business Place (Province) Total

1 Bali (Capital City Denpasar) 1
2 Banten (Capital City Serang) 7
3 D. I. Yogyakarta (Capital City Yogyakarta) 1
4 DKI Jakarta (Capital City Jakarta) 41
5 Jawa Barat (Capital City Bandung) 36
6 Jawa Tengah (Capital City Semarang) 15
7 Jawa Timur (Capital City Surabaya) 12
8 Kalimantan Barat (Capital City Pontianak)

9 Kalimantan Timur (Capital City Samarinda)

2
1
10 N. A. Darussalam (Capital City Banda Aceh) 2
11  Nusa Tenggara Timur (Capital City Kupang) 1
12 Riau (Capital City Pekanbaru) 1
13 Sulawesi Selatan (Capital City Makassar) 1
14  Sumatera Selatan (Capital City Palembang) 4
15 Sumatera Utara (Capital City Medan) 1

Table 5. Business type MSMESs respondents

No. Business Type Total Percentage
1 Micro Business 59 46.8%
2 Small Business 28 22.2%
3 Medium Business 39 31%




Table 6. Business field MSMEs respondents

No. Business Field Total Percentage
1 Souvenirs and Handicrafts 3 2.4%
2 Transportation 3 2.4%
3 Agribusiness 4 3.2%
4 Expedition 4 3.2%
5 Tourist 4 3.2%
6 Cosmetics 4 3.2%
7 Automotive 5 4%
8 Education 11 8.7%
9 Service 14 11.1%
10 Clothes 15 11.9%
11 Food and Drink 31 24.6%
12 Other 28 22.2%

3.2 Reliability and validity measurement

Determining reliability and validity is vital for assuring data
replicability and accuracy [23]. In terms of reliability, the
author uses alpha Cronbach coefficient and r value to evaluate
the validity of the survey instrument [24].

The reliability examination was performed using alpha
Cronbach coefficient, a reliability coefficient and a measure of
internal consistency [25]. The formula alpha Cronbach
coefficient is Eq. (1), number of questions is labelled by n.
Furthermore, Vi refers to the variance of the score and V test
refers to the total variances of the final score [26]. Acceptable
values are above 0.70 [25]. The reliability measurement results
are shown in Table 2 and for this study range between 0.947-
0.953 and above the acceptance value.

2V1
Vtest

) (M

n
alpha Cronbach coefficient = o (1

In assessing validity, Pearson’s correlation coefficient as a
consistency indicator is used to analyze the significant

correlation between variables in the awareness instrument [27].

It was calculated by the formula Eq. (2). The Pearson
correlation formula of two variables is by adding the
differences of means and dividing the result by the differences
of squared means [28].

_ OG-X0(Y: —-Y)
VEQG = X0)22(Y; — U)?

2

Tvalue

The value of the r table for 126 respondents is above the r -
value limit is detailed in Table 3, which is a significant level
of 0.01 is 0.2287, and a significant level of 0.05 is 0.1750. It
indicates that a significant correlation level between the
question variables is valid. The reliability and validity of
measurement results indicate that this research instrument is a
reliable and valid measurement model. This study measures
validity and reliability using IBM SPSS 27 as a tool.

3.3 Result

The survey was done using a valid instrument and a
population sample based on measurement results that had been
used with the same sample as this survey (Figure 1).
Furthermore, the research result is in Table 7 as reference topic
and item are from previous research [14, 15]. The study's
findings are presented in detail, focusing on each critical topic
concerning MSMESs' awareness of the PDP Law. The survey
findings for each topic are explained below:
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3.3.1 Knowledge of the law

The average score of 3.13 (SD = 1.35) for knowledge of the
PDP Law indicates that legal awareness is moderately low
across respondents. When compared with other key
performance indicators, this score is among the lowest,
highlighting a critical gap in foundational understanding of
data protection laws. In comparison, consent management
(mean = 3.49, SD = 1.24) and data security during processing
(mean = 3.28, SD = 1.30) show relatively higher averages,
suggesting that while businesses may engage in basic
compliance activities, they often lack deeper legal knowledge.
This disparity underscores the need for targeted legal
education and awareness programs to bring law-related
knowledge up to par with operational practices like data
processing.

3.3.2 Consent from data owners

The consent management score of 3.49 (SD = 1.24) is
slightly above average and indicates that businesses are
somewhat consistent in obtaining consent from data owners.
This score compares favorably against knowledge of the law
(mean = 3.13) but falls short of the higher scores seen in data
processing fundamentals (mean = 3.71, SD = 1.19). The
relatively lower standard deviation in consent management
suggests less variability, meaning that while consent
procedures are more uniformly applied, there is still room for
improvement, particularly in ensuring informed and explicit
consent, as per GDPR and ISO/IEC 27001 standards.

# 1 - Really do not know
2
3

4
= 5 - Very know

25%

22%

Figure 1. MSMEs Know PDP Law No. 27 of 2022

3.3.3 Data processing fundamentals

The data processing fundamentals score (mean = 3.71, SD
= 1.19) is one of the highest among all indicators, signaling
that MSMEs are more comfortable with the operational
aspects of handling personal data. This high score contrasts
sharply with the much lower score for written contracts with
third parties (mean = 2.67, SD = 1.40), suggesting that while
businesses may handle internal data processes well, they often
fail to secure external relationships properly. This points to a
potential vulnerability in data protection frameworks, where
external third-party interactions are not given the same priority
as internal operations.

3.3.4 Records of processing actions

With an average score of 3.00 (SD = 1.42) for logging and
event tracking, this result is relatively low compared to other
operational indicators like data security (mean = 3.28). This
gap highlights a weakness in maintaining detailed records of
data processing activities, which are essential for auditing and
incident response under ISO/IEC 27001 Annex A.12.4.1 and
A.12.4.3. A higher standard deviation (SD = 1.42) indicates
more variability in compliance levels, with some businesses
potentially lagging far behind in this area. Strengthening event
logging systems could improve overall data protection and
incident response capabilities.



Table 7. Descriptive statistic on awareness of Indonesian MSMEs with the PDP Law
(N =126; 1 = Strongly Disagree to 5 = Strongly Agree)

Topic [14, 15] Item [8, 14, 15, 19-21] Mean SD
We know the Personal Data Protection Law 2022, Number 27 occurred
Knowledge of law Al VL on 17 October 2022 in Indonesia. 313135
Consent from data owner A2 V1 The company or place of business has official consent from all personal 349 124
data owners.
Processing fundamental A3 V3 The company or place of bnu:(!gsess;;ollects personal data that is 371 119
va The company or place of business has a surveillance camera (CCTV) to 300 142
. . secure personal data.
Record of processing action A4 . .
The company or place of business has records of people accessing
V5 3.02 1.39
personal data.
V6 The company or place of busmess_has rules for using communication 306 131
Workforce law A5 _dewces. - .
The company or place of business has socialized the rules for using
V7 - 3.08 131
communication tools.
V8 The company or place of business has records of activities carried out on 310 139
personal data (data updating and data deletion). ' '
. The company or place of business informs the owner of the personal
Authority of the data owner A V9 data about the length of time the personal data is stored. 281 130
V10 The company or place of business provides access to personal data 313 142
owners to complete and update data.
DPO A7 V1L The company or place of business appoints a special officer to manage 298 132
stored personal data.
. The company or place of business has a mechanism to ensure their
Secureness of processing data A8 V12 information is secured 328 130
Vi3 The company or place of business cooperates with third parties in using 267 140
Written Contracts A9 pqrsonal data. .
The company or place of business has a written agreement to ensure
V14 - S 299 135
their information is secured
V15 The company or place of business exchanges personal data abroad. 225 1.28
The company or place of business exchanges personal data with a
Pass on the [ézrjr?tr;?gsdata to other Al10 V16 destination country with higher rules and is legal (for example EU). 217123
The company or place of business has written approval for exchanging
V17 239 1.26
data abroad.
Obedience of data regulator All VI8 The company or place of bl_Jsmess regularly assesses co_mpllance with 302 126
laws and regulations of personal data protection.
The company or place of business informs a data security breach that
. . V19 3.05 1.28
Disclosure to the officials about AL2 has occurred.
the breach of private data V20 The company or place of business has a record of a data security breach 264 135

that occurred.

3.3.5 Workforce law

The score for workforce-related rules (mean = 3.06, SD =
1.31) reveals moderate compliance with employee awareness
of communication device policies and security protocols. This
indicator shows some alignment with data security (mean =
3.28), but the moderate scores suggest that workforce
compliance programs are not fully effective. The high
variability (SD = 1.31) implies inconsistent application of
workforce security policies, which could expose businesses to
higher risks of data breaches. This further emphasizes the need
for continuous security training and a more structured
approach to enforcing policies across the workforce.

3.3.6 Data owner rights

The score of 3.10 (SD = 1.39) for managing personal data
records shows that businesses are moderately compliant with
the rights of data owners. This score sits between consent
management (mean = 3.49) and cross-border data transfers
(mean = 2.17), indicating that while businesses pay some
attention to data owner rights, cross-border transfers pose
significant challenges. The lower mean score for informing
data owners about retention periods (2.81, SD = 1.30) suggests
that transparency and communication are weak points in data
governance, pointing to areas for improvement in how
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companies handle the rights of data subjects.

3.3.7 Data protection officer (DPO)

The relatively low score of 2.98 (SD = 1.32) for appointing
a Data Protection Officer (DPO) indicates that most MSMEs
have not yet complied with this critical requirement. This low
average, when compared with operational metrics like data
processing (mean = 3.71), reveals a significant gap in
governance structures. The lack of a designated DPO weakens
the organization’s ability to manage data protection programs
effectively and monitor compliance, highlighting an urgent
need for businesses to appoint a DPO as mandated by the PDP
Law and ISO/IEC 27001 Annex A.6.1.1.

3.3.8 Data security during processing

The mean score of 3.28 (SD = 1.30) for securing data during
processing shows a moderate level of adherence to security
controls. This score is higher than knowledge of the law (mean
= 3.13) but lower than data processing fundamentals (mean =
3.71), indicating that while operational security measures are
somewhat implemented, there is still room for strengthening
these protocols, especially given the rapid evolution of cyber
threats. Reducing variability (SD = 1.30) through standardized
processes would ensure more consistent protection of personal



data during processing.

3.3.9 Written contracts

The mean score of 2.67 (SD = 1.40) for securing third-party
agreements through written contracts is one of the lowest
among all performance indicators, highlighting a critical
vulnerability in external data governance. When compared
with internal data processing scores (mean = 3.71), the sharp
contrast points to a significant oversight in managing external
risks. Businesses must prioritize third-party risk management
by formalizing agreements that clearly outline data protection
obligations as required by both the PDP Law and ISO/IEC
27001 Annex A.15.1.2.

3.3.10 Cross-border data transfers

The low score for cross-border data transfers (mean = 2.25;
SD 1.28) indicates that only 22 of the respondents'
companies exchange data abroad. The majority of businesses
have not yet engaged in international data use. According to
the questionnaire results, the companies that share data abroad
already have written consent to use the data owner's
information. The low scores (ranging from 2.17 to 2.39) do not
indicate a significant deficiency in compliance with the
ISO/IEC 27001:2013 standard for managing international data
transfers. However, of the 22 companies that do exchange
personal data across borders, some already follow proper
policies and approvals, while the rest have not yet engaged in
international data exchange.

3.3.11 Regulatory compliance

The mean score of 3.02 (SD = 1.26) for regulatory
compliance suggests that many businesses are moderately
aligned with legal requirements but fail to maintain continuous
compliance monitoring. When compared to other performance
indicators, such as data processing (mean = 3.71), the lower
score for regulatory compliance points to the need for more
frequent and comprehensive audits, as mandated by ISO/IEC
27001 Annex A.18.2.3. Implementing continuous monitoring
and regular audits will help businesses identify and address
compliance gaps more effectively.

3.3.12 Data breach notifications

The mean score of 3.05 (SD = 1.28) for data breach
notifications highlights moderate compliance with breach
reporting requirements. However, the low score of 2.64 (SD =
1.35) for maintaining records of data breaches reveals
significant weaknesses in the documentation and tracking of
incidents, which are essential for compliance with PDP Law
Avrticle 46. Businesses must develop formal processes for
breach reporting and documentation to enhance their incident
response capabilities and mitigate the impact of security
breaches.

3.3.13 Quantitative comparison conclusion

The analysis of various performance indicators reveals
notable disparities in the awareness and compliance levels of
Indonesian MSMEs regarding data protection practices. The
moderately low score for knowledge of the PDP Law (mean =
3.13, SD = 1.35) underscores a significant gap in legal
awareness, which is crucial for comprehensive data protection.
In contrast, consent management (mean = 3.49, SD = 1.24) and
data processing fundamentals (mean = 3.71, SD = 1.19) show
relatively higher scores, indicating that businesses are
somewhat consistent in obtaining consent and managing data
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processing activities.

However, significant weaknesses are evident in third-party
agreements (mean = 2.67, SD = 1.40), reflecting critical areas
where MSMEs are vulnerable. These low scores suggest a
pressing need for better contractual safeguards. Additionally,
the low appointment rate of Data Protection Officers (mean =
2.98, SD = 1.32) highlights a governance gap that could
undermine overall data protection efforts. To address these
deficiencies, MSMEs must invest in targeted legal education
and awareness programs, enhance their data processing and
security measures, formalize data processing agreements, and
appoint dedicated Data Protection Officers. These steps are
essential to foster a culture of data protection and ensure long-
term business sustainability in the digital economy.

These disparities suggest that while MSMEs may have
implemented some internal data protection measures, they
face considerable challenges in governance, external risk
management, and legal compliance. Addressing these gaps
will require a concerted effort to enhance legal awareness,
formalize third-party contracts, and ensure proper governance
structures are in place, such as appointing a DPO and
establishing cross-border data transfer safeguards.

3.4 Discussion

This study identified 12 critical areas based on earlier
research [14, 15] to assess the awareness of Indonesian
MSMEs regarding personal data protection, focusing on
compliance with Indonesia's Personal Data Protection (PDP)
Law [8, 19, 20], and its alignment with ISO/IEC 27001:2013
standards [28]. The findings revealed that the awareness and
practices of Indonesian MSMEs in this area remain relatively
low, with significant gaps in compliance, particularly in terms
of understanding and implementing key legal and data
protection requirements.

When compared with the implementation of the General
Data Protection Regulation (GDPR) in Europe, this study's
findings echo similar challenges. Studies on European SMEs
show a persistent lack of awareness of GDPR obligations,
which remains a common issue in non-compliance cases [29,
30]. Likewise, the Indonesian MSMEs in this study exhibited
a limited understanding of PDP Law, leading to non-
compliance with critical provisions, such as obtaining explicit
consent from data owners (A2) and ensuring secure third-party
data processing agreements (A9). Similar issues have been
observed in Europe, where SMEs reported difficulties in
interpreting and implementing GDPR due to a lack of clear
guidance and limited resources [31].

The disparity between MSMEs’ awareness of local
regulations (PDP Law) and international standards (ISO/IEC
27001:2013) highlights a broader global trend where small and
medium-sized enterprises (SMESs) struggle to meet stringent
data protection requirements. Previous research has noted that
European SMEs also encountered challenges in complying
with GDPR because of their lack of in-house expertise and the
high costs associated with implementing robust data
protection frameworks [32]. Similarly, the Indonesian
MSMEs surveyed in this study lack dedicated personnel, such
as Data Protection Officers (DPOs), who are essential for
managing data protection and ensuring compliance with both
local and international standards (A7). This issue is not unique
to Indonesia, as studies have shown that SMEs across different
regions often face similar challenges in appointing DPOs and
establishing strong governance structures for data protection



[33].

A critical comparison can be drawn with ISO/IEC 27001's
role in supporting GDPR compliance in Europe. Research has
demonstrated that 1ISO 27001 helps organizations maintain a
consistent Information Security Management System (ISMS),
which aligns with GDPR’s emphasis on reducing the risk of
data breaches [21]. The findings of this study indicate that
Indonesian MSMEs have similar deficiencies in their
information security practices, as demonstrated by their low
scores in maintaining secure data processing environments and
establishing formal third-party agreements (A8, A9). These
challenges suggest that Indonesian MSMEs, like their
European counterparts, need to integrate ISO/IEC 27001:2013
controls more comprehensively into their operations to meet
PDP Law requirements and reduce their vulnerability to data
breaches.

Additionally, studies in the European context have
highlighted that one of the most frequent issues with GDPR
compliance is a lack of awareness and preparedness regarding
information security [21].This study's findings are consistent
with this observation, as MSMEs in Indonesia also display
significant gaps in understanding the importance of
compliance with both PDP Law and ISO/IEC 27001:2013,
particularly in areas such as data breach notification (A12) and
secure handling of cross-border data transfers (A10). The low
awareness of these critical aspects puts MSMEs at a higher
risk of non-compliance, potentially leading to legal penalties
and reputational damage.

It is worth noting that while GDPR compliance is
mandatory for businesses operating within or interacting with
the European Union, the PDP Law in Indonesia is still
relatively new, and awareness efforts are only beginning to
take shape. As seen in Europe, it is likely that as enforcement
actions increase and awareness campaigns gain momentum,
MSMEs in Indonesia will face similar pressures to comply
with the PDP Law. The lack of preparedness among
Indonesian MSMEs, as revealed by this study, mirrors the
early stages of GDPR implementation, where many businesses
were slow to adapt to the new regulations.

3.4.1 Geographical context and global comparisons

In contrast to European SMEs, where GDPR enforcement
has been in place for several years, Indonesian MSMEs are
still in the initial phases of adapting to the PDP Law. However,
the challenges observed in Indonesia may also reflect those
faced by SMEs in other emerging markets where data
protection regulations are relatively new or less stringently
enforced. For instance, studies from other regions, such as
Africa and Southeast Asia, also show that SMEs struggle with
compliance due to a lack of resources, expertise, and
regulatory support [33]. In many developing countries,
regulatory frameworks are still evolving, and businesses often
prioritize immediate operational needs over compliance with
data protection laws.

In the global context, the findings of this study underscore
the universal challenges faced by SMEs in balancing
compliance with legal standards and operational efficiency. As
more countries adopt stringent data protection laws modeled
after GDPR, such as the Brazilian General Data Protection
Law (LGPD) or the PDP Law in Indonesia, the issues of
awareness, expertise, and resource constraints will likely
persist. This calls for more targeted support from regulatory
bodies, including providing clearer guidance and resources
tailored to the needs of SMEs.
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3.4.2 Recommendations for improving compliance

Based on the findings of this study, several
recommendations can be made to help Indonesian MSMEs
improve their compliance with the PDP Law and ISO/IEC
27001:2013. First, it is essential for MSMES to conduct regular
training sessions and awareness programs to ensure employees,
especially those involved in data processing, are
knowledgeable about legal requirements and the importance
of data protection. This is consistent with the approach taken
by European SMEs, where training programs have been shown
to improve compliance rates [31].

Additionally, MSMEs must develop standardized
procedures for obtaining explicit consent from data owners
and ensure that personal data is collected only for legitimate
business purposes. This will not only improve compliance
with PDP Law requirements but also build trust with
customers, which is crucial for long-term business success.
Regular internal audits and assessments, as recommended by
ISO/IEC 27001:2013, should also be implemented to monitor
ongoing compliance and identify areas for improvement.

Finally, MSMEs should formalize their relationships with
third-party service providers by ensuring that data processing
agreements are in place, as required by both PDP Law and
ISO/IEC 27001:2013. This will help mitigate the risks
associated with outsourcing data processing activities and
ensure that personal data is handled securely throughout the
supply chain.

4. CONCLUSIONS

This study highlights critical areas where Indonesian
MSMEs need to enhance their compliance with the Personal
Data Protection (PDP) Law and ISO/IEC 27001:2013
standards. The relatively low awareness of the PDP Law
(mean = 3.13) underscores the necessity for targeted legal
education and awareness campaigns. Although consent
management practices showed moderate compliance (mean =
3.49), they require more consistent procedures to fully meet
legal standards.

Operational strengths were noted in data processing
fundamentals (mean = 3.71), yet significant weaknesses in
third-party agreements (mean = 2.67) and cross-border data
transfers (mean = 2.17) highlight vulnerabilities in managing
external data risks. The low appointment rate of Data
Protection Officers (mean 2.98) indicates a critical
governance gap. Moderate scores in data breach notifications
(mean = 3.05) and incident tracking (mean = 2.64) further
emphasize the need for improved compliance mechanisms.

Future research should focus on developing effective
training programs to improve knowledge of PDP Law and
ISO/IEC 27001:2013 standards, formalizing data processing
agreements, appointing dedicated Data Protection Officers,
and implementing continuous compliance audits. Addressing
these challenges is vital for fostering a culture of data
protection and ensuring sustainable business practices in the
digital economy.
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