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Cybersecurity attacks have significantly increased in recent years. Cybersecurity/Alert
Threat Intelligence (CTI) has been introduced to ensure systems are secure against these
attacks. CTI must be both swift and capable of protecting the sender's identity to mitigate
threats immediately. It is crucial because it enhances understanding of attacks. However,
a paradox arises between the necessity of generating Cyber Threat Intelligence (CT]I) for
community sharing and the need to address other challenges not encompassed by CTI,
such as privacy concerns This paper aims to explore how blockchain technology can be
integrated with CTI to overcome challenges in traditional CTI. This integration has
attracted substantial interest in recent years. We evaluate how these studies recently
address the relationship between CTI and blockchain integration. Each contribution is
scrutinized based on set criteria, highlighting areas where information is lacking, through
a comprehensive comparison. We have gathered and compared the latest contributions
that employ blockchain to resolve CTl issues. Additionally, we identify gaps in each paper
to provide a broad overview of areas requiring further investigation. Additionally, we
examine the potential challenges associated with this integration and provide a
comparative analysis of recent studies that have investigated the subject. The principal
contribution of this paper lies in the integration of all aspects related to both CTI feed
sharing and blockchain technology, such as consensus types, CTI sharing mechanisms,
mining rewards, CTI standards, and the challenges and limitations of combining these two
approaches. This integration could aid in designing a secure system for sharing CTI feeds
while preserving privacy and mitigating the threats posed by attackers. In addition, this
paper highlights the future research directions, particularly in improving privacy,
scalability, and participation incentives in blockchain-based CTI systems.

1. INTRODUCTION

(STIX) [3], and Open Indicator of Compromise (OpenloC),
were developed to standardize the exchange of threat

Cybercrime has grown as an increasing number of people
have access to the Internet, which has changed how
individuals worldwide communicate and get information.
With CTI, the community can instantly share alerts and the
attack anatomy to limit hacking methods, techniques, and
procedures. This is one of the best ways to stop attackers. CTI
technology has helped a lot in the struggle against
cybercriminals by making it easy to share information quickly.
However, the current CTI industry faces challenges and
limitations that must be solved to improve privacy, trust and
stop the waves of attacks [1].

CTT's IoC (Indicator of Compromise) is evidence found on
an endpoint or in a network that strongly suggests a network
or endpoint intrusion and can be used to find and track
potential cyber threats and where they came from [2]. This
artifact could be a newly created file, a modified one, a change
in directory permissions, activating a port number to a new
registry entry, etc. Besides file hashes, domain names, and IP
addresses, signatures might also be included in the CTI report.

Current and conventional CTI that employs structured
standards, such as Structured Threat Information exchange
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intelligence feeds within the CTI community and across
platforms [4]. The lack of information sharing and specific
details about attacks is currently the biggest challenge facing
CTI [5]. Some entities are hesitant to share information as this
could compromise their privacy and security. In addition,
disclosing attack information could harm their reputation and
lead to negative publicity [6]. CTI systems face significant
challenges that blockchain technology aims to mitigate. A key
issue is the lack of reliable mechanisms to verify the accuracy
of threat data, as CTI systems often rely on expensive,
centralized services vulnerable to manipulation. Privacy is
another concern, with many organizations hesitant to share
CTI due to the risk of exposing critical information, which
could lead to legal consequences and reputational damage.
Moreover, current CTI systems struggle to ensure the
credibility and nonrepudiation of shared data, as compromised
servers could propagate false information.

Meanwhile, blockchain, built on Peer to Peer (P2P)
technology, provides privacy protection, secrecy, and
decentralized review and quality. Combining blockchain with
CTI will encourage the actors to share attacks’ information as
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the blockchain is an anonymous platform [7].

This will protect the privacy of the parties involved in the
sharing process. In addition, blockchain is characterized by
being decentralized. Therefore, the use of blockchain will
enhance the process of information sharing within the
community without using a centralized entity, which could be
corrupted. On the other hand, the use of blockchain leads to
new challenges that should be considered such as: resource
consumption, forking, and sybil attacks.

In this paper, we discuss the CTI model with a concentration
on their limitations. One of the main solutions to solve these
limitations is incorporating blockchain in CTI systems. We
also discuss the challenges of using blockchain with CTI
systems with their possible solutions. Furthermore, we present
a comprehensive comparative analysis of recent surveys
regarding the integration of threat intelligence and blockchain
technology. The emphasis is placed on assessing factors such
as consensus types, structured threat intelligence sharing
language standards, reward models, and the incorporation of
CTI sharing. Also, we analyze various studies to determine the
depth and comprehensiveness of each contribution and explore
how CTI and blockchain could be integrated and work
together. The studies we selected were sourced from reputable
platforms. This survey presents the benefit of encompassing
vital factors pertinent to the merger of blockchain technology
and Cyber Threat Intelligence (CTI).

It encompasses considerations such as consensus
mechanisms, standards for structured threat intelligence
sharing language, reward systems tied to CTI contribution, and
an exploration of challenges and limitations as recognized by
preceding surveys. We identified noteworthy contributions
and emphasized their unique perspectives while identifying
areas that require further investigation in integrating
blockchain and CTI. The following are the main paper's
contributions:

1. Introduce a survey of blockchain based CTI systems.

2. Provide a brief overview of the most demanding
problems plaguing the traditional threat intel.

3. Explain how the technology of blockchain can
enhance the CTI and provide a new framework to fix the
current challenges.

4. Highlight the most recent works that have explored
CTI feed sharing and conduct a comparative analysis of these
contributions to illustrate the structure and key features of each
approach.

5. Describe the difficulties that will arise when using
blockchain technology with CTI.

The remainder of this paper is organized as: The purpose
and operation of CTI are described in section 2, the issues and
difficulties currently facing CTI are discussed in section 3.
Section 4 goes on to explain blockchain's origins and
functionality. In section 5, We outline how the technology of
the blockchain could be applied to threat intel to strengthen the
existing CTI framework, and we discuss the potential
challenges that may emerge from integrating blockchain with
CTI. In section 7, we summarize the findings from the research
and conclude them.

2. FEEDS OF CTI

To secure a system, one must have access to relevant data.
CTI provides the data needed to secure networks, systems, and
infrastructure. Threat intel encompasses details about
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attackers, their capabilities, and the TTPs they commonly
utilize [8]. CTI is a data driven security system that provides
deeper insights into risks & threats. In addition, they employed
Advanced Persistent Threat (APT), and defenses designed to
counter them [9].

A third party, the company, or a third-party provider could
gather this data. This shift to intelligence-based defense has
historically spawned a plethora of firms providing CTTI feeds.
Though, these services have typically been priced out of reach
for most organizations. These services provide essential data;
however, it can be expensive and challenging to be integrated
into existing security systems. In addition, numerous open-
source alternatives have emerged in recent years. Some of
them can be purchased and provided by private security firms.
These open-source alternatives have become attractive options
for organizations looking to leverage intelligence-based
defense since they offer the same level of security at a fraction
of the cost compared to commercial offerings [10]. Even
though commercial CTI feeds might include unique findings,
since they have their own IR and R&D teams and financial
income from reselling data, they can develop and create new
methods and techniques. However, the open-source feeds
provide the potential of community’s contribution, which
provides more creativity, add-ons, and innovation than the
commercial feeds [11]. Cyber Threat Intelligence can collect
data on attackers and tactics, allowing for more informed
defensive measures. This data can give organizations an idea
of the types of attacks they may be vulnerable to, and the skills
and resources attackers have at their disposal. The process of
gathering Cyber Threat Intelligence looks like this: first,
objectives and targets need to be established [12]. Next,
information is gathered about the attacks and the process. Then,
the collected information is analyzed. Finally, a report is
produced that details the findings and the attack anatomy,
Figure 1.
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Figure 1. The CTI methodology
2.1 CTI framework & ecosystem

To understand the idea of CTI, we need to understand the
CTI anatomy, which is shown in Figure 1, different vendors
and service providers could collaborate by sharing threat feeds
[13]. Security analysts should structure the shared threat feeds.
Only filtered threat feeds can be used as threat intel feeds.
Information about the attack anatomy, including TTP and tools
used by threat actors, is provided by the most recent CTI feeds.

Cybersecurity enables sufficient security controls with the
help of tactical threat intelligence. Security analysts should
structure the shared threat feeds so they are filtered and can be
used as threat intelligence feeds. Various aspects of the attack



are documented in the CTI, including the IP, URL, and domain
names; malware hashes; DLL names; registry keys; email
attachments; links; and more. This enables security analysts to
have an overall understanding of the threat actor's attack
anatomy and to gain visibility into their TTPs, as well as the
tools they are using endpoint protection, endpoint incident
response, security incident event monitoring devices, Intrusion
Detection and Prevention systems (IDS/IPS), and firewalls are
just some of the technical technologies that make use of the
CTI. For organizations to take full advantage of threat
intelligence feeds, security analysts must develop an effective
system for sharing CTI. These tools identify threats and
prevent connection attempts to suspicious IP addresses using
the data already present in technical threat intelligence report.
However, the intelligence information can only be used and
shared with other experts if it follows a standard format. The
use of CTI reporting templates is necessary for both technical
threat intelligence and tactical threat intelligence.

The community's clients and customers now have access to
threat intelligence in a usable format, allowing them to stop
attacks before they even begin. Bidirectional feed sharing
between CTI platforms is possible. Cyberattacks have become
more sophisticated; therefore, identifying and investigating
them have become more challenging. Companies and
government agencies have had to increase their security
budgets to combat cybercriminals, who often use sophisticated
techniques such as malware, phishing scams, and data
exfiltration.

Attackers are more agile and covert in this new era of
attacks than ever before. Automated community wide CTI is
being developed more frequently by Cyber Emergency
Response Teams (CERTs). CERTs are also responsible for
providing community-wide protection against attacks, such as
preventing known attacks from occurring again or helping
other organizations to identify and defend against new threats.

2.2 History of standardization

Automation and the use of a standardized structured
language are crucial for delaying or halting attackers.
Automation can help speed up the detection of malicious
behavior, allowing organizations to act before any harm is
done as a result; numerous contributions have been made
throughout the global collaboration of the cyber security
industries. By creating a common language, security
professionals can quickly communicate the nature of threats
and the actions needed to protect against them to help the
network and make sure they are prepared to prevent these
techniques; these formats distribute CTI feeds about attacks.
These guidelines, which specify how information is stored, are
referred to as threat reporting formats or cyber threat
information structures.

For sharing threats, a standard structure and an exchange
protocol that specifies data transmission are both necessary
[14]. The nonprofit organization is currently developing STIX,
TAXII, and other information sharing standards created by
MITRE. These standards have been designed to foster trust
and interoperability among public & private sector
organizations and to promote the sharing of Cyber Threat
Intelligence. The Internet Engineering Task Force (IETF) has
also created several standards. In 2007, the Internet
Engineering Task Force (IETF) developed a standard for
incident objects called Incident Object Description Format
(IODF) [15]. It was a technique like TAXII but is no longer
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supported. TAXII was introduced by The Trusted Automated
Exchange of Intelligence Information as an exchange protocol
for incident data and RID. Cybersecurity vendors are also
developing proprietary threat-sharing standards formats such
as OpenlOC and Mandiant, but these standards usually have
limited use on other platforms. Also, standards are used with
more tools, such as format converters, tool plugins, and APIs
for CTI. Therefore, the availability of these extra tools
increases the standards' and protocols' efficiency.

2.3 Sharing formats for CTI

When dealing with an Incident Response (IR), information
security researchers use a variety of IR data types. For the IR
management process, and to comprehend the attack anatomy
and root cause, the standard language is essential. As a result,
the entities can now exchange CTI data to cooperate in
preventing the attack from happening in the first place. By
using standard data types, information security researchers can
quickly and effectively detect, analyze, respond to, and
investigate incidents. The fact that the standard format
supports the current security tools is yet another benefit of
using it. CTI formats have been created by several research
organizations.

The category types shown below can be used to organize
the formats offered by CTI. These are fundamental incident
indicators, also referred to as actionable data (artifacts; file
hash, IP address, registry key information, etc.),
incident/threat reporting data, low level raw data (network
traffic), vulnerability/weakness, and attack pattern data
(vulnerability ID, vulnerability score). Once there are formats
that describe incident or threat events, both humans and
computers can read them more easily [16]. We rank the most
pertinent CTI reporting formats based on how well they
support other CTI sharing formats as shown in Table 1, which
focuses on threat reporting data formats [17]. Pcap, NetFlow,
IPFIX (IP Flow Information Export), and CEF (Common
Event Format) are examples of low-level data forms that
describe network level data gathered by security tools.

Table 1. STIX support for varied data formats

Cyber Threat Intelligence
(CTI)
STIX

Format
Structures

Open_IOC
YARA_Rule
IPS_Rule
-Cybox
-MAEC
-MMDEF
-CEF
Net-Flow
IP_FIX
-Pcap
-CVE
-CAPEC
-CWSS
-CVSSs
-CPE
-CWE

Format

Scan and IR Covered

Low level Covered
Covered

Vulnerability Not covered

Covered

Many networks' security tools use the Pcap format to send
captured network traffic and provide a level of detail that
allows investigators to observe every process step. It was
developed by the Tcpdump group and is open source. The



libraries that can analyze Pcap files and data include Tcpdump,
Wireshark, Snort, Network Miner, and Libecap [17]. NetFlow
enabled network devices to export traffic statistics as IP flow
records to analyze network traffic by source. To share event
feeds between vendors and clients, Security Information and
Event Management (SIEM) uses the Common Event Format
(CEF) event structure based on Syslog [18]. The antivirus
sector uses MMDEF to facilitate the exchange of malware
intelligence. Malware can be described using MMDEF in the
XML version of MAEC. Cuckoo Sandbox used MMDEF in
earlier iterations. Additional formats are also available,
including CVE (Common Vulnerabilities and Exposures) [19],
CWE [20], CPE [21], CVSS, CWSS. CVE list known security
vulnerabilities and disclosures, each entry in the list includes
an identification number, description, and at least one public
reference. CVE list is supported by MITRE and feeds the U.S.
National Vulnerability Database [22]. Common Attack Pattern
Enumeration and Classification (CAPEC) is a product that
contains attack patterns. CAPEC data is available in CSV and
XML format. STIX is used to exchange information about
cyber threats [23, 24].

3. DIFFICULTIES
METHODOLOGY

WITH THE EXITING CTI

This section explains the primary difficulties with the
current CTI approach. Cybercriminals use various techniques
to attack a victim: they can either steal the victim's private,
critical info such as financial info or gain access to and take
over the victim's computer to carry out other malicious acts.
Examples of these malicious actions include locking or
encrypting the victim's computer or distributing malware (in
the case of a botnet or a ransomware attack) [25]. Despite
using various infection techniques, all cyberattacks follow a
similar life cycle, starting with a victim survey and ending with
malicious activity on the target's endpoint or network. In
addition to the traditional techniques that have always been
employed to trick victims (such as phishing) into taking the
actions that the attackers want, attackers have recently used
more sophisticated and creative techniques for attacking
victims. Exploiting zero-day vulnerabilities is one of these
methods. Another technique is sending malicious software to
the victim's computer in an unexpected format, such as Word
files [26]. Some examples of such sophisticated attacks are
new families of ransomware that behave like worms and have
infected tens of thousands of people, organizations, and crucial
systems. The development of attack techniques makes it
extremely difficult to identify the attacker and the attack's
point of origin. As previously mentioned, the best way to
spread these attack descriptions and anatomy throughout the
community is to use threat intelligence feeds. The current
difficulties and problems in CTI are explained in the
subsequent sub-sections.

3.1 Accuracy of threat data

The current threat Intel approach fails to deliver test criteria
for the received reports and feeds. The quality measurements
are the only methods used to prevent disqualified feeds. One
must use the commercial threat intelligence feeds company
with a high subscription cost to obtain accurate and high-
quality information. On the other hand, the threat data quality
could be hacked, which creates trust and a central point of
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failure. If a hacker can access the CTI's backend servers, they
can alter the feeds' content and manipulate the records to
include fictitious information. The attack may even instruct the
target to run a script that gives the perpetrator access to the
client's computers and networks as in the SolarWinds supply
chain attack that has taken place. Solar-Winds Corporation in
2021 was targeted of a cyberattack. An American company
called SolarWinds creates software for businesses to manage
their networks, systems, and IT infrastructure. The American
government, Microsoft, and cybersecurity companies like
CrowdStrike and FireEye have been affected by that attack.
The attack contains five phases, as illustrated in Figure 2 [27].

In phase 1 (infection), the attackers added the malicious
scripts into the DLL parts of the SolarWinds software update
server to be distributed to the clients and customers. When the
update was applied, phase 2 (execution and persistence
attacks) began, infected DLLs executed malicious scripts that
opened backdoors, such as adding a new firewall policy to the
on-premises firewall to allow connections from the outside as
reconnaissance. In phase 3 (supporting the results), via these
backdoors, the attackers can now identify the customer's name
and priority level. Then, the attackers hid their steps and
tracks. In phase 4 (C&C), the attackers have the privilege to
access these clients, can open any connection anytime, and get
any information or steal any documents or files. In phase 5
(exfiltration and hands-on), the attacker now will do lateral
movement to move from the compromised machines to
another to do the same steps and compromise more machines
[28]. The same technique could be used with any private CTI,
and the consequences would be dangerous. On the other hand,
the current CTI approach cannot provide quality either through
the private CTI vendors or the public and accessible sources,
which will lead to the same method being used to compromise
any private CTI, with potentially disastrous results. However,
the current CTI approach will lead to an overwhelming amount
of CTI traffic and reports with low-quality content as it relies
on private CTI vendors rather than publicly available sources.
Also, it should be shown that an outside entity can effectively
deny and regulate these occurrences. Each party acknowledges
its responsibility to check the accuracy and completeness of
the CTI's reports. The third-party may be compromised or
corrupted for various reasons. Therefore, it is necessary to
demonstrate another entity to review and audit the third party,
and so on, in an infinite regress. Finding an alternate method
to audit and review the content's quality to avoid these risks is
crucial. Also, a third party should be proven to reduce and
control low quality or corrupted feeds. Everyone agrees to
audit and review the CTI's reports' content and quality.
Sometimes, the third party could be corrupted for any reason
or compromised. That means another party should be proven
to review and audit the third party, which will lead to an
infinite chain of entities and parties. Thus, one of the keys to
overriding this issue is finding an alternative way to audit and
review the quality of the content to avoid these types of risks.

3.2 Privacy and legal issue

In the current CTI setup, privacy is not an option, which is
one of its major flaws. Most organizations and network
members would prefer to collect feeds and updates with no
covering for any personally identifiable information to protect
their privacy and avoid potential legal repercussions. The main
drivers of the attack's spread are review and filtering. A
predetermined IR plan can be implemented within seconds to



hours and reduce risk and bring the situation under control if
an entity is compromised. One of the most important metrics
in cyber security is the Mean Time to Response (MTTR),
which gauges how quickly an incident response team can
implement a plan for recovering from an incident. When the
IR team gets started on the plan, they will keep meticulous
notes, to produce a comprehensive report detailing everything
they did and found during the maintenance window. That is
why five phases must [29] exist in any IR plan, as shown in
Figure 3. The final IR report will contain details related to the

attack anatomy, which should be shared with the community
to stop this attack wave from propagating. In addition, this
report will contain sensitive and confidential information and
details such as the customer's name, severity degree, any stolen
accounts, fiscal impact, etc. Therefore, this report must be
reviewed before being shared to avoid any legal liability. This
procedure will take time and effort to filter these details from
the report. That is why the identity of the compromised client
should be hidden which is not applicable in the current CTI,
especially the free ones.

............................

...........................

Phase 2

Phase 3

.............................

Phase 5

Infection Stage, the attackers added the
malicious scripts into the DLLs parts of
the SolarWinds software update server to
be distributed to the clients and
customers.

Infecte

...............................................................................

Execution and persistence attack Stage,
when the update is deployed and started, the
infected DLLs executed malicious scripts
which opened backdoors, such as adding a
new firewallpolicy into the on-prem firewallto
allow connections from the outside as a
reconnaissance.

Support the results via these backdoors, the
attackers now can recognize the customer’s
name & severity, and how the attackers hide
their steps and tracks.

.......
e

(C&C) now, the attackers have the privilege to
access these clients and customers
effortlessly can open any connection anytime
and get any information or steal any
documents or files

(exfiltration and hands-on), the attacker now
will do lateral movement to move from the
compromised machines to another to do that
same and compromise more machines that
have more assists and jumping between the

subdomains. B oy
[ ]
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Figure 2. Phases of SolarWinds attack
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3.3 Credibility and non-repudiation issues

Gaining trust and credibility when receiving any CTI feeds
means there should be a third party to review and audit the
content and guarantee the inability of the sender to deny
sending the message (non-repudiation). Since the attacker
could bypass the security controls of any entity to gain access
inside it, there is a high chance of compromising the CTI
server to push fake CTI feeds and reports to the community
[30]. This will lead to making a lot of noise in the community.

3.4 Negative publicity

Companies [31] are often hesitant to share cyberattacks,
particularly breaches. This is due to concerns that regulatory
and negative feedback will reflect their reputation in the stock
market. Since the attackers now could reach the CTI back-end
server using any zero-day exploitations, it will propagate fake
CTI reports and details, resulting in lowering the company’s
reputation. The current CTI approaches did not provide
countermeasures to avoid or eliminate that threat.

4. BLOCKCHAIN

The distributed database technology used by blockchain al-
lows for an infinitely growing number of records (known as a
"ledger"). Each new record in the ledger must be validated by
most network participants to ensure its legitimacy.
Additionally, blockchain uses a decentralized peer 2 peer
network that authenticates users via public and private key
cryptography. Each group contributes to the record by
providing new information, and everyone in the system always
has access to the most recent and accurate version [32]. One
other key aspect of a blockchain network is the motivation it
provides for participants to take part in the network.
Participation in public networks is incentivized, especially in
the case of a cryptocurrency network.

A private blockchain network presents a different incentive
structure for users to take part. By this logic, blockchain
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networks can only function if their participants do not trust one
another. The major party's impartiality may be contested by
many participants. Limits on people's involvement are thus
obligatory. When dealing with fewer entities or fewer
standards, the problem of the cost when supporting a one
center system could also be a challenge. Each participant in a
blockchain has an ownership and responsible for only the costs
associated with provisioning their own node in the network.
Thus, everyone has an interest in the network. Open source
blockchain implementations provide a solution to the problem
of deciding who has authority over the network's rules [33].
Every network node in each community can demonstrate some
minimum level of trust through its actions. Second, an
agreement can be reached regarding the consensus protocol to
be used. In this part, we give a wide view on how the business
network should deal with fault tolerance and malicious activity.
Several sectors around the world are showing serious interest
in blockchain technology, and some academics have even
compared it to the Internet in terms of its potential utility.
Applications of blockchain technology can be found in digital
identity, finance, cyber security, and other domains. There are
currently 3 kinds of blockchain systems: public, private, and
consortium. A public blockchain provides a distributed ledger
that anyone can read, write, and mine on [34]. The other two
types, on the other hand, limit who can mine blocks and add
data to the blockchain.

4.1 Blockchain consensus proof types

Each blockchain has different application scenarios such as:
PoW, PoS, and PoA which are considered the most famous
consensus algorithms [35]. The PoW consensus applies a set
of mechanisms that cause a huge effort when applying the
network processing, for example mining blocks [36]. The goal
is to protect the blockchain against computing power-based
attacks such as DoS attacks. More computing power nodes
mean more potential to perform the mining and similar
processes on the blockchain network, thus achieving the
rewards [37]. The PoS consensus algorithm applies processes
that decide the validator node for the following blocks. The
purpose is to distribute network tasks among the network's
parties since the reward for the network process is not limited
to the most computational power participants. Hence, PoS
could protect the network against 51% of attacks given the fair
distribution of tasks in the network [38]. In PoA based
networks, validators confirm transactions and blocks, which
are approved accounts. Validators run applications allowing
them to put transactions in blocks. The auto-mated process
does not require validators to scan their computers regularly.
It, regardless, does require keeping the computer (the authority
node) uncompromised. With PoA, individuals gain the right to
become validators, so there is encouragement to keep the
position that they have gained. This means that incentives can
be unstable. The PoA is protecting the network from DoS
attacks and 51% attacks to some extent [39]. The mechanism
includes the normal distributed consistency algo for both BFT
and PBFT. Table 2 presents the main comparisons among the
consensus algorithms mentioned above. On the other hand,
Table 3 shows a comparison of the consensus types [40] from
the performance perspective, fault tolerance and compliance
review.

From Tables 2 and 3, we conclude that adopting either the
PoW or PoS consensus mechanisms would be beneficial, as
both have been extensively tested and widely implemented



across various industries and technologies. They have
demonstrated robustness and ease of application. However,
each method has its limitations: PoW requires significant
energy and computational resources, while PoS risks
centralizing control among large stakeholders, potentially
undermining the network’s decentralization. Therefore,
selecting the appropriate consensus mechanism is crucial. In
situations where power consumption is not an issue, PoW can
be chosen for its higher security compared to other algorithms.
Conversely, in trusted systems, PoS is the preferable option.

Table 2. Comparison between the consensus types of proofs

Type of

ri a Pr n
Proof Security Case (] Cons
Use protection  Saving for .
P ving The high rank stakeholder
PoS against the power and
o controls the network
51% attack resources
It is not well-suited for
most nonenterprise
Use protection Increases  applications, as it requires
. performance users to rely on validators
PoA against the ’
o and saves and authorizers, whereas
51% attack . .
resources public Blockchains are
designed to operate in a
trustless environment
Test over time
PoW Opento51%  and easy to Power and resources
attacks apply and consumption
implement

Table 3. Comparison between the consensus mechanisms

Evaluation PoS  PoA  PoW  PBFT
Factor
Performance Low High Low High
level
Fault tolerance 50% 51% 50% 33%
Comp} tance Weak Weak Weak Strong
review

5. CTI AND BLOCKCHAIN INTEGRATION

This section explains how blockchain technology could be
applied to CTI to improve existing methods and address some
of the most pressing problems plaguing conventional CTI
implementations. Integrating the CTI with the blockchain is
depicted in Figure 4. Threat intel feeds, sourced from public
or private vendors, can be distributed across the blockchain
after review by the threat intelligence team, ensuring privacy
by concealing the source's identity [13]. To collect their
rewards, the miners (also known as validators) must now
verify the accuracy and validity of the submitted content. In
the following subsection, we detailed some blockchain-based
CTI framework.

5.1 CTI consensus proof types

This section aims to examine the discrepancy among the
latest research that have investigated the integration of CTI
with blockchain technology. The selected contributions are
based on the following criteria: The kinds of consensus
employed, the structured threat intel sharing language formats
utilized, the nature of the reward system, and whether the
contribution is focused on CTI sharing. These contributions
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represent recent studies that discuss the integration of
blockchain and CTI. We have chosen these contributions as
they discuss the abovementioned factors and are selected from
reputable sources, given that the integration of blockchain and
CTI is a new concept and has only recently been discussed in
academic community. In study of Riesco et al. [41], the
authors identified the importance of blockchain technology to
solve the CTI problems. Authors did not mention which
Blockchain Consensus Type of Proof or reward had been used
or Type of Reward, therefore, we represented the value as "-"
in Table 4 since there was no value mentioned.

Otherwise, anything matched with our factors is represented
in Table 4 as a “¢” such as in study of Riesco et al. [41], the
authors identified the Structured Threat Intelligence Sharing
Language Standards. On the other hand, in study [42], the
authors highlighted the history of the blockchain without
mentioning the type of proof and rewards they used. Cha et al.
[43] proposed a blockchain-based Cyber Threat Intelligence
system architecture for sustainable computing to ad-dress
reliability, privacy, scalability, and sustainability for networks
and IoT. They mentioned the blockchain in detail, and the
reward idea, however, they did not mention the type of proof.
In study of Gong and Lee [44], the paper uses blockchain
technology to build blocks of CTI feeds. It also proposes to
use the smart contract for threat intelligence sharing and rating.

In study of Dunnett et al. [45], they assess the potential of
blockchain technology in addressing the limitations of the
current platforms for sharing Cyber Threat Intelligence (CTI).
The authors identify various challenges faced by CTI sharing
systems and discuss how blockchain can offer secure and
efficient solutions to these challenges. Additionally, they
review some relevant works and high light unique research
questions that require further attention in the future. In study
of Khalil et al. [46], the authors present an updated literature
review of authentication schemes proposed for the IoT in
smart cities. The review covers many authentication schemes,
highlighting several requirements and open issues researchers
should consider when developing lightweight and robust
schemes. The paper presents a descriptive approach to
decentralized IoT architectures for smart assets in intelligent
cities, which pose security threats that must be addressed.
Given the resource-constrained nature of low powered IoT
enabled smart assets, blockchain based solutions and
distributed algorithms must be explored, as most intelligent
city deployments are centralized. This centralization creates a
single point of failure and a single point of contact for device
authentication and overall system security. However, the use
of blockchain-based solutions raises concerns about data
storage. Decentralized storage platforms, such as IPFS, Swarm,
and S3, may be explored to store data generated by intelligent
assets. This integration can facilitate the storage of data hashes,
helping to prevent storage exhaustion issues.

In study of Jiang et al. [47], the paper explains a new
approach to threat intelligence sharing called BFLS, where
blockchain based CTI sharing platforms are used for security
and privacy. Federated learning technology is adopted for
scalable machine learning applications like threat detection.
Furthermore, users can obtain a well-trained threat detection
model without sending personal data to the central server.
Experimental results on the ISCX IDS 2012 and
CIC DDoS 2019 datasets showed that BFLS could securely
share CTI and have high accuracy in threat detection. The
accuracies of BFLS are 98.92% and 98.56% on the two
datasets, respectively. In study of Chatziamanetoglou and



Rantos [48], a new reputation based system for evaluating CTI
feeds has been proposed by the authors. The system is called
awareness architecture based on blockchain CTI convergence,
and it uses blockchain technology for CTI sharing. The CTI
evaluation is the main goal of the system and is based on a set
of quality based parameters. Validators, who are part of the
CTI-sharing community, are responsible for conducting the
evaluation. The quality parameters are considered equally
important and can be weighed accordingly on an ad hoc basis
in line with the applied methodology and context.

Also, Dunnett et al. [49] presents a sharing framework for
CTI using blockchain. The authors discussed a framework that

relies on delegates who make trust decisions and evaluate trust
in a decentralized manner. To ensure trustless delegation, the
framework allows CTI producers to intentionally inject false
data periodically to audit the behavior of delegates. In contrast
to existing approaches, delegates within the proposed
framework facilitate direct sharing of CTI with consumers,
ensuring scalable CTI sharing. A qualitative evaluation of the
framework's security shows it is resilient to standard privacy
and trust concerns. Additionally, a quantitative evaluation of a
proof of concept prototype using Ethereum demonstrates that
the proposed framework is both scalable and cost effective.

Table 4. Comparison between the contributions according to consensus type of proof, structured threat intelligence sharing
language standards, type of rewards, covering full CTI system, and covering sharing system but not CTI

Blockchain Consensus

Structured Threat

Intelligence Sharing Covering Covering
Type of Proof Language Standards ;g&zgg Full CTI Sharing System
Contribution PoW PoS PoA PBFT O'?OIEFTT STIX TAXII System but not CTI
[41, 50] - - - - - v - - v -
[51] - - v - - - - - - 4
[52] 4 4 - - - - - v - v
[42, 53-58] - - - - - - - - - v
[43] - - - - - v v v v -
[59] - - - - - v v - v -
[40] v v - v - - - v - 4
[44] v - - - - v v v v -
[60] - - - - v - - v v -
[49, 61] v v - - - v - - v -
[62] 4 - 4 - - - - - v -
[63] - - - - - v v - v -
[64] - - - - - v v v v -
[65] 4 - - - - - - - - 4
[45] v v - - - v v v v -
[46] v - - - - - - - v -
[47] v - - - - v v v v -
[48] v - - - - v - - v -
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Table 4 summarizes the work done to share attacks’ feeds
using the blockchain technology. Some of these contributions
are based on CTI notification while the others are based on
sharing of attacks’ feeds without a formal format. As shown in
the table, most of the papers mentioned the function of
blockchain without describing the methodologies utilized such
as: the consensus algorithm, the reward, or the structured
threat intelligence sharing language standards. One can
conclude from the table that many areas need to be
investigated to obtain a solution that could be proposed to
incorporate the blockchain into the CTI feeds. Examples of
these areas are which consensus algorithm is more suitable for
CTI feeds in terms of performance and resources consumption,
the way the miners/validators will be rewarded, and which
language is more suitable for usage in feeds sharing [50].

5.2 Challenges and limitations

Blockchain is prone to errors and has architectural
limitations that may impact threat intel upon integration.
Numerous researchers have identified several technical
challenges and constraints linked to blockchain, highlighting
5 key challenges associated with its application in CTI [66].

5.2.1 Resources consumption

Consensus protocols like PoW are vital for securing
blockchain networks, but they consume significant computing
resources, leading to high hardware costs and around $15
million per day in energy expenses [66].

5.2.2 Fork challenges

Forking occurs when a modification needs to be
implemented or enforced. There are two types of forks, hard
and soft forks. Peers are the main drivers of blockchain. When
any modification happens, that modification should be
adopted by nodes. Moreover, when nodes are upgraded, they
continue to confirm blocks. Although non-upgraded nodes
may resume validating blocks, it is called a soft fork, and when
non-upgraded nodes cannot resume validating blocks, it is a
hard fork. In a hard fork, a crucial issue happens because
blockchain is always divided into two different chains and
non-upgraded nodes are still on exiting blockchain. Upgraded
nodes are transferred to a new blockchain [66].

5.2.3 Sybil attack
A sybil attack targets a blockchain network by undermining

its reputation system, where an attacker creates multiple
pseudonymous identities to gain disproportionate influence.
The term "Sybil" originates from the book Sybil, which details
a case of dissociative identity disorder. The concept was
introduced by Brian Zill during research at Microsoft [67].

5.2.4 Cost implications

The creation and maintenance of a blockchain system need
substantial resources. The financial load could provide
significant challenges for enterprises, particularly those of
smaller size, because of the necessity for continuous updates
and monitoring.

5.2.5 User adoption and education

Users may need to adjust to new procedures and
technologies, such as blockchain & CTI systems, which may
entail a learning curve. Resistance to change and lack of
awareness could hinder widespread adoption.

5.3 Discussion & comparison with other related surveys

In this subsection, we discuss and compare our survey with
others in literature. We have selected these surveys based on
whether the following factors are mentioned or not: type of
consensus, type of structured threat intelligence sharing
language standards, type of reward, whether it is based on CTI
sharing, and whether previous surveys identified challenges
and limitations. References from [68-74] represent recent
surveys that discuss the integration of blockchain and CTI. We
have chosen these surveys as they discuss the abovementioned
factors and are selected from reputable sources such as:
Elsevier, Springer, ACM, MDPI, IEEE, and more.

We selected the most recent papers published from the years
2019 to 2023, given that the integration of blockchain and CTI
is a new concept and has only recently been discussed in
academic community.

In several surveys, including [68-74], the authors discussed
CTI sharing using Structured Threat Intelligence Sharing
Language Standards. However, they did not specify the type
of consensus or reward involved. The surveys [73, 74]
discussed consensus and reward in CTI sharing but did not
mention the Structured Threat Intelligence Sharing Language
Standards. Table 5 shows a comparison between our surveys
and references [68-74]. The table demonstrates that our survey
encompasses the essential parameters for integrating
blockchain and CTI.

Table 5. Comparison with other related surveys

Type of CTI

Structured Threat Intelligence Sharing

Challenges and Limitations

Ref. Consensus Sharing Reward Language Standards Identified Year

2023-

[50, 68,71, 72] X 4 X v v 2024

[75] 4 v v X X 2023

[69] X 4 X v X 2019

[76] 4 4 4 X v 2020

[70] X 4 X v X 2022

[73, 74] X 4 X v v 2021
Our

Contribution v v v v v 2023

From the analysis of Table 5, it is evident that our survey
offers a more comprehensive approach to integrating
blockchain with CTI compared to previous studies. While
many surveys address key components such as CTI sharing

1365

and threat intelligence standards, they often overlook essential
aspects like consensus mechanisms and reward systems,
which are critical for ensuring security, scalability, and
participant engagement. Our contribution fills these gaps by



examining both PoW and PoS mechanisms, incorporating
token-based incentives, and identifying challenges such as
privacy and centralization. This comprehensive evaluation
establishes our survey as a valuable resource for both future
research and practical implementations within the field of
blockchain based threat intel.

In contrast, many prior works [68, 69], fail to explore this
dimension, leaving a critical gap in understanding how
participation in blockchain-based CTI systems can be
sustained over time. Moreover, while several earlier surveys
mention structured threat intelligence sharing standards like
STIX and TAXII, they often do not integrate these standards
with consensus mechanisms or reward models. Our
contribution is unique in its holistic approach, covering all
essential elements: Consensus, rewards, CTI sharing standards,
and identified challenges. By addressing these gaps, our work
provides a more comprehensive framework for integrating
blockchain with CTI, making it an important resource for
practitioners.

In conclusion, our survey not only covers the technical
aspects neglected in previous works but also identifies future
research directions, particularly in improving privacy,
scalability, and participation incentives in blockchain-based
CTI systems.

6. CONCLUSIONS AND FUTURE WORK

There has been a rise in cybercrime as mobile devices have
become increasingly central to daily life. Since cybercriminals
frequently alter their practices to circumvent security measures,
relying on traditional methods of defense is futile. Since most
of these assaults are highly sophisticated, their anatomy and
details must be shared once uncovered. CTI is the main
method used to share the aforementioned information. There
are restrictions with the current threat intel, such as the lack of
quality control, privacy, integrity, non_repudiation, etc. To
avoid negative publicity, most organizations would rather
receive CTI notifications anonymously. Alternatively,
blockchain provides a working example of a distributed
database that does not rely on any authority [77]. Blockchain's
main advantage is its ability to conceal users' identities and
locations. The distributed nature of the blockchain allows
records to be replicated across all endpoints. Since every
endpoint has a copy of every record in the past, updating them
is a tedious process. Given these circumstances, blockchain is
the most suitable to use and integrate with the CTI to address
and fixing the existing issues. The identity concealment
feature of blockchain makes it an ideal solution for privacy
issues. Thus, confidentiality is maintained while all members
of the CTI network exchange data [78].

For the conventional threat intel method, the organization
must examine the report (threat intel notifications). Everything
that could compromise privacy, such as names, addresses, and
phone numbers, is scrubbed from the database. On the other
hand, blockchain shields the entity's identity by keeping it
hidden in the distributed ledger; therefore, the systems’
repudiation is maintained. A digital signature ensures that the
information in the CTI feed has not been tampered with and
cannot be disputed. The blockchain's rewards system will
ensure its continued high quality by incentivizing its
participants to share and review the reports of their
counterparts.

In this paper, one of the key challenges addressed in this
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paper is the practical implementation of the integration
between blockchain technology and CTI. While many
contributions have explored the conceptual aspects, few have
delved into the methods and practical applications. As
illustrated in the paper, there is a notable lack of
comprehensive studies and research specifically addressing
the integration of blockchain with CTI. None of the surveyed
literature provides a detailed framework or model that
thoroughly discusses this integration. We conclude that
merging these two fields is inherently difficult due to the
distinct technologies. Moreover, applying this integration
across various sectors presents additional challenges. A
blockchain design tailored for the education sector will differ
significantly from one used in health insurance or finance.
Critical blockchain components, such as reward systems and
consensus mechanisms, must be established before designing
the network. The reward system incentivizes consistent, high
quality information sharing, while the consensus mechanism
affects both network efficiency and energy consumption.
Furthermore, the consensus type determines the validation
approach used within the system. Although blockchain
resolves many of the issues that have historically affected
traditional CTI systems, integrating both technologies
introduce new challenges, including forking and latency issues.
The resource consumption required for mining or validation,
coupled with the numerous hash calculations, poses a
significant problem for both the CTI network and blockchain
nodes. Additionally, Sybil attacks could compromise the
quality of CTI feeds by manipulating the blockchain's reward
system. Hence, future research should prioritize the
development of countermeasures to effectively tackle these
emerging challenges. Our survey proposed strategy aim to
bridge this gap by offering a more detailed discussion of
blockchain’s integration with CTI, proposing a framework that
addresses these challenges comprehensively.

Future research in blockchain based CTI systems must
prioritize developing methods to address the current
challenges, such as: sybil attacks, 51% attack, double spending,
and resource consumption. The researchers could investigate
the use of hybrid consensus algorithm to solve the
abovementioned problems. Also, using Al over the CTI and
blockchain integration will help detect threats and write the
report correctly.
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