
  

  

Enhanced Image Encryption Using a Novel Chaotic System and Scramble Dithering 

Technique 

 

 

Omar A. Jasim1* , Sattar Rana Amer1 , Suhad Fakhri Hussein1 , Sadiq A. Mehdi2  

 

 

1 The Ministry of Education, Rusafa First, Baghdad 10045, Iraq 
2 Computer Science Department, College of Education, Mustansiriyah University, Baghdad 10045, Iraq 

 

Corresponding Author Email: omar.abdul.ghafoor83@gmail.com 

 

Copyright: ©2024 The authors. This article is published by IIETA and is licensed under the CC BY 4.0 license 

(http://creativecommons.org/licenses/by/4.0/). 

 

https://doi.org/10.18280/ijsse.140514 

  

ABSTRACT 

   

Received: 2 August 2024 

Revised: 4 October 2024 

Accepted: 17 October 2024 

Available online: 31 October 2024 

 In the past years, the importance of using chaotic systems in encrypting media has 

increased, for example, media (text, images, videos, etc.). To protect these media from the 

increasing hacking risk and modification, it is necessary to use highly secure and efficient 

encryption methods to repel these attacks over the network, due to the strength that chaotic 

systems provide in any encryption system in which they are used. In this article, a cipher 

algorithm for 2D images is proposed. The proposed cryptosystem includes a new 4D 

chaotic system and a new permutation method for the image using the proposed dithering 

box [256]. The proposed chaotic system is used for the dynamic permutation of pixels 

depending on the value from the chaotic system then it applies XOR operations on the 

input image data (a dynamic stream cipher). The proposed permutation method is used to 

encrypt each set of 256 pixels in the image data (a dynamic block cipher). The most 

important feature of the proposed encryption scheme is the speed of performance in 

encrypting data. The encryption speed of a color image (256×256) reaches 0.9946 

milliseconds, and 1 that of a color image (512×512) is 1.561223 milliseconds. In addition, 

the proposed encryption scheme shows excellent diffusion and confusion properties. The 

proposed algorithm keyspace length (10195) increases its defense against brute force 

attacks, the encrypted image analyses show entropy values up to (7.9998) indicating that 

the values in the image appear almost equal. The proposed scheme shows more resistance 

to differential attacks through the values of NPCR tests of 99.607% and UACI tests of 

33.447, which are ideal values compared to modern encryption schemes. Performance 

analyses show that the proposed cryptosystem has excellent cipher speed and security 

performance. 
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1. INTRODUCTION 

 

In the last two decades, the communications system has 

grown significantly with the development and diversity of 

attacks on transmitted data [1]. This has created the need to 

significantly change communication methods to suit the rapid 

development of network and computer technology. Several 

scholars have proposed various approaches, including highly 

secure methods [2]. 

Therefore, there is a need to develop encryption systems 

capable of confronting attacks on data and maintaining 

information. Among the algorithms capable of confronting 

such attacks are chaotic systems. Chaotic systems have 

features that make them suitable for data encryption 

operations, for example, images, such as randomness, 

parameter sensitivity, initial value sensitivity, unpredictability, 

and ergodicity. They also provide speed in generating keys in 

encryption algorithms [3]. It is preferable to use high-

dimensional chaotic systems in encryption systems because 

they have excellent randomness properties that help encrypt 

data in a secure, efficient, and attack-resistant manner [4]. 

In 2020, Lu et al. [5] used an efficient new algorithm for 

image encryption based on a new discrete combined chaotic 

maps, LSS, and a single S-box was proposed, which, when 

compared to Sine and Logistic chaotic systems, offers a wider 

chaotic range and superior chaotic performance. The new 

chaotic system is used to build a powerful S-Box. The new 

encryption method consists of substitution and permutation 

operations, In the encryption procedure, a key-associating 

approach for image content is used. This method can have the 

effect of a "one-time pad" and allows the algorithm to 

withstand a specific plaintext-attack (CPA) [5]. 

In 2020, Zhang [6] proposed algorithm for image 

encryption based on a lifting scheme and chaotic system. The 

proposed chaotic system uses pseudo-random sequences 

generated with a secret key to make changes to the generated 

keychain to increase security, and then alter the image's 

approximation components. In the lifting scheme, the original 

image is divided into odd and even indexed sequences. Using 

these two sequences as a basis, the high-frequency 

components and the low-frequency components of the image 

are achieved by procedures on prediction and updating. The 

key stream for the suggested system only requires a pseudo-

random sequence that is half the size of the image. 
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In this paper, a new 2D algorithm for image encryption is 

proposed. The proposed scheme includes a new 4D chaotic 

system and a new image permutation method using the 

proposed dithering box [256] (dynamic block cipher). The 

results of security and statistical analysis prove the efficiency 

of the proposed scheme in media encryption and it can also be 

used in data encryption in 5G communications. 

This article consists of seven sections, the second section 

includes related works, the third section includes an overview 

of the proposed cryptosystem, the fourth section illustrates the 

analysis and discussion of results, the fifth section includes a 

conclusion and recommendations, and the final section 

includes references.  

 

 

2. RELATED WORKS 

 

After evaluating and analyzing various algorithms for 

image encryption based on chaotic systems and new 

permutation methods, we can summarize the findings as 

follows: 

In 2019, Farah et al. [7] proposed a new algorithm of image 

encryption using fractional Fourier transform (FRFT), the 

DNA sequence operation, and the chaos of the Lorenz system. 

For the first time, they used optical transform with a DNA 

sequence approach for image encryption. Chaos is used for 

permuting the positions of pixels. Using a DNA sequence, the 

XOR operation scrambles the pixel values of the plain image. 

Three times the FRFT was used. As a result, the fractional 

order functions as a reliable key for blind decryption. The 

FRFT scheme requires more time in its algorithm. 

In 2019, Wang et al. [8] proposed a new cryptosystem for 

an image encryption algorithm based on the LL complex 

chaotic system and ZigZag transform. The proposed Lü 

system and the ZigZag transform method are used together to 

scramble the plain image block sub-channel. Moreover, by 

sorting the pixels with identification values (scrambling 

algorithm) using the Lü system and the new hybrid chaotic 

system (logistic chaotic map), the pixel values are destroyed, 

and adjacent-side XOR operations are applied for confusion. 

The amount of complexity in the algorithm is good but at the 

expense of execution time. 

In 2021 Budiman et al. [9] suggested a scheme for 

encryption that combines two chaotic approaches with two 

hash functions. To establish local encryption for each image 

zone, the first chaos method uses rotation and zoning 

algorithms based on plain text and key hash functions. 

Additionally, a logistic map is used to carry out the image's 

total encryption. In the first stage of this encryption model, the 

chaos method in each image zone is used for the confusion 

approach, and in the second step, the chaotic system is used 

for the diffusion approach. The researchers did not indicate the 

encryption time for the proposed method. 

In 2021, Khalil et al. [10] proposed an algorithm of image 

encryption for color / grayscale based on a hybrid 2-

dimensional chaotic map combined (a cosine cross and sine 

chaotic map). In the confusion phase, a hybrid 2-dimensional 

chaotic map is used to scramble the pixels of the image. Then, 

a chaotic self-diffusion matrix is created using a 1-dimensional 

combined Logistic chaotic with XOR processes applied to the 

image. The article does not mention the implementation time 

of the encryption system. 

In 2021, Wang and Zhang [11] proposed a new chaotic 

system with µ and λ parameters for controlling its range and 

performance. The proposed chaotic system is one-

dimensional, so multi-dimensional chaotic maps are more 

complex than one-dimensional maps. 

In 2022, Shakir et al. [12] proposed A new algorithm for 

image encryption based on a DNA encoding and a four 

dimensional-hyperchaotic system. Firstly, they applied 

permutation operations on the pixel positions using key 

sequences generated from a four-dimensional-hyperchaotic 

system. Secondly, diffusion operations using DNA operations 

(like DNA XOR, DNA addition, and shift to the right, and left) 

change the pixel values. The proposed encryption system has 

effective encryption features. But the time for encryption and 

decryption of the proposed system is not mentioned. 

 

 

3. METHODOLOGY 

 

In this article, we will use a mathematical model that 

represents a novel four-dimensional chaotic system. The novel 

autonomous system in four dimensions can be acquired as 

follows: 

 
𝑑𝑥

𝑑𝑡
= −𝑎𝑥 + 𝑏𝑦𝑧 − 𝑐𝑧𝑤 − 𝑑𝑦𝐶𝑜𝑠(𝑤) 

𝑑𝑦

𝑑𝑡
= −𝑦 − 𝑥𝑧 + 𝑒𝑥𝑤 − 𝑥𝑧𝑤 

𝑑𝑧

𝑑𝑡
= −𝑓𝑧 − 𝑥𝑦 − 𝑥𝑤 + 𝑥𝑦𝑤(1) 

𝑑𝑤

𝑑𝑡
= 𝑔𝑥𝑦 + 𝑥𝑧 + ℎ𝑦𝑧 − 𝑖𝑦𝐶𝑜𝑠(𝑤) 

(1) 

 

The states of the system are x, y, z, and w, with 𝑡 ∈ . The 

positive parameters of the system, a, b, c, d, e, f, g, h, and i, are 

defined as follows. A chaotic attractor is observed in the new 

four-dimensional chaotic system (1) when the system 

parameter values are selected as a = 24, b = 20, c = 5, d = 10, 

e = 3.1, f = 2.5, g = 26, h = 0.8, and i = 9. The initial conditions 

are set to x(0) = 2.5, y(0) = 1, z(0) = 1.5, and w(0) = 2. 

 

Lyapunov exponents and Lyapunov dimensions 

The four Lyapunov exponents of the nonlinear dynamical 

system (1) with the above parameters were values 𝐿1 =
1.95247, 𝐿2 = 1.05247, 𝐿3 = 0, 𝑎𝑛𝑑 𝐿4 = −22.6213. 

It can be said that this system has chaotic properties when 

at least one Lyapunov exponent is positive. In the proposed 

system, L1 and L2 are positive and L3 and L4 are negative. The 

Lyapunov dimension is (3.13284) for this novel chaotic 

system. 

Phase portraits 

This nonlinear system displays a lot of chaotic dynamics 

characteristics and complex and strange attractors, as shown 

in Figure 1 using the MATHEMATICA program. From Figure 

1, it can be seen that the topology resembles the shape of a 

flying butterfly flapping its wings, which refers to the term 

“butterfly effect”. 

 

 
 

Figure 1. Three-dimensional vision and chaotic attractors 
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Sensitivity to initial conditions 

Figure 2 demonstrates that the chaos trajectories are highly 

sensitive to even slight changes in initial conditions. The initial 

values are set as x(0) = 2.5, y(0) = 1, z(0) = 1.5, and w(0) = 2 

for the solid line; and x(0) = 2.5, y(0) = 1, z(0) = 

1.500000000000001, and w(0) = 2 for the dashed line, as 

shown in Figure 2. 

 

 
 

Figure 2. Sensitivity evaluations of a novel system z(t) 

 

Bifurcation diagram 

The bifurcation diagram with 𝑓 ∈ [2.1,2.3], shows that as f 

is increased, there is a period-doubling in the region 2.1 ≤
𝑓 ≤ 2.3, shown in Figure 3. 

 

 
 

Figure 3. Bifurcation diagram 

 

3.1 Proposed dynamic dithering matrix method 

 

In this article, a dithering value of m=1/256 is used [13], as 

shown in Figure 4. It is known that the Dithering Matrix is 

used to remove noise from images in image processing. This 

algorithm will be used as an S-box in the permutation 

operations for image encryption because it contains values [0 

to 255] that correspond to the values of any 2D image. 

It is known that the dithering matrix is used to remove noise 

from images in image processing. This algorithm will be used 

as an S-box in the permutation operations for image encryption 

because it contains values [0 to 255] that correspond to the 

values of any 2D image (𝑥𝑛 + 1). 

In this paper, the dynamic dithering matrix is proposed as a 

rearrangement of the dithering matrix based on the value from 

the proposed chaotic system (𝑥𝑛 + 1), which will be used in 

the encryption operations of two-dimensional images. 

Steps to create a Dynamic Dithering Box: 

Step 1: Convert the ordered dithering matrix from 2D to 1D: 

𝑑𝑖𝑡ℎ [𝑘] ←  𝑑𝑖𝑡ℎ𝑒𝑟𝑖𝑛𝑔 [𝑖][𝑗] (2) 

 

where, 0 ≤ 𝑖, 𝑗 ≤ 8, 0 ≤ 𝑘 ≤ 256. 

 

 
 

Figure 4. Dither matrix 

 

 
 

Figure 5. Flow chart for creating a dynamic dithering matrix 

[255] 
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Step 2: Determine the starting point for creating a dynamic 

dithering matrix depending on the value x (𝑥𝑛 + 1) from the 

chaotic system: 

 

𝑖𝑛𝑡𝑖𝑎𝑙 𝐷𝑑𝑖𝑡ℎ = (𝑥𝑛 + 1)𝑚𝑜𝑑 256 

0 ≤ 𝑛 ≤ 𝑠𝑖𝑧𝑒 𝑜𝑓 𝑖𝑚𝑎𝑔𝑒 
(3) 

 

Step 3: Create a dynamic dithering box: 

 

𝐿𝑜𝑜𝑝 𝑗 = 𝑑𝑖𝑡ℎ [𝑖𝑛𝑖𝑡𝑖𝑎𝑙 𝐷𝑑𝑖𝑡ℎ]𝑡𝑜 𝑑𝑖𝑡ℎ [255] (4) 

 

𝐷𝑑𝑖𝑡ℎ 𝐵𝑜𝑥[𝑖] =  𝑑𝑖𝑡ℎ[𝑗], 𝑤ℎ𝑒𝑟𝑒 0 ≤ 𝑖 ≤ 255 (5) 

 

Step 4: Another iteration from the dithering [0] to dithering 

[𝑖𝑛𝑖𝑡𝑖𝑎𝑙 𝐷𝑑𝑖𝑡ℎ]: 

 

𝐿𝑜𝑜𝑝 𝑗 = 𝑑𝑖𝑡ℎ[0]𝑡𝑜 𝑑𝑖𝑡ℎ [𝑖𝑛𝑖𝑡𝑖𝑎𝑙 𝐷𝑑𝑖𝑡ℎ − 1] (6) 

 

𝐷𝑑𝑖𝑡ℎ 𝐵𝑜𝑥[𝑖] = 𝑑𝑖𝑡ℎ [𝑗] (7) 

 

Steps to create a dynamic inverse dithering matrix: 

Step 1: This step creates the dynamic inverse dithering box 

[256] based on the dynamic dithering box: 

 

𝐿𝑜𝑜𝑝 𝑖 = 𝐷𝑑𝑖𝑡ℎ 𝐵𝑜𝑥[0]𝑡𝑜 𝐷𝑑𝑖𝑡ℎ 𝐵𝑜𝑥 [255] (8) 

 

𝑖𝑛𝑣 − 𝐷𝑑𝑖𝑡ℎ 𝐵𝑜𝑥[𝐷𝑑𝑖𝑡ℎ 𝐵𝑜𝑥[𝑖]] = 𝑖  (9) 

 

where, 0 ≤ 𝑛 ≤ 255. 

Flow chart for creating dynamic dithering matrix [255] and 

inverse dithering matrix [255]. 

 

 
 

Figure 6. Flow chart for creating a dynamic inverse dithering 

matrix [255] 

At this stage from the proposed scheme, the dynamic 

dithering matrix [256] is created based on the dithering matrix 

[16] in Figure 4, and the inverse dithering matrix [256] is also 

based on the dynamic dithering matrix [256] is created, as 

shown in Figures 5 and 6. 

 

3.2 Dynamic block cipher 

 

The dynamic aspect intended in the proposed cryptosystem 

is to select the starting point of the fragmentation in the size of 

the data to be encrypted.  

Encryption steps: This point is determined by the value 

from the proposed chaotic system. 

Fetch the initial value for select start chopping for input data 

from the proposed chaotic system in Eq. (1). 
 

𝑖𝑛𝑖𝑡𝑖𝑎𝑙 𝑝𝑜𝑖𝑛𝑡 

= 𝑋𝑛 + 1 𝑚𝑜𝑑 (𝑆𝑖𝑧𝑒 𝑜𝑓 𝑑𝑎𝑡𝑎 𝑓𝑜𝑟 𝑖𝑚𝑎𝑔𝑒 𝐻 ∗ 𝑊) 
(10) 

 

Re-Arrange the pixel values based on the point (initial 

point) specified by the point above. 

 

𝐹𝑖𝑟𝑠𝑡𝑠𝑒𝑞𝑚𝑒𝑛𝑡 = 𝑖𝑚𝑔𝑒 [0 ∶  𝑖𝑛𝑖𝑡𝑖𝑎𝑙 𝑝𝑜𝑖𝑛𝑡] (11) 

 

𝑆𝑒𝑐𝑜𝑛𝑑𝑠𝑒𝑞𝑚𝑒𝑛𝑡 

= 𝑖𝑚𝑔𝑒[𝑖𝑛𝑖𝑡𝑖𝑎𝑙 𝑝𝑜𝑖𝑛𝑡 ∶ (𝐻 ∗ 𝑤) − 1] 
(12) 

 

𝑇𝑒𝑚 − 𝑖𝑚𝑔𝑒 = 𝑆𝑒𝑐𝑜𝑛𝑑𝑠𝑒𝑞𝑚𝑒𝑛𝑡 + 𝐹𝑖𝑟𝑠𝑡𝑠𝑒𝑞𝑚𝑒𝑛𝑡 (13) 

 

Here perform permutations on image data by the Dynamic 

dithering proposed and XOR operations using k1 from the 

chaotic system (𝑋𝑛 + 1) where 0 ≤ 𝑛 ≤ 𝑠𝑖𝑧𝑒 𝑜𝑓 𝑖𝑛𝑝𝑢𝑡 𝑑𝑎𝑡𝑎. 

 

𝐿𝑜𝑜𝑝 𝑇𝑒𝑚 − 𝑖𝑚𝑔𝑒[0] 𝑡𝑜 𝑇𝑒𝑚 − 𝑖𝑚𝑔𝑒 [ℎ ∗ 𝑤], 
𝑗𝑢𝑚𝑝𝑒𝑟 256 𝑝𝑖𝑥𝑒𝑙 

(14) 

 

𝐿𝑜𝑜𝑝 𝑖 = 0 𝑡𝑜 255 (15) 

 

𝑇𝑒𝑚 − 𝑖𝑚𝑔𝑒[𝑖] 
= 𝐷𝑑𝑖𝑡ℎ 𝐵𝑜𝑥[𝑇𝑒𝑚 − 𝑖𝑚𝑔𝑒 [𝑖]] 𝑋𝑂𝑅 𝑋𝑛+1 [𝑖] 

(16) 

 

Decryption steps: 

Step 1: The decryption process first fetches the initial point 

from the proposed chaotic system in Eq. (1). 
 

𝑖𝑛𝑖𝑡𝑖𝑎𝑙 𝑝𝑜𝑖𝑛𝑡 = 𝑋𝑛 + 1 𝑚𝑜𝑑  
(𝑆𝑖𝑧𝑒 𝑜𝑓 𝑑𝑎𝑡𝑎 𝑓𝑜𝑟 𝑖𝑚𝑎𝑔𝑒 𝐻 ∗ 𝑊) 

(17) 

 

Step 2: Here perform re-permutations on image data by the 

Dynamic inverse dithering proposed and the values of the 

chaotic system (𝑋𝑛 + 1) where 0 ≤ 𝑛 ≤ 𝑠𝑖𝑧𝑒 𝑜𝑓 𝑖𝑛𝑝𝑢𝑡 𝑑𝑎𝑡𝑎. 
 

𝐿𝑜𝑜𝑝 𝑇𝑒𝑚 − 𝑖𝑚𝑔𝑒[0] 𝑡𝑜 𝑇𝑒𝑚 − 𝑖𝑚𝑔𝑒 [ℎ ∗ 𝑤], 
𝑗𝑢𝑚𝑝𝑒𝑟 256 𝑝𝑖𝑥𝑒𝑙 

(18) 

 

𝑇𝑒𝑚 − 𝑖𝑚𝑔𝑒[𝑖] = 

𝐼𝑛𝑣 − 𝐷𝑑𝑖𝑡ℎ 𝐵𝑜𝑥[𝑇𝑒𝑚 − 𝑖𝑚𝑔𝑒 [𝑖]] 𝑋𝑂𝑅 𝑋𝑛+1 [𝑖] 
(19) 

 

𝐿𝑜𝑜𝑝 𝑖 = 0 𝑡𝑜 255 (20) 
 

Step 3: Return the pixel values to original location based on 

the (initial point) specified from proposed chaotic system. 

 

𝑆𝑒𝑐𝑜𝑛𝑑𝑝𝑎𝑟𝑡 

= 𝑎𝑏𝑠(𝐿𝑒𝑛𝑔ℎ(𝑖𝑚𝑔𝑒) − 𝑖𝑛𝑖𝑡𝑖𝑎𝑙 𝑝𝑜𝑖𝑛𝑡) 
(21) 
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𝐹𝑖𝑟𝑠𝑡𝑠𝑒𝑞𝑚𝑒𝑛𝑡 

= 𝑖𝑚𝑔𝑒 [𝑆𝑒𝑐𝑜𝑛𝑑𝑝𝑎𝑟𝑡 ∶ (𝐻 ∗ 𝑤) − 1] 
(22) 

 

𝑆𝑒𝑐𝑜𝑛𝑑𝑠𝑒𝑞𝑚𝑒𝑛𝑡 = 𝑖𝑚𝑔𝑒[0 ∶ 𝑆𝑒𝑐𝑜𝑛𝑑𝑝𝑎𝑟𝑡 ] (23) 

 

𝐼𝑚𝑎𝑔𝑒 = 𝑆𝑒𝑐𝑜𝑛𝑑𝑠𝑒𝑞𝑚𝑒𝑛𝑡 + 𝐹𝑖𝑟𝑠𝑡𝑠𝑒𝑞𝑚𝑒𝑛𝑡 (24) 

 

3.3 Dynamic stream cipher stage 

 

This stage includes determining the starting point of the 

stream cipher based on a value from the proposed 

cryptosystem (𝑌𝑛 + 1). This dynamic procedure represents the 

strength of the proposed cryptosystem. 

Fetch the value from the proposed chaotic system generated 

from (𝑌𝑛 + 1)  ,then use the modulo to select a specific pixel in 

the input image. 

 

𝑠𝑝𝑒𝑐𝑖𝑓𝑖𝑐 𝑝𝑖𝑥𝑒𝑙 = (𝑌𝑛 + 1) 𝑚𝑜𝑑 (𝐻 ∗ 𝑤), 

𝐻& 𝑤 𝑓𝑜𝑟 𝑠𝑖𝑧𝑒 𝑖𝑚𝑎𝑔𝑒 
(25) 

 

Apply confusion operations to the input image using (𝑌𝑛 +
1), represent k2 

 

𝐿𝑜𝑜𝑝 𝑖 = 𝑠𝑝𝑒𝑐𝑖𝑓𝑖𝑐 𝑝𝑖𝑥𝑒𝑙 𝑡𝑜 𝐻 ∗ 𝑊 (26) 
 

𝑖𝑚𝑔𝑒[𝑖] = 𝑖𝑚𝑔𝑒[𝑖]𝑋𝑂𝑅 𝑘2 [𝑖] (27) 
 

𝐿𝑜𝑜𝑝 𝑖 = 0 𝑡𝑜 𝑠𝑝𝑒𝑐𝑖𝑓𝑖𝑐 𝑝𝑖𝑥𝑒𝑙 (28) 

𝑖𝑚𝑔𝑒[𝑖] = 𝑖𝑚𝑔𝑒[𝑖]𝑋𝑂𝑅 𝑘2 [𝑖] (29) 

 

3.4 Encryption algorithm for proposed cryptosystem 

 

Figure 7, shows the stages of applying the proposed image 

encryption algorithm on colored images. Initially, the plain 

image is split into three R, G, and B channels, after which the 

channels are converted into R, G, and B vectors.  

The proposed novel chaotic system fetches two keys (K1 

and K2), the length of each depends on the size of the image 

(𝑁 × 𝑀) and it also fetches two values (𝑋𝑛 + 1 and 𝑌𝑛 + 1). 

The process of generating the dynamic dithering box 

begins depending on the value of (𝑋𝑛 + 1), see Eqs. (3)-(7).  

The rearranging of the first operations of the pixel 

locations in each R, G, and B vectors depends on the value of 

(𝑋𝑛 + 1) of the proposed chaotic system, see Eqs. (10)-(13). 

The dynamic block cipher operations are parallel executed 

for each R, G, and B vectors using the proposed dynamic 

dithering box and Xored key 1. See Eqs. (14)-(16).  

The rearranging of the second operations of the pixel 

locations in each R, G, and B vectors depends on the value of 

(𝑌𝑛 + 1) of the proposed chaotic system, see Eqs. (21)-(24). 

The dynamic stream cipher operations are parallel to each 

RGB, from the previous step, using R, B, and G vectors Xored 

with key 2, see the Eqs. (25)-(29). 

Finally, each R, G, and B vectors are converted to R, G, 

and B channels and the three channels into one encrypted 

image, as shown in Figure 7. 

 

Encryption algorithm 

1 
Input: original image ( 𝑖𝑚𝑎𝑔𝑒𝑅,𝐺,𝐵 ) has size ℎ × 𝑤 × 3 , initial conditions ( 𝑥0, 𝑦0, 𝑧0, and 𝑤0 ) and parameters 

(𝑎, 𝑏, 𝑐, 𝑑, 𝑒, 𝑓, 𝑔, ℎ and 𝑖) 
2 Output: encrypted image ( 𝐸𝑛 − 𝑖𝑚𝑎𝑔𝑒𝑅,𝐺,𝐵) 

3 Begin 

4 Read image (𝑖𝑚𝑎𝑔𝑒𝑅,𝐺,𝐵). 

5 R, G, and B  Split (𝑖𝑚𝑎𝑔𝑒𝑅,𝐺,𝐵) image for three colored bands 

6 H  height of the image, W  width of the image, S  H * W, the Size input image 

7 Reshape R, G, and B bands to three vectors (VR, VG, and VB) 

8 
Create four chaotic sequences (𝑥𝑖 , 𝑦𝑖 , 𝑧𝑖 , and 𝑤𝑖) using the iteration chaotic system (1) to obtain (k1, k2) and the sizes of 

each of them >= 𝑆 

9 Fetch two values (𝑋𝑛 + 1 ) and (𝑌𝑛 + 1) from the proposed cryptosystem 

10 
Create a dynamic dithering box is called 𝐷𝑑𝑖𝑡ℎ𝐵𝑜𝑥 [256] 
𝑖𝑛𝑖𝑡𝑖𝑎𝑙 𝐷𝑑𝑖𝑡ℎ = (𝑥𝑛 + 1) 𝑚𝑜𝑑 256 , 0 ≤ 𝑛 ≤ 𝑠𝑖𝑧𝑒 𝑜𝑓 𝑖𝑚𝑎𝑔𝑒   

11 𝐿𝑜𝑜𝑝 𝑗 = 𝑑𝑖𝑡ℎ [𝑖𝑛𝑖𝑡𝑖𝑎𝑙 𝐷𝑑𝑖𝑡ℎ]𝑡𝑜 𝑑𝑖𝑡ℎ [255] 
12 𝐷𝑑𝑖𝑡ℎ 𝐵𝑜𝑥[𝑖] =  𝑑𝑖𝑡ℎ[𝑗], 𝑤ℎ𝑒𝑟𝑒 0 ≤ 𝑖 ≤ 255 

13 𝐿𝑜𝑜𝑝 𝑗 = 𝑑𝑖𝑡ℎ[0]𝑡𝑜 𝑑𝑖𝑡ℎ [𝑖𝑛𝑖𝑡𝑖𝑎𝑙 𝐷𝑑𝑖𝑡ℎ − 1] 
14 𝐷𝑑𝑖𝑡ℎ 𝐵𝑜𝑥[𝑖] = 𝑑𝑖𝑡ℎ [𝑗] 

15 
Rearrange the pixel values based on the initial point (𝑋𝑛 + 1). 

𝐹𝑖𝑟𝑠𝑡𝑠𝑒𝑞𝑚𝑒𝑛𝑡 = 𝑖𝑚𝑎𝑔𝑒𝑉𝑅,𝑉𝐺,𝑉𝐵  [0 ∶  𝑖𝑛𝑖𝑡𝑖𝑎𝑙 𝑝𝑜𝑖𝑛𝑡] 

16 𝑆𝑒𝑐𝑜𝑛𝑑𝑠𝑒𝑞𝑚𝑒𝑛𝑡 = 𝑖𝑚𝑎𝑔𝑒𝑉𝑅,𝑉𝐺,𝑉𝐵[𝑖𝑛𝑖𝑡𝑖𝑎𝑙 𝑝𝑜𝑖𝑛𝑡 ∶ (𝐻 ∗ 𝑤) − 1] 

17 𝑇𝑒𝑚 − 𝑖𝑚𝑎𝑔𝑒 =  𝑆𝑒𝑐𝑜𝑛𝑑𝑠𝑒𝑞𝑚𝑒𝑛𝑡 + 𝐹𝑖𝑟𝑠𝑡𝑠𝑒𝑞𝑚𝑒𝑛𝑡   

18 

Apply Equation Step Confusion and diffusion Dynamic dithering with XOR K1 On three vectors (VR, VG, and VB) are 

respectively  

𝐿𝑜𝑜𝑝 𝑇𝑒𝑚 − 𝑖𝑚𝑎𝑔𝑒𝑉𝑅,𝑉𝐺,𝑉𝐵[0] 𝑡𝑜 𝑇𝑒𝑚 − 𝑖𝑚𝑎𝑔𝑒𝑉𝑅,𝑉𝐺,𝑉𝐵  [ℎ ∗ 𝑤] , 𝑗𝑢𝑚𝑝𝑒𝑟 256 𝑝𝑖𝑥𝑒𝑙  

19 𝐿𝑜𝑜𝑝 𝑖 =  0 𝑡𝑜 255 

20 𝑇𝑒𝑚 − 𝑖𝑚𝑎𝑔𝑒𝑉𝑅,𝑉𝐺,𝑉𝐵[𝑖] = 𝐷𝑑𝑖𝑡ℎ𝐵𝑜𝑥[𝑇𝑒𝑚 − 𝑖𝑚𝑎𝑔𝑒𝑉𝑅,𝑉𝐺,𝑉𝐵 [𝑖]] 𝑋𝑂𝑅 𝑋𝑛+1 [𝑖] 

21 

use the value from the proposed chaotic system (𝑌𝑛 + 1)  ,then use the modulo to select a specific pixel to stared stream 

cipher. 

𝑠𝑝𝑒𝑐𝑖𝑓𝑖𝑐 𝑝𝑖𝑥𝑒𝑙 = (𝑌𝑛 + 1) 𝑚𝑜𝑑 (𝐻 ∗ 𝑤), 𝐻& 𝑤 𝑓𝑜𝑟 𝑠𝑖𝑧𝑒 𝑖𝑚𝑎𝑔𝑒  

22 
Rearrange the pixel values based on the initial point (𝑋𝑛 + 1). 

𝐹𝑖𝑟𝑠𝑡𝑠𝑒𝑞𝑚𝑒𝑛𝑡 = 𝑇𝑒𝑚 − 𝑖𝑚𝑎𝑔𝑒𝑉𝑅,𝑉𝐺,𝑉𝐵 [0 ∶ 𝑖𝑛𝑖𝑡𝑖𝑎𝑙 𝑝𝑜𝑖𝑛𝑡]  

23 𝑆𝑒𝑐𝑜𝑛𝑑𝑠𝑒𝑞𝑚𝑒𝑛𝑡 = 𝑇𝑒𝑚 − 𝑖𝑚𝑎𝑔𝑒𝑉𝑅,𝑉𝐺,𝑉𝐵[𝑖𝑛𝑖𝑡𝑖𝑎𝑙 𝑝𝑜𝑖𝑛𝑡 ∶ (𝐻 ∗ 𝑤) − 1] 

24 𝑇𝑒𝑚 − 𝑖𝑚𝑎𝑔𝑒 =  𝑆𝑒𝑐𝑜𝑛𝑑𝑠𝑒𝑞𝑚𝑒𝑛𝑡 + 𝐹𝑖𝑟𝑠𝑡𝑠𝑒𝑞𝑚𝑒𝑛𝑡   
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25 
Apply confusion operations to the input image using (𝑌𝑛 + 1 ), and represent k2 respectively  

𝐿𝑜𝑜𝑝 𝑖 = 𝑠𝑝𝑒𝑐𝑖𝑓𝑖𝑐 𝑝𝑖𝑥𝑒𝑙 𝑡𝑜 𝐻 ∗ 𝑊  

26 𝑇𝑒𝑚 − 𝑖𝑚𝑎𝑔𝑒𝑉𝑅,𝑉𝐺,𝑉𝐵[𝑖] = 𝑇𝑒𝑚 − 𝑖𝑚𝑎𝑔𝑒𝑉𝑅,𝑉𝐺,𝑉𝐵[𝑖]𝑋𝑂𝑅 𝑘2 [𝑖] 

27 𝐿𝑜𝑜𝑝 𝑖 = 0 𝑡𝑜 𝑠𝑝𝑒𝑐𝑖𝑓𝑖𝑐 𝑝𝑖𝑥𝑒𝑙 
28 𝑇𝑒𝑚 − 𝑖𝑚𝑎𝑔𝑒𝑉𝑅,𝑉𝐺,𝑉𝐵[𝑖] = 𝑇𝑒𝑚 − 𝑖𝑚𝑎𝑔𝑒𝑉𝑅,𝑉𝐺,𝑉𝐵[𝑖]𝑋𝑂𝑅 𝑘2 [𝑖] 
29 Reshape VR, VG, and VB vectors to three (R, V, and B) color bands 

30 𝐸𝑛 − 𝑖𝑚𝑎𝑔𝑒  Merge (𝑇𝑒𝑚 − 𝑖𝑚𝑎𝑔𝑒𝑉𝑅,𝑉𝐺,𝑉𝐵) image for three colored bands 

31 End. 

 

 
 

Figure 7. Flowchart for encryption steps 
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3.5 Decryption algorithm for proposed cryptosystem 

 

This step involves returning the encrypted image to its 

original image without losing any pixel value in the 

Decryption image, as shown in Figure 8. 

 

 
 

Figure 8. Flowchart for decryption steps 
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Decryption algorithm 

1 
Input: Encrypted image (𝐸𝑛 − 𝑖𝑚𝑎𝑔𝑒𝑅,𝐺,𝐵 ) has size ℎ × 𝑤 × 3, initial conditions (𝑥0, 𝑦0, 𝑧0, and 𝑤0 ) and parameters 

(𝑎, 𝑏, 𝑐, 𝑑, 𝑒, 𝑓, 𝑔, ℎ and 𝑖) 
2 Output: original image (𝐷𝑒𝑐 − 𝑖𝑚𝑎𝑔𝑒) 

3 Begin 

4 Read image (𝑖𝑚𝑎𝑔𝑒𝑅,𝐺,𝐵). 

5 R, G, and B  split (𝑖𝑚𝑎𝑔𝑒𝑅,𝐺,𝐵) image for three colored bands 

6 H  height of the image, W  width of the image, S  H * W, the Size input image 

7 Reshape R, G, and B bands to three vectors (VR, VG, and VB) 

8 
Create four chaotic sequences (𝑥𝑖 , 𝑦𝑖 , 𝑧𝑖 , and 𝑤𝑖) using the iteration chaotic system (1) to obtain (k1, k2) and the sizes of 

each of them >= 𝑆 

9 Fetch two values (𝑋𝑛 + 1 ) and (𝑌𝑛 + 1) form proposed cryptosystem 

10 
Create a dynamic inverse dithering box is called 𝐷𝑑𝑖𝑡ℎ𝐵𝑜𝑥 [256] 
𝐿𝑜𝑜𝑝 𝑖 = 𝐷𝑑𝑖𝑡ℎ 𝐵𝑜𝑥[0] 𝑡𝑜 𝐷𝑑𝑖𝑡ℎ 𝐵𝑜𝑥 [255]  

11 𝑖𝑛𝑣 − 𝐷𝑑𝑖𝑡ℎ 𝐵𝑜𝑥[𝐷𝑑𝑖𝑡ℎ 𝐵𝑜𝑥 [𝑖]] = 0,1,2, … 𝑛, 0 ≤ 𝑛 ≤ 255 

12 

Use the value from the proposed chaotic system (𝑌𝑛 + 1),  then use the modulo to select a specific pixel to start the stream 

cipher. 

𝑠𝑝𝑒𝑐𝑖𝑓𝑖𝑐 𝑝𝑖𝑥𝑒𝑙 = (𝑌𝑛 + 1) 𝑚𝑜𝑑 ( 𝐻 ∗ 𝑤), 𝐻 & 𝑤 𝑓𝑜𝑟 𝑠𝑖𝑧𝑒 𝑖𝑚𝑎𝑔𝑒  

13 
Apply Re-confusion operations to the input image using (𝑌𝑛 + 1 ), and k2 are respectively 

𝐿𝑜𝑜𝑝 𝑖 =  𝑠𝑝𝑒𝑐𝑖𝑓𝑖𝑐 𝑝𝑖𝑥𝑒𝑙 𝑡𝑜 𝐻 ∗ 𝑊 

14 𝑇𝑒𝑚 − 𝑖𝑚𝑎𝑔𝑒𝑉𝑅,𝑉𝐺,𝑉𝐵[𝑖] = 𝐸𝑛 − 𝑖𝑚𝑎𝑔𝑒𝑉𝑅,𝑉𝐺,𝑉𝐵[𝑖]𝑋𝑂𝑅 𝑘2 [𝑖] 

15 𝐿𝑜𝑜𝑝 𝑖 = 0 𝑡𝑜 𝑠𝑝𝑒𝑐𝑖𝑓𝑖𝑐 𝑝𝑖𝑥𝑒𝑙 
16 𝑇𝑒𝑚 − 𝑖𝑚𝑎𝑔𝑒𝑉𝑅,𝑉𝐺,𝑉𝐵[𝑖] = 𝐸𝑛 − 𝑖𝑚𝑎𝑔𝑒𝑉𝑅,𝑉𝐺,𝑉𝐵[𝑖]𝑋𝑂𝑅 𝑘2 [𝑖] 

17 
Pre-rearrange the pixel values based on the initial point (𝑌𝑛 + 1). 

𝑆𝑒𝑐𝑜𝑛𝑑𝑝𝑎𝑟𝑡 = 𝑎𝑏𝑠(𝐿𝑒𝑛𝑔ℎ(𝑇𝑒𝑚 − 𝑖𝑚𝑎𝑔𝑒𝑉𝑅,𝑉𝐺,𝑉𝐵) − 𝑖𝑛𝑖𝑡𝑖𝑎𝑙 𝑝𝑜𝑖𝑛𝑡)  

18 𝑆𝑒𝑐𝑜𝑛𝑑𝑠𝑒𝑞𝑚𝑒𝑛𝑡 = 𝑇𝑒𝑚 − 𝑖𝑚𝑎𝑔𝑒𝑉𝑅,𝑉𝐺,𝑉𝐵 [𝑆𝑒𝑐𝑜𝑛𝑑𝑝𝑎𝑟𝑡 ∶  (𝐻 ∗ 𝑤) − 1] 

19 𝐹𝑖𝑟𝑠𝑡𝑠𝑒𝑞𝑚𝑒𝑛𝑡 = 𝑇𝑒𝑚 − 𝑖𝑚𝑎𝑔𝑒𝑉𝑅,𝑉𝐺,𝑉𝐵[0 ∶ 𝑆𝑒𝑐𝑜𝑛𝑑𝑝𝑎𝑟𝑡 ] 

20 𝑇𝑒𝑚 − 𝑖𝑚𝑎𝑔𝑒𝑉𝑅,𝑉𝐺,𝑉𝐵 = 𝐹𝑖𝑟𝑠𝑡𝑠𝑒𝑞𝑚𝑒𝑛𝑡 + 𝑆𝑒𝑐𝑜𝑛𝑑𝑠𝑒𝑞𝑚𝑒𝑛𝑡 

21 

Apply Equation Step Re-confusion and Re-diffusion Dynamic inverse dithering with XOR K1 On three vectors (VR, VG, 

and VB) are respectively 

𝐿𝑜𝑜𝑝: 𝑇𝑒𝑚 − 𝑖𝑚𝑎𝑔𝑒(𝑉𝑅,𝑉𝐺,𝑉𝐵)[0] 𝑡𝑜 𝑇𝑒𝑚 − 𝑖𝑚𝑎𝑔𝑒(𝑉𝑅,𝑉𝐺,𝑉𝐵) [ℎ ∗ 𝑤] , 𝑗𝑢𝑚𝑝𝑒𝑟 256 𝑝𝑖𝑥𝑒𝑙  

22 𝐿𝑜𝑜𝑝: 𝑖 =  0 𝑡𝑜 255 

23 𝑇𝑒𝑚 − 𝑖𝑚𝑎𝑔𝑒𝑉𝑅,𝑉𝐺,𝑉𝐵[𝑖] = 𝐼𝑛𝑣 − 𝐷𝑑𝑖𝑡ℎ 𝑏𝑜𝑥[𝑇𝑒𝑚 − 𝑖𝑚𝑎𝑔𝑒𝑉𝑅,𝑉𝐺,𝑉𝐵  [𝑖]] 𝑋𝑂𝑅 𝑋𝑛+1 [𝑖] 

24 
Pre-rearrange the pixel values based on the initial point (𝑋𝑛 + 1). 

𝑆𝑒𝑐𝑜𝑛𝑑𝑝𝑎𝑟𝑡 = 𝑎𝑏𝑠(𝐿𝑒𝑛𝑔ℎ(𝑇𝑒𝑚 − 𝑖𝑚𝑎𝑔𝑒𝑉𝑅,𝑉𝐺,𝑉𝐵) − 𝑖𝑛𝑖𝑡𝑖𝑎𝑙 𝑝𝑜𝑖𝑛𝑡)  

25 𝑆𝑒𝑐𝑜𝑛𝑑𝑠𝑒𝑞𝑚𝑒𝑛𝑡 = 𝑇𝑒𝑚 − 𝑖𝑚𝑎𝑔𝑒𝑉𝑅,𝑉𝐺,𝑉𝐵  [𝑆𝑒𝑐𝑜𝑛𝑑𝑝𝑎𝑟𝑡 ∶  (𝐻 ∗ 𝑤) − 1] 

26 𝐹𝑖𝑟𝑠𝑡𝑠𝑒𝑞𝑚𝑒𝑛𝑡 = 𝑇𝑒𝑚 − 𝑖𝑚𝑎𝑔𝑒𝑉𝑅,𝑉𝐺,𝑉𝐵[0 ∶ 𝑆𝑒𝑐𝑜𝑛𝑑𝑝𝑎𝑟𝑡] 

27 𝑇𝑒𝑚 − 𝑖𝑚𝑎𝑔𝑒𝑉𝑅,𝑉𝐺,𝑉𝐵 = 𝐹𝑖𝑟𝑠𝑡𝑠𝑒𝑞𝑚𝑒𝑛𝑡 + 𝑆𝑒𝑐𝑜𝑛𝑑𝑠𝑒𝑞𝑚𝑒𝑛𝑡 

28 Pre-reshape VR, VG, and VB vectors to three (R, V, and B) color bands 

30 𝐷𝑒𝑐 − 𝑖𝑚𝑎𝑔𝑒𝑒𝑅,𝐺,𝐵  Merge (𝑇𝑒𝑚 − 𝑖𝑚𝑎𝑔𝑒𝑉𝑅,𝑉𝐺,𝑉𝐵) image for three colored bands 

31 End. 

 

 

4. RESULT AND DISCUSSION 

 

Table 1. Encrypted and decrypted image sizes (512 × 512) 

for 24 bits 

 
Image 

Name 
Plain Image 

Encrypted 

Image 

Decrypted 

Image 

Baboon  

   

Lena 

   
 

We tested the encryption efficiency of the proposed 

algorithm of image encryption. The images used in this 

manuscript (such as Lena and Baboon) shown in Table 1 were 

simulated and examined, preferentially chosen from the USC-

SIPI picture dataset, enabling fair comparisons with the 

currently suggested image encryption scheme based on chaotic 

systems. All tests showed significant differences compared to 

the other algorithms (Histogram, Entropy, and Correlation 

Analysis). This proposed algorithm uses MATLAB R2021a 

with an Intel® Core™ i7-13650HX at 2.60 GHz, 16 GB 

memory, running on Windows 11. Table 1 shows the 

encrypted images using the suggested cryptosystem. Visual 

distortion is generally acceptable since they are blurry and 

distorted. 

 

4.1 Histogram analysis 

 

The image's histogram displays the intensity of light for 

each pixel in (R, G, B) color mode. A uniform histogram 

would be an effective photo encryption test [14]. The 

histogram analysis of the plain and encrypted images is 

displayed in Figure 9. 
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The original image/ Baboon (256 × 256) Encrypted Image/ Baboon (256 × 256) 

  
Original Image/ Lena (512 × 512) Encrypted Image/ Lena (512 × 512) 

 

Figure 9. Histogram analysis of plain and encrypted color images 
 

4.2 Analysis of entropy 

 

This test is used to compute the randomness of data. The 

data entropy will be strong if it is near 8 if the data is made up 

of randomly dispersed components [15]. Table 2 shows an 

entropy testing comparison between the proposed image 

encryption algorithm and other algorithms for plain & cipher 

color images. 
 

Table 2. Comparing Lena's entropy with other image 

encryption methods (256 × 256, 24 bits) (256 × 256, 24 bits) 

 
Algorithm Plain Image Encryption Image 

Proposed 7.24525 7.9998 

Ref. [4] 7.75155 7.99987 

Ref. [16] 7.7516 7.99857 

Ref. [4] --- 7.9993 

Ref. [3] 7.75155 7.9992 

Ref. [7] --- 7.9991 

Ref. [17] 7.3871 7.9993 

Ref. [10] --- 7.9972 

Ref. [11] 7.4475 7.9994 

 

4.3 Analysis of correlation coefficients 

 

A high degree of correlation between neighboring pixels in 

horizontal, vertical, and diagonal orientations is one of the key 

properties of an original image. The correlation test is the 

degree of similarity between two pixels measured [18]. Table 

3 shows a correlation coefficient comparison between the 

proposed cryptosystem and other image encryption algorithms 

for plain & cipher of color images. 

 

Table 3. Correlation comparison with plain & encryption of 

Lena image (24 bits) 

 

Algorithm 
Plain Correlation(R.G.B) 

H V D 

Proposed 0.9896 0.995 0.982 

Ref. [10] 0.96438 0.96438 0.94832 

Ref. [15] 0.96438 0.98031 0.94832 

Ref. [14] - - - 

Ref. [16] 0.9712 0.9858 0.9588 

Ref. [5] 0.9964 0.9988 0.9950 

Ref. [17] 0.9858 0.9801 0.9669 

Ref. [9] 0.9876 0.9760 0.9626 

Algorithm 
Plain Correlation(R.G.B) 

H V D 

Proposed 0.0011 -0.0011 -0.00012 

Ref. [10] 0.00305 0.00305 -0.00191 

Ref. [15] -0.00020 -0.00045 -0.00474 

Ref. [14] -0.003 -0.002 0.007 

Ref. [16] 0.0033 -0.0022 0.0035 

Ref. [5] 0.0693 0.0610 -0.0242 

Ref. [17] 0.0019 -0.0024 0.0011 

Ref. [9] -0.0010 -0.0059 0.0072 
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4.4 Security differential attack test 

 

Any proposed cryptosystem should be able to repel 

differential attacks by testing metrics such as the Unified 

Average Changing Intensity (UACI) and Number of Pixels 

Change Rate (NPCR). The UACI values should be around 

33%, while the NPCR values should be greater than 99% [10]. 

Table 4 shows a UACI and NPCR testing comparison between 

the proposed image encryption algorithm and other image 

encryption algorithms for plain & cipher of color images. 

 

Table 4. UACI and NPCR analyses with other algorithms for 

Lena, 24 bits 

 
Algorithm NPCR (Avg) UACI (Avg) 

Proposed 99.607 33.447 

Ref. [12] 99.607 33.366 

Ref. [16] 99.6367 99.6367 

Ref. [4] 99.608 33.4558 

Ref. [7] 99.5677 33.4353 

Ref. [3] 99.6043 33.4642 

Ref. [17] 99.6113 33.4682 

Ref. [10] 99.60 33.47 

Ref. [11] 99.6060 33.4626 

 

4.5 Analysis of key space 

  

To avoid a brute-force attack, the keyspace must first be 

large enough [4]. At least 10128 bits are needed to avoid brute-

force attacks. The parameters and initial conditions available 

for the operation of the encryption scheme mean that the 

keyspace size could exceed (1015)13 =10195≈2424, which is 

greater than 2128. The larger the keyspace of a cryptosystem, 

the more resistant the encryption is to brute-force attacks [17]. 

Table 5 shows a keyspace comparison between the proposed 

cryptosystem and other cryptosystems. 

 

Table 5. Compares keyspace with other algorithms 

 
Algorithm Key Space 

Proposed 10195 

Ref. [12] 10210 

Ref. [16] 10627 

Ref. [4] 10270 

Ref. [17] 10165 

Ref. [10] 1079 

 

Table 6. The sensitivity of the key 

 

Plain image 
Encrypted 

Image 

Decrypted Image 

with x = 2.5 

   

Plain Image 
Encrypted 

Image 

Decrypted Image 

with x = 

2.500000000000001 

   
 

4.6 Analysis of sensitivity 

 

A good algorithm for encrypting images should be very 

sensitive to keys. Table 6 shows the decryption processes for 

Lena with a small change in the initial value (𝑋0). As a result, 

it can be said that the cryptosystem used in this research is 

extremely key-sensitive [4]. 

 

4.7 Analysis of MSE and PSNR Ratio . 

 

A standard requirement for any cryptosystem technique is 

that the cipher image differs greatly from the original image. 

The plain and encrypted images may be compared using two 

metrics, the Peak Signal-to-Noise Ratio (PSNR), and Mean 

Square Error (MSE) [19]. 

 

𝑀𝑆𝑅 =
1

𝑀 × 𝑁
∑ (𝑝0(𝑖, 𝑗) − 𝑝1(𝑖, 𝑗))2 

𝑖,𝑗
 (30) 

 

𝑃𝑆𝑁𝑅 = 20 log10 (
255

√𝑀𝑆𝑅
) 𝑑𝐵 (31) 

 

Eqs. (30) and (31) are applied to the plain and encrypted 

images of the proposed encryption system, and the results as 

shown in Table 7. 

 

Table 7. PSNR and MSE of Lena's image for the encryption 

algorithm 

 

Proposed 
The Plain and 

Encrypted Image 

Plain and Decrypted 

Image 

MSE 8.865950 0 

PSNR 8.6536 INF 

 

4.8 𝝌𝟐 test 

 

Eq. (32) defines χ2, this is used to quantify how far the 

image deviates from a completely uniform distribution. 

 

𝜒2 = ∑(
𝑝𝑖 − �̅�)2) 

�̅�
)

255

𝑖=0

 (32) 

 

where, �̅� represents all pixels of an average frequency(�̅� =
(𝑀×𝑁)

256
). The frequency of pixels in the image is represented by 

𝑝𝑖 . 

The value of 𝜒2  is smaller, the more uniform the 

distribution of pixels in the data. Table 8, describes the values 

𝜒2 between the plain and cipher image. The 𝜒2 value of the 

encrypted image is considerably smaller than that of the plain 

image [3]. 

 

Table 8. Compare 𝜒2 value between our proposed and using 

different methods for Lena's image (24 Bits) 

 
Algorithm Plain Image Encrypted Image 

Proposed 251294.3906 268.2487 

Ref. [3] 158,880 308.0742 

Ref. [11] 160,001 230.5898 

Ref. [9] -- 291.2394 

 

4.9 Complexity analysis of time 

 

Good encryption algorithms require not only high-security 
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performance but also need to be extremely fast [4]. The 

experimental environment for the test is Python 3.8, with an 

Intel® Core™ i7-13650HX at 2.60 GHz, 16 GB memory, 

running Windows 11. The proposed cryptosystem used the 

Lena image (512×512, 8 bits). Table 9 shows the total time 

consumed as well as the percentage of each process compared 

to other algorithms. In Table 9, generating chaotic system keys 

consumes 0.9578 sec, while generating dynamic dithering and 

inverse dynamic dithering boxes consumes 0.00014 sec, and 

dynamic dithering box operations consume 0.0568 seconds. In 

the first permutation, the pixel operation consumes 0.000278 

seconds, while in the second permutation, it consumes 0.00035 

seconds. The first confusion operation consumes 0.283692 

seconds, while the second confusion operation consumes 

0.24491 seconds. Table 10 compares the time consumption 

between the proposed cryptosystem and other algorithms. 

 

Table 9. The execution time of the proposed cryptosystem 

 
Process Time [unit: sec] Percentage 

chaotic system keys 0.9578 62% 

Gen- dynamic dith & inv-dih 0.00014 0.009% 

dithering box operations 0.0568 3% 

first & second permutation 0.000628 0.04% 

first confusion 0.283692 18% 

second confusion 0.24491 16% 

Total 1.54397 100% 

 

Table 10. Comparisons of time consumption with other 

algorithms [unit/sec] 

 
Image Size 256×256 512×512 

Proposed 0.9946 1.561223 

Ref. [17] 1.170844 4.73389 

Ref. [20] 0.22 0.85 

Ref. [21] 0.498021 0.938217 

Ref. [22] 5.556790 8.974393 

Ref. [23] 7.73 31.59 

 

 

5. CONCLUSION 

 

This article marks the first time that an order-dithering 

matrix of 1/256 has been used with a chaotic system for image 

encryption. Before beginning the encryption steps, two highly 

complex keys (K1 and K2) are created using the proposed 

chaotic system, and then the proposed dithering matrix is 

reordered based on the chaotic system. 

The encryption step consists of two stages. The first is called 

the Dynamic Block Cipher, which includes changing the 

locations of the pixels for each channel (R, G, B) based on the 

value from ( 𝑋𝑛 + 1 ) and then applying the permutation 

operations using the proposed dynamic matrix, followed by an 

XOR operation using k1 on the pixels. 

Finally, this step is called the Dynamic Stream Cipher, 

which involves reordering the locations of the pixels based on 

the value of (𝑌𝑛 + 1) from the proposed chaotic system, and 

then applying XOR operations based on K2. 

The important feature of the proposed encryption algorithm 

is the speed of performance in encrypting data. The encryption 

speed of a color image (256×256) reaches 0.9946 

milliseconds, and 1.561223 milliseconds for a color image 

(512×512). For security experiments and analyses, the 

keyspace length used (10195) increases its resistance to brute-

force attacks. Figure 9 shows the histogram analysis of the 

images before and after encryption, demonstrating the uniform 

frequency of each color in the image after encryption. The 

entropy analysis in Table 2 gives a value of 7.9998, which is 

close to 8, the ideal value for an encrypted image compared to 

modern algorithms in the same table. 

Experiments and security analyses have proven that the 

proposed encryption system enjoys high protection and speed 

in the encryption and decryption of data. The proposed 

algorithm of encryption images can be used for encrypting all 

types of data, such as images, audio, and video, and can also 

be applied in 5G communications. 
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