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Very minimal risk assessment studies focus specifically on wastewater treatment plant
(WWTP) operations and none on hospitals WWTP. Hospital waste contains complex
chemicals and pathogenic organisms. Thus, any disruption of hospital WWTP operation
is potentially very harmful to environmental health and safety. Risk management can
prevent any undue effect and minimize operational mishaps, thus becoming even more
critical when the amount of hospital waste increases due to the rise in bed occupancy.
Hence, this study aims to assess the risk of hospital WWTP operation, with a class B
hospital in Indonesia chosen as a case study. A risk register was created using a
combination of safety audits, historical data, and semi-structured interviews. Failure mode
and effects analysis (FMEA) were used to examine the impacts of each risk, the frequency
of occurrence, and the existing detection for each failure. Based on the consequences, the
risks were categorized into impacting humans, finance, the environment, or a combination
of those three. After considering occurrence, severity, and detection, each risk was
assigned a Risk Priority Number (RPN). The evaluation revealed 1 unacceptable risk, 14
undesirable risks, and 19 acceptable risks. Risk management methods were proposed for
unacceptable and tolerated risks. The case study provides materials for the hospital
management to aid in decision-making regarding the WWTP. It also contributes

knowledge for WWTP benchmarking.

1. INTRODUCTION

Many hazardous materials, including pharmaceutically
active substances and pathogenic microorganisms, are in
hospital waste. Generally, hospital waste in Indonesia is
categorized into three classes: hazardous solid waste, domestic
solid waste, and wastewater. According to Indonesia’s
regulations, only licensed agencies can treat hazardous waste.
However, the wastewater has to be treated on-site until the
quality fulfills the standard specified by the government in the
ministry regulation [1]. Therefore, hospitals must have a
wastewater treatment plant (WWTP) to ensure their effluent
meets national quality standards. A deviation from their
regular operation might hurt health and the environment due
to the poorly treated discharge. Preventing such disruption is
part of hospital risk management, which involves protection
against risk activation, minimizing risk, and increasing
safeguards in the event of operational deviation [2].

Risks can be identified as things that might disrupt the
WWTP operation and damage WWTP assets. Some studies
have identified several external risks related to WWTP
operation, which include terrorism, flood, strong wind,
earthquake, cyber security breaches, power outages, and
absence of key personnel caused by pandemics [3]. External
risks are generally more complex, but combining offensive
and defensive strategies could prevent them. Some studies
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assessed the impact of climate changes on the efficiency of
WWTP, where it was concluded that an increase in
temperature affects the amount of BOD, COD, and TSS in the
effluent [4, 5]. In many studies, internal risks in WWTP often
come from aging infrastructure and its subsequent failure.
Other common internal risks include moving parts of
machinery (conveyors, impeller, screens, rakes, etc.),
chemical leakage, unclear or lack of communications, height
differences between surfaces, pollution, site lighting, and
tripping [3, 6]. Currently, most WWTP equipment worldwide
is activated automatically, making the facility's security even
more essential. Every facility personnel should be aware of the
movement in the area [6]. Internal risks are easier to manage
as each hospital WWTP already has standard operational
procedures (SOP) that minimize internal risk.

Internal risk reduction in any processing plant depends
heavily on implementing the SOP, where better compliance
with the work procedure must be reinforced. Operators
violating safety procedures still occur now and then [3, 7].
Such a simple act of operators neglecting to secure tanks or
ponds properly might result in severe consequences due to
personnel falling into the tank or drowning [8]. Handling
chemicals (flocculants, disinfectants) without personal
protective equipment, including respiratory protection, is also
a prevalent and recurring risk. Failure to follow safety
procedures will cause direct contact with chemical agents
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being used or compounds evolved during wastewater
treatment processes, such as hydrogen sulfide and methane [9].
Several accidents caused by operator negligence and non-
compliance with SOP have been recorded in Malaysia [10] and
Indonesia [11, 12]. Another example of internal risk is
damaged electrical wires or their covers, which, when
activated, can result in electric shock [13]. An employee in the
WWTP facility could also be exposed to wastewater or
bioaerosols [14]. This particular substance in WWTP can harm
the human respiratory system, spread infectious disease, or
cause acute toxic effects [15].

The professional worker in hospital WWTP, whether the
operator or the supervisor, is an essential asset for the facility.
They are responsible for ensuring effective and safe operation,
including minimizing the risk involved. This task can be
achieved with risk management, which has been proven to
increase performance efficiency and contribute to innovation
development [16]. In Indonesia, regulations state that every
hospital has to organize its occupational health and safety
program according to the national standard [17]. According to
the decree, the hospital has to appoint personnel committed to
managing risks, including preparing the safeguards, guidelines,
and SOP for each identified risk, followed by routine
monitoring, evaluation, and internal audit. Unfortunately,
despite the decree, a report from the Indonesian Ministry of
Labor stated that the program needed more attention from the
government; thus, the implementation needed to be more
timely [18]. The report also underlined that most healthcare
workers possess a low understanding and commitment to
implementing health and safety programs.

Health and safety programs should always start with risk
identification and risk assessment. The assessment result will
become the basis for implementing and safeguarding any
program. There are several methods of risk assessment. The
risk matrix is the most widely used qualitative risk assessment
technique, and it is also classified as a semi-quantitative
approach in many studies [19]. The risk matrix evaluates risk
based on the probability of failure and severity of consequence
and presents the risk data in simplified form. While the
simplicity is attractive, it is unsuitable for highly uncertain
processes and various dependencies. Another alternative to the
risk matrix is Failure Method and Effects Analysis (FMEA),
which identifies the probable risks that lead to failure. For each
risk, three attributes—Occurrence (O), Severity (S), and
Detection (D)—are considered and multiplied to form a Risk
Priority Number (RPN) [20]. The FMEA method helps
identify failure modes with rarer detectability, typically found
in less automated and organized facilities. Conventional
FMEA assumes equal weight on the 3 attributes, which is not
necessarily true in real life [21]. When done comprehensively,
a qualitative risk assessment is effective in broad hazard
identification and has proven to aid the development of safety
policies [22]. Nevertheless, the aforementioned qualitative
approach study also advocates further analysis using
quantitative approaches such as Fault Tree Analysis (FTA).
FTA defines accident or unwanted event as the top event and
systematically determines the causes. This method calculates
the probability for the top event but does not evaluate the
severity of the consequence [23]. Therefore, FTA is usually
paired with another quantitative risk analysis technique.

The methods mentioned above have been implemented to
assess the risk of WWTP operation in various parts of the
world. TuSer and Oulehlova [3] studied the risk of municipal
WWTP in Slovakia using the risk matrix method, while £6j-
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Pilch and Zakrzewska [24] used a risk map for facilities in
Poland. Shinta et al. [25] investigated the risk of industrial
WWTP in Indonesia using the FMEA method, while Bonab
and Osgooei [26] used them in a case study of Iran municipal
WWTP. Tabesh et al. [27] assessed municipal WWTP using
the Fuzzy FTA method. Piadeh et al. [28] assessed industrial
WWTP using the same method combined with event tree
analysis. This literature shows that the existing publication
focuses on municipal and industrial WWTP operations.
Although no doubt every hospital with good management has
assessed its WWTP operation risk, minimal work has been
published in this field, especially in Indonesia. Most published
risk assessments on hospital WWTP focused on health and
environmental risks due to the chemicals found in hospital
effluent [29]. During the pandemic, Wijaya et al. [30] analyzed
the risk of waste handling in a private hospital in Indonesia.
However, the research was qualitative descriptive only, by
reporting interviews with several hospital personnel.
Suparmadja et al. [31] had done a risk assessment on the
performance of hospital WWTP using a combination of FTA
and risk matrix but only focused on the effluent quality and
did not consider risk on WWTP assets.

Up to date, no publication has integrated risk assessment
and asset management in hospital WWTP, either in Indonesia
or other countries. The lack of publication on this topic
prevents hospitals from conducting benchmarking and
comparative  studies without face-to-face visitation.
Publication data can also guide choosing and applying the risk
evaluation method, making any follow-up investigation or
audit easier. Therefore, the specific objective of this study is
to identify and evaluate the risks of WWTP operations at a
class B hospital in Indonesia and discuss their risk
management.

The study included preliminary steps such as observation,
document inspection, and semi-structured interviews. Based
on those data, a risk assessment was synthesized focusing on
the impact on effluent quality, human injury, and WWTP
assets. The risk assessment results provide recommendations
for undesirable and unacceptable risks to the hospital
management as the basis for improving their WWTP safety
and reliability.

2. METHODOLOGY

The following section discusses the methodology applied in
this case study. Defining the scope of the risk assessment is
very important to ensure the risks are addressed
comprehensively.

2.1 The case study background and scope

The method of this research was a case study. A risk
assessment had been conducted on the operated WWTP at a
class B hospital in Indonesia. Indonesian hospitals are
classified as class A, B, C, and D, with criteria specified in
Table 1. Higher-class hospitals are generally larger than the
lower-class ones, thus having a larger number of inpatients
daily. The WWTP in this study includes mechanical and
biological processes, treating, on average, 160 m?® of
wastewater per day in 2022-2023. The hospital had around 348
beds but exceeded them with emergency beds during the
pandemic. The bed occupancy rate during 2017-2021 was 60-
70%. The WWTP was operated under the sanitation unit,



which manages water treatment facilities and solid waste
handling.

The process flow diagram for the hospital WWTP is shown
in Figure 1. The treatment started from the collecting tanks,
which then went to a pretreatment (equalization tank). The
treatment process includes an anaerobic tank reactor, aerobic
reactors, clarifier, filtration unit, and disinfecting unit. Before
discharge, the water was circulated in the fish pond, a
biological indicator for effluent quality. Some discharged
effluent was used for watering plants, and the rest were
released into a river near the hospital.

The scope of the assessment was the operation of the
WWTP from the transport of influent until discharge. This
included the piping and operating machinery, the activity of
personnel on site, and the electrical system being used. The
impact or consequence of the risk in this context was anything
damaging the assets, including endangering the health and
safety of humans in the immediate area of WWTP. The
ecological risk was not assessed due to the complexity of
ecosystem interactions and the quantification of
environmental losses. Recommendations on risk management
based on the risk assessment were also provided, but the actual
implementation of said recommendations and their evaluation
were not part of the scope.
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2.2 Procedure of the risk assessment

The 3 steps in conducting risk assessment according to ISO
31000 were risk identification, risk analysis, and risk
evaluation [16]. Those three were followed accordingly in this
study, with the procedure displayed in Figure 2.

2.2.1 Risk identification

The risk identification was an iterative operation, meaning
the risk register was reviewed and revised several times. The
first step is site visitation, which was done 2 times. A WWTP
operator accompanied both walkthroughs to explain every
detail of the process, including operating procedure, operating
condition, and equipment specification. The team also
observed the operators doing their routine duties during these
visits and their working conditions. The visitations gave a
complete description of the process, which enabled the team
to prepare the initial risk register.

The next step was the semi-structured interviews with the
hospital employees whose work was related to WWTP
operation and management, as shown in Table 2. The
interviews provide the team with more knowledge on WWTP
asset management. The team was also able to discern the
concern of the WWTP workers and management regarding the
risks in their workplace. Several sample questions for the
interview are shown in the Appendix.

naerobh
Tank

Sludge Drying
Bed

Figure 1. The process flow diagram of the hospital WWTP

Table 1. Classification of hospitals in Indonesia according to ministry of health regulation

Class Minimum Specialist Medical Service Number of Beds Minimum Supporting Facilities
. - . . . Laboratory, radiology, high care unit,
D At Igast 2 basnc_ spt_euallst medical services (2 out of internal At least 50 instrument sterilization, nutrition, and
disease, pediatric, surgery, and obstetrics-gynecology)
pharmacy
Internal disease, pediatric, surgery, obstetrics-gynecology, and at AI! of the ab_o_ve,_with a_nt_esthesiology,
C ' ' er . ' At least 100 medical rehabilitation, clinical pathology,
least one specialist dentistry - - .
and intensive care unit
All of the above, added with at least 8 out of 13: Ophthalmology,
B ENT, _neurology, cardlo!ogy, dermatology, pulmonology, At least 200 All of the above
orthopedic, urology, psychiatrist, neurosurgery, plastic surgery,
and forensic medicine
A All of the above, 13 out of 13 specialists mentioned, and all At least 400 All of the above

specialist dentistry
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Figure 2. Risk assessment as part of the risk management in WWTP, adapted from TuSer and Oulehlova [3] with modification

After the interview, the team inspected any available
internal documents regarding the WWTP operation, which
included characteristics of influent and effluent of wastewater,
standards observed by the WWTP, accident reports,
maintenance records, and previous inspection results. The
previous inspection result was the internal audit performed
when the WWTP failed to meet effluent criteria in 2020. The
information from interviews and document inspection was
used to update the risk register, where some risks were
removed and some were added. The updated risk registers
were then brought to the WWTP management for discussion.
The management confirmed the findings and corrected any
misconceptions, thus finalizing the risk register.

Table 2. Data collection activities and the informants

Activity Informant(s)
Process and operational review Head of Sanitation Unit,
WWTP operator
Interview regarding health and Head of Sanitation Unit,
safety in WWTP WWTP operator

Interview regarding maintenance Head of Maintenance Unit
Interview regarding health and
safety program and risk

management

Secretary of Health and
Safety Committee

2.2.2 Risk analysis

Failure Mode and Effect Analysis (FMEA) was used to
assess the registered risks. For each risk, the scenario of risk
activation was prepared. Scenario is how the sequence of
events unfolds, from the possible causes to how the assets were
impacted. Each scenario would have 3 parameters analyzed:
occurrence, severity, and detection. Occurrence (O) is the
frequency of each scenario, estimated based on previous
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accident and equipment maintenance reports. The accident and
maintenance reports were available digitally in the hospital
system. Some of the occurrence values were estimated from
the interview because not all events were well-documented.
Severity (S) is how bad the possible consequence of each
scenario. In analyzing the possible consequences, the
vulnerability and value of each asset were considered.
Accounts of previous accidents from the reports and
interviews were used as guidance. Detection (D) is
traditionally defined as the rate of failure detection, which in
this work is interpreted as the availability of detection
measures for each risk activation. WWTP detection measures
are about risk monitoring, mentioned in the standard operating
procedures and work checklist. They were crosschecked with
the actual practice during the visitations.

Based on interviews with workers and safety officers,
records examinations, and observations, five-level descriptors
for O, D, and S were developed. Dividing the parameter into
five-level descriptors is the most common practice in risk
assessment in the existing literature [32, 33]. Since most risk
parameter-level descriptors are qualitative, the most suitable
descriptor would be developed for this study.

2.2.3 Risk evaluation

The risk evaluation was done by comparing the risk analysis
results with the established risk criteria to decide the
appropriate action. Risks were classified into 3 categories
(acceptable, undesirable, and unacceptable) according to their
Risk Priority number (RPN). The RPN was calculated using
the following formula [20].

R=0 xD xS

where, Occurrence (O), Severity (S), and Detection (D) in this



study each have a 1-5 scale.

3. RESULTS AND DISCUSSION
3.1 Risk identification and risk analysis

The risk identification stage finished with 34 risks listed in
the risk register. After that, the level descriptors for occurrence,
severity, and detection were developed as part of the risk
analysis. This was done to obtain a descriptor best suited for
the identified risks. Some risk assessment work builds their
level descriptor before the risk register is finalized [22, 23],
and others do that after [3, 24]. The level descriptor for
occurrence, severity, and detection can be seen in Tables 3, 4,
and 5, respectively. Vulnerability, monetary value, and the
critical role of the impacted asset were considered while
developing the impact scale. Since different risks might affect
different assets in various ways, a verbal descriptor was used
to describe the severity of the impact. Describing impact with
verbal descriptors is common in risk assessment, especially
where the consequence varies and is too complex to quantify,
such as environmental loss [3]. Quantifying the impact on
operator health would be significantly different than
quantifying the impact on the effluent quality or impact on the
operability of the equipment. Therefore, the verbal descriptor

was prepared for 3 types of risk, as shown in Table 4.

While the risk matrix might be the most popular semi-
quantitative risk analysis tool, only consequence and
probability are assessed with this method [34]. Consequence
is equivalent to severity, while probability is equivalent to
occurrence within the FMEA method applied in this study.
The FMEA method had another consideration: the detection
(D) component. Detection (D) is the level of detection measure
used to anticipate failure and risk activation. The additional
component here was important because, in some small-scale
setups with less automated technology, a failure could happen
without the operator’s knowledge. Thus, the events occurred
without documentation. This is especially true for facilities
operating on tight budgets in developing countries [35, 36].
With appropriate detection measures, intervention can be done
immediately, minimizing the consequence if not preventing
the failure altogether. For example, the risk of overfilling an
anaerobic tank can be detected with a level sensor, which,
coupled with an automatic pump, would pass the wastewater
into the aerobic reactor, thus avoiding flooding. While
reducing space-time inside an anaerobic tank might affect the
effluent quality, the consequence would be less severe than
flooding the hospital ground with largely untreated wastewater.
The verbal descriptor and index for detection (D) are displayed
in Table 5. Better detection tools would have a low index since
it means minimizing the risk.

Table 3. Occurrence probability level (O)

Occurrence Descriptor

Level

Once every few days or more often

Once or several times a month
Once or several times a year
Once every few years

Never but theoretically possible in several years

PN WksO

Table 4. Consequence severity level (S)

Impact on Humans (Human

Impact on Equipment or Physical

Impact on Effluent Quality and Discharge

Risk=H) Assets (Financial Risk=F) (Environmental Risk=E)
Consequence Score Consequence Score Consequence Score
Assets need full replacement, Effluent far exceeds the permittable standard, or
Death or Permanent .
Disability 5 whlc_h cannc_Jt be done 5 large amounts of untreated wastewater enter the 5
immediately WWTP workplace
Effluent slightly exceeds the permittable standard,
- Lo Assets need full replacement :
Injuries resulting in . - some untreated wastewater entering the WWTP
4 but can be done immediately 4 4
weeks of lost day g - workplace, or a large amount of odorous gas
(substitute available) :
discharge
Effluent possibly exceeds, or at the edge of the
Injuries but less than a 3 Assets need maior repair 3 permittable standard, a small amount of wastewater 3
week lost day ! P enters the WWTP workplace or a small amount of
odorous gas discharge
Injuries impede work Assets need minor repair, Effluent quality decreases but does not exceed the
slightly but do not result 2 which can be done 2 permittable standard, or a small amount of treated 2
in a lost day immediately wastewater enters the WWTP workplace
No impediment to work 1 Assets require more frequent 1 Effluent quality unchanged 1
resulted maintenance
Table 5. Detection level (D)
Detection Measure Level
There is no detection measure at all 5
It can be detected manually, checked once every few months 4
It can be detected manually, checked once every few days 3
It can be detected manually and checked daily 2
Automatically detected 1
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Risk estimation was performed by determining the Risk
Priority Number (RPN), which combined the occurrence value,
severity, and detection. The RPN value could be anywhere
from 1 to 125. The research team decided on 3 levels of risk
within that interval, as displayed in Table 6. Each grouping
differs in the risk mitigation required. While theoretically, the
maximum value of RPN was 125, the researcher classified
RPN larger than 30 as an unacceptable risk. This is because,
in a more conventional risk matrix, which assumes every
failure was immediately detected (or D=I1), the maximum
value is 25. Scores of 15 and above usually were categorized
as unacceptable risk [3, 7]. In this case study, the team decided
that, ideally, the score of the detection measure should be no
larger than 2. Detection scores larger than 2 means failure
would not be documented on that day, thus skewing the
occurrence score, and by the time the impact was registered, it
would be more severe. The example in this case is the risk of
a larger than normal content of disinfecting substance from the
hospital laundry waste (R7). Since there is no routine detection
of specific substances in the influent, they can only be detected
after the consequence. Some of the bacteria in the aerobic
reactor would die, making the effluent quality fall below
government standards. While in the hospital records, this event
only happened once in 2015 before they installed a better
environmentally friendly laundry system, there was a high
possibility for another undocumented occurrence before the
hospital found out from their monthly effluent check.
Therefore, the researchers determined 30 (15 multiplied by 2)
as the cut-off between undesirable and unacceptable risk
scores.

3.2 Risk evaluation result

In this study, based on the RPN value, the risk was classified
into 3 levels, which are acceptable, undesirable, and
unacceptable (Table 6). Dividing the risk into 3 or 4 levels is
common in WWTP risk assessment [3, 24, 32, 33]. Not all
WWTP risk assessments categorized the risk into 3 or 4 levels;
some only ranked them in a priority list [25, 26]. Another type
of assessment is a probability assessment, which calculates the
probability of a hazardous event based on available statistical
data [27]. Previously published article has their own risk labels
[3, 24, 33], with the highest level generally characterized by
the need for immediate action. Table 7 lists other WWTP risk
assessment methods and the main findings in the last 5 years.

This study revealed that 1 risk is unacceptable, 14 risks are
undesirable, and 19 risks are acceptable. Corresponding with
the definition in Table 6, the operator was recommended to
take action to remove the unacceptable risk and reduce the
undesirable risk. For acceptable risk, the operator was
suggested to monitor the risk while maintaining their
established practice routinely. Several acceptable risks would
be discussed as benchmarks for other hospital WWTPs,
especially if the risk had high consequences.

Aside from risk levels, the risks were also classified based
on the impact category, as mentioned in Table 4. Some risks
only affect environmental quality, physical assets, or human
health, but others affect both the environment and physical
assets. In a study by Loj-Pilch and Zawrezka, risks were
classified into several types based on their impact: qualitative,
operational, ecological, and financial [24]. A risk that fell into
more types was assumed to cause more losses and, thus, would
be on a higher hierarchy than a single-type risk. Meanwhile, in
our study case, we still use RPN for risk ranking but observed
how the impact category overlaps to determine the risk
sensitivity. Figure 3 shows that most risks identified in this
study impact effluent quality and discharge and thus were
categorized into environmental risks. This finding agreed with
Travnicek’s work, where risk analysis using an accident
database found that most municipal WWTP accidents in
Europe (58%) damaged the environment [37]. Four risks in
this study only affect humans, which was common for
occupational risks such as falls, shock, and improper PPE use.
Interestingly, no found risk only affects physical assets, for
every risk causing equipment damage must also impact
effluent discharge and/or human health.

Every risk classified into more than one impact type had
been examined more closely during the investigation. Three
risks (R21, R22, R31) were classified as human, financial, and
environmental. Therefore, these three risks were the most
sensitive since any change would affect those 3 aspects. R21
and R22 were the fire risk and toxicity from the ozone
disinfecting system. Those are new risks since the system has
only been implemented for the past year to reduce another risk
in the disinfecting unit. They will be addressed in-depth in the
section about risk management. Meanwhile, R31 was the risk
of electrical equipment short-circuiting, which has been
categorized as acceptable due to the very good safeguard
implemented. This will be addressed in the section about
acceptable risk.

Impact on
Human (H)
R2, R3, R4, R17
R5, R9,
R12, R15,
R21,R22, R332 o) oip
R31 R11, R13,
|mpac_t on  R1, R6, RS, R16, R18,
Physical R14, R20, R19, R23,
. ASB'_EDI’ oy R24,R26, R25, R27,
inancial (F) R29, R33, R28, R30,
R34 mpact on
effluent (E)

Figure 3. Risk mapping based on the impact category

Table 6. Risk ranking

Risk Level RPN Risk Level Descriptor
The existing risk management is sufficient to handle them and will continue to do so in the
Acceptable 1-15 . S
foreseeable future. No additional action is necessary.
While the current management has enough measures to handle them to minimize their impacts on
Undesirable 16-30 assets and performance, they will probably not be enough in the future. Recommendations on risk

Unacceptable >30

management were provided.

Require immediate action to mitigate them. Recommendation on risk management was provided.




Table 7. Comparison with other WWTP risk assessments in the literature

Obiject Method Risk Levels/Ranking Key Findings Ref.
. 58 risks identified: 25
undesirable, 11 unacceptable
Municipal Negligible, . Unacce_pta_ble risks include falljng
WWTP in 555 Risk matrix Acceptable, Undesirable, from a ladder, sllpplng, aqd problems with [3]
Slovakia Unacceptable pumping statlo.ns
. Risks mainly activated by non-
compliance with SOP and failure to use
PPE
. 32 threats: 0 unacceptable, 2
Municipal _ Acceptable, tolerable
WWTP in Poland Risk map Tolerable, . Tolerable risks are undesired [24]
Unacceptable bacteria in the activated sludge chamber and
power outage (generator available)
EMEA . ) 33 risks with 3 risks have the
Industrial WWTP maximum scale of 5 for Handling priority (no level highest RPN score (125) .
in Indonesia Severity, Occurrence, and classification) * . (1) Lack of daily repordlng, 2) [25]
Detection No unit performance evaluation, and (3)
Damaged scrapper in the settling tank
o 13 risks were ranked
Conventional FMEA . 1%t: The entry of toxic substances
- method and FMEA based . - and impermissible industrial wastewater
W\'\//Iv#rgcihp?:an on.Pythagort.ean fu_zz_y Handllcnlgsr;:]lc(i)cr:t)i/o(nn)o level . 2n: Sludge waste production [26]
multiple-criteria decision- . 3@ and 4" rank can be separated
making with fuzzy FMEA, not by conventional
FMEA
. 33 threats (basic events)
P . Top event failure probability is
. Fuzzy Fault Tree Analysis 0 level classification, the 0.194 (FFTA) and 0.27 (Monte Carlo)
Municipal and Monte Carlo result is the failure probability ibutions: i : [27]
WWTP in Iran - . of the top event (inappropriate ~ * _ Most contributions: inappropriate
Simulation water quality and quantity) reservoir design, power equipment failure,
transfer pipe failure, inappropriate pump
maintenance
Organized _ _ Loyv, . Hi_gh risks were electricity-
industrial zone 5x5 Rlsk_matrlx a_md Fuzzy I\/I_edlum_, related, and risks regarding compressor [32]
WWTP in Turkey risk matrix Medlur_n-ngh, . _The_fuzzy method was able_to
High separate risks in the boundary categories
Municipal Low, o 5_3 ini_tiatin_g eveqts
WWTP based on Three-dimensional risk Moderate, * . 6 very .h'gh risks, |nclud|ng_ heavy
constructed matrix High, rain, poor maintenance of vggetatlon, [33]
wetlands Very high accumulatlor_1 of suspended solids, and poor
maintenance of the fence
. The environment is most often
Municipal damaged (58% of cases)
WWTPs in Root cause analysis, R . The most common cause is a
Europe from Consequence analysis No level classification device or structural failure [37]
accident database . Extreme weather conditions
caused 13% of all accidents
. 34 risks identified
. 1 unacceptable risk: absence of
daily parameter measurement
FMEA . 14 undesirable risks, including:
Hospital WWTP maximum scale of 5 for Acceptable, Undesirable, operator not following SOP, pumping This
in Indonesia Severity, Occurrence, and Unacceptable system malfunction, ozone-related risk, and ~ study

Detection

bacteria ineffectiveness
. Most failures were due to the lack
of monitoring, record-keeping, and routine
maintenance

3.2.1 Unacceptable risk

Unacceptable risk is the risk that requires immediate
mitigation. Additional measures must be implemented since
the current one is lacking. This definition is similar to other
works with unacceptable risks in their ranking [3, 24]. In this
study, the absence of daily parameter measurement (R28) is
the only risk classified into the unacceptable category. The
operator does not carry out the daily measurement because

1311

they believe it unnecessary to obtain good effluent quality.
However, Indonesia’s regulation specified the obligation of
each WWTP to measure the daily flow rate, pH, and
temperature of the wastewater [1]. Theoretically, not
complying with this law could result in the hospital permit
operation being revoked or suspended after warning. In
addition, there is always the potential for fluctuation in
wastewater quality and quantity. Without early detection from



the daily inlet measurement, the inlet will be treated as the
average wastewater, resulting in inadequate processing.
Unfortunately, this thinking is not “unusual for small WWTP
operators due to the lack of budget or expertise [36].

This finding aligns with Shinta’s work on industrial WWTP,
which stated that without daily parameter recording, it would
be difficult to observe the WWTP operation continuously and
might cause operational failure [25]. In the studied hospital,
the importance of daily preliminary measurement was
highlighted during an incident several years ago. A change in
the hospital laundry department, specifically in the type of
detergent and dosage, resulted in different profiles of laundry
waste. The operator did not realize this until the next effluent
quality measurement showed that the quality was below
standard. Since effluent quality was only measured once a
month—as required by government regulation—and the

measurement result was received after about 2 weeks, the plant
could have released this poor-quality effluent for several
weeks before the laundry department was notified. This could
be prevented by daily pH measurements in the pre-treatment
tank for laundry waste since alteration of detergent and
disinfectant dose will generally affect acidity. Enforcing daily
pH measurements, temperature, and flow rate is the only
solution to mitigate this risk.

3.2.2 Undesirable risk

Undesirable risks are risks that currently have existing
measures to handle but still can be improved, especially
because those measures might not be enough in the future.
Implementing additional action will require consideration of
cost-benefit evaluation [24]. The undesirable risks found in
this study are listed in Table 8.

Table 8. Undesirable risks in hospital WWTP operation

Code Risk Cause Consequence Type RPN
L . Delay in operational and handling,
RO1 Operator I.at(_a in doing Understaffing and possible additional work required to E,F 27
their job overburden o
mitigate the lateness
RO4 Operator disregarding  Lack of supervisionand no  Higher exposure to wastewater and its H 30
proper PPE use sanction for the rules fume, possible health consequence
Too much disinfectin Change in the laundry unit ~ Aerobic reactors become less effective,
RO7 agent in laund wastg not being consulted to and effluent quality falls below the E 30
g Y WWTP standard
Ineffectiveness of
bacteria in the pre- ~ Bacteria was never checked Ineffective treatment, a slight drop in
R13 - - E 30
treatment tank and nor given restarter pollutant removal efficacy
aerobic tank
Broken or non- No sampling ports are built  Each unit cannot be evaluated separately,
R14 functional sampling in closed-lid equipment and troubleshooting is difficult and more  E, F 30
port such as reactors and tanks. costly if a problem arises
Hydraulic overloading due The low efficiency of solid separation
. - to higher influent or solid causes solids to carry over. The filter
R18  Overloading of clarifier overloading due to high might be quickly saturated, and the E 18
solid concentration discharge quality may decrease
Fire risk in ozone Contact with flammable  Fire damages equipment, causing process HE
R21 . . . substances such as HaS, failure and harming humans in nearby i 20
disinfecting station F
methane, ethanol, NH3 areas
. Respiratory problem for personnel
Ozone leakage in the The contact chamber is not working at WWTP. Ozone could also harm  H, E,
R22 . . - sealed properly. Broken . - 20
disinfecting station i plant life nearby and damage equipment F
PipIng due to its corrosive nature
Late receiving the Long queue in the
R25 result of the effluent laboratory, sending Poor quality discharge went undetected E 30
quality check samples out of town
. Larger solid waste, such as . .
R26 C_:Iogglng of thg pump plastic, slipped away from Pump malfunctlop, _anaeroblc tank EF 20
in the anaerobic tank . overfilling
the strainer
Sludge and other debris in The flow of wastewater cannot be
R27 Flow meter failure wastewater damage the mgasured, and dosage for chemlcal agents E 15
flow meter or disturb the ~ might not be accurate, causing a decrease
measurement in effluent quality
Bacteria growth is not optimal, which
. . . causes a decrease in effluent quality. The
R29 Blower failure Ageing equipment blower is replaced with the spare (already EF 16
available in the WWTP)
Debris or insects disturb _Tank overfilling (the controlle_r is to
- activate the pump when the level inside the
The pump controller  the sensor (without cover) - ;
R33 - . tank reaches a certain level), discharge of E, F 30
system malfunction or electrical current .
. L untreated wastewater into the WWTP
instability.
workplace
Filtration media is Ageing materials and Filtration unit failure and decrease in
R34 equipment, large debit of  effluent quality. Clogging in the next pump E, F 16

being carried over

wastewater (to disinfecting unit)

Risk type based on impact categories: H (human), F (financial), E (environmental).
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One of the undesirable risks was the clogging of the pump
in the anaerobic tank (R26). Unwanted debris being pumped
into the plant and causing equipment problems is common in
water and wastewater treatment and often leads to high
maintenance costs [38]. Pumping systems and pipelines are the
main factors that determine the reliability of wastewater
handling [39]. Hence, R26 was identified as not only
environmental risk but also financial risk. Notably, this risk
was initially categorized as unacceptable when the first and
second risk register was drafted in late 2022. However, in 2023
the WWTP replaced the solid waste strainer in the pre-
treatment tank with one stronger and finer, thus preventing the
solid waste from being sucked into the pump. The previous
strainer was prone to rupture and letting plastic and straw
through, subsequently blocking the pump and even, on one
occasion, causing the pump to short circuit. While the risk of
a similar occurrence still exists, the possibility is very low;
thus, the risk was deemed undesirable but not unacceptable.
The pump and strainer required regular but less frequent
monitoring since even the strongest strainer could be broken
as the material weakened with age, prolonged exposure to
wastewater, and improper handling [40, 41]. This finding is
similar to the results of TusSer and Oulehlova’s [3] work, albeit,
in theirs, the risks of malfunction in the pumping station were
considered unacceptable. Other risk assessments on Iran
municipal WWTP also stated that inappropriate pump
maintenance was one of the main threats to the quality of
wastewater discharge [27].

In this study, 2 other risks were found with no mitigating
control. Those risks are R13 and R14. The ineffectiveness of
bacteria in the pre-treatment tank and aerobic reactor (R13)
was due to the inaccurate assumption that the bacteria are self-
sustaining and, thus, do not require any checking and
maintenance. Although with proper condition and nutrients,
bacteria colonies are indeed self-sustaining, the sudden change
in hospital wastewater could upset the bacteria, causing a
decrease in population and effectiveness. Every WWTP that
employs living microorganisms possesses this risk, with the
risk level depending on the action to check and maintain the
condition of the colonies. This result differs from Shinta et
al.’s [25] work, where the risk of upset in the bacteria colony
was deemed acceptable since the bacteria was monitored
weekly in the onsite laboratory facility. The only other work
that specifically mentions bacteria anomaly was £.6j-Pilch and
Zakrzewska’s [24], where undesired bacteria’s growth caused
the upset rather than the lack of cultivated bacteria. While this
differs, both papers implied the importance of monitoring
bacteria’s growth.

R13 is related to lacking a functional sampling port (R14).
No sampling mean there was no information on when the
bacteria would require an additional restarter. For the
anaerobic tank, the WWTP operator tried to circumvent this
problem by recirculating part of the sludge holding tank into
the anaerobic tank. The activated sludge still contains active
bacteria, which can be reused to decompose organic materials
in the wastewater. While some activated sludge was carried
over to aerobic tanks, the total absence of monitoring and
mitigation makes the risk still categorized as undesirable.

Another 2 risks (R4, R25) in the undesirable category
occurred very frequently (O=5), indicating intervention in risk
management was necessary. Operator disregarding proper
PPE use (R4) happened almost daily due to the lax rule
enforcement in the plant. During daily work, personnel only
wore covered shoes and masks, while full protective
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equipment was worn during repair work. Several studies also
reported the same risk as a recurring problem [10, 36]. Some
risk assessments of WWTP operation classified this risk as
unacceptable [3, 25]. They differ from this study because their
establishments treat wastewater with more severe
characteristics or have significantly larger capacities. Hence,
the consequences of human-related accidents would be more
severe.

The long waiting period to receive the effluent quality check
result (R25) could harm the environment since the WWTP
continuously discharges effluent while waiting. The hospital
usually sends the effluent sample monthly to an external
laboratory, and the results are sent back after 22-40 days. The
actual measurement itself did not take that long, but more often
than not, the sample had to be sent out of town, and the
processing queue was very long. Another testing facility near
the hospital existed, but they charged rather expensive rates.
Since the national regulation itself only demanded the hospital
to have monthly measurements, there was no incentive for any
hospital to improve any aspect of their water testing system.
This means that if the effluent does not satisfy the quality
standard on some days of the month, it might be detected very
late or undetected. The case is very different with industrial
regulation, where many industries are equipped with on-site
laboratory facilities, enabling their WWTP to monitor the
effluent quality more regularly and with less waiting time, thus
minimizing the risk of poor-quality discharge. However, for
municipal WWTP, only the newest and largest one has an on-
site laboratory [42], while no report is available on hospital
WWTP.

Another undesirable risk similar to other findings is the
overloading of the clarifier (R18), which was caused by a high
solid concentration. The accumulation of suspended solids
was considered a very high risk in Pérez et al.’s [33] work,
which assessed WWTP based on constructed wetlands. This
shows that the difference in WWTP technology significantly
affects the severity and occurrence of similar risks. Meanwhile,
conventional WWTPs with similar technology always pose
the risk of equipment and infrastructure failure, which was the
number one cause of accidents in European municipal
WWTPs [37]. This aligns with the results of this study, where
half of the undesirable risks were some types of equipment
failure.

3.2.3 Acceptable risk

Acceptable risk does not require additional handling
measures because the existing practice is deemed sufficient.
Monitoring the risk while still maintaining current practice is
still necessary. Most of the risks found in this study were
classified as acceptable risk. Two of these risks (R30, R31)
carried a high severity score, which could be disastrous if
activated. Therefore, to be classified as acceptable implies a
very good risk-handling system, which might serve as a
reference in risk management for other facilities. Power outage
(R30) is still a persisting risk in Indonesia's electricity grid.
Despite recent improvements, the System Average
Interruption Frequency Index (SAIFI) was below the national
standard at an average of 5.62 times per customer per year [43].
The hospital owned several generators with enough power to
cover the whole facility and circumvent this issue. During the
audit, the team experienced a power outage themselves, where
the WWTP generator took less than 5 seconds to power up
fully, thus rendering the impact of the power outage negligible.
A plant that treats a larger influx of sewage and has more



electricity-driven equipment would be more affected by the
lack of electricity supply. This is why, in L6j-Pilch and
Zakrzewska’s [24] work, the power outage was classified as
an undesirable risk.

Another example of acceptable risk was short-circuiting in
the pumping system (R31), which could result in a power
outage and fire. The risk was deemed acceptable despite the
disastrous possible impact because the facility had a good fuse
and circuit breaker. Spare equipment was also readily
available if one was damaged and suspected to cause short-
circuit. Based on the audit, this risk happened only once. This
underlined the importance of a good electrical system in a
wastewater treatment plant. This study’s result differs from
Erdem’s [32] work, where all electricity-related risks were
considered high. Meanwhile, TuSer and Oulehlova’s [3] study
also found several electricity-related risks, with electrical

shock classified as unacceptable. This difference is due to the
probability or occurrence value assigned to the risk. In their
study, the probability of electricity-related problems such as
shock and short-circuit was high; in this study, such a thing
only happened once.

3.3 Risk treatment and risk management

Part of the acceptable risks in this study (R16, R20) were a
recent addition. They previously had higher RPN until
modifications in 2023 successfully reduced the risk level. The
best achievement in the 2023 change was the full elimination
of 2 unacceptable risks related to the disinfecting process.
Table 9 shows risk treatment done by the hospital in 2023 and
how they reduced or eliminated the risks.

Table 9. Risk treatment that had been implemented by the hospital WWTP in 2023

Risk S O D RPN Modification S O D RPN
. - Replaced with new lamellae, installed with
Lamellae in the clarifier break 4 2 2 16 S 1 2 8
proper inclination
. L . . Replaced with ozone disinfecting system,
Clogging due to fouling in the disinfectinghose 4 3 3 36 risk of ignition 5 2 2 20
Insufficient disinfecting solution in the holding Replaced with ozone disinfecting system,
tank 5 3 38 & risk of toxicity 5 1 4 2
Clogging of the pump in the anaerobic tank 4 3 5 60 The strainer in pre-treatment was replaced 4 1 5 20

with a finer and stronger one

Table 10. Recommended safety measures to manage unacceptable and undesirable risk

Risk Code Verbal Description of the Risk Recommended Safety Measure
ROL Operator late in doing their job Add one more pc_ar§o_nnel |f_the lateness is due to the_overburden of work in
another division, stricter adherence to operational procedure.
Establishing a daily PPE checklist, which was reported to the Health and
Operator disregarding proper PPE Safety Committee. Enforce sanctions or disciplinary warnings for non-
RO4 : . : h 2
use compliance with the rule. Add signs to remind operators and visitors to wear
PPE.
RO7 Too much disinfecting agent in Daily pH measurement in each pre-treatment tank. Establish a systematic and
laundry waste integrated hospital logbook.
R08 OverfllIlngv\z{r;[t;tlauznga:roblc tank Regular inspection of sludge deposit height. Regular cleaning schedule.
Ineffectiveness of bacteria in t_he Regular inspection of bacteria. Scheduling the addition of bacteria starter
R13 pre-treatment tank and aerobic
tank every few months.
R14 Broken or n_on-functlonal Installation of sampling port in anaerobic and aerobic tank output pipe.
sampling port
Monitoring influent flow rate. Adjust operation parameters when solid
R18 Saturation in clarifier contents in influent are high. Establishing a log book for the check, a log book
for cleaning and maintenance, enforcing stricter record keeping.
R21 Fire risk in ozone disinfecting Sign warning of the oxidizing hazard of ozone. Put a fire extinguisher near the
station station.
Sign warning of the toxicity of ozone. Wear a mask inside the area. Install an
Ozone leakage in the disinfecting ozone detector. Ensure the chamber and pipe joints are sealed properly. Use
R22 - . . e . ; S
station stainless steel materials for disinfecting stations to avoid being damaged by
ozone.
R25 Late receiving the result of the Use the nearest laboratory from the hospital. Partnering with an academic
effluent quality check institution. If possible, build an on-site laboratory.
R26 Clogging of the pump in the Regular inspection, cleaning, and maintenance of strainer and pump, and
anaerobic tank stricter record keeping are enforced.
Absence or incomplete dail Providing portable pH meter and calibration solution. Establishing a daily
R28 P y logbook, if possible, the logbook should be integrated into the computer
parameter measurement - . .
system. Enforcing stricter record-keeping.
R33 The pump controller system Regular inspection. A cover must be installed to protect the sensor and the
malfunction controller from the environment.
R34 Filtration media being carried over Regular inspection. Replacement of filtration media every 2 years.
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The risk treatment for the disinfecting station was to change
the disinfectant from chlorine to ozone. According to the
literature, ozone was more effective at killing microorganisms,
required less contact time for the treatment, and did not leave
behind residue that caused fouling in the hose or pipe [44].
Aside from frequent fouling, the previous disinfecting station
also had the risk of running out of chlorine solution because
the solution was not prepared automatically. Sometimes, the
operator miscalculated the disinfectant requirement or forgot
to refill the holding tank and only realized the lack of
disinfecting solution during the daily check. The facility had
owned ozone generator equipment for several years already
but tended to opt for chlorine due to the higher cost of the
ozone system. Ozone disinfecting stations still had undesirable
risks due to the possibility of fire, irritant properties, and toxic
effects [45]. Proper and routine maintenance of the ozone
equipment was required to handle these two risks. During one
of the visitations, the team observed a spark formed when the
disinfecting tank was opened, indicating the presence of
combustible gas inside the disinfecting tank. Fortunately, the
spark died without igniting anything else on fire then.
However, the incident shows that even after the modification,
the disinfecting station still has undesirable risks from ozone
ignition (R21) and ozone toxicity (R22). Based on the
observation from implementing the ozone system for a year,
the RPN was lower than that of the chlorine disinfecting
system. Therefore, the modification was sufficient until better
safeguards could be implemented in the future.

Another intervention was made for the lamella in the
clarifying tank, which was replaced in 2023. Unlike the
previous one, the new lamella was installed with the correct
degree of inclination, thus improving its effectiveness. This
action also reduced the likelihood of broken or clogged lamella
(R20) since new equipment was typically longer-lasting.

The hospital's risk handling and interview results showed
that the WWTP personnel understand the process and the risks
involved. The Health and Safety program was partially
implemented at the hospital in general and the WWTP in
particular. In this study, the authors proposed several measures
listed in Table 10 to mitigate unacceptable and undesirable
risks that had not been addressed.

While the solution mostly came down to better
recordkeeping and regular inspection, the implementation of
these measures was inhibited by some barriers. The largest one
was the lack of WWTP personnel and their overload of
responsibilities. Currently, the WWTP only has two
permanent staff members, but one of these two is often
required to perform other duties at the hospital water treatment
plant. The hospital management had already realized the
human resource problem and formally stated it during the 2020
internal audit. The hospital did not regularly carry out an
internal audit on its WWTP. They performed audits only when
a severe accident occurred, or the monthly effluent quality
measurement did not fulfill the standard criterion twice in a
row. Root cause analysis was performed, and two main causes
of the problem were indicated. The first was the overburden of
human resources, as mentioned before, while the other was the
filter malfunction, which also caused the pump to be blocked.
After the audit, the filtration unit was replaced with another
material, and the interviewees claimed that no incident had
been observed in the filtration unit since then. Meanwhile, no
change has been made to address the human resource problem.
While having additional staff to lessen the personnel’s burden
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would certainly increase the WWTP's resilience to the
operational disturbance, it was not deemed urgent enough.

Several studies with the aim of enhancing a WWTP's
resilience have been published [46, 47]. WWTPs worldwide
utilized different technologies, although some common
equipment was often found, such as sedimentation tanks,
biological reactors, and pumping systems. Aside from the
technology used, technological risk also depends on the
operating procedure, equipment age, maintenance, and failure
rate. Appropriate selection of technology and compliance with
standard operation and maintenance could reduce
technological risk significantly and improve WWTP’s
resilience [48]. In Poland and Slovakia, modernizing existing
facilities is more common than building new ones, and the
modification should be based on risk analysis [24].

The risk assessment in this case study revealed a significant
share of undesirable risks. The underlying reason is the lack of
detection measures due to infrequent inspection, bad record-
keeping, or the absence of a sampling port and laboratory
facility. These results provide materials for the hospital and
WWTP management to aid decision-making regarding the
facility. The hospital might increase its capacity in the future,
requiring the WWTP to be more resilient. The risks evaluated
as undesirable in this study might become unacceptable if the
hospital capacity increases while nothing is changed in the
WWTP.

The case study contributed to raising awareness of the
safety and sustainability of hospital WWTP operation and
presented recommendations to increase health and safety in
the hospital. While insufficient data made quantitative risk
assessment in this field difficult, it could be done several years
in the future if consistent monitoring and detailed
recordkeeping were implemented in the hospital WWTP. With
more accessible data, further study incorporating simulations
to evaluate risk quantitively is also open, refining the risk
assessment even more.

4. CONCLUSIONS

FMEA has been implemented to analyze the identified risks,
producing three risk levels: acceptable, undesirable, and
unacceptable. The risk with the highest priority is the lack of
daily parameter measurement. Most risk lies on acceptable
level (19 risks), followed by undesirable (14 risks). This shows
that the hospital has reliable risk management practices. The
hospital WWTP does not require new infrastructure. Several
modifications are required to mitigate the undesirable risks,
including adding sampling ports, installing a cover for the
sensor and controller, installing a fire extinguisher, and
changing some work procedures. The assessment found that
the root cause for most unacceptable and undesirable risks is a
lack of record-keeping and routine monitoring. Implementing
better record-keeping and monitoring practices is difficult
without additional personnel or lessening the current
personnel’s burden. The hospital’s safety audit result also
confirmed the latter finding. The complete risk assessment
results were presented to the WWTP operator and the
hospital’s health and safety committee for further use,
including recommendations for handling unacceptable and
undesirable risks. The results of this study could also serve as
a benchmark in risk assessment and management for other
hospital WWTPs.
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APPENDIX

Example of semi-structured interview questions:
1. Is the WWTP operator required to have specific training
or certification?

2.

What are the hazards that WWTP operators are most

concerned about?

3. Is the WWTP operator required to use personal protective
equipment (PPE)? Is there any disciplinary action for not using
proper PPE?

4. Is there any control to ensure work instructions and SOP
are followed?

5. How was any incident or accident reported and
documented?
6. What device experienced the most failure or required

frequent maintenance?
7. What is the procedure in the event of device failure?





