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The number of cyberattacks has increased significantly, necessitating the establishment
of robust safeguards. To protect networks from intrusion, Cybersecurity Threat
Intelligence (CTI) has been employed. CTI must effectively counter these attacks. Sharing
CTI is essential for understanding threats, safeguarding assets, and blocking attack
vectors. However, conventional CTI faces challenges related to privacy concerns,
negative publicity, and issues with quality, which hinder the sharing of threats within the
CTI community. This paper introduces a new framework that leverages Blockchain
technology to enhance CTI frameworks. We developed a consensus algorithm combining
Proof of Work (PoW) and Proof of Stake (PoS) methodologies to maintain CTI network
security. This hybrid system requires miners to stake tokens in proportion to their hashing
power, aligning incentives with network integrity and defending against double spending
attacks. Our framework employs Blockchain features such as privacy, and digital
signatures to create a secure and private environment for CTI sharing. We evaluated the
effective hash power distribution and discussed the advantages, limitations, and potential
improvements for the CTIB mode. The model was tested against 51% attacks, proving its
effectiveness statistically. Implementing this Blockchain & CTI algorithm will pave the

way for a more resilient and equitable cybersecurity defense mechanism.

1. INTRODUCTION

Cybercrime is on the rise. Therefore, organizations are
taking precautions to protect their data and prevent it from
being stolen or compromised. CTI feed sharing is an important
tactic. Following the compromise by a zero-day attack,
customers initiate the Incident Response (IR) process. Sharing
the attack anatomy and Indicator of Compromise (IoC) with
the community is the next step after applying risk mitigation
and containment [1]. Attacker-made artifacts can be found in
CTI feeds and may include new directories, open ports, or
altered registry entries. It is possible to include signatures in
the CTI along with file hashes, domain names, and IP
addresses. Modern and traditional CTIs were created to
establish a standard for exchanging threat intelligence feeds
among the CTI community and platforms [2]. These CTIs
make use of standards like Structured Threat Information
Exchange (STIX), Trusted Automated eXchange of
Intelligence Information (TAXII), and Cyber Observable
eXpression (CybOX). Current CTI solutions do not permit
members of society or communities to publicly share their CTI
information or any details about the attacks to protect the
privacy of community members. It is important to suggest a
solution where people in the community can share data
without disclosing their identities.

This is achieved by incorporating Blockchain technology
that not only allows for decentralized administration and
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immutability but also provides users with the option of
remaining anonymous.

This paper aims to introduce a novel system for sharing CTI
technology using Blockchain networks as a framework called
Cyber Threat Intelligence based on Blockchain (CTIB). We
created a framework model to use CTI on the Blockchain
network to enhance the current CTI approach. The potential
use of Blockchain technology improves CTI frameworks by
addressing privacy and negative publicity concerns that
prevent contributors from sharing their information in
traditional CTI approaches. The use of Blockchain maintains
the privacy of the threats’ detectors as the user’s identity is
concealed by using public key encryption. Therefore, the end
user can safely share any details related to the attack anatomy
and IoCs of any zero-day attack without revealing their
identity and gain rewards from the community for this
contribution. In addition, our solution includes hybrid
consensus algorithm that uses PoW and PoS which
significantly enhances the effectiveness of CTI technology
while eliminating any Blockchain related difficulties.

Our framework has lessened the power consumption used
in the consensus process as it is mainly based on the PoS
algorithm. The use of PoW algorithm is only to confirm the
decision of the PoS layer. CTIB ensures integrity, privacy, and
confidentiality while maintaining quality assurance.

We have devised mathematical equations governing the
allocation of hashing influence based on stake contributions to
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ensure that the platform is fair and secure. Our system ensures
that the influence of miners is proportional to their stake,
preventing the centralization of power. We have tested the
model against 51% attacks and have demonstrated its
effectiveness through statistical analysis. The introduction of
this algorithm into Blockchain based CTI will create a more
resilient and equitable cybersecurity defense mechanism.
Moreover, CTIB has a contingency plan in place to ensure
high availability if the primary layer of verification, PoS, is
unavailable. In such cases, the system will shift to the
secondary layer, PoW, until validators on the primary layer
become available. The main paper contributions are:

e Design a new framework to be used for sharing Cyber
Threat Intelligence feeds which is based on Blockchain
technology and double consensus mechanisms.

The use of double consensus mechanisms to provide a
framework with low power consumption.

The use of double consensus mechanisms to resist 51%
and double spending attacks.

The use of Blockchain provides integrity, privacy,
confidentiality, quality assurance, sharing data
anonymously, and high availability.

The paper is structured as follows: Section 2 provides
background information on conventional CTI and Blockchain
technology and the obstacles to the current CTI approach.
Section 3 presents a literature review of existing CTI-based
Blockchain models, the challenges these models face,
solutions that utilize hybrid consensus algorithms, and a brief
introduction to the combination of Blockchain technology and
CTI models. In Section 4, we present our proposed CTIB
framework. In Section 5, we analyze our results and
demonstrate the outcomes. This is followed by a discussion of
CTIB’s advantages, limitations, and potential challenges that
could be addressed using CTIB and provide directions for
model improvement. We conclude our work in Section 6.

2. BACKGROUND

Threat intelligence feeds contain malicious techniques,
IoCs, Tactics, Techniques, and Procedures (TTP), and any
other information that could help the community detect and
respond to the attack. This method allows users and entities to
participate. Real-time transmission of CTI is essential for
detecting zero-day attacks by the community. Typically, the
IR team of that entity constructs this report and explains the
attack anatomy. Currently, the user or CTI sharing system
must set the objectives and aims behind this CTI report before
it can be shared. After constructing this report, they must
change the format into a CTI standard structured language
before sending it to the community through the CTI system.
This Section illustrates the CTI formats and standardization.
Then, we give the challenges and limitations in the current CTI
approaches. Finally, a brief overview of Blockchain is
depicted.

2.1 CTI formats and standardization

Alternative approaches are taken by vendors, who first
gather IoCs and metadata before constructing and generating
CTI feeds, which are then published to subscribers. To ensure
the community is prepared to stop these waves of zero-day
attacks, these standards distribute CTI feeds that explain the
attack anatomy. These norms specify the formats used by
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automated security tools for storing and retrieving data [3].

The structured language for the CTI was developed and
created by several organizations and non-profit entities,
including the Internet Engineering Task Force (IETF), which
is responsible for several related standards. In 2007, the
Incident Object Description Format (IODEF) standard was
created by the IETF Managed Incident Lightweight Exchange
Working Group (MILE WG) [4]. The vendors, customers,
community, and IR groups need to be able to communicate in
the same language [5].

When responding to attack vectors and zero-day exploits,
IR teams need a thorough understanding of the attack’s
anatomy and cause before they can devise an effective
mitigation plan and strategy. The end user can now assist the
community in preventing this attack by disseminating the CTI
data. Table 1 outlines the various categories used to categorize
CTI’s various formats. Formats such as STIX make
descriptions of threats and their effects more widely readable
and usable. There is a primary focus on threat reporting
formats stated in Table 1 [6].

Table 1. STIX support for various format structures [6]

Format Structures
Vulnerability Format
CAPE

CVE c CWSS CVSS CPE CWE
Sy v X v v v
IR & Scan Format
Open Yara IPS MMD
I0OC  Rule Rule OYPOX MAEC  “rp
v v v v v v

For the vulnerability format, we selected the most known
formats such as Common Vulnerabilities and Exposures
(CVE), Common Attack Pattern Enumeration and
Classification (CAPEC), Common Weakness Scoring System
(CWSS), Continuous Professional Education (CPE), and
Common Weakness Enumeration (CWE).

For the IR and Scan Format, we selected the most known
formats such as Open IOC, Yara rule, Intrusion Prevention
System (IPS) rule, Cyber Observable Expression (Cybox),

Malware Attribute Enumeration and Characterization
(MAEC), and Malware Metadata Exchange Format
(MMDEF).

2.2 Issues with the traditional CTI approach

It is essential to understand the traditional CTI issues to
determine how they could be resolved to improve the CTI to
become more effective.

The first issue is that the current CTI system needs to offer
quality measures to prevent disqualifying CTI reports or the
quality of the CTI’s data. An annual subscription fee to a
commercial threat intelligence feed provider might be
expensive for any entity that wants reliable and up to date
information. Without an auditing process for these vendors or
a way for the public to review the quality of the CTI data, this
creates a single point of failure and distrust.

Secondly, there is the problem of confidentiality and the law
to consider. Unfortunately, confidentiality cannot be
guaranteed using the current CTI technology especially with
public CTI feeds [7]. Users can receive CTI reports but cannot
generate reports that could compromise their anonymity.
Depending on the severity of the attack and the organization’s



IR capability, an IR will be implemented within minutes or
hours to address the problem and contain the risk.

Mean Time to Respond (MTTR) is a crucial metric in IR
and cybersecurity that measures the speed with which an
organization can implement a complete incident response plan,
including five-stage recovery procedures [8] as shown in
Figure 1. Details about the incident or zero-day attacks are
included in the final report so that this new wave of attacks can
be revealed to the public. Information such as the
organization’s name, the extent of the attack, the identities of
any compromised accounts, and the extent of the attack’s
impact are included in this report and are deemed confidential.
Reviewing this report before releasing it will take time and
effort to ensure that it does not expose the company to legal
risks. Regarding the current CTI method.
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Figure 1. Incident response process

The third concern is credibility and non-repudiation. To
ensure that any message is genuine, and that the sender cannot
deny their consent, it is crucial to have third-party verification.
This way ensures the message reliability and the sender’s
commitment to the message. For example, an adversary can
easily circumvent any organization’s security measures and
compromise the CTI server to inject spoofed CTI reports [7].
Another concern is that businesses do not publish information
about internal attacks and data breaches to avoid negative
attention. This can be problematic, as it may prevent affected
individuals from taking necessary steps to protect themselves.
However, to avoid unwanted publicity, some companies
choose to keep things under wraps.

The downside to this approach is that it can come across as
dishonest and erode trust in the organization. It is a delicate
balance to strike, but transparency and honesty are generally
the best policies when it comes to cybersecurity incidents [9].
The fifth and last concern is the risk of a Single Point of Failure
(SPoF). Hackers can exploit zero-day vulnerabilities to
infiltrate the CTI back-end server and introduce harmful
scripts and reports that can severely damage the company.

2.3 Blockchain architecture

CTIB is based on both Blockchain and CTI, which provides
an advantage of the Blockchain to fix the current issues of the
traditional CTI. The information in the Blockchain is added to
a continuously growing list. The list comprises numerous data
blocks recorded, linked, and encrypted using various methods.
In the early 1990s, physicist Scott Stornetta and scientist
Haber Stuart used cryptographic techniques in a Blockchain to
protect digital documents from data tampering. Thus, the
concept of a Blockchain was founded. Bitcoin’s whitepaper,
written under the alias Satoshi Nakamoto, was released to the
public in 2008 [10]. The Blockchain network’ significance lies
in providing incentives, such as financial benefits to encourage
people to participate.

The advantages of the Blockchain can be summed up as
follows [11]:

1. It works without a central authority and cannot be
controlled because its system is expanded and
decentralized.

2. No one can change or delete the records on Blockchain.

3. Digital signatures ensure that involved participants can
trust each other without the help of a third party.

4. Each node holds a copy of the information, and all can
access and utilize the data transactions.

5. Every node can see the status of their transaction, and the
details of all transactions are shown in Blockchain, which
provides transparency.
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Figure 2. Blockchain architecture [11]

Figure 2 shows that the Blockchain architecture is divided
into five layers [11]: Application and Presentation Layer,
Consensus Layer, Network Layer, Data Layer, and
Hardware/Infrastructure Layer. The Infrastructure Layer
includes all the required hardware to run Blockchain, such as
nodes, storage, and network infrastructure. Data Layer
includes digital signatures, hashes, Merkle trees, and
transactions. The Peer-to-Peer (P2P) protocol and its
implementation are found at the Network Layer.

The Consensus Layer describes the type of proof used in
this network. The Application and Presentation Layer displays
the innovative contracts method, User Interface, Chain Code,
and Decentralized Applications (DApps).

Table 2. Smart contract diagram [12]

Block n-1 Timestamp Root Hash of the Current Block n
Additional Information
Smart Contract Record 1
Smart Contract Record 2
Smart Contract Record ...

Smart Contract Record M




In Table 2, each block contains a timestamp, the current
block’s hash value, the previous block’s hash value, and other
descriptive information [12]. Smart contracts are only possible
with the help of the “Event Trigger” mechanism [13]. All
nodes have regular intelligent contract traffic between them.
To ensure accuracy, each node receives the contract that needs
to be checked. As with all Blockchain transactions, the node

will verify the contract’s digital signature for security purposes.

Once verified, the contract will be executed according to the
terms of the agreement. The smart contract system of the

Blockchain automates the entire contract processing procedure.

Objects, including assets, markets, systems, and behaviors, are
given digital characteristics to realize intelligent contracts. By
automatically developing and executing digital objects, the
Blockchain network can alter the state and values of digital
objects. Smart contracts actively and passively receive, keep,
manage, and share data.

3. LITERATURE REVIEW

CTlI is the critical method for sharing threat information. As
mentioned in the previous Section, there are numerous
problems and constraints with the current CTI, such as lack of
quality  control, privacy, integrity, non-repudiation.
Additionally, Blockchain technology demonstrates a working
example of a distributed database that does not rely on a
centralized authority. As mentioned in subsection 2.2, the
critical advantage of Blockchain is the concealment of users’
identities and locations. Since the Blockchain is distributed,
records can be replicated across all nodes. In addition, each
node has a copy of every previous record. Therefore, updating
them is time-consuming. Given these conditions, Blockchain
is the best technology to employ and integrate with the CTI to
address and resolve existing issues. The digital signature
guarantees that the details in the threat intelligence feeds have
not been altered and cannot be denied. The Blockchain’s
rewards system ensures its continued quality by incentivizing
its parties (nodes) to participate and examine the reports of
their peers. This section defines the related works for how
Blockchain technology could be used in CTI to enhance the
most critical problems in the current CTI technology. It is
crucial to explore the potential of using Blockchain technology
in CTI to improve existing procedures and address problems
commonly encountered in traditional CTI systems. Since
Blockchain provides privacy, any entity can share threat
intelligence reports without revealing its identity. As discussed
in the Blockchain Section, Blockchain employs cryptography

algorithms such as digital signatures to conceal the identity
while providing integrity, credibility, and non-repudiation.
Using Blockchain’s consensus technique in the CTI improves
the quality of the content and reduces the number of deficient
CTI reports. Furthermore, it increases the network’s trust for
transaction CTI reports. Blockchain provides real-time, shared,
and fully transparent information stored on an immutable
ledger accessible only to permission network members.
Furthermore, there is no need to establish or request a third-
party review. As centralized databases require more security
controls and a more secure architecture to protect against
hacking techniques, decentralized databases are preferable. To
prevent negative publicity and ensure that no one can spread
rumors or fake news, Blockchain uses consensus algorithms,
validators, or miners to review and verify content. The
incentives motivate miners and validators to check more
blocks and earn more rewards. No one can change the content
since hash algorithms and digital signatures provide integrity
and protection. Table 3 summarizes how Blockchain has been
used to address the current CTI challenges and issues [14].

Table 4 presents the type of proof covered to share “threat”
feeds using Blockchain technology. Some of these papers are
based on CTI feeds, while others are based on sharing threats’
feeds without a standard format. As exhibited in Table 4, most
of the papers cited the use of Blockchain without explaining
the methods, such as the type of proofs, the reward system, or
the threat intelligence sharing format. In a specific case, the
significance of Blockchain technology in resolving CTI
problems was highlighted in the study [15]. Nonetheless, the
type of Blockchain consensus used for proof or reward was not
specified. Therefore, we denoted the value as “-” since no
specific value was mentioned. Otherwise, anything that
corresponds to our factors is represented as an “*” as in the
study [15], where the authors recognized the Structured Threat
Intelligence Sharing Language as shown in Table 4. Also,
Tanriverdi and Tekerek [16] focused on Blockchain literature
but failed to specify the type of consensus or rewards being
discussed. On the other hand, Gong and Lee [17] used
Blockchain technology to build CTI feed systems and smart
contracts for threat intelligence sharing and rating.

Based on the information in Table 4, several factors must be
thoroughly examined to suggest a way to combine Blockchain
with CTI feeds. Some of these factors include determining the
appropriate proof type for CTI that balances performance and
resource usage, determining the compensation for miners and
validators, and selecting a compatible sharing format standard
that works well with both CTI and Blockchain.

Table 3. Blockchain foundations used to address current CTI issues [14]

CTI Issues and Obstacles

Quality Confidentiality & the Law to Credibility & non- Undesirable
Measures Consider repudiation Publicity
Hashin
Techniqge v X X v
Blockchain Digital Signature X X v v
Pillars Encryption X v v X
Consensus v X v v
Validators v X v v
Rewards v X v v
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Table 4. A comparison of the papers based on the type of proof, the threat intelligence sharing format standards, the type of
rewards, and whether they were designed for the CTI system [14]

Blockchain’s Format Standards

The Threat Intelligence Sharing

Papers Were
Designed for the

Papers Were Designed

Rewards for an Alert Sharing

papers 1 YPEOFProol —o o

CybOX

Mentioned

CTI System System, But Not CTI

[15] - * -
(18] * - -
[19] * - -
[16, 20-24] -

[25] -

[26]
[27]
[17]
[28]
[29]
[30]
[31] - -
[32] - * *
[33]
[34]
[35]
[36]
[37]
[38]
[39] -

¥ %k ok 3k 3k %

* % %k ok ok
*

¥ X X

*

% % %
*
¥ % %

¥ ok %k ok 1

¥ X X * % 1

3.1 Type of Blockchain consensus proof

Different proof scenarios, including the most well-known
consensus algorithms, PoW, PoS, and PoA, could be used in
Blockchain [40]. When processing network nodes, particularly
when mining new blocks, the PoW consensus uses techniques
that result in higher power consumption. The goal is to defend
Blockchain from attacks that rely on computing power, such
as DoS attacks. Nodes with more processing power have a
greater chance of participating in mining and other similar
Blockchain network operations to earn rewards [41].

The validator node for the following blocks is chosen using
methods used by the PoS consensus algorithm. Since the
reward for the network process is not limited to the most
influential players, the objective is to distribute network tasks
among the network nodes. Additionally, it is a universal right.
PoS, thus, defends the network from 51% attacks [42].
Validators in PoA-based networks certify blocks and
transactions that accounts have endorsed. Using run
techniques, validators can group transactions into blocks in a

routinely automated process without checking their computers.

However, it necessitates keeping the authority node. Nodes
can become validators and are urged to maintain their position
with PoA. Since this is stronger than PoS, incentives may
change. The PoA partially shields the network from DoS
assaults and 51% other assaults [43]. The critical contrasts
between discussed consensus algorithms are shown in Figure
327, 44].

3.2 The expected challenges following CTI and Blockchain
integration

When integrating CTI and Blockchain, there are some
challenges and concerns that need to be taken into
consideration. One of the main concerns is forking and latency
[45], which could potentially cause delays and disruptions in
the system. Additionally, resource consumption is another
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significant concern because multiple hash computations and
miners are needed. The Sybil attack could also impact the
reliability of CTI by interfering with the Blockchain’s reward
structure [46].

Type Security Case Pros Cons
The network is
It protects It fjo'nscrvcs energy domipate(: by
and is prominen
PoS ﬁ:t:: Skl% environmentally stakeholders, which is
o friendly. a significant
disadvantage.
It is not suitable for
PoA reduces the most non-enterprise
It protects reqpired time to fipplicz?tions because
PoA from DoS verify transactions it requires users to
attacks. and serves as a trust validators and
platform for authorizers, while
developing. public Blockchain
aims to be trustless.
Open to 51% It z?chicves.co.nsensus
attacks, selfish qulckly,Aelllﬁnmates )
PoW minit;g, S the posgblhty of Consumption of
solipes spamming, and has energy and resources
been thoroughly
attacks. tested over time.

Figure 3. Comparison of proof types based on consensus [27,
44]



Furthermore, the 51% attack and double spending are
potential threats that must be addressed when integrating CTI
and Blockchain. It was essential to carefully consider these
challenges and concerns when developing and designing the
proposed framework.

3.3 Hybrid consensus technique in other fields

To our knowledge, consensus techniques have been applied
in several applications and technologies other than CTI.
However, it is rare for CTI to use more than one consensus
technique, unlike our approach, CTIB. Our study revealed a
lack of detailed explanation of using this dual consensus
Blockchain technology in conjunction with traditional CTI.
This Section explains how the hybrid PoS and PoW could be
used in a real-life example, such as Decred. Decred is a
governance cryptocurrency that uses both PoS and PoW
consensus as a hybrid model [47]. A summary of previous
studies and their hybrid consensus applications is shown in
Table 5.

The application for other studies diversifies between
countermeasures to avoid Blockchain attacks such as 51% and
double spending attacks. Some contributors mentioned the

scope and fields like cryptocurrency, IoT, e-voting, and
organic food supply chains. For instance, the presented
research proposes a solution to the PoW consensus algorithm
by combining both PoS and PoW on the same network [48].
This approach offers an unbiased mining reward to validators
and miners. The experimental results show that this algorithm
effectively reduces the number of malicious nodes attempting
to engage in double spending. Additionally, the authors have
developed a hybrid cryptocurrency that combines PoS and
PoW to solve the 51% attack problem.

This system is designed to achieve network dominance,
making it impossible for malicious nodes to engage in such
attacks. Wu et al. [49] tried to learn more about how
Blockchain’s consensus works so that the technology could
work better. They used PoS and PBFT algorithms as a hybrid
consensus that combines the benefits of both algorithms. The
authors improved the idea through throughput, latency, and the
ability to grow. Liu et al. [50] explained how to use both PoW
and PoS to build a hybrid consensus protocol that does not split.
They then combined their fork-free hybrid consensus with PoS
to make a flexible version of PoA where the parameters
between PoW and PoS can be changed.

Table 5. A summary of previous studies and their hybrid consensus applications

Types of Hybrid Consensus that Have Been Used

Papers  Year Application PoW  PoS  PoA PBFT or FBA
[47] 2021 Countermeasure v v - -
[49] 2020 Countermeasure - v - v
[50-52] 2019 Countermeasure v v - -
[53] 2020 10T (Edge Environments) v v - -
[54] 2020 Countermeasure v v - -
[55] 2021 Cryptocurrency v v - -
[56] 2018 Cryptocurrency v v - -
[57,58] 2019 Cryptocurrency v v - -
[59] 2017 Cryptocurrency v v - -
[60] 2021 E-voting v v - -
[61] 2021 Organic Food Supply Chain - - v v
4. THE PROPOSED CYBER THREAT validator for each new CTI feed. This method ensures quality.
INTELLIGENCE BLOCKCHAIN (CTIB) Our system uses PoS and PoW to ensure fairness and security.
FRAMEWORK With PoS, the chosen validator cannot manipulate the outcome

This section discusses our proposed design (CTIB) and how
it differs from traditional CTI with Blockchain integration.
Section 4.1 explains the design and workflow. Section 4.2
explains the mathematical formulation and methodology of a
hybrid PoW and PoS consensus algorithm.

4.1 CTIB’s design and workflow

While traditional CTI with Blockchain integration has
resolved some of the privacy and confidentiality issues
associated with CTI, it has also presented new challenges, such
as 51% attacks and double spending, as noted in Section 3.2.
In response to the faced difficulties by the integration of CTI
and Blockchain technology, a new framework has been
developed, which is our CTIB. CTIB framework employs two
consensus layers based on papers from other fields and
technologies.

In our model, we combined PoS and PoW. PoS supports
validators with limiting network consumption and speed. PoW
benefits miners by allowing them to review the work of the

or make false claims by depositing coins in their node. PoW
allows regular users to verify and confirm the validator’s
results. Also, it allows them to be promoted to validator status
based on their rank, which depends on their effort and the total
number of reviews. Those who mine or validate transactions
are rewarded with cryptocurrency or rank, which motivates
them to continue their work. The ranking system is essential
because it determines the value of each node, and nodes with
higher ranks are preferred over those with lower ranks. When
a miner’s node achieves a specific rank/score, it may be
encouraged to participate more and become a validator.

We display the contents of our proposed genesis block as
part of our approach. In the Genesis block, there are two main
sections: one is the block hash, and the second is the (header
section) which contains the following:

e The previous hash entry with no value because no
previous hash exists

e The timestamp

e  The total number of data

e The total number of feeds
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Genesis Block
Block hash

« Previous Hash: 0x0000
* Timestamp

« Number of Data

* Number of Feed

CTl feed
Quality Reviews (0)

Quality Reviews (n)

Quality Hash
Data Section ( Quality
Score )

Data Section ( Review and
Notes )

Owner Digital Signature

Feed Hash
Feed Full Report URL

10C ( IP-Domain- URL..)

Feed Severity

Feed Attack type ( DoS-
Exploit - vulnerability ..)

Owner Digital Signature

Avg Quality Hash

Data Section ( Avg Quality
Score)

« Previous Quality Hash

* Timestamp

* Number of Quality

Sections

« Number of Review

Section

Figure 4. The design of Blockchain blocks for CTIB

The next data section is (CTI feed) as shown in Figure 4, the
original feed is stored to be read and reviewed by the validator.
The (CTI feed) contains the following entries:

e The feed’s hash value to make sure that any change
or modification does not affect the original.
The full report URL for the feed
The IoCs include IP domains, URLSs, and so on
The STIX feed-in format must be readable and
usable by another CTI system
Feed severity to identify the severity of the content
Feed attack type to explain the original feed’s attack
vector and category
Owner’s digital signature

After the (CTI feed) section, there is the (Quality Reviews)
sections the validator will add their quality score, feedback,
and comments to the original feed. The total number of the
data section quality reviews sections will be proportional to
the total number of validators and miners. The quality review
section contains the following entries:

e The hash value of the feedback and comments to
detect any changes or modifications
The scoring and review of the CTI feed’s quality
The review and notes section contains the validator’s
comments and feedback. In addition, it explains why
this score was assigned to the original feed.
The digital signature of the validator
Finally, the average quality section contains the following:

e The average quality score hash to avoid any
modifications or external corruption trial on this
block.

The average score of all assigned validators and that
is why there is a section related to the average quality
score section.

The previous quality hashes
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e  Timestamp

The number of quality and review sections as
mentioned in Figure 4.

Our new framework combines PoW and PoS consensus
techniques to mitigate any flaws in each technique. When a
Blockchain block is created, the PoS validator votes on
whether to approve or discard it. Validators are chosen based
on their token deposit, ensuring they perform their duties
correctly. To determine the validator rank, the number of
participants is crucial, and only an odd number of validators
will be chosen. These validators will be sorted based on their
honesty rank score. Selecting an odd number of validators
ensures that the majority can quickly emerge, and that there
are no tie values or equality in the result.

In our approach, a minimum of five validators must be
selected. The number of tokens among these nodes has a more
significant vote to determine the block’s validity. If three of
the five selected votes are positive, the block is confirmed and
added to the Blockchain network. Validators must include
their comments and review notes in the CTI report. The second
layer, including regular nodes as miners, reviews the entire
Blockchain using the PoW consensus algorithm. This two-
layer system aims to protect against 51% and double spending
attacks by implementing PoS voting and PoW mining for
verification. In the PoS consensus layer, five validators at
random evaluate and validate the genesis block created by the
researcher who produces the CTI report feed, as illustrated in
Figure 5. Meanwhile, Figure 6 outlines our framework’s
workflow following the layers’ identification and design. The
first validator will be chosen based on honesty rank and
deposit amount. The first validator will generate the first block.
After the first validator’s review and validation, the CTI
research creator will receive his/her portion of the reward as a
cryptocurrency; the same is done for each validator based on
their honesty rank score.
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Figure 6 shows the delivery of the block to the second layer
for review and verification by the regular nodes (miners)
following the validators’ evaluation and application of the PoS
rewards and vault technique. When miners complete their
revision in PoW, cryptocurrency is sent to them, and their
honesty rank is increased if the other miners confirm their
results. The second layer, which utilizes PoW, aims to involve
regular nodes (miners) in the review process and motivate
them to scrutinize the validator’s results.

Our framework will leverage PoW nodes to verify and
endorse the validator’s decision. Over time, a PoW node
(miner) may advance to become a validator in PoS.
Cryptocurrencies will be used, and participation rank scores
will be raised to incentivize participation. By combining both
approaches, we can achieve quality assurance by harnessing
their benefits. An essential advantage of dual consensus layers
is preventing corruption in the PoS layer, as the PoW layer
nodes can detect this. Figure 6 depicts the workflow of our
model which begins by the researcher.

In addition, it demonstrates how the first validator reviewed
the genesis block. This layer’s rewards are based on the PoS
consensus, which depends on the deposit strategy as a
guarantee against corruption or insufficient validation. This
layer includes five validators with known ranks. The second
validation layer employs regular nodes as miners, and it is
based on the PoW consensus mechanism. This layer is critical
for validating and confirming the previous result and
encouraging PoW nodes to participate to gain cryptocurrencies
and advance in their ranks. The common node is promoted to
validator status when the rank reaches a certain threshold or
score.

4.2 Mathematical formulation and methodology of a
hybrid PoW and PoS consensus algorithm

This section explains integrating PoW and PoS consensus
methods to manage Blockchain networks effectively. This
section uses the equations and techniques presented in study
[62] to manage and secure the Blockchain network. Also, to
maintain a secure and decentralized PoW and PoS network, a
foundational linear model illustrates the viability of combining
these mechanisms. This is further evidenced by various
supporting equations used in multiple approaches, such as
DASH and Decred, which have been proposed to combine the
benefits of PoW and PoS. It means it will be used in our CTIB
approach to properly secure and manage the CTIB. The
attacker who wants to perform a double-spending attack must
stake a certain number of tokens and control 51% of the
network’s hash power. Moreover, running a mining pool
becomes more expensive for the pool owner as they need to
acquire a sufficient stake to maximize the efficiency of all the
hash power the pool collects.

Zhou [62] provides the following equations:

Maximize H'

subject to
H =) H (M
i
hi < h;,vi 2)
f(s)) =min (a0 *s; /S, 100%) 3)

h! < f(s)H', Vi 4)

where,

e  H'is the total effective hash power of the network.
h; is the hash power of the miner i.
h; is the effective hash power of the miner i.
s; is the stake of the miner i.
f(s;) is the maximum percentage of the hash power
the miner / could contribute to the network, namely
allowance.

e  Sis the total circulated tokens.

e (s asystem wise constant.

Eq. (1) represents the objective of the PoW and PoS
consensus algorithm, which is to maximize the total effective
hash power (H') of the network. Maximizing H' enhances the
network’s security and resistance to attacks. Eq. (2) is
calculating the effective hash power to ensure that the effective
hash power of each miner (h;) cannot exceed their actual hash
power (h;). This constraint prevents miners from artificially
inflating their influence on the network. h; represents the raw
computational power of a miner’s hardware. It is measured in
units like hash rate (hashes per second) and indicates the
miner’s ability to solve cryptographic puzzles.

Effective hash power (h;), on the other hand, reflects a
miner’s actual contribution to the network’s security,
considering not only their raw computational power but also
their stake in the network. This means that miners with larger
stakes have a greater influence on the network, even if their
actual hash power is lower than other miners. Eq. (3) defines
the function f(s;), which calculates the allowance for each
miner’s hash power contribution. The parameter o represents
a system-wise constant, and S represents the total circulated
tokens. This function ensures that miners with larger stakes
receive more allowance, but it also limits the maximum
allowance to prevent excessive power concentration. We will
use o, where o is (system-wise constant) and it could be
defined as follows: a represents a system-wise constant that
controls the extent to which a miner’s stake influences their
effective hash power. A higher value of a places a greater
emphasis on staking, while a lower value emphasizes raw
computational power. The optimal value of a depends on the
specific characteristics of the network and its desired security
profile.

Also, we need to define S, where S is the total circulated
tokens, and it could be defined as follows:

e S represents the total number of tokens circulating in
the PoW and PoS networks. This value is constantly
changing as new tokens are created and transactions
occur. The total circulated tokens serve as a
denominator in the calculation of effective hash power,
ensuring that the overall influence of miners is
proportional to the total stake in the network.

e Together, a and S play a critical role in balancing the
influence of computational power and stake in the PoW
and PoS consensus mechanisms. By adjusting o,
network administrators can fine-tune the balance
between these two factors to achieve the desired level
of security and decentralization.

Here’s a simplified explanation of how o and S affect the

effective hash power of miners:

High a:

e Miners with larger stakes have a more significant
impact on the network’s security.

e Encourages greater participation and stake holding
among miners.



e Potential risk of excessive power concentration among
large stakeholders.

Eq. (4) establishes an upper bound on the effective hash
power of each miner based on their stake in the network (s;).
The function f(s;) determines the maximum allowance for
each miner’s hash power contribution. This constraint
promotes fairness and prevents excessive power concentration
among miners.

Low a:

e  Miners with higher computational power have a greater
influence.

Rewards miners for investing in powerful hardware.
Potential risk of centralization if a few miners own a
majority of the network’s hash power.

By carefully adjusting o and considering the total circulated
tokens (S), network administrators can strike a balance
between these factors to maintain a secure and decentralized
PoW and PoS network and, to ensure that a miner cannot get
more allowance by splitting its stake.

The effective hash power of the first miner (h}) is calculated
as follows:

e (Calculate the total stake (S) by summing up the stakes
of all miners.

Calculate the allowance (f;) for each miner using the
function f(s;) =min (a *s; / S, 100%)

Calculate the effective hash power (h';) of
each miner by multiplying its hash power
(h;) by its allowance (f;).

Calculate the total effective hash power (H')
by summing up the effective hash powers of
all miners.

Calculate the effective hash power of the first miner (h;)
by taking the first element of the h; array.

The function f(s;) must satisfy the following two
properties:

f(s;) is a non-decreasing function.
f(s;) is a super-additive function, i.e., f(x) + f(y)<=f
(x+y).

This ensures that a miner cannot gain more allowance by
splitting its stake. In the results section, we illustrate two use
cases with numerical examples to demonstrate how to apply
the four equations to calculate the appropriate power and the
summation of (H').

5. RESULTS’ ANALYSIS AND DISCUSSION

This section presents the analysis of the test results and
includes a discussion of our framework. Section 5.1
demonstrates the effective management of the Blockchain
network with the corresponding test results. Section 5.2
illustrates how the CTIB framework successfully defends
against a 51% attack. We discuss our results in Section 5.3.

5.1 Test results for the effective hash power percentage
distribution by stake per a

This section demonstrates how to manage the Blockchain
network effectively after integrating PoW and PoS consensus
methods and the results of the effective hash power percentage
distribution by stake per a.

Example 1:

Eq. (1) is a Linear Programming (LP) problem, which can
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be efficiently solved by LP solvers in polynomial time. We
assume the following parameters to be used in Eq. (1):

o Total Stake (S) =1

o Percentage stake: s = [5%, 10%, 25%, 60%]

o There are four miners each of them having equal
hash power of the network, e.g., 25 H/s, h =
[25,25,25,25]

o a=2

To calculate the maximum percentage of the hash power,
we need to get the f(s;) from Eq. (3).

Step 1: For the first miner, we calculate the stake of the first
miner

s; =0.05

Step 2: Now we calculate the allowance (f;) from Eq. (3)
for the first miner f(s,)

f; =0.1

Therefore, the allowance for the first miner is 0.1. The same
steps will be repeated for the remaining f;. Table 6 illustrates
the values of the effective hash power for all miners.

So, the summation of the H' is 45. The percentage of
effective hash power contributed to the network by each miner
is: [5.56% 11.11%, 27.78%, 55.56%]. Figure 7 shows the
relation between the effective hash power distribution by stake.

The Python Script for the above Formula is given in Figure
8, as shown in the figure the output of the effective hash power
of the first miner: 45.

Table 6. The effective hash power

Step Calculation Result
Calculate the total stake (S) by summing _
1 - S=10
up the stakes of all miners.
Calculate the allowance (f;) for each fi =[0.1,
2 miner using the function f(s;) = min (o0 * 0.2,0.5,
s; 1S, 1). 1.0]
Calculate the effective hash power (h;) of h;=[2.5,
3 each miner by multiplying its hash power 5.0,12.5,
(h;) by its allowance (f; ). 25.0]
Calculate the total effective hash power
4 (H") by summing up the effective hash H' =450

powers of all miners.

Example 1:
Effective Hash Power Distribution by Stake

"y sex

wx A
5%

Miner 2 Miner 3

————— Stake (s_i) Effective Hash Pawer (h'_i}

Figure 7. Example 1: Effective hash power distribution by
stake

If the hash powers were not equal, like in Example 1, the
effective power distribution by stake would be different and
not aligned. This was tested in the following example



(Example 2).
Example 2:
We assume the following parameters to be used in Eq. (1):

o Total Stack (S)=1

o Percentage stake: s = [5%, 10%, 25%, 60%]

o There are four miners each of them having equal
hash power of the network, e.g., 25 H/s, h =
[71.4286,71.4286,50,25]

o oa=2

To calculate the maximum percentage of the hash power,
we need to use Eq. (3):

Step 1: For the first miner, we calculate the stake of the first
miner.

sy =0.05

Step 2: Now we calculate the allowance (f;) from Eq. (3) for
the first miner f(s,).

f, =0.1

By using the same steps, we calculate the allowance (f;) for
the 2nd, 3rd, and 4th miner as follows:

£, =0.1
fz =0.2
f3 =0.5

f, =1 (Capped at 1)

Based on this example, the effective hash power of the first
miner is 7.14286, the remaining values for the 2nd, 3rd, and
4th effective hash power are as follows.

h} = 7.14286
h) =14.2857
h}=25

h), = 25

The summation of the H':
H' =71.4286

The percentage of effective hash power contributed to the
network by each miner is [10%, 20%, 35%, 35%], Figure 9
shows the relation between the effective hash power
distribution by stake. It is proffered that the effectiveness of
the hashing capacity may be lower than the combined hashing
power. This implies that a miner who has a significant stake in
the process may have an easier time mining if the other miners
do not have enough stake, as shown in Figure 9.

In the following, we examine the effect of a on the effective
hash power of miners by changing the value of o in Example
2 and checking the outcome to see how a affects the effective
hash power of miners (using Egs. (1), (3), and (4). We
calculated the percentage of effective hash power for each o
up to the value of 12 and summarized these percentages in
Table 7. Based on the outcomes, we can conclude that by
adjusting o, we can tune the system to be more advantageous
to the miner or stakeholders and how combining two
consensuses, such as PoW and PoS, will reduce the gap
between the stakeholder and the miners.

Based on the results, we can observe the following:

f=1
fs=

h_prime

H_prime =

h_prime

print("Eff

lambda
Jmbaa

np.array([f(si) for

Even if all miners have the same hash power as
Example 1, their stake limits their effective hash
power. This encourages miners with insufficient
stakes to acquire more stakes to maximize their hash
power. This means more participation to get more
tokens (stakes).

The overall effective hashing capacity might be less
than the aggregate hashing power. This suggests a
miner with sufficient stake may be easier to mine if
the remaining miners do not have sufficient stakes as
in Example 2.

S
s])

min(alpha * s

si ir
= np.multiply(h, f_s)

sum(h_prime)

1 = h_prime[0]

, h_prime_1)

crrective

Figure 8. Python script for the effective hash power

Example 2:
Effective Hash Power Distribution by Stake

60%

35%
35%

25%

Miner2 Miner3 Miner 4

-e-Stake (s_i) - Effective Hash Power (h'_i)

Figure 9. Example 2: Effective hash power distribution by

stake

Table 7. The effective hash power percentage distribution by stake per o

Miner  Stake (s_i) a=2 a=3 a=4 a=5 =6 a=7 a=8 a=9 a=10 a=11 a=12
Miner 1 5% 10.00% 11.32% 12.03% 13.90% 15.40% 12.72% 15.40% 15.40% 17.14% 18.85% 20.54%
Miner 2 10% 20.00% 22.65% 24.07% 27.80% 30.79% 25.45% 30.80% 30.80% 34.29% 34.29% 34.29%
Miner 3 25% 35.00% 39.49% 42.15% 38.91% 35.92% 25.46% 24.00% 24.00% 24.00% 24.00% 24.00%
Miner 4 60% 35.00% 26.44% 21.75% 19.44% 17.89% 12.72% 11.99% 11.99% 11.99% 11.99% 11.99%
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3. A double-spending attack requires 51% of the
effective hash power and 1/a percent of the stake to
create a fork mined solely by the attacker as
illustrated in Example 1 and Example 2.

4. By adjusting a, we can tune the system to be more
favorable to the miner or stake holder.

5. One challenge arises when miners lack sufficient
stake, while staking entities (stake holder) have no
interest in mining. This echoes the availability issue
inherent in pure PoS systems where validators lack
mining capacity. However, in this hybrid PoW and
PoS setup, low network hash power incentivizes
stake holder to contribute their mining power and
maintain stability. To further prevent miners without
sufficient stake, we propose an alternative which is to
allow them to mine, but at a significantly higher
difficulty level compared to well-staked miners.

6. Mining pools in PoW and PoS require significantly
more cost than PoW. To efficiently mine blocks,
depending on the percentage of the pool’s adequate
hash power, the pool must acquire the corresponding
stakes in the network. In contrast, the running cost of
a decent-sized mining pool in PoW is almost
negligible compared to its hash power.

Using the described model will combine two consensuses,
such as PoW and PoS, explaining how we can implement the
same steps and concepts in our CTIB framework to prove that
our model can resist 51% attacks and properly manage the
network.

5.2 Test results for CTIB against 51% attack

damage to any PoW based network and disrupt the exchange
on a Blockchain network. To combat this, a hybrid protocol
can be employed, combining two or more existing proofs
(PoW and PoS), to improve consensus and make the network
sufficiently resistant to the 51% attack. While PoS can prevent
51% attacks, PoW is not as secure. Therefore, we have used
PoS as the dominant layer to ensure sufficient security.

If a 51% attack occurs in the PoW layer, the PoS validator
detects it. The use of both PoW and PoS results in reduced
power and computation consumption compared to using PoW
alone. Moreover, in case the primary layer (PoS) is busy or
unreachable, the system will automatically shift to the
secondary layer (PoW), until a validator from the primary
layer becomes free to review and initiate the validation process.

We proved that applying a 51% corruption ratio to both
PoW and PoS separately results in a 51% attack. By applying
our combined two layers Integrity Blockchain (CTIB), which
comprises the two consensus algorithms, we achieved a
remarkable performance improvement by reducing the
corruption percentage to 26.01% based on Eq. (5).

Prob (combined) = Prob (PoW) X Prob (PoS) (5)

Table 8 shows the results of the corruption probability
equation for a 51% attack. The attack was implemented on
each consensus method to demonstrate how CTIB offers
superior protection against such attacks.

Table 8. The results of the corruption probability equation
for a 51% attack

PoW Corrupted Ratio  PoS Corrupted Ratio Outcome
This section examines the greatest threat to PoW, which is 50% 50% 25%
the 51% attack. This attack is successful when a majority of 51% 51% 26%
. . . . . 0, 0, 0
the network agrees on an inaccurate result, with this majority 52% 52% 27%
being more significant than 50%. The malicious node (or user)
.. . 70% 70% 49%
then becomes the key decision maker on the network, allowing 71% 71% 50%
thern‘to double-spend their funds and impersonate thfa original 71.5% 71.5% 51%
recipient of the transaction. 51% attacks can cause significant
51% Attack Tipping Point
80Y
70% —“,Q-—n
s"--o—"“e'*‘—‘ 71.5%
. _—.""/-—.—
608 y e od 51%
) __.gvoi—"'
ao—"‘—-‘“—‘
son e
1 3 4 1 11 13 4 1 9 20 21 23 24 2 26 8 2! 30 3 32 33 34
» @ PoS Outcome 51% Attack =-e-Pow

Figure 10. The 51% tipping point in CTIB
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According to Table 8, the CTIB network can be taken down economic attacks and ensures validators are

through a majority attack, which would be a complex process. financially committed to the network’s
The table displays the outcomes of implementing CTIB integrity.
against a 51% attack, considering two methods of consensus, d. Improved Chain Selection and Finality: A
PoW and PoS. For a 51% attack to be successful, the malicious hybrid system can implement checkpoints
node must have control over at least 71.5% of the processing or finality mechanisms from PoS to solidify
capacity in PoW and 71.5% of the staked coins in PoS. For a the blockchain at regular intervals,
51% attack to succeed, the node carrying out the attack must preventing long-range  attacks. PoS
have control over at least 71% of the processing power in a checkpoints can ensure that once a block is
PoW system and 71% of the staked coins in a PoS system. If finalized, it cannot be reverted, even if a
this threshold is met, the chances of a successful attack are temporary PoW fork occurs.
greatly heightened. However, achieving such capabilities is 2. Preventing Double Spending
highly unlikely and unrealistic. This is how our system a. The hybrid system provides a redundant
protects itself against a 51% attack, as illustrated in Figure 10. layer of security. If an attacker compromises
one consensus mechanism, the other
5.3 Discussion mechanism still protects the network.
b. This makes it highly unlikely for double
In this section, we discuss the advantages, limitations, and spending to occur, as both mechanisms
potential challenges that could be addressed using CTIB and would need to be compromised
provide directions for model improvement. simultaneously.
3. Managing Resource Consumption
5.3.1 Advantages of CTIB a. By using PoW for initial block creation and
In the previous sections, we tested CTIB against 51% and PoS for block validation, the system can
demonstrated how CTIB prevents 51% attack. However, balance the high security of PoW with the
threats and challenges still need to be addressed and tested for energy efficiency of PoS. This approach
CTI. The significant threats and challenges for CTI with reduces the overall energy consumption
traditional only one consensus are as follows: compared to a pure PoW system.
1) Fork Attack b. PoS ecliminates the need for energy-
2) Double Spending intensive computations. Validators are
3) Resource Consumption chosen to create new blocks and validate
4) Sybil Attack transactions based on the amount of
5) High Availability and Single Point of Failure (SPoF): cryptocurrency they hold and are willing to
If the consensus network is unavailable or congested for any “stake” as collateral, significantly reducing
reason, how will it be restored? energy use.
6) Multilayer of Corruption c. PoS reduces the need for expensive
What steps should be taken to resolve a 51% attack if it hardware, lowering the entry barrier for
occurs? validators and reducing overall resource
CTIB is designed to defeat and solve these threats by: consumption.
1. Preventing Fork Attacks 4. Ensuring High Availability
a. Combining PoW and PoS significantly a. To ensure high availability, we have
increases the difficulty and cost of executing designed two consensus layers to ensure that
a Fork attack. the second layer takes over if the primary
b. Diversified Attack Vectors: In a hybrid layer is busy or unreachable, allowing for
system, an attacker must overcome the smooth result generation.
security measures of both PoW and PoS 5. Managing Multilayer Corruption
simultaneously. The CTIB hybrid approach can identify any corruption, as
c. This dual-layer security makes it much tested successfully in Section 5.
harder to execute a successful attack. PoW Table 9 compares CTIB with other methods integrating CTI
provides robust protection against brute- and Blockchain mentioned in Table 4 [15-39].

force attacks, while PoS protects against

Table 9. Comparison of CTIB and other integrated CTI with Blockchain papers

Challenges

Quality Measures,
Papers Cor_1f|_d_ent|allty, 51% Fork Double Resource Sybil High Multilayer of

Credibility & Non- Attack  Attack  Spending  Consumption Attack  Availability  Corruption

Repudiation, Undesirable
Publicity

CTIB
our s Solved  Solved Solved Solved Affected Covered Detected
model olved
[15-39] Affected Not Covered  Not Detected
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5.3.2 Limitations and prospect challenges in CTIB

For our new CTIB module framework to function
effectively, the following factors must be fulfilled:

1. The Blockchain network should be designed as outlined
in Section 4.

2. Both types of consensuses (PoW & PoS) are required.

3. CTI technology with Threat Intelligence Sharing Format
Standards, utilizing one of the following: STIX, TAXII, or
CybOX.

Without these key factors, the CTIB will not function
effectively. The Blockchain network must be properly
designed, as discussed in Section 4, to ensure its proper
functioning. Additionally, the intranet protocol between the
Blockchain and CTI should facilitate seamless communication,
and the two types of consensuses should be implemented to
integrate and communicate effectively with the CTI
technology through the threat intelligence sharing format
standards for unity.

As a prospect, challenges in CTIB are a Blockchain based
framework that uses two consensuses’ algorithms, exposing it
to the challenges and flaws inherent in Blockchain technology.
Using two consensus layers in CTIB emphasizes Blockchain’s
technical challenges. Our analysis identified challenges
affecting Blockchain and CTI [63], abstracted below. One of
the main challenges for our CTIB framework is the
consumption of resources in the second layer, PoW. While a
consensus algorithm like PoW protects against adversaries, it
generates high computational costs and electricity charges,
leading to daily energy consumption of around 15 million
dollars [63]. An alternative consensus algorithm, such as PoA,
should be considered to address this issue to reduce power
consumption. The second prospect challenge is Sybil’s attack.
Sybil’s attack is an assault on a Blockchain network service.
An adversary subverts the service’s reputation system by
creating many anonymous identities and utilizing them to gain
massively significant influence [33].

5.3.3 Directions for model improvement for CTIB

One direction for improving the CTIB model is to create a
simulation to test our approach against other consensus
protocols. This involves comparing various scenarios and
analyzing the results to identify the optimal hybrid consensus
for constructing a unified CTIB. Another direction for
improvement is to explore how artificial intelligence can be
leveraged to address anticipated issues in the CTIB, such as
Fork and Sybil attacks. Additionally, Al can be used to build
better reports, assist in evaluations, and review and assess the
content.

6. CONCLUSIONS

As Internet technologies become the foundation of human
life, cybercrime is rising. Defending against cybercrime with
traditional methods is ineffective as attackers will change their
methods and techniques to circumvent these security controls.
Since most of these attacks are sophisticated, it is necessary to
share the attack anatomy and details once the attack has been
detected. This method is known as CTI. The current CTI faces
several challenges and limitations, including the lack of
quality control, privacy, integrity, and the inability to provide
non-repudiation. These issues indicate the need for enhanced
CTI systems. The ability of Blockchain to conceal one’s
identity and location across the network distinguishes it. Due
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to decentralization, records can be shared across all
Blockchain nodes, ensuring data replication. For the reason
that all historical records are already copied at every node,
changing them is difficult. As a result, Blockchain is the most
appropriate technology for use and integration with the CTI.

After integrating CTI with a Blockchain using a single
consensus mechanism, threats such as Fork attacks, Double
Spending, Resource Consumption, Sybil Attacks, Single Point
of Failure, and Multilayer Corruption persist. To address these
challenges, we developed CTIB, a new framework that
resolves issues in traditional CTI and systems integrating CTI
with Blockchain using only one consensus. CTIB facilitates
anonymous data sharing and ensures high availability by
switching to PoW if the PoS layer is occupied.

In conclusion, we tested our CTIB model against 51%
attacks and demonstrated its effectiveness statistically. For an
attack to succeed, the malicious node has to control at least
71.5% of both the processing power in PoW and the staked
coins in PoS. This threshold makes such an attack highly
unlikely. Our system effectively protects against a 51% attack
by requiring these high control levels. In addition, CTIB model
can resist Double Spending and Fork attacks. This is achieved
with low power consumption as the use of PoS results in a
reduction of the power needed. Finally, we evaluated the
effective hash power distribution by stake and discussed the
advantages, limitations, and potential improvements for the
CTIB model.

In the future, we will focus on creating a simulation to test
our new approach, comparing various contests, and analyzing
the results to determine the best hybrid consensus for
constructing a unified CTIB. We will also explore how
artificial intelligence can help addressing any expected issues
in the CTIB, such as Fork and Sybil attacks.
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