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 The Internet of Things (IoT) represents the backbone of current and future technologies. 

The main objective of IoT is to make human life easier by automating most daily jobs. 

The endless web of connections entices opponents to utilize the IoT’s weaknesses. For 

that reason, this technological innovation faces a few serious safety and confidentiality 

problems. These problems are the actual motivation of this research. This paper reviews 

the latest research and possible types of attacks that can affect IoT systems including the 

exploration of IoT infrastructure. Various cybersecurity threats, including network, 

application, and physical attacks, that aim to compromise the IoT are discussed. 

Moreover, regarding attack types, we performed a statistical analysis using Excel for the 

percentage of most attacks and found that DDoS is the most common with 21%. In 

addition, by comparing Deep Learning (DL) accuracy measures with traditional methods, 

DL methods achieved an accuracy of more than 98%, so they are better and more effective 

in detecting and classifying the attack types due to their high accuracy. However, rarely 

do researchers focus on computational complexity. Finally, the paper highlights some 

statistics using Python language on the negative impact of attacks on network traffic. 
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1. INTRODUCTION 

 

The Internet of Things has the potential to make numerous 

advances in global technology because of its ability to interact 

with most aspects of life [1, 2]. Covering smart cities, modern 

medical techniques, smart homes, and smart agriculture [3, 4]. 

IoT refers to a networked embedded computing system that 

operates in soft real-time [5] and it consists of billions of 

devices linked together that can transmit information to each 

other electronically. IoT makes several facilities feasible, 

including tracking, monitoring, and controlling, which alters 

how people interact with physical items. IoT uses an extensive 

range of developed devices, involving laser scanners, gas 

inductors, and Radio Frequency Identification (RFID) infrared 

sensors IoT allows for the monitoring and control of many 

characteristics of items or procedures, including light, sound, 

chemistry, method, biology, and position. The information in 

IoT is based on real-time data which is so important [6]. 

Enabling things to be connected at anytime, anywhere, with 

anything, and with anybody utilizing any path/network and 

any service is the aim of the IoT  [7]. Due to the variety of 

device connectivity, IoT devices have numerous 

vulnerabilities that hackers could exploit to undermine their 

security [8, 9]. The process of protecting data through attack 

prevention, detection, and response is known as cybersecurity 

[10-12]. A safety instrument known as an Intrusion Detection 

System (IDS) may recognize and block network and computer 

system access [13, 14]. IDS monitors system and network 

activity to look for odd trends that might point to a security 

breach [15-17]. The two primary IDS classes are anomaly 

identification and signature identification. Signature 

identification systems evaluate identified attack patterns, or 

signatures, using system activity and network data., to identify 

potential threats. alternatively, anomaly identification makes 

use of Machine Learning (ML) methods to establish a 

foundation of normal activity and spot deviations that could 

point to an intrusion [18]. The one with the best performance 

among them is intrusion detection using DL  [19]. This is 

illustrated by the significant powers of Deep Learning, which 

include self-adaptation, great generalization, self-learning, and 

the detection of unusual assault behavior [20, 21].  

Figure 1 illustrates four layers that can be distinguished in 

IoT architecture. This paper introduces a review of IDS for IoT 

systems concerning the IoT’s layer architecture. The paper 

organization is as follows: Section 2 briefly discusses security 

attacks in IoT according to layers. In Section 3, a brief 

explanation of IDS for IoT. In Section 4, prior work evaluation 

is introduced. Section 5 discusses the outcomes and 

evaluations of the statistics. 

 

1.1 Perception layer 

 

Several sensors, including infrared, RFID, ZigBee, and QR 

codes, are used by this layer to gather data. Temperature, 

humidity, force, vibration, pH level, pressure, speed, and so on 

can all be considered forms of information. The information is 

transmitted via the network layer to be obtained in the central 

information processing unit [22]. 
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Figure 1. IoT architecture based on layers [22] 

 

1.2 Network layer 

 

The information conveyed at this layer may be 

communicated via satellite, infrared equipment, Wi-Fi, and 

other media, depending on the type of sensor and data 

sensitivity. Consequently, information is safely moved over 

the network layer from the perception layer to higher layers 

[22]. 

 

1.3 Processing layer 

 

The application and network layers are combined within 

this stratum. This layer can perform all cloud and cognitive 

calculations. Supportive base layer capabilities include things 

like service administration and data storage from lower-level 

layers to databases. Additionally, this residue can compute, 

record, and handle statistics on its own as the foundation for 

astute computing [22]. 

 

1.4 Application layer 

 

The application layer reflects the reaction to user requests. 

The processed statistics of lower layers are used to create 

offerings that can be useful to the end user. The data offers a 

foundation for these kinds of applications, which could help 

the user in a variety of ways, including communication, private 

healthiness teaching, technology, domestic goods, and 

transportation. Features like identification and confidentiality 

should be part of IoT data security. Since IoT could be used in 

highly important industries, including postal services, smart 

homes, transportation, and healthcare, its security and privacy 

must be impeccable. Every security factor should have a 

targeted solution described [22]. 

 

 

2. METHODOLOGY 

 

A thorough overview of IoT security threats is provided. 

Different types of IDS for IoT systems are identified. In 

addition, perform a comprehensive review of existing research 

related to Intrusion Detection Systems and IoT security attacks. 

 

2.1 Security attacks in IoT 

 

In this section, several security risks on each layer that have 

emerged recently are briefly addressed. IoT security attacks 

can be categorized using three broad categories, as shown 

previously in Figure 2 [23]. Table 1 illustrates a brief 

comparison between the most common attacks including their 

negative impact along with the probable method of defense.  

 

 
 

Figure 2. Assaults into IoT networks [24] 

 

2.1.1 Application layer attacks 

Software package assaults are the leading reason for 

insecurity in PC security. Implementation of IoT System 

gadgets, admission to touchy data, facts access, and denial of 

service can all be programmed using Trojan horse applications, 

worms, viruses, adware, and malicious scripting software 

program assault [23]. A few examples of these attacks can be 

seen in the next subsections. 
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a) Phishing attacks 

Phishing attacks start when consumers get spoof emails 

from someone who seems to be authentic. These emails may 

contain harmful links and encourage the recipient to update 

their account details. The attacker uses spoof emails, bogus 

websites, or both in an attempt to trick internet users and 

obtain their personal information [25].  

b) Malicious code injection 

Scripts intentionally designed to damage IoT device 

capabilities are known as malicious scripts. They can be added, 

altered, or removed from the software [26]. This is a coded 

assault that directly targets the software’s code and damages 

the network without authorization. The hacker then inserts 

malicious code into the software, infecting it. 

c) Sniffing attacks 

By installing a sniffer program on the device, an adversary 

could compel an assault on the device and gain access to 

network information that could corrupt the system [26]. 

Sniffing is a strategy used to alter the content or try to look for 

the file format. Another name is Multipurpose Internet Mail 

Extensions (MIME) sniffing or media-type sniffing. Files, that 

contain deliberate payloads or malicious content, are uploaded 

by the attacker [27]. 

 

2.1.2 Network layer attacks 

Networks used by IoT systems are the focus of the offensive. 

Without going near a network, this offensive can be executed. 

Some of the most common attacks are as follows: 

a) DoS/DDoS 

Denial of Service (DoS) is one of the most destructive and 

rapidly expanding categories of cyberattacks characterized by 

high damage and significant impact on business operations. 

An attacker can prevent authorized users from using the 

service by overloading the capacity or assets of a device or 

network that is being targeted [28, 29]. DoS assault occurs 

when an attacker utilizes a single machine to compromise the 

service. Distributed DoS is an extended DoS assault that 

multiplies the attack’s stress level on the targeted machine or 

system by starting the attack from numerous compromised 

devices. The ultimate goal of both of these assaults is to bring 

down the service by flooding the system with network traffic 

or by using a significant amount of system resources [30, 31].  

b) Man in the Middle  

The concept of Man in the Middle (MITM) refers to a 

hacker’s attempt to disrupt communication between two 

systems. Since the assailant covertly intercepts 

communications between the two parties and sends them 

assuming they are talking directly to each other, it can be a 

dangerous attack. Since they are the ones having the real 

conversation, the attacker can trick the receiver into thinking 

they are still getting a valid message [32]. 

c) Botnet attack 

Botnets are a group of devices on the internet that are 

infected with software, allowing hackers to monitor them. 

Cybercriminals employ a botnet to launch attacks, such as 

DDoS attacks, illegal access, data theft, and credential leaks 

[33]. Numerous unprotected IoT devices, along with the most 

recent developments in botnet technology, are being used by 

hackers to turn IoT devices into a botnet army that launches 

botnet attacks [34]. A hacker using a botnet attack will infect 

IoT devices with malware, enabling them to receive 

instructions from a command-and-control server and perform 

destructive actions [34]. 

d) Data transit attack 

The environment in which data is shared and kept in daily 

life may represent the primary target of rivals and attackers. 

Sensitive data is stored on local servers or in cloud storage. 

However, due to this data being transferred from one server to 

another, it is more vulnerable to attack. Huge amounts of data 

are sent between the environment’s sensors, cloud, actuators, 

and other devices. Therefore, the most susceptible attack 

vector for IoT devices is data transportation [34]. 

e) Spoofing attack 

A type of cloning called spoofing does not physically 

duplicate an RFID tag. The attackers use specialized devices 

with enhanced capabilities that may mimic RFID tags given 

certain data content to achieve spoofing. An attacker 

impersonates a legitimate RFID tag in this kind of assault to 

obtain its rights. For this impersonation to work, full access to 

the same channels of telecommunication as the original tag is 

required. Knowing the protocols and secrets that will be used 

for any authentication that occurs is part of this process [35]. 

f) Sinkhole attack 

An attacker can seize control of a node inside a network by 

using a sinkhole attack against an IoT system to draw all traffic 

from nearby nodes. These attacks increase network congestion 

and strength consumption at nodes. Furthermore, discarding 

all packets in place of transmitting them to their destination 

can make the IoT open to denial-of-service attacks [36]. 

g) Sybil attack 

This assault allows an attacker to be in two places using an 

unauthorized node known as the Sybil node to impersonate 

extra nodes. A Sybil attack can motivate close by Wireless 

Sensor Network (WSN) nodes to accept faulty records. A 

Sybil node, for instance, may be capable of voting greater than 

as soon as in a WSN voting machine, which could provide a 

fraud result [36]. 

 

2.1.3 Perception layer attacks 

Hardware-based attacks are the most common ones against 

the perception layer. Technologies like WSN, RFID, Zigbee, 

and other sensor types are typically included in the perception 

layer. The attacker needs to be within the network or very near 

to the nodes that make up the IoT. A few common attacks on 

the perception layer are listed below. 

a) Replay attacks 

In these types of assaults, the message is intercepted by the 

attacker from the communication medium and then 

subsequently sent to the same network. Smart devices can be 

compromised by hackers, who can then transmit data as an 

authorized node [37].  

b) Eavesdropping 

When smart devices are infiltrated, attacks like 

Eavesdropping may happen. The attacker can read the 

communications between the devices because of the insecure 

communication connection. The attacker obtains the data from 

insecure transmission media in this passive attack [37]. 

c) Side channel attack  

Since Side Channel Attack (SCA) operates under the 

assumption that data leaks constantly, adversaries may be able 

to take advantage of a smart device’s data leakage to identify 

significant patterns of correlation among activities and 

connection nodes. As a result, they will have access to certain 

private, critical information for their malicious purposes [38]. 
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Table 1. A summary of differences, harms, and defense methods for different types of attack 

 
Attack Type Differences Harms Defense Methods 

Phishing Uses social engineering to take advantage 

of people’s trust and conduct 

Disclosing financial or personal data 

harms reputation and trust. 

Granting device access with Multi-

Factor Authentication (MFA), email 

and web filtering, and detecting 

phishing in real-time. 

Malicious code 

injection 

It directly changes or manipulates data or 

the behavior of programs. 

Directly alters or manipulates data or 

software behavior. 

theft and alteration of data. 

System vulnerability and management. 

Identity theft, monetary losses, and 

reputational harm 

Web Application Firewalls (WAF), 

parameterized queries, reliable coding 

techniques, and regular updates to 

reduce injection risks. 

Sniffing attacks Sniffing attacks passively intercept data in 

transit without changing it 

Makes it possible for hackers to access 

network resources without 

authorization, jeopardizing network 

security as a whole. 

Encryption, secure protocols, network 

segmentation, monitoring and IDS/IPS, 

raise awareness by user education 

DoS/DDoS DoS: Makes numerous requests to IoT 

devices or networks, overloading them to 

the point where they can’t handle legitimate 

traffic. 

DDoS: Uses multiple compromised devices 

to flood IoT networks or services, causing a 

complete shutdown. 

IoT devices become inaccessible, 

disrupting processes or services that 

depend on them. 

Uses up device resources (CPU, 

memory, and bandwidth), which could 

cause a reboot or device failure. 

Traffic filtering and rate limiting, 

device hardening, and cloud-based 

protection 

Man in the 

Middle 

MitM allows the attacker to take control 

over a device without the user’s knowledge 

and steal data. 

Attackers can alter data packets, 

resulting in inaccurate actions or 

judgments based on false information. 

intercept and misuse sensitive data. 

Encryption, 

authentication, and 

secure protocols 

Botnet attack From the word robot, the term bot refers to 

malicious software that is intended to do 

tasks automatically, typically through the 

internet.  

Network downtime, data theft and 

privacy breaches, financial losses and 

reputational damage. 

Network monitoring, botnet detection 

tools, Determine and stop 

communications from botnets. 

Data transit 

attack 

Modification or interception of data while it 

is being transmitted across networks or 

between computers. 

Privacy violations and data exposure. 

compromise data integrity  

Possibility of financial fraud and 

identity theft. 

Encryption, secure communication 

protocols, network segmentation, 

monitoring, and access control 

Spoofing attack Manipulate trust mechanisms to trick users 

or systems. 

Unauthorized access and identity theft, 

fraud and data manipulation, data 

integrity and availability. 

Authentication, packet filtering, 

network segmentation, real-time 

monitoring 

Sinkhole attack Change network configurations or routing 

protocols, to divert traffic. 

Intercepting private information, 

compromising the confidentiality and 

integrity of the network. 

Secure Routing Protocols, Network 

Monitoring, DNS Security, 

Management of Vendors 

Sybil attack Rather than directly breaching systems, 

Sybil attacks take advantage of the 

construction of numerous identities to trick 

them. 

Falsification of reputation-based 

systems, Disruption of network 

functionality, decreased dependability 

and trust in the impacted systems. 

Identity verification, 

 centralized trust authorities, utilize 

behavior tracking and anomaly 

detection. 

Replay attacks Concentrate on repurposing intercepted 

data, instead of taking advantage of holes in 

hardware or software. 

Facilitates access without proper 

authorization, compromises 

confidentiality and system integrity, 

data manipulation and fraudulent 

transactions 

Systems encrypting traffic, using 

cryptographic authentication, and 

appending a timestamp to every 

message segment. 

Eavesdropping Concentrate on observing and interpreting 

data without changing it while it is in 

transit. 

Compromises the privacy of data, 

allows financial fraud and identity theft 

to occur, reveals private business 

information 

Encryption and secure protocols, 

virtual private networks, network 

segmentation, physical security, 

awareness and training. 

Side channel 

attack 

Focuses on side channels — unintentional 

information leaks from hardware or 

software applications. as opposed to 

conventional attacks that take use of 

software flaws. 

Leaks confidential data (like 

cryptographic keys) via visible side 

channels (such power usage and 

electromagnetic emissions). 

Cryptographic countermeasures, 

physical security measures, continuous 

monitoring and detection IDS. 

2.2 Intrusion Detection System for IoT  

 

Intrusion Detection System (IDS) makes a high effort to 

compromise the accessibility, privacy, or truth of reserves  

[39]. IDS is a hardware or software instrument that collects 

and analyzes data from different computers or network 

components to identify security vulnerabilities, including 

misuse and penetration. Diverse IDS "flavors" identify 

questionable activity in different ways [39]. In IoT, several 

types of IDSs, including host, network, protocol-based, 

application protocol-based, and hybrid IDS. Figure 3 shows 

the five types of IDS. Table 2 demonstrates a comparison 

between the key IDSs in terms of the advantages and 

challenges with the application scenarios.
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Figure 3. Types of Intrusion Detection Systems for the Internet of Things 

 

Table 2. Comparison between Intrusion Detection Systems 
 

IDSs Advantages Challenges  Application Scenarios 

Application 

Protocol-

based IDS 

1) APIDS is an expert in deciphering and 

analyzing application-level protocol 

behaviors. Because of its specificity, it can 

identify attacks that aim to exploit 

weaknesses unique to certain protocols. 

2) Compared to conventional Network-

Based Intrusion Detection Systems, 

contextual analysis is deeper with APIDS. 

It can distinguish between typical and 

anomalous protocol behaviors at the 

application layer. 

3) When compared to generic IDS 

techniques, APIDS typically has lower 

false positive rates since it can more 

precisely distinguish between malicious 

and authorized activity because it is aware 

of the expected behavior of particular 

application protocols. 

1) Deep protocol analysis can increase 

resource usage and latency, particularly in 

environments that need real-time 

processing or have a high transaction 

volume. 

2) Analysis of various and intricate 

application protocols necessitates certain 

expertise and tools. Creating precise 

detection methods for every protocol can be 

difficult and resource-consuming. 

3) The efficiency of APIDS depends on 

rapid updates and modifications in response 

to changing attack methods and application 

protocols. Vulnerabilities could be 

exploited before detection mechanisms can 

be updated as a result of delayed updates. 

1) Monitoring and evaluating 

HTTP/HTTPS protocols to defend 

online apps against typical attacks like 

SQL injection, Cross-Site Scripting 

(XSS), and command injection. 

2) Secure database environments by 

constantly monitoring SQL protocols 

for anomalous database requests, SQL 

injection attacks, and unauthorized 

access attempts. 

3) Improve security in IoT networks by 

monitoring unique application 

protocols for IoT devices, including 

CoAP for IoT communications and 

MQTT for IoT messaging. 

Hybrid IDS 

1) Combines various detection methods 

(e.g., host-based, anomaly-based, network-

based, and signature-based) to identify a 

variety of known and unidentified threats. 

2) Hybrid IDS can lower the number of 

false positives. 

3) Provide a better contextual awareness of 

threats and deeper insights into security 

issues by connecting events across host 

and network environments. 

4) Able to use various detection techniques 

and update detection rules and algorithms 

in response to new and emerging threats, 

allowing it to adapt and change 

1) Increased setup and maintenance costs 

because of the necessity for constant 

upgrades and monitoring as well as the 

integration of numerous IDS technologies. 

2) Demands a lot of resources to design, 

implement, and maintain. These resources 

include computational power for data IDS 

technologies. correlation and analysis as 

well as knowledge of several 

3) It can be difficult to integrate several 

IDS systems and guarantee smooth data 

correlation and communication between 

host-based and network components. 

1) Protecting extensive corporate 

networks with a variety of IT systems 

and applications, where thorough threat 

detection and reaction capabilities are 

crucial. 

2) Mixing standard network and host-

based IDS technology with cloud-

specific IDS solutions to improve 

security in cloud environments. 

3) Defending sensors, Industrial 

Control Systems (ICS) components, 

and IoT devices from cyberattacks by 

combining specialist IoT IDS solutions 

with conventional IDS technologies. 

Network IDS 

1) Real-time network traffic monitoring 

makes it possible to quickly identify and 

respond to insecure activities or possible 

intrusions. 

2) Efficiently identifies threats and 

external attackers as well as internet-based 

attacks coming from outside the 

company’s network boundary. 

3) Centrally monitors and analyzes 

network traffic for all systems and devices 

inside the network perimeter. 

1) Limits the ability to detect dangers 

hidden in encrypted communications since 

it is unable to decrypt encrypted traffic 

(HTTPS, TLS, etc.). 

2) Tendency to cause false alarms as a 

result of typical fluctuations in network 

traffic patterns or normal actions that are 

misinterpreted for attack activity. 

1) Installed in sizable business 

networks with the purpose of 

monitoring and safeguarding servers, 

apps, and vital assets from outside 

threats and illegal access attempts. 

2) Equipped with sensors built into 

cloud infrastructure to track network 

traffic between Virtual Machines 

(VMs) and identify irregularities that 

could be signs of illegal access or 

malicious activity. 

3) Used to protect Supervisory Control 

and Data Acquisition (SCADA) 

systems and Operational Technology 

(OT) networks against cyber threats in 

critical infrastructure sectors (such as 

manufacturing and energy). 

Host IDS 

1) HIDS offers comprehensive insight into 

file system modifications, process activity, 

and user interactions. 

2) Efficient in identifying malicious 

activity and insider threats coming from 

the network perimeter of the company. 

1) Utilize system resources, such as CPU, 

memory, and disk input/output, to track and 

examine host activity, which may have an 

effect on responsiveness and performance. 

2) Restricts protection to the host or 

endpoint where HIDS is installed; hence, 

1) Installed to monitor and defend 

against outside intrusions, malware 

infections, and insider threats on vital 

workstations, servers, and endpoints. 

2) Designed to be integrated into cloud 

instances and Virtual Machines (VMs) 

in order to track host-level activity and 
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3) Enables the creation of unique security 

rules and policies that are adapted to 

particular host environments, applications, 

or legal requirements. 

4) It is useful in situations with sporadic or 

restricted network connectivity since it 

functions independently of network traffic. 

for complete coverage, deployment on each 

individual system is required. 

3) Needs constant maintenance, 

configuration upgrades, and administration 

to guarantee that HIDS rules and signatures 

are up to date and effective against 

changing threats. 

identify irregularities that could point 

to compromised Virtual Machines or 

illegal access. 

3) Deployed on embedded systems and 

IoT devices to guard against attacks 

unique to the IoT, identify illegal 

modifications, and monitor firmware 

integrity. 

Protocol-

based IDS 

1) Focus on monitoring and analyzing 

application-specific protocols (such as 

HTTP, FTP, and SMTP), PIDS offers 

targeted detection of attacks and 

vulnerabilities unique to these protocols. 

2) Determines whether unusual data 

payloads or unapproved protocol 

instructions are signs of an impending 

attack or other deviations from the typical 

behaviors of the protocol. 

3) Appropriate for systems like web 

servers, email servers, and database 

servers where protecting certain 

application protocols is essential. 

1) Restricted efficacy in identifying dangers 

concealed in encrypted communications 

(HTTPS, TLS), since PIDS is unable to 

examine the contents of encrypted 

payloads. 

2) Prone to attacks or evasion strategies 

that take use of flaws in particular protocol 

implementations or variances across 

various applications. 

3) Prone to raising false alerts as a result of 

innocuous actions that mimic harmful 

patterns or deviations in proper protocol 

behaviors. 

1) Used to scan HTTP/HTTPS traffic 

for flaws and threats aimed at web 

applications on web servers and 

application gateways. 

2) Configured to monitor SMTP, 

POP3, or IMAP protocols for 

questionable activity, spam attempts, or 

malicious attachments within email 

servers or gateways. 

3) Used on SFTP or FTP servers to 

track file transfer protocols and identify 

attempts to access file systems or 

upload or download files without 

authorization. 

 

2.2.1 Application Protocol-Based Intrusion Detection System  

An employee or organization may refer to an Application 

Protocol-Based Intrusion Detection System (APIDS) usually 

exists in an information middle cluster. Identifies intrusions 

with the aid of tracking and reading the transmission of 

application-accurate protocols. For instance, due to the fact the 

middleware communicates with the Internet server’s database, 

this will apprehend the SQL protocol within the middleware 

[39]. 

 

2.2.2 Hybrid Intrusion Detection System 

Combining two or greater intrusion detection methods 

results in a hybrid packaging detection device. In the context 

of the hybridized IDS, the mixture of network intelligence and 

host agent or device data yields a comprehensive view of the 

network apparatus. When evaluating IDS, it is more practical 

to use a hybrid detection system [39].  

 

2.2.3 Network Intrusion Detection System 

To examine traffic coming from several network devices, 

Network Intrusion Detection System (NIDS) is put inside the 

network at a predefined location. Each packet that travels 

across the network is looked at and it contrasts with a database 

of known assaults. The administrator will receive a warning if 

any suspicious activity or intrusion is found. An example of 

the NIDS places one on a subnet with a firewall installed to 

check for firewall breach attempts [40]. 

 

2.2.4 Host Intrusion Detection System 

Operations are conducted on separate hosts for communal 

appliances. A Host Intrusion Detection System (HIDS) 

efficiently checks all incoming and outgoing packages from 

the device and alerts the system administrator upon identifying 

any suspicious or malicious activity. It takes a shot from 

documents on the machine right now and compares it with the 

earlier snapshot. Should the analytical device records be 

updated or removed, the administrator receives an alert to 

investigate [40]. 

 

2.2.5 Protocol-Based Intrusion Detection System  

By accepting the related HTTP protocol and regularly 

managing the HTTPS protocol stream, the Protocol-Based 

Intrusion Detection System (PIDS) makes an effort to 

safeguard the web server. This device has to reside on this 

interface before right away having access to the internet 

representation layer to utilize HTTPS as it is not encrypted 

[40]. 

 

2.3 Prior work evaluation  

 

With the increasing need for IoT systems in life, the number 

of researchers in this field has also increased due to their 

suffering from the weaknesses of these systems, resulting an 

increase in attacks. 

Many research studies of IDSs are discussed with their 

challenges in detecting IoT attacks. In 2016, Hodo et al. [41] 

centered on identifying threats and typical trends within an IoT. 

The ANN process is tested on a mock IoT. The experimental 

findings showed that multiple DDoS/DoS attacks may be 

detected with 99.4% accuracy. 

Zarpelão et al. [42] outlined a study of IDS research 

activities for the Internet of Things and categorized IDSs that 

have been proposed in the literature based on the following 

characteristics: validation strategy, security threat, detection 

mechanism, and IDS installation plan. Several options for each 

attribute were also covered, along with details of studies that 

either offer attack detection algorithms for IoT threats that may 

be included in IDSs or suggest particular IDS schemes for IoT. 

In 2017, Chawla [43] developed a unique IDS that looked 

for security irregularities in IoT networks using Machine 

Learning techniques. This detection platform facilitated 

compatibility between several network communication 

protocols used in IoT and offered security as a service. 

In 2019, Jan et al. [44] developed a lightweight attack 

detection strategy utilizing a supervised Machine Learning-

based Support Vector Machine (SVM) to detect an adversary 

attempting to inject unnecessary data into IoT infrastructure. 

The simulation effects display that the proposed SVM-based 

classifier, aided by a combination of three complex 

capabilities, can perform satisfactorily in phrases of 

classification accuracy and detection time.  

In 2020, Smys et al. [45] proposed an IDS for the IoT 

community and originated across unique styles of attacks 

based totally on a hybrid convolutional neural network 

version. The proposed model is suitable for a wide range of 

IoT applications. The work was validated and compared with 
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conventional Machine Learning and Deep Learning models. 

Experimental results demonstrate that the proposed hybrid 

model is more sensitive to attacks in IoT networks. 

Keserwani et al. [46] proposed an IDS to identify various 

attacks for IoT. A combination of Grey Wolf Optimization 

(GWO) and Particle Swarm Optimization (PSO) is used to 

extract relevant IoT network features. The extracted features 

are fed to a Random Forest (RF) classifier to achieve high 

attack detection accuracy. The experiments are conducted in 

the Python programming environment to evaluate the 

proposed model on KDDCup99, NSL-KDD, and CICIDS-

2017 datasets. The proposed GWO-PSO-RF NIDS model 

achieved an average accuracy of 99.66% for multiclass 

classification. In 2022, Aldhyani and Alkahtani [47] evaluated 

an improved EDoS attack detection and mitigation system 

based on SVM, KNN, RF tree algorithms, and DL, namely 

CNN and LSTM.  

In 2023, Kerrakchou et al. [48] established a framework for 

botnet classification on networks designed for IoT. Table 3 

presents an in-depth analysis of every relevant work. The 

review provides an overview of each study concerning the 

layer, attack type, and dataset types. 

 

Table 3. List of dataset types along with attack’s type with its corresponding layer in IoT-based DL 

 
Ref.  Type of Dataset Attack Type Layer 

[45] UNSW-NB15 Different types of attacks Network layer 

[46] KDDCup99, NSL–KDD, CICIDS-2017 Identify various attacks Various layers 

[47] UNSW -NB EDoS Cloud computing 

[48] BoT-IoT Botnet Network layer 

[49] Cyber-physical subsystem, KDD Distinguish malicious acts from non-malicious ones 
Application and 

network layer 

[50] CICIDS2017, NSL-KDD DDoS Network layer 

[51] CIC-IDS-2017 
DoS, DDoS, port scan, brute force, web-attack, botnet, infiltration, 

heartbleed 

Application and 

network layer 

[52] Collected from Kaggle Probe, DoS, R2L, U2R Network layer 

[53] KDD Cup, LAN, Cloud DDoS Network layer 

[54] NSL-KDD Cyber-attacks Network layer 

[55] Real car-hacking data Attack messages sent on a Controller Area Network (CAN) bus Network layer 

[56] ToN_IoT, UNSW NB-15 Data poisoning Application layer 

[57] CSE-CIC-IDS2018 DoS, Bot, Web, brute force 
Application and 

network layer 

[58] UNSW-NB 15 Predict and detect attacks in cyberspace Network layer 

[59] KDD99 Different attacks Various layers 

[60] 
CSE-CIC IDS-2018, UNSW-NB15, ISCX-

2012, NSL-KDD, CIDDS-001 
Detect attack traffic Network layer 

[61] ToN-IoT Detect various attacks Various layers 

[62] UNSW-NB15, BoT-IoT DoS, DDoS, worms 
Application and 

network layer 

[63] ToN-IoT DDoS, ransomware, password 
Application and 

network layer 

[64] SWaT Detect anomalous behaviors Application layer 

[65] ToN-IoT, Edge-IIoT, UNSW2015 Malware Application layer 

[66] ToN-IoT, BoT-IoT DDoS Network layer 

[67] ToN-IoT DoS, DDoS, MITM, information theft, and gateways attacks Network layer 

[68] ToN-IoT, SWaT, CICIDS2017 Detect attacks in IoT environments All layer 

[69] IoTID20, IoT23, N-BaIoT Securing IoT edge computing Network layer 

[70] X-IIoTID Adversarial attacks Network layer 

[71] BoT-IoT, ToN-IoT 
MITM, password, injection, backdoor, ransomware, DoS, DDoS, 

Scanning, reconnaissance, XSS, and theft attack 

Application and 

network layer 

[72] Data Kaspersky Blackhole Network layer 

[73] UNSW-NB15 Detect cyberattacks effectively at the edge of the IoT network 
Application and 

network layer 

[74] IDS2017 
Monitor network traffic and identify suspicious or malicious 

activities 
Network layer 

[75] NSL-KDD, AWID, BoT-IoT Identify and mitigate cyber-attacks and malicious events 
Application and 

network layer 

 

[76] 
CICIDS2017, MQTT-IDS-2020 

Predict and prevent network attacks in real-time before they cause 

any more damage to the system under attack 

Application and 

network layer 

[77] Edge_IIoT 
Identify the patterns in collected data, and detect the malicious traffic 

corresponding to attacks 
Application layer 

[78] NSL-KDD, real-world Detection of the minority malicious actions Application layer 

[79] Fraud detection DDoS Network layer 

[80] 
CICIDS2017, NSL-KDD, KDDCup99, 

UNSW-NB15, BoT-IoT 
Classify the intrusion from IoT data Application layer 

[81] CICIDSS2017 DDoS Network layer 

[82] NSL-KDD, KDD CUP 99, CICIDS 2017 To protect the data privacy of the agents Application layer 

[83] ToN-IoT, BoT-IoT DoS, DDoS, reconnaissance, information theft Network layer 

[84] NSL-KDD, UNSW-NB15 Malware and ransomware Application layer 
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Figure 4 summarizes the studies of the most attack types. 

Table 4 provides a thorough analysis of methods concerning 

feature selection methodology and the classifier type. Since 

there are numerous efficient classifier algorithms, one can 

select the optimal classification method based on factors such 

as low latency and high accuracy.

 

 
 

Figure 4. The ratio of most attack types 

 

Table 4. A summary of achieved accuracy along with the applied feature selection approach 

 
Classifier Type Accuracy Feature Selection Approach 

CNN [45] 98.6% No 

GWO–PSO–RF [46] 99.66% 
Grey Wolf Optimization (GWO) and Particle Swarm 

Optimization (PSO) 

SVM, KNN, RF, CNN, LSTM [47] 
99% for binary classification 

98.27% for multi-classification 
Correlation algorithms, with a threshold value of 50% 

RF, GB, DT, ANN, naïve bayes, LR [48] 99.99% No 

GRNN, PNN, RBNN, FFNN, ENN and pattern 

recognition networks [49] 

99.8% for binary classification, 

44.4% for multi-classification 
No 

AE+DNN [50] 98.92% No 

PCA, isolation forest, one-class SVM, 

auto-encoder [51] 
100% No  

XGBoost [52] 99% PCA algorithm 

DT, KNN, naive bayes and DNN [53] - No  

IoT-IDCS-CNN [54] 99.3% No  

Unsupervised Korhonen Self-Organizing Map 

(SOM) network [55] 
- No  

GBM, RF, naive bayes, feed-forward DNN [56] - No  

DFFM, SRBMM, GRUM, LSTMM [57] 100% No  

DT [58] 98% No  

LSTM [59] 99.49% 
Principal Component Analysis (PCA) and Mutual 

Information (MI) 

DT, KNN, SVM [60] 
100% for DT, 99.6% for KNN, 

99.8% for SVM 
No  

ResNet, EfficientNet [61] - No  

LBDMIDS [62] 99.9% No  

XGBoost [63] 
99% for binary classification 

98.3% for multi-classification 
Chi2 technique 

Hybrid anomaly detection [64] - No  

DenseNet, inception time [65] 100% No  

LR, RF, naïve bayes, ANN, KNN [66] 100% Extra tree classifier 

RF, ET, KNN, SVC stacking method [67] 98.63% 
Mutual Information (MI), Pearson Coefficient 

Correlation (PCC), K-Best feature 

DIS-IoT [68] 
99.6% for binary classification 

99.7% for multi-classification 
No  

DNN, CNN, LSTM [69] 99% No  

Robust Layered Defense (ROLDEF) [70] - No  

CNN [71] 99.8% Kernel Principal Component Analysis (KPCA) 
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Classifier Type Accuracy Feature Selection Approach 

Deep Learning ResNet50 [72] 99% No  

RF, LightGBM, ANN, DT, KNN, XGBoost [73] - ANOVA and embedded feature selection techniques 

CNN [74] - PCA, autoencoder, and Random Forest techniques 

FCM-SWA [75] 98.82% Maximum Correntropy Criterion (MCC) 

EARLYCNN, EARLYRNN [76] 89% No  

DTL and GA [77] 100% No  

CNN-GRU [78] - No 

SVM, RF, KNN [79] 99.85% No 

KNN, AR-PDTN [80] 99.8% No 

CNN, GRU [81] 99.7% No 

EFedID [82] 97.3% No 

CNN [83] 99% No 

Cascaded long-short-term memory [84] 98.96% Recursive feature elimination, information gain 

 

 

3. RESULT AND DISCUSSION 

 

Ensuring an entirely secure IoT is still a challenging issue 

that may impede the full integration of IoT applications into 

everyday life. There are many unresolved problems and 

obstacles are impending to a more secure IoT, which offers 

excellent research opportunities. The literature’s top accuracy 

claims were made by a few studies [51, 57, 65, 66, 77]. We 

notice that the network layer of an IoT system is considered to 

be certainly one of its most susceptible layers. Figure 5 

illustrates the impact of attacks on the performance of network 

traffic. The statistic was achieved on the UNSW_NB15 dataset 

[85], which includes the most parameters that affect the 

network traffic [86]. We can calculate the average value of all 

values of each metric for a certain attack category using the 

following procedure. Let 𝑀  represents a set of metrics, 𝐶 

represents a set of attack categories, the mean is the average of 

the values for an element from 𝑀 for a given attack category 

from 𝐶 which can be calculated in the following expression.  

 

𝑚𝑒𝑎𝑛𝑚𝑐 =
1

𝑁𝑚𝑐
∑ 𝑥𝑖𝑚𝑐  

𝑁𝑚𝑐
𝑖=1 ∀ 𝑚 ∈ 𝑀, 𝑐 ∈ 𝐶  (1) 

 

where, 𝑁𝑚𝑐 = number of elements in the series of m-th metric 

and c-th attack, 𝑥𝑖𝑚𝑐 = i-th element in the series of m-th metric 

and c-th attack. 

 

 
(a) Source to destination bytes Vs. attacks 

 

 
(b) Loss of network data Vs. attacks 
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(c) Packet count Vs. attacks 

 

Figure 5. The impact of attacks on the network traffic 

 

In Figure 5, it can be noticed the most important metrics are 

to be monitored when analyzing network intrusion detection 

datasets by considering them along with the attack categories’ 

expected behaviors. First, it has to define categories to 

estimate the possible behavior, as shown in Table 5. 

 

Table 5. Types of attack for UNSW-NB15 dataset 

 
Attack Type Description 

Normal  Natural transaction data. 

Fuzzers 
Providing randomly generated data to a program or 

network in an attempt to cause it to be suspended. 

Analysis 
It includes several port-scan, spam, and HTML file 

penetration attacks. 

Backdoors 

A method of secretly getting around a system 

security measure to access a computer or its 

contents. 

DoS 

A deliberate attempt to prevent unauthorized 

individuals from accessing a server or network 

resource, usually by momentarily stopping or 

disrupting the operations of a host that is connected 

to the Internet. 

Exploits 

When an operating device or piece of software has 

a safety flaw, the attacker takes advantage of that 

information using taking gain of the vulnerability. 

Generic 

A method is effective against all block ciphers 

(with a specified block and key size) regardless of 

the block cipher’s structure. 

Reconnaissance 
Includes every strike that can be used to mimic 

information-gathering strikes. 

Shellcode 
A short code segment that is the payload for 

software vulnerability exploitation. 

Worms 

The attacker multiplies itself so that it can infect 

further systems. It frequently spreads over a 

computer network, taking advantage of holes in the 

target computer’s security to gain access. 

 

Table 6 illustrates a brief definition of the basic features that 

are utilized in this statistic. 

 

Table 6. Definition of basic features 

 
Name Description 

sbytes Source to destination bytes 

dbytes Destination to source bytes 

sloss Source packets retransmitted or dropped 

dloss Destination packets retransmitted or dropped 

spkts Source to destination packet count 

dpkts Destination to source packet count 

It is worth stating that the following assumption is 

considered for all plots, the sender will be the client (in case of 

normal activity) or attacker (in case of abnormal, suspicious, 

malicious activities) and the destination will be the server (web, 

application, database, domain, SMS, etc.) or any targeted 

device. 

Thus, for Figure 5(a), the normal activity will include the 

usual number of bytes required for requesting, data entry, 

query, etc., and responding. Reconnaissance usually does not 

require a big exchange. Backdoor attacks are used usually by 

hardware manufacturers or by application developers and may 

not require any exchange bytes because of previous 

knowledge. DoS requires sending a lot of bytes to consume the 

resources of the server when responding. Exploiting needs 

bytes to detect vulnerabilities in software applications installed 

on the server. Analysis attacks usually attack is conducted to 

gather rough information about the victim device, while the 

Fuzzer requires more bytes to figure out the vulnerabilities but 

fewer bytes as a return just to spoil device functionalities. 

Worm code itself doesn’t need to be big but its response needs. 

shell code is lightweight in both directions. genetic attacks 

may involve many unclassified types of attacks and there is no 

specific rule determining their behavior, but there are several 

factors that specify their exchange amount like the server’s 

main purpose, and territory. 

For Figure 5(b), both the sloss and the dloss represent 

packet loss at the sender and the destination sides, respectively, 

so at normal activities, these metrics stay in a reasonable range. 

While in inspection, there will be little loss in both directions 

because of the original little exchange. The same is true for the 

backdoor. More For both Dos and Exploits because of their 

exchange. Lack of loss for analysis due to its required 

exchange quantity. As expected, the same is true for Fuzzer, 

exchange also determines the loss ratio. Shellcode, generics, 

and worms are not exceptions. The last two plots in Figure 5(c), 

which represent outline packet counts between sender and 

receiver, can be respected as a scaled representation of the first 

two plots because of their packet nature, which is a container 

for several bytes, including network protocol headers. 

 

 

4. CONCLUSION 

 

IoT has become an important topic in recent years. The IoT 

has numerous challenges, including significant security and 

privacy issues, much like other cutting-edge technologies. The 
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operation of the Internet of Things’ four layers — perception, 

network, processing, and application layers are investigated. 

In summary, it can be concluded that the DDoS attack type is 

the most common attack, as well as the network layer of an 

IoT system, can be considered one of its most susceptible 

layers according to Table 3. From Table 4, it can be noticed 

that the accuracy of Deep Learning algorithms exceeds 98% 

compared with traditional methods, so it can be observed that 

DL algorithms are effective in detecting and classifying the 

attack types due to their high accuracy and ability to identify 

complex patterns in IoT data. However, rarely do researchers 

focus on computational complexity the applied algorithms. 

Future direction includes proposing a hybrid deep-learning 

model to classify attacks in real-time IoT systems with high 

accuracy, less processing time, and minimizing computational 

complexity. An overview of IDSs for IoT contexts has been 

provided in this review. Other upsides have included 

suggestions for creating a reliable and lightweight Intrusion 

Detection System. 
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