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This study aims to evaluate the level of cybersecurity awareness among vocational high
school students in the administration and office management program in eight vocational
high schools in Indonesia. The research method used is quantitative descriptive research
with an online test instrument that has met the criteria of validity, reliability, level of
difficulty, and differentiation. The research sample consisted of 180 students who took
the test. The data obtained were normally distributed and the population was declared
homogeneous. The results of the study indicate that students have a basic understanding
of cybersecurity, but there is still a significant need to improve the implementation of
more effective cybersecurity practices. The average score for each indicator indicates
challenges in understanding and consistently applying cybersecurity principles. The
implications of these findings emphasize the need for curriculum revision and
development of training programs that can better prepare students to face cybersecurity

threats in a professional environment. This study provides a basis for further research to
explore more effective educational strategies in improving cybersecurity awareness and
skills among vocational program students.

1. INTRODUCTION

In the contemporary digital era, cyber security has become
an important concern for various sectors, including education.
With increasing reliance on technology, educational
institutions must ensure that students are aware of
cybersecurity principles to protect themselves and the
information systems they interact with [1]. This is especially
important in vocational education programs, such as office
administration, where students are trained to manage and
operate complex office technology and information systems.
The primary objective of this study is to assess the level of
cybersecurity awareness among vocational students in office
administration programs, aiming to identify potential
weaknesses and areas for improvement. By doing so, this
research will not only contribute to the students' professional
development but also help strengthen the cybersecurity
posture of the organizations they will eventually serve.

As the digital landscape evolves, the nature of cyber threats
also becomes more sophisticated, posing significant risks to
personal and organizational data [2]. Educational institutions,
especially those offering vocational training, play an important
role in equipping students with the skills and knowledge
necessary to navigate this complex environment [3]. In the
office administration program, students are not only expected
to be able to perform administrative tasks but also handle
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various automation systems that require a high level of cyber
security awareness [4]. Understanding cybersecurity
principles helps students anticipate, recognize, and mitigate
potential cyber threats, thereby protecting the integrity of the
systems they will manage in their professional careers.
Several studies have explored cyber security awareness in
educational contexts. For example, a study conducted by
Ghosh and Francia III [5] and Parvez et al. [6], found that
cybersecurity education significantly improved students'
understanding of online threats and their ability to implement
protective measures. The researchers highlighted the
importance of integrating cyber security training into
education curricula to improve students' practical skills and
awareness [7, 8]. Another study conducted by Rahim et al. [9],
emphasized the role of ongoing cyber security awareness
programs in maintaining a high level of awareness among
students. Additionally, research conducted by Okokpujie et al.
[10], shows that hands-on cybersecurity practices can
effectively bridge the gap between theoretical knowledge and
practical application. These studies collectively underscore the
need for strong cybersecurity awareness to navigate the ever-
evolving digital landscape. Although previous studies have
extensively discussed cyber security awareness, they have not
explored the level of cyber security awareness of vocational
student specialty office administration. This research seeks to
fill this gap by providing a focused assessment of the level of
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cybersecurity awareness among office administration
students, identifying potential weaknesses and areas for
improvement. Understanding these unique challenges is
critical, as office administration professionals' responsibilities
often involve handling and protecting sensitive data, making
them a prime target for cyberattacks.

Based on this, the aim of this research is to measure the level
of cyber security awareness of vocational students in Office
Administration Programs. Identifying the current level of
awareness can address these gaps will not only benefit students
in their professional development but also strengthen the
overall cybersecurity posture of the organizations they will
ultimately serve.

2. RELATED WORK

Cybersecurity in the contemporary digital landscape
includes practices, technologies, and policies designed to
protect networks, devices, programs, and data from
unauthorized access, cyberattacks, and damage [11]. At the
heart of cyber security is the concept of cyber security
awareness, which refers to an individual's knowledge and
understanding of cyber threats, their potential impact, and
appropriate actions to mitigate risks [12]. The importance of
cybersecurity awareness has been widely discussed in various
studies. For example, a study by Georgiadou et al. [13],
showed that individuals who understand cybersecurity
principles are better able to recognize potential threats, such as
phishing attacks or malware, and take proactive steps to reduce
risks. In addition, Sari et al. [14] emphasize that this awareness
also encourages responsible online behavior and ensures the
confidentiality, integrity, and availability of sensitive
information.

The importance of cybersecurity awareness cannot be
understated. Individuals who understand cybersecurity
principles are better able to recognize potential threats, such as
phishing or malware attacks, and take proactive steps to
mitigate risks [15]. Additionally, awareness drives responsible
Online behavior and ensures the confidentiality, integrity, and
availability of sensitive information [16]. Theoretical
frameworks that support the development of cybersecurity
awareness have been widely studied. One such theory is the
Human Aspects of Information Security Theory (HAIST)
[17], which emphasizes the critical role of human behavior in
organizational security outcomes. Research by Parsons et al.
[18] supports this by showing that training focused on the
human aspects of cybersecurity can significantly enhance
individuals' readiness to face digital threats.

In vocational education, particularly in programs such as
office administration, cybersecurity awareness has significant
relevance. These programs equip students with the technical
skills to manage automated office systems, including handling
sensitive data and carrying out administrative tasks efficiently
[19]. Integrating cybersecurity awareness into vocational
education ensures that future office administrators are not only
proficient in their technical roles but also alert to cyber threats
that could compromise organizational operations and data
security. According to Chalubinska—Jentkiewicz [20], office
administrators handle a variety of sensitive information,
ranging from financial records to employees' personal data,
making them prime targets for cyberattacks. The study
emphasized that a strong understanding of cybersecurity
principles among office administrators can significantly
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reduce the risk of data breaches and unauthorized access to
critical systems. Furthermore, Nyikes et al. [21] highlighted
that the increasing use of digital tools and cloud-based systems
in office administration requires a high level of cybersecurity
awareness to prevent potential vulnerabilities. The study
indicated that without proper cybersecurity training, office
administrators may inadvertently expose their organizations to
cyberthreats through actions such as weak password
management or improper handling of sensitive data. Thus,
cybersecurity awareness is an absolute must-have competency
for office administrators.

Several studies have explored cyber security awareness in
various sectors. As research conducted by Al Shabibi and Al-
Suqri [22], shows that cyber security education improves
students' ability to recognize cyber threats and implement
protective measures effectively. The findings are supported by
AL-Nuaimi [23], showing that cybersecurity education
improves students’ ability to recognize cyber threats and
implement protective measures effectively. The study
conducted by Beuran et al. [24] emphasized the importance of
integrating practical cybersecurity training into educational
curricula to bridge the gap between theoretical knowledge and
real-world applications. Similarly, Ricci et al. [25] highlight
the benefits of integrating practical cybersecurity training into
educational curricula to bridge the gap between theoretical
knowledge and real-world applications. Additionally,
Ramezanian and Niemi [26] underline the importance of
ongoing cyber security education in maintaining a high level
of awareness among students. Despite these insights, there is
still a large gap in the literature regarding cybersecurity
awareness especially in vocational education programs,
particularly in office administration.

To date, there has been no comprehensive research that
specifically examines the level of cyber security awareness
among students of vocational education programs specializing
in office administration. Understanding the current state of
cybersecurity awareness in these programs is critical to
identifying potential weaknesses and developing targeted
educational interventions. This gap in the literature drives the
need for research that assesses how prepared vocational
students are in terms of cybersecurity awareness, especially
considering their future roles in managing sensitive
information and automated office systems.

Thus, the existing literature underlines the importance of
cyber security awareness in educational contexts and in
various sectors. This review highlights the need for focused
research to investigate the level of cybersecurity awareness
among vocational students in office administration programs.
So, this research is to reveal the level of cyber security
awareness of vocational education students in administration
programs?

3. METHODOLOGY

This research uses a quantitative descriptive approach to
assess cyber security awareness among vocational students
specializing in office administration. Quantitative methods
were chosen due to their ability to provide numerical data that
can be analyzed statistically, thereby providing insight into the
current level of cybersecurity awareness among research
participants. This research uses online objective test
instruments to collect data efficiently and objectively from
various samples of students at several vocational high schools



in Indonesia. The research procedures carried out can be seen
in Figure 1.

The first stage of this research involved designing a cyber
security awareness assessment instrument. Before being
implemented, the instrument has gone through rigorous
prerequisite tests to ensure its validity, reliability, level of
difficulty and distinguishing power to ensure the quality of the
test instrument. The second stage, after the instrument met the
requirements, data collection began at eight selected
vocational high schools in Indonesia. The cyber security
awareness level test was administered online to 180 students
enrolled in a program specializing in office administration.
Students are given clear instructions and sufficient time to
complete the tests, ensuring standardized conditions for data
collection. The third stage involves comprehensive data
analysis starting with a data normality test to verify data
distribution. Then, a homogeneity test is carried out to ensure
homogeneity of variance between different data groups.
Quantitative methods were used to analyze the data collected,
with a focus on descriptive statistics to summarize student
performance across various cybersecurity awareness
indicators. The fourth stage in the research process involves
synthesizing the findings from the data analysis stage. The
results of the synthesis are contextualized within the existing
literature on cybersecurity awareness in vocational education,
emphasizing the unique contributions and implications of this
research. Key findings are discussed in relation to the
theoretical framework and practical implications for
improving cybersecurity education in vocational settings.

3.1 Sample

The research sample consisted of 180 students enrolled in a
vocational high school in Indonesia that offered a
specialization program in office administration. These schools
were selected based on their focus on providing technical skills
related to managing automated office systems and handling
administrative tasks efficiently. By involving students from
various schools, this research aims to obtain a representative
sample that reflects the diversity in the vocational education
environment.

3.2 Research instrument

The main instrument used in this research is an online
objective test designed to measure cyber security awareness
among vocational students. The test consists of a series of
multiple-choice questions, with each question targeting a
specific aspect of cybersecurity awareness. These aspects are
aligned with widely recognized cybersecurity best practices
and are organized into seven key indicators, as outlined in
Table 1. The test was administered through a Google Form
platform, allowing easy access for all participants. Each

Instrument

. (Tegt)
Design est,

Data Collection

participant was only given one opportunity to complete the test
for a duration of 50 minutes, ensuring that the responses
provided were thoughtful and representative of their
understanding of cybersecurity. To ensure maximum
participation, the test was open for three weeks. This time
allowed participants the flexibility to complete the test
according to their availability. Additionally, to remind and
encourage participation, reminders were sent to participants at
the end of each week during the period. These reminders were
intended to ensure that all participants had the opportunity to
participate and complete the test before the deadline. With this
approach, the online test not only accurately measured
cybersecurity awareness levels but was also conducted in a
manner that took into account participants’ time constraints
and accessibility.

Table 1. Indicator of cybersecurity awareness test

No. Indicator No. Item
1 Rules & Laws 1,2,3,4,5
2 Access & Password 6,7,8,9,10
3 Security settings 11,12, 13,14, 15
4 Download & Software Update 16, 17, 18, 19, 20
5 Data backup 21,22, 23,24,25
6 Social Media safety 26, 27, 28,29, 30
7 Web Access 31, 32, 33, 34, 35
Rules & Laws, this indicator assesses students'

understanding of legal and regulatory frameworks surrounding
cybersecurity, including data protection laws, intellectual
property rights, and ethical guidelines. Example questions
include scenarios where students must identify legal
implications of certain cybersecurity practices.

Access & Password, Questions under this indicator evaluate
students' knowledge about secure access protocols, password
management strategies, and the importance of multi-factor
authentication. Students are asked to identify strong versus
weak passwords and the steps to secure access to sensitive
information.

Security Settings, this section tests students' ability to
understand and configure security settings on various devices
and software applications. Questions focus on recognizing
secure configurations and identifying potential vulnerabilities
in default settings.

Download & Software Update, this indicator examines
students' awareness of the risks associated with downloading
software and the importance of regular updates. Students are
presented with scenarios where they must decide on the safest
course of action when prompted to download or update
software.

Data Backup, Questions in this section assess students'
understanding of data backup practices, including the
importance of regular backups, choosing secure backup
methods, and restoring data after a breach.

Data Analysis Synthesis

Figure 1. Research procedure
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Social Media Safety, this indicator focuses on students'
ability to navigate social media platforms securely, including
recognizing phishing attempts, securing personal information,
and understanding the privacy settings of various platforms.

Web Access, the final indicator evaluates students'
knowledge of safe web browsing practices, such as
recognizing secure websites, avoiding malicious links, and
understanding the implications of cookies and tracking
technologies.

Each indicator is designed to assess a specific aspect of
cybersecurity awareness that is relevant to the vocational
education context. This indicator is based on several previous
studies [27-37]. Each item has been carefully crafted to reflect
realistic scenarios that students might encounter in their
professional careers, ensuring that the test not only assesses
theoretical knowledge but also practical application.

3.3 Data analysis technique

3.3.1 Prerequisites tests

The prerequisite test is the first step in data analysis. This
step involves several tests, the first of which is an item validity
test to assess the extent to which the measurement instrument
(in this case, a cybersecurity awareness test) measures what it
is supposed to measure. An item is declared valid if the
validity value is > 0.50, and declared invalid if the Validity
value is < 0.50. The formula used to test the validity of
question items is correlation product moment, which is as
follows.

NYxy—Zx)Qy)
J [NEx? = Ex)*][NZy? - E»)’]

Ty =

(1

The second test is the reliability test, this aims to measure
the extent to which the instrument can provide consistent
results if tested on the same population or at different times.
The formula used in this test is Cronbach's alpha coefficient,
where the test is declared reliable if the Cronbach's alpha value
is > 0.70, namely as follows.

n Y of
of )

2

1_
a 1(

n—
where,

n = total items

c% = item variance

o’ = total score

Next, the third is the Discrimination Index Item Test to
determine how well a question item can differentiate between
respondents who have different levels of knowledge or ability
in the topic being measured. The questions used are questions
with a power difference value of 0.20 <P < 1.00. The formula
used is as follows.

top group answered correctly

3)

~ bottom group answered correctly Bl

Next, the fourth is a test of the difficulty level of the
questions to determine how difficult or easy each question is
in the test. The questions used are questions that have a
difficulty index value of 0.40 — 0.80. The formula used is as
follows.
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number of respondents answered correctly

4)

Total respondent

3.3.2 Normality and homogeneity test

Before carrying out further analysis, data normality and
homogeneity tests were carried out to verify the distribution
and homogeneity of variance between data groups. The
normality test using Kolmogorov-Smirnov (D), aims to assess
whether the data follows a normal distribution. Data is
normally distributed if the D value is > 0.05. The formula used
in the normality test is as follows.

Dzmaxan(X)_Fo(X) (5)

where,

D = Kolmogorov-Smirnov

Fo(x) = Empirical distribution function

Fn(x) = Theoretical distribution function

% = Standard deviation

The Normality test was carried out using the Lavene test
(W), this test aims to ensure that comparisons between groups
are carried out fairly and without bias, so that the results of the
analysis can be interpreted accurately. Data is declared
homogeneous if the W value is> 0.05. The formula used is as
follows.

_ W=k ¥inZi - 2)2
(k=D [T, niInS) = (Sp)]

(6)

where,
N = Total observations,
k = Number of groups,
n; = Number of observations in the i-th group,
Z; = Average value of the i-th group,
Z = Average value of all data.

3.3.3 Cybersecurity awareness level test

A cyber security awareness level test was conducted to
assess knowledge and understanding of various aspects of
cyber security among vocational students specializing in office
administration. Test results are analyzed by comparing the
average scores of each indicator to identify areas of strength
and areas that need improvement among students. The analysis
begins by calculating the average score for each indicator,
which provides a clear picture of students' overall performance
in various aspects of cybersecurity awareness. which is then
compared with the standard level of cyber security awareness
listed in Table 2.

Table 2. Criteria level of cybersecurity awareness

Level Score Advice
Good 80-100 Need to Maintain
Sufficient 60-79 Need Improvement
Poor <60 Need Treatment
4. RESULT

4.1 Prerequisites tests

In the prerequisite tests, question validity tests, reliability
tests, discrimination tests and question difficulty tests are
carried out. After carrying out the test, the prerequisites are
obtained as in Table 3.



Table 3. Prerequisites tests result

Question Number Validity Discrimination Difficulty Decision
Q1 0.78 0.45 0.55 Accepted
Q2 0.82 0.50 0.60 Accepted
Q3 0.65 0.35 0.48 Accepted
Q4 0.60 0.30 0.52 Accepted
Q5 0.70 0.40 0.57 Accepted
Q6 0.85 0.55 0.65 Accepted
Q7 0.75 0.42 0.50 Accepted
Q8 0.80 0.50 0.58 Accepted
Q9 0.68 0.38 0.47 Accepted

Q10 0.73 0.44 0.54 Accepted
Q11 0.77 0.48 0.59 Accepted
Q12 0.62 0.32 0.49 Accepted
Q13 0.79 0.50 0.61 Accepted
Q14 0.65 0.35 0.51 Accepted
Q15 0.74 0.45 0.55 Accepted
Q16 0.67 0.37 0.48 Accepted
Q17 0.72 0.40 0.50 Accepted
Q18 0.80 0.52 0.63 Accepted
Q19 0.58 0.30 0.46 Accepted
Q20 0.76 0.45 0.57 Accepted
Q21 0.83 0.53 0.62 Accepted
Q22 0.71 0.42 0.51 Accepted
Q23 0.66 0.36 0.49 Accepted
Q24 0.69 0.38 0.47 Accepted
Q25 0.78 0.46 0.55 Accepted
Q26 0.64 0.34 0.50 Accepted
Q27 0.75 0.44 0.53 Accepted
Q28 0.81 0.50 0.60 Accepted
Q29 0.70 0.40 0.52 Accepted
Q30 0.77 0.48 0.59 Accepted
Q31 0.61 0.31 0.45 Accepted
Q32 0.68 0.38 0.49 Accepted
Q33 0.74 0.44 0.54 Accepted
Q34 0.79 0.50 0.58 Accepted
Q35 0.82 0.53 0.61 Accepted

Reliability Test 0.82 Reliable

Validity measures how well the test items reflect the aspects
being measured, with the correlation value between the item
score and the total score. Validity values range from 0.58 to
0.85, indicating that the items are effective in measuring
cybersecurity awareness. Items with validity values above
0.50 are considered to show good ability in assessing relevant
aspects of cybersecurity awareness.

Discrimination Index measures how well test items can
distinguish  between students with good and poor
understanding of cybersecurity. The discrimination value
ranges from 0.30 to 0.55. Where the value is > 0.20 and < 1.00
so that the results of this value indicate that the test items can
well distinguish between students with different levels of
understanding.

Difficulty Level shows how difficult the test items are for
participants, with values ranging from 0.45 to 0.65. Where the
value is > 0.40 and < 0.80 so that the results of this value
indicate that the test items have a moderate level of difficulty,
which is not too easy or too difficult, so that they can be relied
on to measure the level of cybersecurity awareness effectively.

The reliability of the test is 0.82, which exceeds the
threshold value of 0.70. This shows that the test instrument
provides consistent results when applied to the same
population or at different times.

Based on the results of this analysis, all 35 question items
were accepted for use in the cybersecurity awareness test
because the validity, discrimination, level of difficulty, and
reliability of each item met the criteria for good instrument
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quality. Thus, this test instrument can be relied on to provide
an accurate picture of the level of cybersecurity awareness
among students in administrative skills programs in vocational
high schools.

4.2 Normality and homogeneity test

Before carrying out further analysis of the data that has been
collected, a normality test was carried out using Kolmogorov-
Smirnov (D) to verify whether the data followed a normal
distribution, and a homogeneity test was carried out using
Levene's Test (W) to check the uniformity of variance between
groups. The results obtained are as presented in Table 4.

Table 4. Normality and homogeneity test result

Statistic Normality Homogenity
Score 0.135 0.174
Sign o=10.05 o=0.05
Conclution D > o Normal Distribution F > o Homogenous

Based on the test results shown in the Table 4, the
Kolmogorov-Smirnov (D) value of 0.135 indicates that the
data follows a normal distribution because the D value is
greater than a (0.05). In addition, the Levene's Test (W) result
of 0.174 shows that the variance between data groups is
homogeneous, because the W value is greater than a (0.05).
Thus, the data obtained meets the assumptions of normality



and homogeneity, allowing further parametric statistical
analysis to be carried out with a high level of confidence. Data
that shows normal distribution and homogeneity of variance is
met, indicating that the results of the test are conducted with a
high level of confidence. This allows researchers to make valid
and accurate inferences about the data.

4.3 Cybersecurity awareness test

After a cybersecurity awareness online test was conducted
on 180 students enrolled in a program specializing in office
administration at several vocational schools in Indonesia. The
average results obtained from the indicators used for the
assessment are summarized in Figure 2.

100

90
77

88
80
74 76 7 | 75 ‘

mRules & Laws Access & Password

Score

Security settings m Download & Software Update
m Data backup ® Social Media safety
m Web Access

Figure 2. Cybersecurity awareness test result

Overall, the level of cybersecurity awareness among
students in the administration skills program is at a Fair level,
but this general assessment masks significant variations across
different indicators. For example, the Web Access indicator,
with the highest average score of 88, suggests that students are
relatively well-versed in recognizing and managing secure
web access. This could be attributed to the prevalence of web-
based activities in both educational and personal contexts,
where students frequently interact with web platforms,
potentially increasing their familiarity with secure practices in
this area. In contrast, the Download & Software Update
indicator received the lowest average score of 72, indicating a
concerning gap in awareness. This low score may reflect a lack
of emphasis on the risks associated with unsafe downloading
practices and the critical importance of keeping software up to
date in the curriculum. The deficiency in this area is
particularly alarming, as failure to regularly update software
can leave systems vulnerable to cyber threats, such as malware
or exploits targeting outdated software.

The Rules & Laws indicator also shows an area needing
improvement, with an average score of 77. While students
appear to have a basic understanding of cybersecurity-related
regulations and laws, this score suggests that more
comprehensive education on legal aspects of cybersecurity is
required. This could be essential for their future roles, where
understanding legal implications is crucial in protecting their
organizations from legal and financial repercussions due to
cyber incidents. Similarly, the scores for Access & Password
(74) and Security Settings (76) highlight moderate gaps in
understanding critical cybersecurity practices. Weak password
management and improper security settings are often exploited
in cyberattacks, so these areas require targeted educational
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interventions to ensure students develop a robust awareness
and can apply best practices in their professional
environments.

The Data Backup indicator received a slightly higher
average score of 80, yet it still indicates a need for better
education on the importance of regular data backups. Although
students may recognize the importance of this practice, the
score suggests that further emphasis is needed to ensure they
can implement effective backup strategies in the workplace.
Finally, the Social Media Safety indicator, with an average
score of 75, suggests that students have a moderate
understanding of safe practices when using social media.
Given the increasing use of social media for professional
networking and communication, enhancing awareness in this
area is vital to prevent risks such as data breaches or
reputational damage.

In summary, while students in the administration program
demonstrate a foundational understanding of various
cybersecurity practices, the results reveal critical areas where
their knowledge and application need strengthening. To
address these gaps, targeted educational interventions
focusing on the lower-scoring indicators should be
implemented to ensure that students are fully equipped to
handle cybersecurity challenges in their future careers.

5. DISCUSSIONS

Cybersecurity awareness level test findings revealed
significant areas of improvement across all tested indicators
among vocational students specializing in office
administration. The results of the normality and homogeneity
tests confirm that the data meets the statistical assumptions
required for further analysis, so we can conclude that the
analysis carried out has a high level of reliability. The average
score indicates a need to improve understanding and practice
of cybersecurity principles. scores for Regulatory & Legal,
Access & Passwords, Security Settings, Software Downloads
& Updates, Data Backup, Social Media Security, and Web
Access show that although students have basic knowledge,
there is still great room for growth in understanding and
implementing security cyber. action effectively.

These findings are in line with previous research, which also
highlighted a lack of cyber security awareness among
educational institutions [38]. The findings emphasize the
important role of targeted cybersecurity education in
educational settings, underscoring the importance of
integrating practical skills and theoretical knowledge to foster
a culture of cybersecurity awareness. Research by Erendor and
Yildirim [39], also notes that gaps in understanding cyber
security protocols can make educational institutions
vulnerable to cyber threats, thus requiring proactive measures
to strengthen awareness and preparedness.

The implications of these findings are profound, particularly
in the context of vocational education, where students are
being prepared for roles that may involve handling sensitive
information and managing digital infrastructure. As noted by
prior research, a lack of comprehensive understanding of
cybersecurity protocols can leave educational institutions—
and by extension, future workplaces—vulnerable to cyber
threats. Therefore, it is imperative that educational curricula
be revised to incorporate more robust cybersecurity training.
This training should not only cover theoretical knowledge but
also emphasize practical skills, possibly through real-world



simulations and hands-on exercises that can better prepare
students for the challenges they will face in their professional
careers.

This study is not without its limitations. The focus on
quantitative assessment may have overlooked qualitative
insights that could provide a deeper understanding of students'
attitudes and behaviors toward cybersecurity. Additionally,
the scope of the research was limited to specific geographic
areas and educational programs, which may affect the
generalizability of the findings. Future research should
concentrate on developing and evaluating integrated
cybersecurity awareness programs within vocational
education curricula. Specifically, research can explore how
embedding comprehensive cybersecurity training into
vocational programs influences students' practical skills and
preparedness for real-world cyber threats. Additionally,
research should investigate best practices for integrating these
programs into existing curricula to ensure they are engaging
and relevant. By addressing these aspects, future research can
provide valuable insights into optimizing curriculum design
and training strategies, ultimately enhancing students'
cybersecurity competencies and equipping them to navigate
the increasingly complex digital landscape.

6. CONCLUSIONS

The findings of this study underscore the critical need to
significantly enhance cybersecurity awareness among students
in administrative skills programs. Despite a basic
understanding of cybersecurity principles, there is substantial
room for improvement in adopting more effective security
practices. These findings highlight the urgent need for a
comprehensive overhaul of curricula to integrate cybersecurity
training that blends both practical and theoretical approaches.
By restructuring educational programs to include hands-on
simulations and real-world scenarios, institutions can better
equip students to manage cybersecurity risks, thereby
enhancing their preparedness for future challenges. This
approach not only aims to bolster students' ability to navigate
complex cyber threats but also contributes to the overall
sustainability and security of educational institutions. Future
research should focus on developing and evaluating integrated
cybersecurity awareness programs within  vocational
education curricula. Specifically, studies should investigate
how these programs, incorporating both theoretical knowledge
and practical exercises, impact students' readiness to tackle
real-world cyber threats. This could lead to the creation of
more effective training models that can be implemented across
various educational settings, ensuring that students are well-
prepared to address the evolving cybersecurity landscape.
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