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Vehicular Ad hoc Networks (VANETs) have become prominent in the past few years for 
the transportation sector. Vehicular mobility poses a significant challenge for establishing 
private communications in VANETs. The classical Ad hoc On-Demand Distance Vector 
(AODV) routing protocol used in VANET assumes that all nodes are non-malicious. To 
address this matter, this paper proposes making AODV routing protocols more secure by 
using a privacy scheme in AODV for vehicle-to-vehicle communication. The AODV 
privacy scheme tries to keep the automobile network connected reliably and stably during 
communication with the secured transmission of messages and minimize the risk of 
unauthorized access to sensitive information from eavesdropper attacks. The proposed 
privacy secure AODV routing named PSAODV used pseudonym changes in vehicle 
communication to hide the target vehicle's location. A VANET simulator based on 
OMNET++ and SUMO are used for evaluating the PSAODV routing protocol. A 
simulation study was conducted that compared the PSAODV with SE-AOMDV, ECC-
AODV, and AODV in fundamentals of efficiency and confidentiality. The analysis results 
showed that PSAODV routing demonstrates routing efficiency with privacy by 
diminishing the effect of eavesdropping of vehicles information based on various scenarios 
in urban cities. 
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1. INTRODUCTION

Vehicular Ad hoc Networks (VANETs) have become an
essential technology in recent years and have far-reaching 
consequences for the transportation industry [1]. VANETs 
enable real-time communication for functions like collision 
prevention and traffic management within smart cities and 
intelligent transport systems, but their dynamic nature and 
frequent mobility challenge data protection [2]. VANETs 
include interchange of data between infrastructure and 
automobiles, allowing sophisticated functions like collision 
prevention, traffic management, and infotainment. 
Nevertheless, VANETs' highly dynamic structure, frequent 
node mobility, and broadcast wireless communication make 
them unique properties, make protecting sensitive vehicle and 
driver data challenging [3]. Secured routing in VANETs uses 
methods and protocols to ensure the impervious transmission 
of routing data and communication between vehicles in ever-
changing and potentially hostile environments The main 
features of secure routing are message integrity, authenticity, 
and privacy while mitigating various attacks that could 
compromise vehicular communication effectiveness and 
reliability in the road scenario [4]. VANETs raise privacy 
concerns because adversaries can track vehicles' movements 
and behaviors during the road, resulting in a range of hazards, 
including violations of location privacy and unauthorized 

entry to confidential data [5]. 
Privacy strategies in routing ensure message delivery while 

reducing the exposure of confidential data like the vehicle's 
identification, geographical coordinates, and travel routes [6]. 
The existing routing protocols used in VANETs fail to 
consider the essential aspect of securing the location privacy 
of vehicles. Consequently, this presents a substantial hazard to 
individual safety and information security [7]. AODV is a 
famous and widely utilized routing protocol in VANETs 
because of its reactive nature, which reduces control overhead 
and effectively adjusts to the changing vehicular network 
conditions [8]. 

In general, implementing a privacy scheme in the VANET 
routing protocol can ensure location privacy and enhance 
network security. Enhancing the AODV routing protocol with 
a privacy layer can conceal vehicle information, protecting 
against eavesdropping attacks. This approach can significantly 
improve privacy and network efficiency in VANETs, ensuring 
safer and more secure vehicular communication in smart urban 
environments. Providing privacy-based routing protocol in 
VANET can provide the following potential benefits: 

Anonymity: Privacy schemes can provide anonymity to 
vehicles in vehicular networks, making it difficult for 
unauthorized entities to track individual vehicles' movements 
and identify their owners or drivers. By concealing the identity 
of the vehicles to protect privacy on the road. 
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Location privacy: With a privacy scheme integrated into 
the routing protocol, vehicles can transmit and receive 
messages while keeping their precise location information 
private. This prevents unauthorized entities from monitoring 
vehicles' movements and destinations, which enhances 
location privacy. 

Network security: In addition to protecting the identity and 
location information, privacy schemes can ensure the 
improvement of the data transmitted over the VANET by 
employing secure routing protocols, reducing the risk of 
unauthorized access or eavesdropping. 

The objectives of this article are as follows: 
• To provide invaluable insights for designing a privacy-

respecting vehicular communication system. 
• To propose an improved AODV with privacy-enhancing

mechanisms in addressing the vulnerabilities associated with 
information leakage, unauthorized tracking, and location-
based attacks which provides protection from network 
eavesdropper attacks. 

The paper is classified into 6 sections. Section 2 presents 
recent techniques of VANET privacy routing. Section 3 
discussed AODV routing and the privacy attack model. 
Section 4 is the proposed privacy routing scheme whereas 
Section 5 provides the simulation results analysis. Section 6 is 
the conclusion. 

2. RELATED WORK IN SCURE ROUTING

Traditional routing protocols often neglect security and
privacy considerations. While it is essential for establishing 
efficient communication paths, as a response to these concerns, 
researchers have been actively investigating innovative 
approaches that integrate privacy preservation mechanisms 
into the routing processes of VANETs. This section discusses 
related work in privacy routing in VANET. They can be 
grouped into seven categories as follows: 

(1) Geographical-based routing protocols

Confidentiality in Secure Geographical Routing: Ensures
security by identifying and thwarting harmful nodes using two 
directional antennas [9]. 

Location-Based Routing: Manages location information at 
roadside units to provide location anonymity and prevent 
unauthorized queries [10, 11]. This is an infrastructure 
supported route privacy preservation method. 

(2) Vehicular social networks secure routing with searchable
encryption

Ensures message privacy using a framework that protects 
keyword confidentiality, resource privacy, demand source 
verification, and data integrity [12]. 

(3) Enhanced AODV protocols

Novel AODV with Elliptic Curve Cryptography (ECC)
were proposed for key generation and certificate authority for 
vehicle verification to protect against black hole attacks [13, 
14]. This approach achieved good throughput but creates more 
overhead across the network. 

SE-AOMDV Protocol provides safe routing between 
vehicles using authentication and detection of malicious 

behavior [15]. 

(4) Urban peer-to-peer vehicular networks privacy and
security certification framework

This framework detects black holes and minimizes 
transmission delays in urban peer-to-peer vehicular networks 
[16]. 

(5) Software-defined networks and blockchain

This leverages on a distributed software-defined network
architecture integrated with blockchain for enhanced security 
in VANET [17]. 

(6) Hybrid optimization and deep learning hybrid
optimization-based deep learning

This technique classifies attacks in VANETs and selects 
Cluster Heads for routing based on proper feature selection 
[18]. 

(7) Trust-based and fuzzy logic authentication and routing

This method restricts the involvement of malicious entities
during routing by trust evaluation. A fuzzy logic 
authentication component was incorporated [19, 20]. 

This categorization highlights the diversity of privacy-
preserving approaches in VANETs, addressing various 
aspects of security and privacy through different 
methodologies. So far, there is no privacy scheme being 
explored with AODV routing using pseudonym change in 
control messages between vehicle-to-vehicle communication 
which is the focus of this work. 

3. SYSTEM COMPONENTS DESCRIPTION

This section discusses the AODV routing including
operation and description also the attack model scenario. 

3.1 AODV routing 

The AODV protocol is designed to minimize the utilization 
of bandwidth and computational resources by only 
transmitting packets when necessary. AODV enables efficient 
route acquisition for new destinations by mobile nodes, 
without necessitating the maintenance of routes to targets 
without active communication [21]. The AODV routing 
protocol includes the main stages: routing discovery, data 
forwarding, and maintenance. AODV routing protocol 
message types include Route Requests (RREQs), Route 
Replies (RREPs), Route Reply Acknowledgement (RREP-
ACK), and Route Errors (RERRs). 

AODV includes route table entries like: Destination IP 
Address, destination sequence number, routing flags, hop 
count, list of precursors, and lifetime of the route. The AODV 
creates routes when a vehicle requires transmitting a 
continuous stream of packets to a destination that lacks a path 
to it or when its path has expired [22]. 

The source vehicle transmits an RREQ to navigate to the 
destination The RREP forwarded directly from target to source 
or via any subsequent vehicle capable of fulfilling the request 
that contains a valid route, has a destination sequence number 
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that is equal to or greater than the one included in the RREQ 
message [23]. 

A vehicle generates new entries in the route table once it 
establishes a path to a new destination. Nodes send RERR 
messages to precursor nodes about the occurrence of link 
failure. These messages are illustrated in Figure 1 [24]. 

Figure 1. The AODV dissemination of RREQ and RREP 

A vehicle in VANET is provided with an On-Board Unit 
(OBU), a Global Positioning System (GPS), and radar, that 
establishes communication with other entities within the 
VANET [25]. 

3.2 Attack model 

VANET is vulnerable to a diverse range of attacks. The 
primary focus of this study revolves around eavesdropper 
attacks, in the context of privacy attacks that track various 
control packets (RREQ, RREP, RERR) in an AODV routing 
scenario. The privacy scheme technique makes use of a 
vehicle's pseudonym in response to tracking information from 
nearby vehicles. Two components are involved in the privacy 
attack as below. 

3.2.1 Eavesdropping stations 
The eavesdropper stations are designed to passively monitor 

the wireless medium to intercept beacon signals transmitted by 
vehicles. These stations are distributed strategically across an 
urban area, with their quantity and placement determined by 
analyzing the typical transmission range of vehicles. By 
intercepting these beacons, eavesdroppers can gather 
confidential information such as vehicle positions and 
velocities. This information is then relayed to the vehicle 
tracker system [26]. 

3.2.2 Vehicle tracker system 
The vehicle tracker collects beacons from multiple 

eavesdropping stations. It ensures the elimination of duplicate 
entries to maintain data integrity. The tracker uses a 
sophisticated tracking algorithm to reconstruct vehicle 
trajectories based on the intercepted beacons. This algorithm 
helps in plotting the movement paths of vehicles accurately. 
With detailed information about vehicle positions and 
movements, the system can facilitate various attacks by 
adversaries, such as inserting or modifying messages within 
the network to disrupt communication and operations [27]. 
Figure 2 depicts the attack model. 

Figure 2. Eavesdropping station and vehicle tracker system 

4. THE PROPOSED SECURE ROUTING

The proposed approach uses pseudonyms to protect the
node in AODV routing from eavesdropping attacks. The 
control message in AODV is adapted to become a Pseudonym 
Route Request (PRREQ), Pseudonym Route Replay (PRREP), 
Pseudonym Route Error (PRERR) and Pseudonym Route 
Reply Acknowledgement (PRREP-ACK). The privacy 
scheme technique makes use of the silent period, where a 
vehicle's pseudonym will be periodically altered in response to 
the tracking information from nearby vehicles. The PSAODV 
algorithm is given below. 

The Proposed Secure AODV (PSAODV) Algorithm 
Input: All vehicles in the network area 
Output: Select the route with privacy metrics 
Step 1: 
- Creates routes when a vehicle requires
- Set up the privacy factors
- The vehicle initiates PRREQ for transmission of a data
packet
- PRREP packet from the neighbor will include a
pseudonym
- Messages contain the destination ID along with a
pseudonym packet
- The source chose intermediate PRREP
- According to pseudonyms and message quality
- Each intermediate node will iterate through the same
process.
Step 2:
- When a route is acquired and activated with a pseudonym
packet
- The route is established by sending a unicast PRREP back
- Vehicle regularly transmits HELLO messages
- Monitor the quality of routes and update privacy levels
- If a route is compromised (PRERRs),
- Start Route Maintenance to discover another

-Else
- Packet sent to the destination vehicle

- Periodically refresh pseudonyms with AODV messages
- Repeat steps 1 and 2
- End processing
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In the PSAODV simulation scenario, the use of pseudonym 
aims to provide routing security from any eavesdropping 
attack whilst not affecting network performance, i.e. quality-
of-service parameters from routing inefficiency. The 
PSAODV protocol works in vehicle-to-vehicle 
communication without involving roadside units. The 
simulation scenario is shown in Figure 3. 

Figure 3. The PSAODV routing scenario with attack model 

Figure 4. PSAODV protocol flow in vehicle-to-vehicle 
communication scenario 

Several performance parameters must be evaluated when 
adding a privacy scheme to the AODV routing protocol in 
VANETs. These parameters assess the effectiveness of the 
privacy scheme and its impact on the overall network routing 
performance. Here are the three key performance parameters 
to consider: 

Routing Efficiency: Assess how efficiently the enhanced 
privacy AODV selects message delivery routes. Efficient 
routing ensures that messages reach their destinations while 
minimizing the number of hops and utilizing network 
resources. Identify scenarios where privacy comes at a cost 
and scenarios where it provides significant benefits. The QoS 
parameters are used for assessing this. 

Privacy Effectiveness: Measure the degree to which the 
privacy mechanisms achieve their intended goals. Evaluate 
parameters like pseudonym change frequency, location 
accuracy after cloaking, and the anonymity level achieved by 

anonymous routing. This makes the privacy-enhanced 
protocol resilient to attacks that aim to bypass or exploit the 
privacy mechanisms. Consider attacks like location inference, 
and pseudonym tracking. Location error is used in this work. 

Scalability: Analyze how well the privacy enhanced AODV 
scales as the network size increases. Evaluate how well the 
protocol supports privacy policies in different scenarios. 
Consider whether users can customize their privacy settings 
effectively. Evaluate its performance under various network 
densities. 

Figure 4 shows the PSAODV protocol flow in incorporating 
the pseudonym in the vehicle-to-vehicle communication 
scenario. 

The PSAODV routing process is depicted in Figure 5. 

Figure 5. Flow chart of the PSAODV routing process 

5. RESULTS AND ANALYSIS

The simulation study was conducted using the road network
extracted from Open Street Map database of Basrah, Iraq, in 
an urban city area. The urban scenarios traffic generation on 
the road are produced by SUMO [28] with OMNET++ [29], 
through a traffic Control Interface (TraCI) in VEINS [30] as 
presented in Figure 6. The network simulation is based on 
events and a microsimulation model specifically designed for 
road traffic. The performance of PSAODV was studied under 
varying numbers of eavesdropping stations with the number of 
vehicles of 50, 150, and 250 at various speeds in a network 
coverage area of 2500m×2500m (Figure 7). The simulation 
parameters are given described in Table 1. 
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Figure 6. The simulation program framework 

Figure 7. Urban map 2500m×2500m simulation scenario 

Table 1. Parameters description 

Parameters Value 
The urban scenario 2500m×2500m 

Vehicles range 50,150,250 
Simulation time 1000s 

Transmission range 250m 
Radio propagation Two Ray Ground 

Packet rate 512 bytes 
MAC layer IEEE 802.11p 

Program simulation Omnet++, Veins, SUMO. 
Vehicles speed 40km 

Routing protocol PS-AODV 
Eavesdropping station 25 

Mobility model Traffic Control Interface (TraCI) 
Traffic type User Datagram Protocol 

The performance parameters used in the study is as follow: 

Packet Delivery Ratio (PDR) %: The ratio refers to the 
total message’s destination receives concerning to source-sent 
packet count. Where v reflects the whole of the network's 
nodes and represents Kbps. 

𝑃𝑃𝑃𝑃𝑃𝑃 = (
∑ 𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝 𝑟𝑟𝑝𝑝𝑝𝑝𝑟𝑟𝑟𝑟𝑝𝑝𝑟𝑟 𝑉𝑉
0

∑ 𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝 𝑠𝑠𝑝𝑝𝑠𝑠𝑝𝑝𝑟𝑟
𝑜𝑜

× 100%) (1) 

Network Throughput (NT): The quantity of packets that 
the destinations have successfully received in the simulation 
time and is represented in Kbps. 

𝑁𝑁𝑁𝑁 =
𝑁𝑁𝑁𝑁. 𝑁𝑁𝑜𝑜 𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑠𝑠 𝑠𝑠𝑠𝑠𝑝𝑝𝑝𝑝𝑝𝑝𝑠𝑠𝑠𝑠𝑜𝑜𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠 𝑟𝑟𝑝𝑝𝑝𝑝𝑟𝑟𝑟𝑟𝑝𝑝𝑟𝑟

𝑆𝑆𝑟𝑟𝑆𝑆𝑠𝑠𝑠𝑠𝑝𝑝𝑝𝑝𝑟𝑟𝑁𝑁𝑠𝑠 𝑝𝑝𝑟𝑟𝑆𝑆𝑝𝑝
(2) 

The Average Delay: This shows the packet average latency 
that is successfully received at the destination after being 
created at the source node across a VANET, and it is 
represented in milliseconds. 

𝐴𝐴𝑃𝑃 =
∑ 𝑃𝑃𝑝𝑝𝑝𝑝𝑟𝑟𝑟𝑟𝑝𝑝𝑟𝑟 𝑝𝑝𝑟𝑟𝑆𝑆𝑝𝑝 − 𝑆𝑆𝑝𝑝𝑠𝑠𝑟𝑟 𝑝𝑝𝑟𝑟𝑆𝑆𝑝𝑝𝑛𝑛
1

𝑁𝑁𝑁𝑁. 𝑁𝑁𝑜𝑜 𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝 𝑠𝑠𝑠𝑠𝑝𝑝𝑝𝑝𝑝𝑝𝑠𝑠𝑠𝑠𝑜𝑜𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠 𝑠𝑠𝑝𝑝𝑠𝑠𝑝𝑝
(3) 

In the simulation study, the PSAODV protocol has been 
compared to three other protocols which are AODV, SE-
AOMDV, and ECC-AODV. By changing the number of 
vehicles within the VANET, the throughput, and routing load 
were observed. Figures 8 and 9 illustrate the throughput and 
packet delivery ratio of the compared protocols and various 
vehicles levels. 

In all instances, the throughput and packet delivery ratio of 
PSAODV showed better performance. This is because the 
technique introduces pseudonyms at the control messages and 
does not consume additional overhead. By utilizing this 
privacy metric in the routing scheme, PSAODV enhances the 
reliability of data transmission avoiding eavesdropping and 
any related interference that may cause from it. For throughput, 
PSAODV produced better performance when compared to 
ECC-AODV by 9%, SE-AODV by 12%, and AODV by 17%. 
The results also showed that PSAODV routing protocol 
improves the packet delivery ratio by approximately 11% 
compared to ECC-AODV, 14% to SE-AODV, and 21% to 
AODV. 

Figure 8. Throughput based on number of vehicles 

Figure 9. Packet delivery ratio results 
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Figure 10 displays a graphical depiction of the average 
delay calculation with different levels of vehicles. Like the 
earlier results, the suggested protocol is contrasted with ECC-
AODV, SE-AODV, and AODV. The eavesdropping attack 
reduces PRREQ packets, which in turn enhances network 
performance. The graph demonstrates that the suggested 
PSAODV protocol's delay is less than other protocols 
compared. As for the average delay, PSAODV also improved 
the delay when compared to ECC-AODV by 7%, SE-AODV 
by 9%, and AODV by 14%. 

Figure 10. Average delay comparison for vehicles levels 

6. CONCLUSIONS

The secure data in VANET can protect vehicles' and
occupants' sensitive information, identities, and 
communication patterns. The fusion of privacy-aware 
mechanisms with AODV routing presents a promising avenue 
for addressing the privacy and security concerns 
accompanying the widespread adoption of VANET 
technology. To stop eavesdropping activities and disruptive 
attacks, this proposed solution finds a balance between the 
privacy of each node and the performance of the network. 
PSAODV efficiently safeguards location privacy for vehicular 
transportation during scenario. In this study, the PSAODV 
protocol enhances AODV control messages with a privacy 
layer to mitigate eavesdropping attacks. 

The PSAODV protocol has been compared to that of other 
protocols, namely AODV, SE-AOMDV, and ECC-AODV. 
The simulation results indicate that the PSAODV protocol 
outperforms the other protocols. PSAODV produced higher 
packet delivery ratio, throughput, decreased packet loss and 
average delay, and decreased in location error. These indicates 
that network performances were not adversely affected by 
eavesdropping attacks. 

This study demonstrates that the use of pseudonym in the 
proposed PSAODV protocol achieves optimal performance in 
securing vehicle-to-vehicle communication and can be a good 
candidate for vehicular communication in our quest for smart 
transportation systems in smart cities environments. Future 
works will be looking into testing the algorithm with real 
world data and investigate further the need for a predictive 
capability using artificial intelligence and machine learning in 
terms of pseudonym generation with respect to efficiency and 
scalability. 
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