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Considering growing demand of medical record management it has been considered that 

there is requirement to keep patient record and identity management in healthcare. To 

improve the safety and reliability of medical records, the blockchain technology has been 

determined to be an appropriate tool. The function of blockchain technology in healthcare 

data security is the focus of this study article. An example of a transaction in this system 

would be the recording and storage of a patient's medical history in a public ledger known 

as a block. Two parties are required for a transaction to take place. For every transaction to 

go through, the system needs the approval of the vast majority of users. Records of 

transactions kept on a blockchain are immutable and resistant to tampering. Researchers are 

now encrypting patient data before storing it on blockchain, which adds an extra degree of 

protection. Additionally, blockchain's security and speed have been enhanced by the use of 

advanced hashing mechanisms. 
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1. INTRODUCTION

The need for healthcare-related applications is growing. A 

safe place to store patient data is still necessary [1]. A number 

of options exist for preventing unauthorized access to patients' 

records, including keeping the records in a secure place [2]. 

On the other hand, these methods have long since become 

archaic. The use of blockchain-based technologies could ease 

certain security worries. Block chain, a distributed ledger that 

encourages decentralization [3, 4], might be used to safeguard 

individuals' medical records. Medical applications of 

blockchain research have focused towards developing robust, 

efficient systems [5]. 

Over the last decade, several academic institutions and 

businesses have investigated "block chain" since it is one of 

the most fascinating new technologies. Blockchain, a 

distributed, immutable ledger, does away with the need for a 

reliable third party to confirm and document monetary 

transactions [6, 7]. Blockchain 3.0 is currently under 

development, with early adopters hailing from the public 

sector, the energy industry, and the healthcare sector. Health 

care providers have embraced these innovations because of the 

many ways they may improve patient care. Blockchain's 

decentralised structure [8], along with its in-built privacy 

precautions and security measures, makes it an attractive 

technology for usage in the healthcare sector [9]. These 

options may be used to ensure that only authorised individuals 

have access to sensitive medical information [10]. 

Blockchain was proposed as part of the Bitcoin protocol. It 

may be thought of as a distributed ledger. All network 

transactions are recorded and verified by a distributed public 

ledger called a chain of blocks in blockchain. A header and 

body make up each block [11]. The header of every new block 

shows the hash of the block before it. In a linked list or chain, 

each block is linked to the one before it [12]. Merkle trees, 

timestamps, and nonces in block headers are tools that might 

potentially reduce the amount of labor necessary in analyzing 

a block's transactions and speed up the process [13]. 

Sometimes miners may alter the nonce number in order to 

solve a mathematical problem. 

One little piece of work that is recorded and maintained in 

a data storage unit called a block is a blockchain transaction. 

A transaction can only have two participants [14]. For a 

transaction to go through, the vast majority of users in the 

system must be in agreement. No one can alter a transaction 

after it has been recorded on a blockchain, making them 

completely trustworthy [15]. Due to blockchain's immutability, 

each participant only needs to keep a single copy of the ledger 

at all times. To guarantee that transactions can be executed 

without any interruptions, the business logic of a blockchain is 

written into computer code known as smart contracts, which 

runs automatically on the blockchain's underlying architecture 

[16, 17]. Integrating a smart contract with a blockchain makes 

it self-verifying when all rules are satisfied and self-enforcing 

when the blockchain's automated features are used. 

Blockchain can't be altered or tampered with since it's 

decentralised, permanent, accessible, and anonymous. 

Because of this, manipulation is very difficult [18, 19]. 

1.1 Blockchain use cases in healthcare 

One term for the outcome of linking a series of transactions 

using a cryptographic key is a "blockchain." Connected in a 

network of nodes or processes, these keys and signatures may 

be checked [20]. A complete and current copy of the entire 

chain is maintained by each node in the network. Among the 
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many benefits of blockchain-based technology, as highlighted 

by NIST [21], are decentralized digital ledgers, resistance to 

manipulation, and the difficulty of changing a published 

transaction later within a user community that shares ledger. It 

is also known as "digital ledger technology" [22]. 

 

1.1.1 Advantages and issues with blockchain in healthcare 

There are several obstacles to overcome when using 

technology based on blockchain in healthcare sector [23]. 

• Security for whole system 

• All individuals must have their identities and participation 

authenticated. 

• Everyone should have consistent access to electronic 

health records. 

DLT has a number of potential uses in the healthcare 

industry, although it is not widely used. Health records cannot 

be housed on blockchain because of public nature of the 

technology [24]. Despite this openness, clinicians have a 

responsibility to safeguard patient health information (PHI). 

Blockchain infrastructures are built with defences meant to 

lessen the impact of hacking attempts. As a result, ensuring the 

confidentiality of patient records is crucial [25]. Since 

information stored on a blockchain cannot be deleted, users 

should exercise caution when dealing with private health data. 

It is now safe to remove files that take up a lot of space or are 

often modified. There should be no record of a person's 

existence on the web [26]. Due to its decentralised nature, 

immutable databases, and robust data, blockchain-based 

healthcare database management solutions, such as patient-

based encryption techniques, are gaining popularity. 

 

1.1.2 Applications in healthcare 

Technology based on blockchain's distributed ledger 

architecture may find use in a variety of medical settings [27]. 

Electronic medical records storage and retrieval. 

• Electronic medical records storage and retrieval. 

• Healthcare records are protected by several safeguards. 

• Treatment of personal health information. 

• There is potential for bedside genomics management. 

• Responsible for data included in electronic medical 

records. 

 

1.1.3 Health care applications 

Unless two or more hospitals are connected via a private 

network, there is no way for patients' electronic medical 

records to be shared or updated between them. If data is 

organised in this fashion, the initial few blocks of the 

blockchain might include information that is not protected by 

PHI or PII [28]. Eventually, millions of people might be 

available to academics and corporations. Clinical research, the 

reporting of safety issues and adverse occurrences, and public 

health reporting might all be hampered by an abundance of 

data. 

 

1.2 Seamless switching of patients between providers 

 

If patients were willing to provide their secret keys, their 

medical records may be unlocked and shared with other 

physicians or organisations. More collaboration and 

interoperability in the HIT industry may result from this [29]. 

 

1.3 Faster, cheaper, better patient care 

 

It's possible that authorised employees may regularly update 

a central repository containing the medical records of 

numerous individuals. Many preventable medical errors may 

be caused by a lack of communication between the various 

healthcare providers caring for the same patient. These 

findings may allow for more individualised treatments in the 

medical field [30]. 

 

1.4 Interoperable electronic health records 

 

Blockchain has the ability to function as a single transaction 

layer provided consensus can be established on a common set 

of data to be stored on the ledger and encrypted private 

connections are maintained so that only authorised parties may 

access supplemental data. Smart contracts might be useful in 

addition to more conventional authorization schemes for 

maintaining constant information flow between devices [30]. 
 

 

2. LITERATURE REVIEW 
 

Several of the many blockchain-related healthcare and 

technology studies are discussed below. 

As more individuals use IoT and other forms of remote 

monitoring, additional flaws in data transmission and 

recording become apparent, as discussed by Griggs et al. [1]. 

They propose using smart contracts built on blockchain to 

evaluate and securely manage PHI from medical sensors. By 

linking sensors to a private Ethereal-based blockchain, our 

solution triggers smart contracts and keeps track of all 

blockchain-related events. 

Radanović and Likić [2] presented blockchain, a distributed 

database composed of blocks of data connected 

cryptographically, to record the previous dealings of a 

decentralised network's assets and transactions. This 

technology has been used in a variety of contexts, including 

digital contracts, public and financial documents, and property 

titles. 

Calvaresi et al. [3] investigated MAS-based distributed 

systems that handle sensitive data. Many people think 

blockchain-based technologies can help rebuild trust in MAS 

by making the agency more transparent and answerable to its 

citizens. Despite the fact that most methods have only recently 

started to investigate this area, the need to define research plan 

and technological constraints was imperative.  

Zhang and Lin [4] discovered that collaborating on medical 

data online might result in more accurate diagnoses, but 

cautioned that patients' privacy must be protected. Blockchain 

has been hailed as an essential component of potential 

technology for protecting PHI. 

Wearable technology, as supplied by Liang et al. [5], has 

piqued the public's interest in keeping tabs on their health, 

making them more worried than ever before. This research 

paper takes a decentralised approach to privacy protection by 

using the blockchain and the Intel SGX trusted execution 

platform. 

Bitcoin's blockchain technology is being implemented in 

the present IoT scenario, as first described by Miraz and Ali 

[6]. Researchers and practitioners in the private sector have 

recently increased their focus on this area of inquiry. 

The authors Firdaus et al. [7] Criminals are creating 

blockchain-penetrating mobile malware because of the 

widespread foolishness with which blockchain-based 

technology is being used in conjunction with Android mobile 

devices. This research looked at three different types of 

features-system commands, directory paths, and code-that 
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might aid machine learning predictions in identifying 

unanticipated root assaults. 

Massive improvements in the amount and quality of 

medical records, as demonstrated by Li et al. [8], have made it 

such that no one need ever go without treatment again. This 

article delves on the development of blockchain-based 

healthcare DPS. Performance analysis demonstrates the 

system's usefulness and effectiveness. 

In a recent analysis, Epiphaniou et al. [9] predicted that 

distributed ledger technology will boost various sectors, 

including the food and pharmaceutical industries, the real 

estate market, and the financial sector. Several Blockchain 

healthcare pilot projects are currently underway, and their 

benefits and drawbacks will be discussed in this article. 

Many people, including researchers and medical 

professionals, are looking forward to the implementation of 

electronic health records, as discussed by Zhou et al. [10] 

Using the Med-PPPHIS prototype, they suggest a closed-loop 

method for dealing with chronic diseases in China's Anhui 

Province. 

An extreme rise in energy consumption threatens both 

economic and environmental sustainability, as first proposed 

by Iram et al. [11]. In this research, state-of-the-art techniques 

and analytics were used to a time series of energy-related 

variables. Data analysis was shown visually using heat maps. 

Rathee et al. [12] examined how use of multimedia 

techniques have allowed for collection, analysis, and 

communication of patient data provided in visual, textual, and 

auditory formats through a number of modern mobile devices. 

More and more hospitals and clinics throughout the globe are 

using multimedia approaches to enhance staff efficiency, 

teamwork, and patient care.  

 

 

3. PROBLEM STATEMENT 

 

It is critical that these data be kept safe, but there have been 

many projects in the healthcare industry that have looked at 

utilizing blockchain to store patient information [13-18]. 

Traditional approaches to healthcare data security have looked 

at blockchain technology, but their performance is lacking. 

Traditional research has really barely scratched the surface of 

Blockchain's possible use in healthcare. 

 

 

4. PROPOSED WORK 

 

Research on blockchain security and its health care 

applications has been the primary emphasis of the proposed 

study, which has also investigated related security and 

performance issues. Blockchain security and its potential uses 

has also been the subject of this investigation. This is done in 

order to protect the patient's personal information from being 

stolen. 

Recent research has provided a method that, when 

implemented, may enhance both the safety and the utility of 

block chains. The reliability of the healthcare system could be 

improved by enhancing its performance, and the efficiency of 

applications employed in the healthcare industry could be 

improved by enhancing their level of security. A comparison 

is being made between recommended and conventional model 

in order to evaluate the suggested model's level of performance 

as well as the classic model's degree of safety for usage in a 

healthcare context. The health care data set is first compressed 

in the work that is being suggested, and then it is encrypted 

using an encryption algorithm. Compression and encryption 

are applied to the data before it is deposited in the blockchain 

after the commencement of the block. Accuracy and 

performance of the work that has traditionally been done is 

then contrasted with the accuracy and performance of the work 

that will be suggested. Present research work is considering 

role of classification techniques in security of health care 

system. Initially existing research in area of healthcare are 

considered. 

The problem with traditional methods of study is that they 

are not very accurate or efficient. Because of the problems 

with conventional research, there is a pressing need to develop 

advanced mechanisms for deep learning, using which it will 

be possible to attain greater accuracy parameters than are 

possible with traditional research. In Figure 1 the security 

model used for healthcare is defined where compression, 

encryption and block chain have been used. 

Figure 2 presents research methodology of proposed work 

considering literature review, problem statement, proposed 

work, and evolution. 

 

 
 

Figure 1. Security model [19] 

 

 
 

Figure 2. Research methodology [20] of proposed work 
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Figure 3. Process flow of training [21] and testing of deep 

learning model 

 

Process flow of training [21] and testing of deep learning 

model is shown in Figure 3. In this, intial dataset has processed 

for filtering and apply initialization LSTM model batch size. 

It sets iteration and split dataset and perform the opteration  for 

training and testing model. Last, calculate accuracy parameters 

like recall, precision, and f1score. 

 

 

5. RESULT AND DISCUSSION 

 

Several deep learning models are compared in this study to 

determine which provides the best prediction performance. In 

case of conventional approach, Table 1 displays evaluation of 

precision, recall, f1 score, and support. With an accuracy of 96 

percent, convention deep learning model provide solution for 

healthcare security. In Table 2, outcome of proposed work are 

shown with accuracy equal to 98.3%. This it is concluded that 

proposed approach is providing better accuracy. 

 

Table 1. Accuracy Parameters of Conventional Approach 

 
 Precision Recall F1-Score Support 

Redesign 0.91 0.92 0.92 310 

Successful 0.96 0.97 0.97 1849 

Accuracy - - 0.96 2168 

Macro avg. 0.94 0.95 0.94 2168 

Weighted avg. 0.96 0.95 0.96 2168 

 

Confusion matrix: 

[294 25] 

[30 1828] 

Overall Accuracy: 0.96 

 

Table 2. Accuracy parameters of Proposed work 

 
 Precision     Recall F1-Score    Support 

Redesign 0.92 0.93 0.93 318 

Successful 0.98 0.98 0.98 1857 

Accuracy   0.98 2176 

Macro avg. 0.95 0.96 0.96 2176 

Weighted avg. 0.97 0.99 0.97 2176 

 

Confusion matrix: 

[301 18] 

[22 1836] 

Overall Accuracy: 0.98 

5.1 Comparison of overall accuracy of traditional and 

current work 

 

Considering outcome of conventional and proposed 

accuracy, Table 3 is presenting comparison of both model on 

the bases of accuracy. 

 

Table 3. Comparison of Overall Accuracy 

 
Conventional Approach Proposed Work 

0.96 0.98 

 

Considering Table 3, comparison of overall accuracy in 

case of traditional and proposed work is shown. 

 

5.2 Comparison of accuracy parameters of traditional and 

proposed work 

 

Tables 4-7 are presenting comparative analysis of Precision, 

recall, F1-score, Support respectively. Figures 4-8 are showing 

their corresponding graphs. 

 

5.2.1 Precision 

 

 
 

Figure 4. Comparative analysis of Overall Accuracy 

 

 
 

Figure 5. Comparison of Precision 

 

 
 

Figure 6. ComparIson of Recall 
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Figure 7. Comparative analysis of F1 score 

 

Table 4. Comparative analysis of Precision 

 
 Conventional Approach Proposed work 

Redesign 0.91 0.92 

Successful 0.96 0.98 

Macro avg. 0.94 0.95 

Weighted avg. 0.96 0.97 

 

5.2.2 Recall 

 

Table 5. Comparison of Recall 

 
 Conventional Approach Proposed Work 

Redesign 0.92 0.93 

Successful 0.97 0.98 

Macro avg. 0.95 0.96 

Weighted avg. 0.95 0.99 

 

5.2.3 F1-score 

 

Table 6. Comparison of F1 score 

 
 Conventional Approach Proposed Work 

Redesign 0.92 0.93 

Successful 0.97 0.98 

Accuracy 0.96 0.97 

Macro avg. 0.94 0.95 

Weighted avg. 0.96 0.97 

 

5.2.4 Support 

 

Table 7. Comparative analysis of Support 

 
 Conventional Approach Proposed Work 

Redesign 310 318 

Successful 1849 1857 

Accuracy 2168 2176 

Macro avg. 2168 2176 

Weighted avg. 2168 2176 

 

 
 

Figure 8. Comparative analysis of support [22] 

5.3 Comparison of performance 

 

A simulation of amount of time required to process blocks 

has been given for your perusal within this section. It has been 

shown that amount of time necessary to process block is much 

less than amount of time necessary for conventional 

processing. This is the case when comparing the two. When 

counting the number of blocks, divide by ten at each interval. 

Table 8 displays the findings of a comparative investigation 

that was carried out between proposed work processing times 

and the normal approach processing times. 

Taking Table 8 into account, the following figure provides 

comparative analysis of the performance of the recommended 

design as well as the conventional layout. 

Taking Table 8 into account, Figure 9 provides comparative 

analysis of the performance of the recommended design as 

well as the conventional layout. 

 

Table 8. Comparison of Performance 

 
Blocks Conventional Time Taken Proposed Time Taken 

10 1.7171 0.7327 

20 3.2190 1.2783 

30 5.1681 2.5741 

40 5.1681 2.8591 

50 5.9259 2.4931 

60 6.8624 3.5466 

70 8.2142 4.6177 

80 8.1148 5.1203 

90 9.6872 5.1049 

100 11.2424 6.6884 

 

 
 

Figure 9. Comparative analysis of performance [23] 

 

5.4 Comparison of error rate 

 

Table 9. Comparison of error rate 

 
Blocks Conventional  Proposed  

10 5 3 

20 7 5 

30 8 7 

40 10 8 

50 12 10 

60 14 11 

70 16 13 

80 17 15 

90 20 16 

100 22 18 

 

This section includes a model that simulates the probability 

of mistakes happening during the processing of blocks. When 

compared to the traditional method, it was discovered that the 

amount of error that takes place when calculating the number 
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of blocks at intervals of 10 is significantly lower. This was the 

conclusion reached by the researchers. Table 9 presents the 

results of an analysis that compares the error rate of the 

standard task processing time with that of the proposed task 

processing time. 

 

 
 

Figure 10. Comparative analysis of error rate [24] 

 

Figure 10 presents a comparative analysis of the error rate 

for both the old technique and the recommended scheme when 

Table 9 is taken into account. 

 

5.5 Comparison of blocks affected by external attacks 

 

Impacts of blocks being assaulted from the outside have 

been modelled in this particular area of the document. When 

looking at numbers of blocks at intervals of 10, it was 

discovered that the number of blocks that have been 

compromised as a result of an external attack is significantly 

lower than in conventional schemes. This was discovered by 

comparing the number of blocks that were compromised to the 

total number of blocks. Table 10 presents the results of a 

comparison of the Blocks that were affected by external 

attacks. In this investigation, traditional and proposed work 

processing times are compared and contrasted [25-29]. 

When Table 10 is taken into account, the following figure 

provides a comparative analysis of the Blocks that have been 

affected by external attacks in circumstances of both existing 

system and the recommended. 

 

 
 

Figure 11. A comparative investigation of the Blocks that 

have been subjected to external assaults [30] 

 

When Table 10 is taken into account, figure 10 provides a 

comparative analysis of the Blocks that have been affected by 

external attacks in circumstances of both existing system and 

the recommended. 

Table 10. Comparison of Blocks affected by external attacks 

 
Blocks Conventional Proposed 

10 6 4 

20 8 5 

30 9 7 

40 12 9 

50 12 9 

60 16 12 

70 16 13 

80 18 15 

90 20 16 

100 23 18 

 

 

6. CONCLUSION 

 

Researchers are looking at problems with blockchain 

security in healthcare apps as a means to avoid the theft of 

personal patient data. Academics are also thinking about 

blockchain's potential performance and security issues. With 

the suggested method, blockchain's security and speed will be 

greatly improved. Improving the efficiency of the healthcare 

system and making sure that applications used in the industry 

are secure are two approaches to make sure that the system is 

reliable. In order to assess both the performance of the 

recommended model and the safety of the traditional model 

for use in a healthcare setting, a comparison between the two 

models is being conducted. There is ongoing research on both 

the security and performance issues around blockchain 

technology. The study focuses heavily on how this innovation 

might improve healthcare delivery. 

 

 

7. SCOPE OF RESEARCH 

 

In order to ensure the security of patient information and 

facilitate its transmission between medical institutions, labs, 

pharmaceutical companies, and doctors, the healthcare sector 

has begun using Blockchain networks. This is done to protect 

the confidentiality of the patient. When used to the medical 

profession, blockchain-based apps may reliably detect serious, 

perhaps life-threatening errors. Because of its decentralised 

nature, blockchain is also great option for companies and 

groups that deal with sensitive data, protecting its 

confidentiality. Another major and troublesome security 

concern for blockchain-based systems is the potential 

weakness of the technology's endpoints. The conclusion of the 

blockchain network is accessible from any location where 

blockchain-related actions are taking place, most notably on 

computers and mobile phones. Hackers would spy on the user 

and attack just certain devices to get their key. 
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