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Advancements in digital technologies have significantly enhanced the functional
capabilities of consumers and businesses alike, yet have concurrently amplified the
complexities associated with cybersecurity, including theft and cyber-attacks.
Consequently, auditing of information systems has emerged as a crucial security apparatus
for organizations aiming to safeguard their data assets, specifically with respect to
customer information. This study aims to design an information systems security and audit
model that emphasizes the fortification of an organization's crucial assets via IT
infrastructure security and information security management systems, in alignment with
ISO 27001 standards. The proposed model seeks to assure information confidentiality,
integrity, availability, and compliance with legal mandates. The study adopted the
OCTAVE v2.0 method, executed in three distinct phases. In the first phase, profiles of
asset-based threats were constructed. The second phase involved the identification of
infrastructure vulnerabilities, whereas the final phase focused on the development of a
security strategy and plans. The implementation of the proposed model yielded a marked
impact, with a positive shift from 46% to 94% following the establishment of IT
infrastructure security policies. The study underscores the importance of conducting a
comparative analysis prior to implementation and asserts that well-defined and identified
security models and information systems auditing can effectively counteract potential data
leaks and cyber-attacks such as malware, phishing, spam, and ransomware. The findings
suggest that a meticulous and preemptive approach to auditing and security planning can
significantly bolster the resilience of an organization's digital infrastructure.

1. INTRODUCTION

attempted cyberattacks.
The frequent and sophisticated nature of these attacks puts

Throughout history, technology has played a pivotal role in
the evolution of human society [1]. The advent of the internet
and subsequent digital tools has catalyzed unprecedented
advancements, reshaping the economic landscape and
established business practices. This rapid evolution has
necessitated organizations globally to adapt to this digital
transformation [2, 3]. From altering sales processes to
introducing cost leadership strategies and diversification,
digital transformation has expedited service delivery,
enhanced customer satisfaction, and broadened business
scopes, resulting in consumer empowerment.

According to the 2022 Threat Landscape report by
Kaspersky, malware and Trojans were identified as the most
prevalent patterns in cyber-attacks. These forms of malicious
software have been engineered to exfiltrate data from
organizations, with some even designed to facilitate bank
fraud and scams, thereby posing significant threats to financial
institutions. The report further illustrated that an average of
2,366 malware attacks and 110 fraudulent messages were
intercepted every minute in South America. Specifically,
Brazil (1,554), Mexico (298), Peru (123), Colombia, and
Ecuador (84), followed by Argentina (30) and Chile (28), were
identified as the countries with the highest volume of
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Latin America in a precarious situation for organizations and
consumers alike. This situation is exacerbated by the dense
concentration of businesses in metropolitan areas, high
population, and bustling economic activity, which culminates
in intense business competition. Consequently, the region
becomes an attractive target for cybercriminals while
simultaneously rendering it highly susceptible to cyber-attacks.
Challenges related to IT infrastructure further compound these
vulnerabilities, primarily due to organizations' limited
response capacity in terms of their IT security strategy. This
limitation can be attributed to the lack of up-to-date hardware
and software resources in areas that safeguard an
organization's most valuable assets.

However, this digital progression has also paved the way for
sophisticated cyber threats. As reported by Kaspersky's Threat
Landscape in 2022, malware and Trojans emerged as the
predominant patterns in cyber-attacks. These malicious
software were specifically designed to compromise
organizational data, posing significant threats to financial
institutions [4]. The report further illuminated that South
America experienced an average of 2,366 malware attacks and
110 fraudulent messages per minute. Countries such as Brazil,
Mexico, Peru, Colombia, Ecuador, Argentina, and Chile were
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particularly targeted given their dense metropolitan areas, high
population, and significant economic activities, making them
attractive yet vulnerable for cybercriminals [5].

In light of these challenges, the proposed security model in
this study aims to implement an IT security plan that addresses
key vulnerabilities such as insufficient financial resources,
inefficient software management, and lack of technical
expertise among IT managers. Emphasizing the importance of
physical and operational inventories, antivirus software, strict
data access controls, and resilience training for personnel, this
model seeks to bolster the cybersecurity defenses of
organizations [6].

This information security model's primary objective is
designed to efficiently and effectively review, monitor,
maintain, and optimize an organization's asset security. This
involves the identification and mitigation of vulnerabilities to
minimize potential cyber thefts and the restriction of sensitive
information access to authorized personnel only. Additionally,
the model is intended to foster a culture of security within the
organization by measuring and evaluating the competence,
knowledge, capacity, and preparedness of the IT staff in the
face of potential security incidents. This is with the aim to
safeguard business systems and information. Utilizing the 1SO
27001 standards for IT infrastructure and information security
management systems, the model can assist organizations in
establishing security policies and objectives, thereby
improving their data management. This approach is designed
to counteract the daily cyber-attacks that cause losses and
instability within organizations. The ultimate aim of this paper
is to establish a precedent for strategic responses to
cyberattacks, benefiting organizations, communities, and
society at large. The evaluation of the proposed model's
success is primarily based on each organization's specific
needs and objectives, aligning with the goals of this research.
This is evident as the proposed model enables the effective
assessment of vulnerability management, the incidence and
severity of security incidents, and the level of staff awareness,
as measured through knowledge and feedback evaluations.

Moreover, the proposal includes an evaluation phase that
necessitates a comprehensive comparative report. This is to
ascertain whether the implementation of cybersecurity policies
has had a positive impact on organizations.

2. METHODOLOGY

OCTAVE v2.0 (Operationally Critical Threat, Asset and
Vulnerability Evaluation) is a risk analysis methodology,
which was developed by Carnegie Mellon University to
identify and evaluate the security risks of government agencies,
like the U.S. Department of Defense; as a matter of fact, since
it is launched in 2001, it has gone through several updates and
changes, which has allowed it to have broad applicability.
According to the author [7], this methodology not only allows
us to identify and evaluate security risks but also to make
improvements in the decision-making process towards data
resource management in a medium and large organization.

Regarding the OCTAVE v2.0 method implementation, the
author [8] points out that because of the applicability that these
criteria have, it is simpler and more interesting to the market,
mainly because it adjusts to different types of organization's
policies that day after day increases its confidential
information, whether it is confidential customer data or
confidential employee information, which neither most
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employees nor senior managers have access to. It reinforces
the need to strengthen the IT infrastructure and the cyber-
security system. Through risk identification, we can prepare
for potential internal and external vulnerabilities that may
negatively impact the organization's outcome at any time.

It is important to highlight that this methodology uses a
three-phase: Operational risk, security practices, and
technology [9] being its core, a set of criteria based on
principles, attributes, and results. Hence, the processes carried
out by OCTAVE v2.0 begin with an evaluation of the most
valuable asset for the organization nowadays, which is "the
data"; when analyzed, it allows one to determine the
organizational level and their level of Cyber security. After
showing the results, we set protection strategies based on the
identified operational risks, and best Cyber security practices
so that they can fix the vulnerabilities as they arise in the
organization.

2.1 Phases of the octave methodology

According to Pacheco et al. [10], the methodology
OCTAVE v2.0 has a three-phase approach, which can be seen
in Figure 1. where it can be seen that representative graphs and
diagrams were made to organize and detail the phases,
processes and identify the problems in the areas of the
organization, which were worked with the online diagram
software draw.io, a tool with which you can create flow charts,
process diagrams, organization charts, etc.

Establish requirements of
security at the organization level

p
I Phase 1
4
Tdentify vulnerabilities

: Phase 2 infrastructure
t Phase 3

Develop a plan and
securily siralegy

Figure 1. Main phases of the Octave V2 methodology

2.1.1 Phase 1: Build asset-based threat profiles

In this phase, we do an organizational evaluation, basically,
we proceed to identify the team's knowledge of the
organization’s business and operational areas. Likewise, we
identify operational area management knowledge of the
organization's most important assets identified, as well as the
perceived threats and current protection strategy practices,
meaning, what's being done to protect those critical assets [11].
It's noteworthy that, during this phase, we determine the
security requirements in order to collect information that helps
to create a new design of the protection strategy practices by
creating a threat profile for that asset.

2.1.2 Phase 2: Identify infrastructure vulnerabilities

In phase 2, we use the information collected from phase 1,
then analyze the key operational components that have a
higher vulnerability. In other words, it can be a risk to the
organization's assets. In this phase, the missing policies and
procedures are identified, as well as a mapping of high-priority
assets per the organizational level and conducting a
vulnerability assessment.

2.1.3 Phase 3: Develop security strategy and plans
In phase 3, we analyze the information gathered from
phases 1 and 2. Then, the team creates protection strategies to



solidify the organization's assets and analyze the information
to identify the information security risks, and critical asset
vulnerabilities. Also, in the worst-case scenario, if we identify
computer risks, there are mechanisms designed to fix the
problem, such as the use of access codes, antivirus, firewall,
etc. As the author [12] claims, the purpose of this phase is to

mitigate potential cyber-risks that may arise in an organization.

2.2 Development of the phases

In accordance with the method OCTAVE v2.0 [13], we
establish the phases and processes we follow toward the
objective.

2.2.1 Establish security requirements at the organization level
(A) Process 1. Identify the knowledge of senior
management. Compile information on the main assets of the
organization. As can be seen in Figure 2, the employees who
hold high management positions are selected so we can
identify the most important assets through security levels, in
order to avoid potential threats that may have a negative
impact on the organization’s software and hardware. Also,
according to the security requirements, in order to set
protection strategies, we must gather information regarding
cyber threats and vulnerabilities. This information must be
gathered from a representative set of senior managers.

1
Selection of senior
managers

2

Identify important
assets

6
Vulnerabilities of the
organization

PROCESS 1

s
Current security
practices

3
Perceived threats

4

Security
Requirement

Figure 2. Identify business knowledge

Select senior managers. This is relevant to the method
Octave v2.0 because senior managers are the leaders of an
organization. They have excellent knowledge of the
organization’s workflow and the operations of their
department. Therefore, it’s crucial to collect information from
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them. Note that, in Peru, the hierarchy business model states
that there must be at least a general manager per location and
several lower-level managers per department.

Identify the most valuable assets. We cannot deny that in
order to establish the security requirements it is a must to know
what the organization’s most valuable assets are. Hence, there
should be strategies implemented based on the department.
Furthermore, there should be an agenda to prepare for a
meeting with the employees who are directly in charge of these
valuable assets, for example, the IT manager. These
employees oversee the servers, software, hardware, and the
organization’s network, so this is one of the most important
departments, as they manage data and sensitive information
such as passwords, and business and customer banking.

Perceived threats. With the e-commerce boom and the
popularity of social media, organizations have become an easy
target for cybersecurity threats like malware, phishing, spam,
ransomware, etc. If we don’t identify them on time, it could
put at risk an organization’s most valuable assets. Therefore,
we must prevent this and elaborate a contingency plan to back
up the organization’s data in case they get cyber-attacked.

Security requirements. In order to counteract the threats
and avoid potential cyber-attack, we must perform a deep
evaluation, which will be applied based on the security
requirements and protection strategies to protect their most
valuable assets. Moreover, in this section, a vulnerability
assessment is conducted to be aware of the security weakness
and establish authentication methods for all devices.

Current security practices. As reported by the author [14]
regarding digitalization and the new and major types of cyber-
attack in Peru’s commercial sector, the current security
practices are preventive measures against any type of cyber-
attacks and when this happens, the IT manager should be
prepared to face them.

Organizational vulnerabilities. The vulnerabilities or
weaknesses in the organization’s IT system are analyzed,
expecting to reinforce them to protect the assets that can easily
become a target. Mainly, as a result of using software without
a license, network issues, and technological limitations; this is
when cybercriminals take advantage of the situation. In order
to neutralize the cyber-attacks, we must identify the
vulnerabilities, which can be a threat to the organization [15].

In Figure 3 it can be seen the main departments that are
more exposed to vulnerabilities. Through Ishikawa diagram
shows the potential causes and effects if we don’t properly
protect the organization’s most valuable assets. Also, this
graphic diagram helps to do a deep analysis of all departments
in the organization. The results show the need for investment
in cybersecurity analytics, preventive measures, providing
training to employees, and updating their security models.

Default passwords network

>3

network topology

Unlicensed Software

Lack of Backups

Computers without Anti Virus

AW

L

Insufficient Software Testing

| —

Uncontrolled downloads from the internet
[

Uncontrolled Copies of Data

Computers without passwords

Outdated Software

Maintenance-free equipment

ACCOUNTING
AREA

Figure 3. Ishikawa diagram of possible causes and effects
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management
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operational
area.

Selected
managers in
operations

Security
Requirements

Perceived
threats

Identify
important assets

Figure 4. Identify operational area management knowledge

(B) Process 2. ldentify operational area management
knowledge. In this part of the process, the activities are defined,
and the security requirements and assets’ perceived threats are
identified by selected operational area managers. Based on an
operational point of view, we gather information like
important assets, security requirements, and others, with a
scope on a tactical level (see Figure 4).

(C) Process 3. Identify staff knowledge. In this process, we
collect information from selected IT and general staff as they
are knowledgeable and/or have access to confidential
information. For example, an IT employee is the main
character as is visible in Figure 5. Not only because they give
technical support, but also because they back up the internal
information of an organization in between departments, such
as management, accounting, sales, logistics, warehouse,
administration, etc.

PROCESS 3

Selecting
IT support
members

Identify staff
knowledge

dentifying
important assets

Security
Requirements

Current security
practices

Organization
vulnerabilities

Figure 5. Identify staff knowledge

(D) Process 4. Create threat profiles. In the process, the team
analyses the information gathered from processes 1,2, and 3
and contrasts them based on perceived threats, current security
practices, and risk indicators regarding the critical assets in
this organization. That have previously determined the
security requirements for high-priority assets. This process 4,
helps to determine the security requirements and the
fundamentals for a protection strategy, to give sufficient
information that at the same time helps to design strategies
concerning all the activities, assets, threats, and risk indicators
to design protection strategies by creating threat profiles.

2.2.2 Identify infrastructure vulnerabilities

Regarding the analyses of the information gathered from
phase 1, we proceed to classify the IT infrastructure’s
components per priority levels. Once this is done, we can
identify the asset’s vulnerabilities [16] in order to mitigate
security risks and give a cyber-security [17] solution. The
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objective of this phase is to know in detail the procedures,
elements, policies, and IT infrastructure risks.

(E) Process 5. Identify key factors. Regarding high-priority
assets, the author [18] states that in order to efficiently map the
high-priority assets, we need the employee in charge of these
assets to assist. They know every detail of the IT infrastructure,
as well as the physical and logical aspects, so their input is
crucial to identify its most critical components. It is important
to get information about the IT department regarding the
information assets, cashflow statement, location of the assets,
and network architecture access routes, mainly as we aim to
get a security model [18] based on a hierarchical identity-
based Blockchain System to get better network security [19].

As you can see in Table 1, you can identify the
organization’s assets, which let you oversee what hardware an
organization in Peru has, and, consequently, with this
inventory we can implement improvements in an organization.
Also, these components are exposed to potential threats and
vulnerabilities. Table 1 shows, the cyber-assets the
organization has are 2 database servers, a web server, PCs,
monitors, laptops, etc. This states that the organization must
reinforce some departments by implementing a cyber-security
system to block unauthorized access to computers and their
servers, as they have the organizations and customers’
information. Hence, it’s important to do a hardware inventory
as it shows the devices, we should keep versus the ones we
should either replace or reinforce the cyber-security system to
avoid cyber-attacks. Mainly, as they must do financial
transactions, as well as communicate with other locations,
customers, providers, etc.

Table 1. Hardware Inventory

No. Hardware Quantity
Hardware Inventory
1 Database Servers 2
2 Internet Server 3
3 PCs 14
4 Monitors 14
5 Laptops 13
6 Switch 2
7 Router 3
8 Printers 9
9 Ups 2
Others

10 Current Stabilizers 12
11 Barcode Scanner 2
12 Access Point 4
13 Projectors 3

Table 2 is shown one of the other important and valuable
assets in an organization, which operates through software
systems. As you can see, an inventory was done with all
commercial software used in an organization in Peru (Table 2).
This allows us to know if it is software with or without a
license, in order to replace them if needed, to avoid exposure
to cyber-attacks.

(F) Process 6. Evaluate selected components. As part of this
process, it evaluates the key systems and the components of IT
infrastructure to identify vulnerabilities. Its main objective is
to recognize technology weaknesses by using vulnerability
tools, as well as determine the procedure and security policies
the organization lacks. The purpose is to point out the
vulnerabilities and components of the IT infrastructure to
classify them based on threat profiles.



Table 2. Software inventory

No. Software Quantity
Operating Systems
1 Windows Server 2019 2
2 Ubuntu Server 22.04.1 1
3 Windows 10 13
4 Windows 11 14
DataBase Engines
5 MySQL 2
6 SQL Server 2019 1
Development Tools
7  Visual Studio Professional 2022 1
Office Tools
8 Office 2021 Professional 14
Web Design Tools
9 Adobe Creative Cloud 4
Antivirus
10 Panda Dome Premium 14
11 McAfee 13
Others
12 Any Desk 14
13 Microsoft Teams 27
14 TeamViewe 27
15 Siscont 3
16 OBS Studio 4

2.2.3 Develop security strategy and plans

During this phase, strategies based on cyber-security
management are established, as well as the analyses of
vulnerabilities and threats to an organization to identify high-
priority risks to the assets. In other words, the objective is not
only to identify and expose these risks but also to develop

protection strategies to solidify the Cyber security system.

(G) Process 7. Conduct risk analysis. In this process, the
analysis team determines the activities the organization must
follow to identify the highest priority risks that are threats to
the organization (see Table 3). To accomplish objectives, the
threats must be defined by the team using the knowledge
obtained from the information collected, like the exposed
assets, threats and their impact on the organization, current
security practices and the lack of those, as well as determine
the probability that the risk can materialize by creating criteria
to evaluate the risk and conduct a multidimensional risk
analysis (Figure 6). The purpose of this process is to make a
list according to the criteria to evaluate the risk and two aspects:
the impact and probability.

(H) Proceso 8. Desarrollar una estrategia de proteccicn. The
analysis team defines activities to develop protection strategies
to reduce any security risks. The main objective is to design
protection strategies and risk mitigation plans. The
organization’s employees must be compliant with the data
protection strategies to safeguard the customer and
organization’s information.

In Figure 7, it’s shown that in this process, protection
strategies are developed based on criteria assets and their risk
profiles, explained in process 7. There was a risk evaluation
per criteria asset after the establishment of risk profiles, as the
purpose is to determine how effective this is and its efficiency
regarding the mitigation plans. After establishing the severity
of these criteria assets, the risk profile is categorized. Each risk
profile has a numerical value assigned plus the associated cost
of its implementation, in order to simplify the decision-making
process.

Table 3. Data network vulnerability

Infrastructure Networks
Vulnerabilities Threats
- Undocumented network layout makes it difficult to identify the exact Partial detectlcoonmoga%e;taln activities in a

Data Network
- Outdated security policies.

points in the event of damage to a company's network.

- The different events that affect equipment and
information are not adequately controlled.

Risk ,J

Current business knowledge,
operational areas and personnel

Most important assets

Organization chart

Current company policies

The current strategic protection

The current hardware that the
company has

The current software that the
company has

Possible intrusion scenarios

—Hh (A A A A A A

Develop a Protection L}
Strategy elution

[
I:EIZ:>

i =T >

O A A A A

Hire expert information security
personnel to train workers

Identify the most important
assets, to protect them from
vulnerabilities

Identify the roles of each worker,
in order to know who should
receive more training

Make changes to carry out a
better protection strategy

Make improvements in the
necessary points, add extra
security filters in the processes

Evaluate and verify that all
company hardware is in good
condition

Verify the security of each
software used in the company

Simulate business attacks,
identify gaps to add security

Figure 6. Multidimensional risk analysis
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Figure 8. Network topology proposal

To determine what risks will be mitigated, it’s crucial to
determine the expected opportunity loss, which will dictate
what investment is reasonable and viable, including its self-
financing. In pursuance of implementing protection strategies,
it is important to know what criteria assets have a higher
impact regarding the risk. Along with verifying if the
organization’s current employees can apply these business
practice improvements to the current processes.

In addition, it is relevant to evaluate the risk trigger, as these
identified risks might be triggered by other risks, that in the
worst-case scenario could increase its criticality, which can
generate a business loss. Also, cybercriminals can take
advantage of this through phishing, ransomware, smishing,
vishing, etc. [20] that will confirm the data breach, and as a
result, will affect the organization’s reputation.
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3. RESULTS AND DISCUSSIONS

In Figure 8, a network topology is used to mitigate cyber
risk in an organization [21]. At first, the criteria assets and
mitigation plans are established [22, 23]. The Active Directory
allows them to store information from the organization’s
electronic devices, making it easy to access the data and
blocking unauthorized users from the network. Together with
the use of the VLAN configuration in all the departments in
order to block unnecessary access and safeguard confidential
information, as well as this proposal is also suggesting the
implementation of a firewall to provide a higher level of
protection and security. Along with the DVR access to store
images and videos from network manipulation. Also, this
access will be controlled through VNP. This is because



regardless of the size of the company, whether it is an SME or
a large enterprise, all businesses that handle confidential
employee, customer and supplier information are in some way
vulnerable to spam, DDoS attacks, mobile malware and data
theft, and many other cybersecurity challenges.

It should be clarified that the topology was designed
considering the organizational structure and functional areas
of a commercial company in the Peruvian market. The
topology was designed as a tree topology, known as such
because it maintains a configuration in which the nodes are
placed in the form of a tree. It should be noted that this
topology presents a series of advantages that favor
organizations such as, for example, hierarchy and control in
terms of entry, administration and access to information within
the network, which provides a higher level of security.

This topology is very useful to be able to carry out a network
extension, as well as to perform centralized monitoring that
allows users to easily control and manage the organization's
network, as well as to detect errors, find faults in the network,
and promptly allow the administrator to correct the error on
the spot.

3.1 Comparison chart

In Figure 9, it is demonstrated that the implementation of
security policies based on this proposal had a positive impact.
According to the author [24], in order to set security policies
in the IT infrastructure it is recommended to do a report before
and after its implementation [25], to do an accurate
comparison and know if the changes did work or need to be
reformulated back to the initial stage. Regarding this, during
the developing process of this proposal, it was taken into
consideration the evaluation of preconditions and
postconditions of these assets and security policies in the IT
infrastructure to evaluate the risks and show the input of the
new updates and changes (see Table 4).

According to Podrecca et al. [26] and Marth [27], Cyber
security is based on policies regarding 1SO 27001, an

Secure
network
Topology

Security
policy

Information
Backup

Information
access
control

Personnel
trained for
cyber attacks

Knowledge
of vulnerable
areas

40
59

55
99

53
55

40
53

45
99

65
97

& Start
& Final

% Start = Final

Protection
strategy plan

40
89

international standard, whose best practices help develop
effective Information Security Management Systems. Along
with Figure 9, the graphs and percentages evidence that there
was not a proper risk evaluation [28], and in some cases, they
were not aware of the vulnerabilities in the IT infrastructure
[29]. However, after the implementation of this proposal, you
can see an increase in risk and vulnerability mitigation [30],
and as a result, good cyber-security practices [31-33].

Table 4. Comparison of beginning and end

Domain Description Start  Final
Knowledge of Vulnerable Areas 40%  93%
Personnel Trained for Cyber Attacks 45%  99%
Information Access Control 65% 97%
Information Backup 40%  99%
Security Policy 55%  99%

Secure Network Topology 53%  99%
Protection Strategy Plan 40% 89%
Suitable Hardware 58%  95%
Certified Software 53% 97%

Security Practices Computing 45%  80%
Acquisition, Development and Maintenance  45%  98%
Suspicious Threats Blocked 20%  91%
Compliance 40%  90%

% Total Compliance 46% 94%

Undoubtedly, the role played by the ISO 27001 standard is
fundamental in the protection of data and privacy in
organizations, since information security can be protected in
any type of company, regardless of its size and the economic
activity to which it is dedicated. In addition, ISO 27001
standards ensure compliance by identifying requirements,
establishing the Information Security Management System
(ISMS), documenting the ISMS, implementing the ISMS,
evaluating the ISMS and continually improving the
organization, which means that the business has followed
appropriate information security practices to manage any
potential risks effectively.

Final

Suspicious
threats
blocked

Start

Certified Compliance

Software

Acguisition,
developmen
tand
maintenance
45

98

Suitable
Hardware

Security
practices
computing

40
50

45
]

20
91

58
55

53
97

Figure 9. Comparative chart of indicator analysis

4. CONCLUSIONS

From this proposal, we conclude that the security and audit
models of information systems based on the Octave v2.0
methodology improve the management of the most valuable
assets of an organization in Peru or in any other country in the
region, regardless of its location, size, complexity or industrial
sector, allowing the business to analyze the situation from a
strategic perspective in order to prevent any possible cyber-
attack or information breach in any of its areas. Likewise, the
importance of hardware and software in an organization is
vital, as it provides an overview of the needs of a company
such as the absence of an adequate network topology, in
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addition to the use of equipment with unlicensed software,
poor management of cabling, the lack of a diagnosis by
department in an organization, leaving it exposed to potential
cyber threats and vulnerabilities in unprotected systems.
Considering this in mind and after making a diagnosis, it
concluded that several organizations do not have an efficient
network architecture that protects their most valuable assets
from cyber-attacks or network vulnerability. This represents a
major problem regarding the network topology and if there’s
no appropriate implementation of the network architecture, it
would be harder to manage the information and accomplish
the expectation set, such as availability, functionality, security,
manageability, usefulness and feasibility. Furthermore, most



of the organizations which have been affected by this, do not
invest in cyber-security to keep the network, electronic
devices, and data safe to face potential cyber-attacks, nor
follow international standards, such as 1SO 27001, in order to
safeguard sensitive information regarding the principle of
confidentiality; this increases the number of organizations that
are victims of cyber-attacks at a regional level.

On the other hand, several organizations don’t have trained
staff that have knowledge of departments that have critical
assets; or employees that can counteract any type of cyber-
attack. Regarding this, we recommend that organizations
invest in technological solutions that help them detect spam
emails, outdated software, and obsolete electronic devices that
are compliant with our security policies. Besides, a risk
evaluation takes place to protect the organization’s
information and evaluate where we can find weaknesses,
making an incident report as a preventive measure for potential
cyber-attacks. Although there were some difficulties such as
limited access to the security policies used in the private
sector, there are also ethical limitations, since the research
involves the use of sensitive or confidential data, which
became a challenge at the time of collecting the information.
This research is conducted as a support for future research and
activities that can follow up on the quality of information
regarding the security policies used in Peruvian organizations,
but also so that future researchers can conduct an analysis of
the economic and non-economic benefits brought about by the
implementation of ISO 27001 in organizations. Finally, this
work also includes a list of indicators and dimensions that can
help to improve their weaknesses in this area.
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