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The Internet of Vehicles, a new paradigm, is being incorporated into vehicular networks 

(IoV). IoV should enable heterogeneous access technologies for vehicle-to-environment 

communication. Security, privacy, cooperation, and the development of trust in-vehicle 

networks need to be considered for it to become a reality. Popular distributed ledger 

technology like blockchain might help with these issues. In this research, data transfer 

security has been achieved using a permission Hyperledger fabric. Two scenarios involving 

one organization and two organization models have been examined. The performance 

assessment in terms of throughput and average latency has been proposed for both cases. 

The results show that as the number of vehicles increases, the throughput drops and 

increases average delay. Also, the results show that in the two-organization model, the 

throughput is decreased slightly compared to one organization, while the latency is almost 

the same in both models. 
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1. INTRODUCTION

The rapid expansion of multimedia applications and 

advancements in human-machine interface technologies have 

led to increased global connectivity. This development in 

connectivity techniques has spurred the growth of Vehicular 

Ad-hoc Networks (VANET) towards the Internet of Vehicles 

(IoV). In an ideal IoV network, vehicles are connected through 

material objects embedded with numerous intelligent sensors, 

with internet-connected devices generating and exchanging 

vast amounts of data to improve human services [1]. 

In IoV, traditional methods based on trusted third parties 

(TTP) face multiple challenges due to their susceptibility to 

single points of failure. As everyone using a computer system 

has the potential to be malicious, attacks are possible [2]. In 

the Internet of Automobiles, vehicles communicate via safety 

beacon messages (SBMs), which provide crucial information 

such as name, location, and speed. Malicious nodes can obtain 

user privacy information by gathering and mining SBMs. The 

traditional Intelligent Transportation System (ITS) introduces 

a third-party certifying body, the Certificate Authority (CA), 

to verify users' identification. However, these third-party CAs 

are not always entirely reliable [3]. Relying on the TTP, the 

conventional strategy lacks adaptability for enabling various 

new applications. Therefore, it is critical to develop an 

approach that swiftly constructs a reliable system for each 

member. These complex, multidisciplinary issues have 

hindered the development of ITS. The emergence of 

blockchain technology offers a new opportunity to overcome 

the bottleneck in centralized ITS [4, 5]. 

Blockchain is composed of a series of blocks connected by 

their hash values. Transactions made by users in a P2P 

network are recorded in a public ledger within the blockchain 

network. Asymmetric cryptography is employed to decrypt 

messages encrypted by a corresponding public key, with users 

typically having a private key for decryption and a public key 

for sharing with others [6]. A user first broadcasts a transaction 

to its peers after signing it with their private key. Upon 

receiving it, peers verify the signed transaction and broadcast 

it across the network. Distributed consensus is achieved by 

mutually validating the transaction among all parties involved. 

A miner then adds the verified transaction to a timestamped 

block, which is subsequently broadcast back into the network. 

Once validated and hash-matched with the preceding block on 

the chain, the broadcast block is attached to the blockchain, 

containing the transaction. Blockchains can be either private 

(permissioned) or public (permissionless), depending on data 

management and application types. Both categories are 

decentralized and protect the ledger from incompetent or 

malicious users, but they differ primarily in the 

implementation of the consensus mechanism, ledger 

maintenance, and permission to join the P2P network [7]. 

Hyperledger Fabric, an open-source, private, permissioned 

distributed ledger technology platform, operates under the 

Linux operating system. Its modular architecture uses plug-

and-play components to easily build a wide range of 

applications, ensuring security, privacy, confidentiality, 

scalability, and efficiency [8]. 

Blockchain offers numerous benefits, but it also faces 

significant challenges in terms of security, scalability, power 

consumption, and performance [9]. Researchers are actively 

working to address these issues and adapt blockchain for 

various applications [10, 11]. Understanding its dependence 

on different parameters is the first step in resolving 

performance problems. 

In this work, we propose a blockchain-based IoV solution 

to tackle these challenges and evaluate the performance of the 

Hyperledger Fabric platform by examining metrics such as 
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throughput, average latency, and scalability adjustments, 

including block size and the number of organizations. The 

main contributions of this paper are as follows: 

i. Two scenarios involving one and two organizations are 

examined, with the network models considered being the 

infrastructure layer and the vehicles layer. 

ii. Comprehensive experiments using Caliper Fabric are 

conducted to assess the effectiveness of the proposed method. 

The remainder of this paper is organized as follows: Section 

2 presents a review of relevant works in the performance 

assessment of blockchain platforms. Section 3 introduces the 

Hyperledger Fabric platform. The proposed secure IoV system 

architecture is suggested in Section 4. Section 5 provides a 

detailed conclusion. 

 

 

2. RELATED WORK 

 

Various frameworks and tools have been implemented by 

numerous organizations with different objectives to develop 

and deploy blockchain networks that accommodate diverse 

requirements and scenarios. George et al. [12] proposed a 

novel blockchain-based decentralized authentication approach 

for Vehicular Ad-hoc Networks (VANET), implemented the 

approach using Hyperledger Fabric, and compared its 

performance to the traditional Public Key Infrastructure (PKI)-

based method for VANET authentication. Zhang et al. [13] 

suggested a privacy-preserving authentication scheme for 

VANETs based on a consortium blockchain, developing a 

prototype on the Hyperledger Fabric platform. The scheme 

represents the legitimacy of a vehicle or a roadside device by 

their transaction capacity on the blockchain, rather than a 

certificate or cryptographic key. Gao et al. [14] proposed a 

multi-channel blockchain scheme, adopting the well-known 

permissioned blockchain platform Hyperledger Fabric. The 

system first defines multiple blockchain channels and then 

selects the best channel based on vehicle density and 

application requirements for transaction throughput and 

latency. Chulerttiyawong and Jamalipour [15] employed a 

permissioned consortium blockchain system with Hyperledger 

Fabric to enhance security and privacy in VANETs. They 

proposed a vehicular blockchain system to provide secure 

vehicle-to-everything (V2X) communications, leveraging the 

consensus mechanism and smart contracts in Fabric. 

Gao et al. [16] provided a comprehensive performance 

evaluation of Hyperledger Fabric by analyzing the impact of 

different parameters such as network size, block size, and 

payload size. They presented a set of guidelines for designing 

an efficient blockchain network based on the findings of their 

experiments. Gaba et al. [17] conducted an in-depth analysis 

of blockchain block size, considering various attributes of 

block elements and their types. They also calculated the 

overall size of the block based on these attributes and 

employed VANETs as a case study to demonstrate the 

application of blockchain in this context. The Hyperledger 

Fabric platform was used to implement the VANET 

application. 

These studies demonstrate the potential of blockchain 

technologies, particularly Hyperledger Fabric, in enhancing 

the security, privacy, and trust in IoV applications. However, 

there is still a need for a systematic and comprehensive 

analysis of the performance of Hyperledger Fabric in an IoV 

setting, taking into account various network parameters and 

their impact on the system's efficiency. Our work contributes 

to this end by proposing a blockchain-based IoV solution and 

conducting an extensive performance evaluation of the 

Hyperledger Fabric platform under different scenarios and 

configurations. 

 

 

3. HYPERLEDGER FABRIC PLATFORM 

 

The Hyperledger fabric network is made up of various parts 

linked together in a peer to peer way, including peers, orderers, 

certificate authorities, channel and organization [17]. 

Hyperledger Fabric, being a permissioned platform, enables 

confidentiality through its channel architecture. Basically, 

participants on a Fabric network can establish a “channel” 

between the subset of participants that should be granted 

visibility to a particular set of transactions. Thus, only those 

nodes that participate in a channel have access to the smart 

contract (chaincode) and data transacted, preserving the 

privacy and confidentiality of both. Peers are two types: peer 

commitment and peer endorsement, and they can 

communicate with one another utilizing the gossip data 

distribution protocol. Peers will make up each organization's 

membership. A single channel may have any number of peers 

from several organizations. The company offers a client 

application in addition to one for peers. Smart contracts are 

present in peer nodes along with their copy of the ledger. A 

network channel's usage of a chain token deployed on peers is 

created from a collection of smart contracts, which are 

software programs that specify the rules between various 

organizations. The ledger, which is made up of a global state 

and a whole blockchain, is employed to capture important real-

world data related to the application. The Hyperledger fabric 

ledger's current state is represented by Global State. The 

transactional history leading to the present state is contained 

in the complete blockchain. Certificate Authorities generate 

the certificates that represent identities for each entity in the 

fabric network. the MSP manages, validate these identities, 

authenticates clients who want to join the network based on 

list of permissioned identities that exist in it. Orderer nodes 

order all network transactions by proposing new blocks and 

seeking agreement. An ordering service collects orders where 

the Hyperledger fabric platform offers three ordering services, 

which are: (Solo, Kafka, and Raft) [18]. 

The block consists of transactions in a blockchain and is 

connected to other blocks. Each block contains a collection of 

transactions. Figure 1 illustrates the hyper ledger transaction 

flow when the entity requests to join Hyperledger fabric 

network, the Certificate Authorities generate the identities to 

this entity, then when entity request a transaction, the MSP 

validate identities if within list of permissioned identities, then 

it legal, and the entire transaction flow is made up of the 

following three phases: simulate, order-validate, and commit. 

A transaction proposal is created by the client (vehicle) to 

query or write data to the blockchain network. 

The transaction proposal is being sent by the client 

application to numerous endorsing peers (RSU) associated 

with the same channel. The endorsing peers simulate the 

transaction. The endorsing peers (RSU) validate the 

transactions and query the ledger to determine the ledger's 

current status using the smart contract. After endorsement, the 

endorsing peers (Road Side Uinte RSU) send the signed 

endorsement result back to the client (vehicle). The client 

application gathers all responses and sends them to the Orderer 

Service Node (OSN), which uses the consensus to determine 
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the ordering of the transaction. The new block is broadcast to 

all endorsing peers and committing peers of the same channel. 

Now that the new block has been broadcast to all endorsing 

peers and committing peers of the same channel, all peers will 

verify this. Now that all peers have validated the new block, 

the transactions are in the ledger [19].

 

 
 

Figure 1. Hyperledger fabric transaction flow 

 

 

4. PROPOSED IoV SYSTEM DESIGN 
 

An example blockchain network built on Hyperledger 

fabric is suggested for performance testing blockchain-based 

IoV. The client nodes (vehicles) in the network deliver 

transactions to the client application servers. By using the 

software development kit (SDK) of the Hyperledger fabric, a 

client can communicate with all networks. Orderer service 

node, channel, and RSU as peers (endorser and committer) 

grouped into organizations represent fabric network 

participants. Each organization has a membership service 

provider (MSP), which provides a list of identity members 

along with the necessary rights to the certificate authority (CA) 

that represents identities (key pairs). 

Figure 2 shows the architecture of the suggested system 

design. Hyperledger Caliper, a benchmarking tool, is used to 

analyze the performance of this network. The blockchain 

network is managed by Caliper; it also generates HTML 

reports detailing the effectiveness of the network. 

The Caliper fabric provides many performance metrics, 

such as throughput, average latency, and resource utilization, 

such as memory and CPU usage. 

There have been two proposed scenarios: one organization 

and two organizations (one peer and one endorser peer per 

each organization), with throughput and average latency being 

the two parameters to be tracked. 

Throughput is the rate at which all network nodes commit 

legitimate transactions within a defined period of time. 

Transactions per second are utilized in throughput (tps). 

Latency is the time it takes for a transaction to complete, be 

recorded in the ledger, and become accessible to the general 

public across the network [20]. The block size and vehicle 

count, therefore, affect the IoV performance metrics on the 

blockchain. 

Each scenario has varied scale of vehicles, number of 

transactions and block size to measure the impacts of scaling 

the organization. one organization provides high throughput 

and low latency than two organizations, but it could suffer 

from failure, while in two organizations scenario, this could 

act as a redundancy. For each scenario performed Five rounds 

with increase in the number of vehicles (25, 50, 75, 100, 125, 

150, 175) and block size (10, 50, 100, 150, and 200 Bytes). 

Each round contains 100 transactions at a preset transmission 

rate (50, 100, 150, 200, and 250 tps) with a block timeout of 2 

seconds. The transactions are produced by an application that 

enables several client nodes to send transactions concurrently 

and in parallel. Table 1 shows the basic configuration settings. 
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Figure 2. The Hyperledger fabric network is the base for the proposed IoV system's architecture 

 

Table 1. Basic configuration parameters 

 
Parameter Configuration 

7 Groups of vehicles 7 groups 

Transactions 100 transactions per round 

No. vehicles (25,50,75,100,125,150,175) 

Send rate (50,100,150,200,250) tps 

Block size (10,100,300) transactions per block 

Block timeout 2 sec 

 

 

5. ONE ORGANIZATION SCENARIO 

 

Performance analysis of various block sizes in this scenario, 

transaction send rates, and the number of vehicles has been 

tested. 

Figure 3 (a) shows the block size 10. When there are 25 

vehicles, the transaction throughput increases. When tps is 250, 

the maximum measured throughput is around (79.8), and then 

throughput starts to decrease. While the average latency is 

decreased to (0.19) when the number of vehicles is 25, tps is 

50. While the highest latency (1.49). 

Figure 3 (b) shows the block size 100, the highest 

throughput (96.1) when the number of vehicles is 25 and tps 

250. The average latency is decreased to (0.48) when the 

number of vehicles is 25 and the tps is 200. While the highest 

latency (2.05). 

Figure 3 (c) shows the block size 300, the highest 

throughput (45.7) when the number of vehicles is 25 and tps 

150. And average latency is decreased to (1.1) when the 

number of vehicles is 25 and tps is 50. While the highest 

latency (2.1).

 

 

706



 

 

 
 

Figure 3. Throughput and latency performance for one organization 

 

 

6. TWO ORGANIZATION SCENARIO 

 

Performance assessment of variable block size, transaction 

send rate, and vehicle count has been conducted in this 

scenario. Figure 4 (a) shows the block size 10. The transaction 

throughput is increased when the number of vehicles is 25; the 

highest throughput obtained was about (65.7) when the tps is 

100, then throughput starts to decrease. While average latency 

is reduced to (0.2) when the number of vehicles is 25, tps is 50. 

While the highest latency (is 1.78). 

Figure 4 (b) shows the block size 100, the highest 

throughput (68.7) when the number of vehicles is 25 and tps 

100. 

And average latency is decreased to (0.73) when the number 

of vehicles is 25, tps is 100. While the highest latency (is 2.57). 

Figure 4 (c) shows the block size 300, the highest 

throughput (39.1) when the number of vehicles is 25 and tps 

250. And average latency is decreased to (1.34) when the 

number of vehicles is 25, tps is 50. While the highest latency 

(is 2.54). 

According to the findings, throughput fell and latency rose 

when block sizes were raised to more above 100 transactions 

per block. When employing a smaller block size, such as 10 

transactions per block and a limited number of cars, better 

performance and latency were found at low send rates, like 100 

tps; thus, raising the block size reduced the performance. 
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Figure 4. Throughput and latency performance for two organizations 

 

 

7. CONCLUSION 

 

This article examines the impact of the secure IoV workload 

on the throughput, scalability, and latency of the Hyperledger 

fabric blockchain platform. Different transaction transmits 

rates (tps), block sizes, and organization counts were used to 

simulate various scenarios. The hardware setup, smart contract 

complexity, and smart contract activities all affect how the 

blockchain network functions. Consequently, the following 

findings were drawn in further detail: 

1 In one organization, the throughput result is higher than 

in two organizations; that is, the high result read 96.1, 

while the two organizations read 68.7. but we prefer a 

scenario of two because if the network stops in one 

organization, another organization can complete it. 

2 Each block can note the number of vehicle impact to 

throughput and that throughput decrease when the number 

of vehicles is increased. 

3 Latency increases when increased the number of vehicles. 

And latency varies when the block's size increases, but 

most are increased. 

4 In one organization, when the block size is 10, the high 

throughput reads 82.3. Then in block size 100, the 

throughput increased to 96.1; when block size 300, the 

throughput is 45.7. 

5 In two organizations, when the block size is 10 highest 

throughputs read 65.7. In block size 100, the highest 

throughput read 68.7, while in block size 300, the highest 

throughput is 39.1. 

6 Therefore from 5, 6, we can summary the best block size 

is 100 in one organization and two organizations. 

7 The result shows that an increased block size and number 

of vehicles have impact on the blockchain network's 

performance, the large block size give better results, while 

increasing number of vehicles shows high latency and low 

throughput. 

8 As compared with our work [13], investigates the impact 

of different block sizes from 10 to 60 in steps of 10, a 

remarkable increase in throughput can be observed with 

the block size growing from 10 to 40, but the trend is 

terminated thereafter, which reveals that throughput 

cannot continuously benefit from the increase of block 

size. 

9 In IoV security, the traditional way used identity-based 

encryption or authentication vehicle with the CA, but 

these ways depend on a trusted third party and centralized 

system. While blockchain is decentralized system, so if 

one point fails the system can continue and blockchain 

contain of set of blocks connected each other by their hash 

values, therefor the malicious nodes need add or change 

all blocks, and the Hyperledger network based on CA to 

provide identity and MSP node to validate identities. 

Hyperledger used consensus algorithms, to reach 

consensus, which requires a node to validate a batch of 

transactions and add them as a new block to the 

blockchain. 
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