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Abstract

Novelty detection methods have been frequently applied in medical diagnosis, fault
detection, network security and the discovery of new species. Among them, Support Vector Data
Description (SVDD) has received considerable attention for its comprehensivedescription ability
which covers the target data. Additionally, the Multiple Kernel Learning (MKL) technique has
been extensively applied in machine learning methods; e.g. the SVM classifiers, dimensionality
reduction techniques, etc. In this paper, we focus on the application of the MKL method on
novelty detection (ND) and propose the new method of Multiple Kernel Sphere with Larger
Margin (MKSLM) for novelty detection. In the presented method, the volume of the sphere is
minimized while the margin between the surface of the sphere and the outliers are maximized to
obtain a sphere with minimum size. An algorithm is also developed to solve the optimization
problem. Experimental results over various real data sets have validated the superiority of the

proposed methods
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1. Introduction

Novelty detection (ND) is a method to identify the outliers that are different from the
ordinary data. The outliers are also called abnormal samples or novelty samples. In practice, the
amount of normal data is much more than that of abnormal data, which makes it difficult and
computationally expensive to identify the abnormal data. Therefore, most of the ND methods

focus only on the processing of normal data; e.g., One-Class Support Vector Data Description
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(SVDD)I and One-Class Support Vector Machine (OCSVM)2. As a result, ND is often named a
One-Class Classification (OCC) problem. The ND approaches are usually applied in currency
validation, medical diagnosis 3, fault detection 45, network security6, new species discovery?7,
etc.

ND approaches have been investigated extensively in the past several decades and a number
of techniques have been developed, including neural network-based methods 8 9, density
estimation-based methods 10 and spatial depth-based methods 7. Recently, Wu et al. proposed
SSLM approach 11. This method takes the classification margins of the binary classification

algorithms into account; e.g., 2/ ||w|| for Support Vector Machine (SVM) 12and p/||w|| for

v-SVM13, where o and W are the optimal margin (note that it is not the classification margin)
and the normal vector of the hyperplane respectively. Additionally, Cha et al. introduced the
density weight to SVDD for searching an optimal description, in which the weight is estimated
through the relative density of each data point with k-NN approach, so that the optimal
description prioritizes the data points in high-density regions and eventually shifts to these
regions 14. Wang et al. assigned a position-based weight parameter to each data point, which is
computed according to the distance between the corresponding mapped point in the feature space
and the mean of feature space, and used the weight parameters to replace the SVDD’s trade-off
parameter for overcoming the sensitivity to the selection of the trade-off parameter 15. Scholkopf
et al. proposed the OCSVM approach for the One-Class Classification (OCC) problem 2 by
extending the large margin of SVM 12.

Furthermore, researchers have also studied the Multiple Kernel Learning (MKL) technique
in machine learning 161718. For example, MKL is employed and embedded in the training
process of SVM 1920, dimensionality reduction techniques21, domain transfer classifiers22, and
other applications232425. Recently, it has been introduced to the graph regularized NMF 26.
Generally, SVDD may obtain the optimal description only with a kernel and a suitable parameter
for handling the simple nonlinear distribution of data samples. However, it still cannot capture the
multi distribution of the target data. Furthermore, it is unclear whether MKL can be applied to
OCC problems, especially for SVDD. Therefore, we have investigated this issue here and
propose the Multiple Kernel Sphere with Larger Margin (MKSLM) approach for ND.

2. Related work
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The ND methods most related to our approach include SVDD and SSLM. A brief

description of these two methods is provided in this section. Let x =[x, x,] be the data
matrix withx; ewP, and y:[yl,--~,yN]T be the class label vector, with y; =1 if x; being a
normal sample; and y; =—1 otherwise. Without a loss of generality, assume x;(1<i<m) is a

normal sample, and x j (m+1< j <mj+my =N) is an abnormal sample or an outlier.

2.1 SVDD

SVDD models can be divided into two categories 1. One is called the one-class SVDD,
which is constructed only with the normal data. The other is called the two-class SVDD, which is
constructed with both the normal data and the abnormal data. Both of them aim to construct a
small sphere with center ¢ and radiusr, so that the volume is as small as possible. The

two-class SVDD can be formulated as:

n N
min #+C Y E+C, Y&,
e i=1 Jj=my+1

s.t. o) —cf <P +EL<i<my, (1

Hq&(x/‘)—cH2 >r"—&,m+1<j<N, &20l1<i<N,

where ¢, >0 and C,>0 are two parameters used to control the tradeoff between the
sphere volume and the error, and & >0(1<i<N) is the slack variable. By using the Lagrangian

technique, we can obtain the dual problem:

N N N
max Zaiyik(xi,x,.) —ZZaiajyiyjk(x,.,xj),
— — £

i=l j=1

N
st. Y ay =1, 0<a,<Cl<i<m, 0<a,<C,m+1<i<N,
i=1

where a=[a,--,a,]" is the Lagrangian multiplier vector, and k(e,) is a kernel function.

Following some simple algebraic steps, the above dual problem can be rewritten as follows:

max (aey) diag(K)-(aey) K(aey), 2
st. 1 (@ey) =1, 0.5C,(y~D)<(aoy) <05C,(y +1),
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where 1 is a vector of ones, K =[$(x,)" $(x )y =[k(x,,)] is the corresponding kernel

N NxN

[T
[e]

matrix associated with the kernel function £k(e,e), and the sign is the Hadamard product

operator.
After obtaining the dual variables e, an unknown data sample x can be classified by using

the following decision function:

N N N
fom® = 17— [0 — ¢ = 1 — k(x 0 +2Y ayk(x, 0 - Y Y aa vy kx,, x), 3)

i=1 j=1

where 2o 1 sy o With s, = ix,j0<a, <Cl<i<mpuix [0<a, <Com +1< <N}
|So|x,eSD '

x 1s a normal sample if f(x)>0. Otherwise, it is an outlier or an abnormal sample.

2.2 SSLM

SSLM is proposed for ND to deal with situations where the training data contain many
normal samples and few outliers; i.e., abnormal samples11. The method is advantageous in that it
takes into consideration the margin between the outliers and the surface of the sphere while

constructing this sphere. The SSLM model is formulated as

. R
min 7 — up® + D&+ D&,
re vim, o v,m, j=m+1 (4)

st fpx) e <r?+E1<i<m,

lo )¢ 22 +p7 +&,m +1< j<N, & 201<i<N,

where x>0, v 20 and v,>0 are three parameters used to control the tradeoff among the
sphere volume, the margin and the error, p® is the margin between the outliers and the surface

of the sphere, and & >0(1<i< N ) is the slack variable. By using the Lagrangian technique, the

dual problem of (4) is given as:

max (a.0y)" diag(K)—(aoy) K(aoy),

5
Sy -1 < (@ey) s (y+ ), )

vm, vim,

y (@ey)=2u+1.

st. 17 (aoy) =1,

49



From the above QP problem, we can obtain the dual variables ®. Then, an unknown data

sample X can be detected by using the following decision function:

@) = r* - H¢(x) - cH2 =1’ - k(x,x) + 22\: o,y k(x;, x) - i Z\: a,a,y.yk(x;, x,), (6)

i=1 j

x is a normal data sample if f(x)>0.

where "zzizu(p(xi)*cuz’ Sy ={x;|0<0,; < !

I<i<m}*
Y vim;

X5,
Otherwise, it is an outlier, or an abnormal data sample.
3. Multiple kernel sphere with large margin

In this section, a new approach is proposed for ND, that is Multiple Kernel Sphere with
Larger Margin (MKSLM). In addition, a technique similar to the Simple Multiple Kernel
Learning (SimpleMKL) algorithm is also introduced to solve the optimization problem in

MKSILMI19.
3.1 MKSLM Primal Problem

Assume the kernel function k(e,e)(k in short) is a linear combination of a set of base

kernels; i.e., X'):id K xox)» WHETe & (x.x)=¢,(x) ¢,(x,)> d,>0 is the kernel coefficient
Ry i

mm
m=1

M
and de =1. Then, the kernel matrix of each base kernel is K, =[k,(x;,x;)]y., and the

m=l1
M
corresponding kernel matrix K= deKm . To better describe the MKSLM, the theorem below is
m=1
proposed.
Theorem 1. Given multiple base kernels and the kernel combination coefficient

d=[d,,,d,]" ,the sphere constructed by SSLM in (4) is given as:

1 o 1

SE+ Se,

vim, o v,m, J=my+1

M
. _ : L2 2
R(r,c,)=min 7 —pyd,p,+
’ m=1

(7

M 2 ) .
st > d, ¢, (x)-¢,| <r’+& 1<i<m,
m=1

M
2.d,
1

m=

P, (x,;) ¢,

m, +1<j<N, & >0]1<i<N.

) s M s
2r +zdmpm_§/7
1

m=

50



N
Proof: Given a set of base kernels £, (x,,x,)=4¢,(x,)"4,(x,) and define ¢ Z o, v, (X,)
i=1

N
Since ¢=) a,y4(x,) in SSLM, then

i=1

cT¢(x) = ﬁ:aiyik(xi’x) = iaiyiidmkm (xl’x) deza yzkm (Xz’x)

; ®)
Zd ZUJ’%(X) ., (X) = zdmcm¢ (x)
and
©= Z\: Z\V:al-(ljyjyjk(xj,xj) = Z\: ial.ajyl.yjidmkm(x X ) )
V dllli 2(11(1 ViV ¢111(X )T¢m(x ) - zdlll 1

m=1 i=1j=1

After substituting (8) with (9) into [¢(x) - c||2 = k(x,X) - 2¢"¢(x) + ¢"c, we have

¢ = ¢ = i d k (x, x) - 22 d.clg () + z dcle, Z d, (l, (x, x) = 27, (x) + c,,,cm) (10)

m=1 m=1 m=1 m=

2
¢m (X) Y m

Ul M
= Z d/n (¢m (X)T(pm (X) Zcm¢m(x) + Cmcm) Z dm
m=1

m=1

Clearly, equation (10) shows the fact that the square distance between the data sample x
and the sphere center ¢, with a single kernel function %, can be expressed as the linear
combination of the M square distances, each of which is computed by the data sample x, the

sphere center ¢, with the base kernel k,,. This implies that, with multiple kernels, A spheres
with centers ¢,, and optimized radius r can be obtained by the SSLM model in (4). Thus, we
can define the margin p2 (1<m<M ) between the outliers and the surface of each sphere, and

the total margin can be computed by the linear combination of the margins p?2 ; i.e.:

M
pP=>d.p-
m=1

3.2 MKSLM Dual Problem
The Lagrangian function of MKSLM in (7) can be formulated as follows:
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) I/l 5 1 my 1 N 1y M 2 )
v =’ _ , 1> d - — g
Urie, 6,0,8) = ' —pdyduol + 38+ o S8+ Y (Z B ;] (1
N " 9 M N
- z aj[z d,,,HQbm(Xj) - CmHZ - rQ - z dmpfl + ng - z ngi
J=my+1 m=1 m=1 i=1
where a=[o,,.,ay]" and p=[B,,--,py]" are the vector of Lagrange multipliers. Then, by

setting the partial derivatives of L(r,c,,.&,,a,p) With respect to the primal variables to zero, the

following formulae are obtained:

oL =
oL r[ Y y,j (12)
aL N N
a = _de {z aiyi¢/n (Xi) +z aiy[ch = 0 ’ (13)
C, i=1 i=1
oL S
— =2d,p,| u— Da,|=0, (14)
op,, [ j%ﬂ jJ
oL 1
— = —o.—-B. =01<i<m,, 15
o8 " vm o, — B, i<m, (15)
L L, =0m+1< <N, (16)
a‘:/ V,m, ‘ ‘
Following simple algebraic steps, we have
N
Z oy =1, (17)
i=1
N
cm = U'iyi¢m(xi)’ (18)
i=1
N
Sa, = ue (19)
J=my+l
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0<a <—1<i<m, (20)
vim,

0<aq,< ,m +1<j<N. (21)
V,m,

By substituting (17), (18) and (19) to the Lagrangian function of MKSLM in (7), we can

obtain its dual problem:

max (aoy)Tdiag(deij—(aoy)T(deij(aoy) (22)

0.5 T
(y-D<(aey)<——(y+1), y (aoy)=2u+1.

Vi, vim,

st. 17 (aoy) =1,

Given the kernel combination coefficient d, the above QP problem can be solved. Then, an

unknown data sample x can be detected by using the decision function below:

f@=r=Yd [g,0-c,

m=1

(23)

2

h 21 N 2 < i 1 dat 1
where . =m22dm¢m(xi>—cm > S, =1{x,|0<q,< J<i<m}- X 18 a normal data sample
2 Ix;€8, m=1 1"

if f(x)>0. Otherwise, it is an outlier, or an abnormal data sample. However, if the kernel
combination coefficient d is unknown, the optimization problems in (7) and (22) cannot be
solved. A possible method is to use the alternate optimization algorithms developed in2728. In
the following section, another method is presented which is similar to the SimpleMKL algorithm

19 to solve the optimization problem.

3.3 Algorithm for Solving MKSLM

To obtain the optimized coefficients of base kernels, we consider the following constrained

optimization problem:

l’ndin Jprimal (d),

(24)
st. 17d=1,d>0.
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where J7™(d) is the original problem of MKSLM associated with the optimized

coefficients d;i.e.:

min rz—ﬂf‘,dmph : iéﬂr : ié,,
’ m=1

= v1m1 i=1 Vzmz J=my+1

il (g = s.t. mf;quﬂm (xl.)—cmH2 <r*+é&,1<i<m,, (25)

M 5 u
>d, |8, ()¢, [ 22+ 3 d, 02 &,
m=1

m=1

m +1<j<N, & >0,1<i<N.

By using the Lagrangian technique, we can obtain the dual problem associated with the

optimization problem in (25); i.e.:

max (aoy)Tdiag(idemj—(uoy)r(idemj(ﬂoy)

m=1 m=1

S - (26)

Sy < (eoy) €

vV, wim,

st. 17 (aoy) =1,

(y+1),y" (woy)=2u+1.

Let J(d) be the optimal objective value of the original problem in (25). Due to strong

duality, J(d) is also the objective value of the dual problem in (26); i.e.:
M M
J(@)=(a o y)Tdiag(Z demj ~(@o y)T(Z 4K, ](a* °¥) (27)
m=1 m=1
where o maximizes (26). Then, we can compute the differentiation of J(d) as follows:

Using (28), the gradient direction of J(d) can be obtained. This approach is similar to the

gradient descent method19. To satisfy the equality and the non-negativity constraints in (4), i.e.

1’d=1 and d>0, we compute the gradient direction of J(d) using the Reduced Gradient
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Algorithm19. Once the descent direction g=[g,]le ®"” is computed, the kernel combination

coefficient d can be updated iteratively as follows:
d(t+1) — d(t) +n(t)g(t) , (29)
where 7 is the sth learning rate, g is the sth updating direction.

The algorithm for solving the proposed MKSLM is summarized in AlgorithmI.
Algorithm 1. MKSLM

1.Set d=1/M ;

2. Repeat
Solve the dual problem J““(d) of MKSLM using (26);
Compute the gradient VJ(d) of J(d) using (28);

Q)

Compute the descent direction g’ using the Reduced Gradient Algorithm;

Update the kernel combination coefficient d using (29);
Until stopping criterion is met.

3. End.

4. Experiment Results

The performance of the proposed MKSLM is evaluated by comparing it with that of a
number of related methods, including SVM 12, SVM-C29, SVDD 1 and SSLMI11. SVM is a
popular classification algorithm while SVM-C is a modified SVM model used to deal with the
problem with imbalanced data sets 29. SVDD and SSLM are two widely used novelty detection
approaches that have been discussed in section 2. Twelve data sets are employed to conduct the

performance evaluation experiments.

4.1 Data Preparation

The nine data sets adopted in the experiments are obtained from the Pattern Recognition
Laboratory of the Delft University of Technology, the Netherlands. The details of data sets are
summarized in Table 1. To prepare a training data set, mi samples were randomly chosen from 70

percent of the targets, and a small number of outliers were introduced, such that 95 percent of the
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training data are the targets and the remaining 5 percent are outliers; 1.€., ,, /o, +m,)~095. Before

the experiments, each data set was normalized with respect to each feature to yield unit norm.

Table 1 Property of Data Sets in Experiment

The number of

Data sets The number of outliers ~ Dimension mi mz
targets

Biomed 127 67 5 89 5
Iris 50 100 4 35 2
Spectf 95 254 44 67 4
Liver 200 145 6 0 7
Wine 59 119 13 41 2
Thyriod 93 3679 21 65 3

Breast 458 241 9 1 17
Ionosphere 225 126 34 8 8
Sonar 111 97 60 78 4

4.2 Parameters Setting

For MKSLM, we used three kernels, the Gaussian kernel k(x,,x;)=exp(-|x, -x, > vs)» the
Laplacian kernel k(x,x,)=exp(||x,~x,[/v,), and the PolyPlus kernel k(x.x;)=@+x/x,)*. Nine
kernel parameters y; =27c® were used for the Gaussian kernels and another nine kernel
parameters y, =2°c were used for the Laplacian kernels, where 7e{-4,-3,-2,-1,0,1,2,3,4} and

o is the mean L2-norm of the training data. For PolyPlus kernel, three kernel parameters; i.e.,

de{1,23}, were used. Therefore, a total of 21 base kernels were adopted in the MKSLM

algorithm. For the other algorithms employed for comparison, the Gaussian kernel was adopted

and the best value of its parameter was searched from the grid <2 x{1/16,1/8,1/4,1/2,1,2,48,16} .
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For MKSLM and SSLM, the best value for the parameter u was searched from the grid
{0.1,0.5,1,5,10,30,50,70,90}, while the parameters v, and v, were selected from {0.01,0.001}.

For SVM, searched from the grid
{0.01,0.05,0.1,0.5,1,5,10,50,100,500}. For SVM-C and SVDD, the parameter C, was searched

the best value for the parameter C was

from the same grid as SVM, and C, was selected from the values with respect to the grid

C/c b Lom myy m
4 my 2 my m, m,

m .
2y

4.3 Detection Results

Considering the imbalance of the data sets, the geometric mean metric was employed in
order to measure the performance of the compared algorithms. This metric takes into
consideration the classification results of both positive and negative classes, and it is computed
as: g-+va'.a ,where a* and « are defined as follows:

, #targets correctly classified - _ #outlierscorrectlyclassified

x100% -

100%° a B X
x100% #total outliers classified

#total targets classified

All algorithms were implemented using Matlab. We performed cross-validation on the
training data for selecting the parameters. The experiment on each data set was repeated ten
times, and the mean and standard deviation of the geometric mean metric were obtained. The
results are shown in Table 2, where the values in bold face indicate the method showing the best
performance. It can be seen that MKSLM and SSLM achieve the best performance. Furthermore,
the performance of SVM was the worst, which validates that it is unsuitable for classifying

imbalanced data sets. Although SVM-C modifies the SVM model in an attempt to solve the
learning problem of imbalanced data sets, it is still inferior to SVDD, SSLM and MKSLM.

Table 2 Outliers Detection Results of 12 Data Sets

Data sets SVM SVM-C SVDD SSLM MKSLM
Biomed 73.17+£6.13 79.34+3.80 65.40+1.51 82.24+2.77  78.87+5.69
Iris 89.09+8.52 84.43+9.99 86.16£9.49  93.98+£5.94  94.25+2.87
Spectf 44.24+23.61 56.01+12.91 77.11+£3.16  73.54+£6.07  74.89+4.45
Liver 36.57+5.68 37.50+7.99 62.37+6.14  58.42+£5.60  60.45+3.09
Wine 81.36+8.51 81.41+7.01 95.71+4.63 93.4242.96  96.56+3.23
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Thyriod 68.84+25.03 85.55+4.27 80.01+£5.90 87.28+4.30  91.51+3.58
Breast 83.95+4.56 81.24+5.48 95.05+1.44  95.27+1.10  93.80+2.03
Ionosphere 62.91+£8.76 65.28+5.07 88.82+2.71 91.79+2.09  90.07+3.63
Sonar 35.44+11.92 50.29+12.14 65.51+£2.01 69.01+4.01  70.23+4.07

S. Discussion

Since SSLM explicitly presents the classification margin in geometry, the multiple kernel
technique can be integrated with it and the presented MKSLM in this paper can better capture the
surface of the sphere and detect the outliers. However, the original SVDD does not geometrically
provide the classification margin. Then, the multiple kernel technique cannot be used in SVDD.
While SVM or v-SVM inherently obtain the classification margin when it finds the optimal
hyperplane, the multiple kernel technique can be introduced easily, e.g. SimpleMKL19. Thus, the

classification margin plays important roles in the multiple kernel technique.

6. Conclusion

This paper proposes the new method MKSLM for novelty detection. The method uses
multiple base kernels to maximize the margin between the surface of the sphere and the outliers
during constructing a small sphere. In comparison with SVM, SVM-C, SVDD and SSLM, the
experimental results show that this method can handle imbalanced data and achieve significant
performance. 19In this paper, the multiple kernel technique is currently being extended to other

machine learning methods.
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