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In recent years, chaotic systems have begun to take a substantial place in literature due to
increasing importance of secure communication. Chaotic synchronization which has
emerged as a necessity for secure communication can now be performed with many different
methods. This study purposes the Master-Slave synchronization via active controller and
real time simulation of five different chaotic systems such as Lorenz, Sprott, Rucklidge,
Moore-Spiegel, R&sler. Master slave synchronization was performed because of
synchronization realized between the same type of chaotic systems with different initial

parameters and also because of the systems were expected to behave similarly as a result of
synchronization. Active control method was used to amplify the difference signal between
master and slave systems which have different initial parameters and to return back
synchronization information to the slave system. The real time simulation and
synchronization of the master and slave systems performed successfully in LabVIEW
environment. Furthermore, for the real time implementation, analogue outputs of NI-DAQ
card used and real time results also were observed on an oscilloscope and secure
communication application using sinusoidal signal and an image encryption application
achieved successfully.

1. INTRODUCTION

In engineering, chaos is described as a complex situation in
which nonlinear systems exists. Chaotic systems have a wide-
scattered spectrum like noise and exhibit non-periodic
behavior which cannot be measured easily. Various
mechanisms and algorithms are developed to block the
undesired behaviors of these systems. Chaotic control and
chaos synchronization are both needed for effective usage of
chaotic systems. In secure communication and many other
chaotic applications, chaotic systems have to be synchronized

in terms of simultaneous operations [1-5]. Chaotic
synchronization is generated by forcing two or more chaotic
systems (equivalent or nonequivalent) to operate

simultaneously on a specified criterion and for the first time in
1990, Pecora and Caroll proved the synchronization of two
chaotic systems [6]. The number of studies on the
synchronization of two chaotic systems has increased in a
large number over the past decade including generalized
synchronization [7], hybrid (generalized and identical)
synchronization [8], adaptive synchronization [9], phase
synchronization [10, 11], and as other various synchronization
methods [12-20]. In master-slave synchronization method, it
is expected that the slave system will follow the master system
at any time desired. Master-Slave systems are able to be used
in secure communication as receiver and transmitter. The
master-slave synchronization is often used in real time
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applications. Lately both studies on the real time
implementation and synchronization has been performed [21-
30].

In this paper, the chaotic synchronization of two identical
chaotic systems which in form of master-slave was performed
via active controller and implemented on five different chaotic
systems [31]. Simulations and real time implementations were
presented on LabVIEW environment, both secure
communication application using sinusoidal signal and image
encryption application were realized [32-36]. The reason for
the implementation of the study in LabVIEW environment is
that the LabVIEW program has a graphical visual structure
and provides an easy-to-use interface to the user in addition
real time applications are easily accomplished through the
hardware such as DAQ card and cRIO within LabVIEW.

Chaotic systems which is used in the study and their
properties and outputs are explained in Section 2 as materials
and methods. The stages of master-slave synchronization
achieved between chaotic circuits via active controller and
necessary formulations used during the stages are given in the
Section 3. In Section 4, the synchronization outputs are
displayed both in simulation and as in real time on the
oscilloscope. In addition, in this section, communication and
image encryption application has been carried out by using
signals between chaotic systems. According to experimental
work results which is in Section 4, the study is concluded in
Section 5.


https://crossmark.crossref.org/dialog/?doi=10.18280/ts.370413&domain=pdf

2. MATERIALS AND METHOD

In this part, five chaotic systems used in the study (Lorenz,
Sprott Case A, Rucklidge, Moore-Spiegel, Rossler) and their
chaotic outputs will be explained in details.

2.1 Lorenz chaotic system

This chaotic system which is introduced by E. Lorenz in
1963 is the most famous chaotic system model known for the
behavior of a two-dimensional fluid [1]. The chaotic Lorenz
system is identified with the differential equations in Eq. (1).

x=o0(y—x)
y=rx—y—xz (D
Z=xy—bz

The feature that makes the set of equations unusual is that it
exhibits an unprecedented chaotic behavior for certain
parameters. o, r and b are system parameters and when =10,
=28, and »=8/3 are taken the system shows chaotic behavior.
X, y, z are state variables and were taken as x,=0, y9=0.1, z;=9.
The 2D attractors of Lorenz chaotic system are given in Figure
1.

Figure 1. The 2-D projections of Lorenz chaotic system on
X-y, y-Z, X-Z plains

2.2 Sprott chaotic system

Sprott [2] is formed chaotic systems from A to S in 1994.
While the equations between A and E have 5 terms, the
equations between F and S have 6 terms. Initial conditions for
case A were taken as xo=0, y9=0.5, zy=0.05. The differential
equations of the Sprott chaotic system for case A are given in
Eq. (2). Chaotic attractors of Sprott system are given in Figure
2.
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z=1-—1y?

2)

640

(£}

with
fodoofa LN s o oro ow o
P O T S S W R

zit)

Figure 2. The 2-D projections of Sprott Case A chaotic
system on X-y, y-z, X-z plains

2.3 Rucklidge chaotic system

The Rucklidge chaotic system considered by Rucklidge and
modelled with a third-order set of non-linear differential
equations which performs chaotic outputs like chaotic Lorenz
model and used frequently in fluid mechanics modelling [3].
The differential equations of the Rucklidge chaotic system are
given in Eq. (1).

X=-Mx+Ly—yz
y=x 3)
z=—z+y?

M and L are positive system parameters and x, y, z are state
variables. The system (3) performs chaotic behavior according
to systems parameters. The 2-D projections of Rucklidge
chaotic systems on (x-y) (y-z) (x-z) plains are shown Figure 3.

Figure 3. The 2-D projections of Rucklidge chaotic system
on x-y, y-z, X-z plains



The system displays chaotic behavior when M is chosen as
2 and L is 6,7. As initial parameters when x,=1, y,=0, zp=4.5
were taken the simulation results which are in Figure 3
observed.

2.4 Moore-Spiegel chaotic system

The Moore-Spiegel system is another chaotic autonomous
system which is defined by Dreek W. Moore and Spiegel [4]
in 1965 and its state-space representation is described as in Eq.

(4).

xX=y
y=z “4)
z=—z—(26—1+1x?)y — 26x

The 7 parameter which is in differential equation system is
100 and when as initial conditions were taken as xy=0.1, y;=0,
z9=0 chaotic results are given in Figure 4.
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Figure 4. The 2-D projections of Moore-Spiegel chaotic
system on x-y, y-z, X-z plains
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Figure 5. The 2-D projections of Rdssler chaotic system on
X-y, y-Z, X-z plains
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2.5 Rossler chaotic system

The Rossler chaotic systems differential equations are
shown in Eq. (5). The system parameters are a=0.2, b=0.2 and
c¢=5.7. X, y, z are state variables and xy=-9, yy=0, zy=0 were
taken as initial conditions for chaotic behavior. Differential
equations of the system are given in Eq. (5). and the 3D
projectors are given in Figure 5.

X=-y—z
y=x+ay
z=b+z(x—rc)

)

3. SYNCHRONZATION OF CHAOTIC SYSTEMS VIA
ACTIVE CONTROLLER

The synchronization steps which used in the study will be
explained on Rucklidge chaotic system and synchronization
outputs of the five chaotic systems will be given in following
section. The error variables of each output of Rucklidge
chaotic systems in different initial conditions must be obtained
in order to be able to perform the chaotic synchronization of
the systems by the active control method [31]. These error
dynamics are obtained by subtracting the master chaotic
system from the slave chaotic system. The differential
equations of Master Rucklidge system in Eq. (6), Slave
Rucklidge system in Eq. (7) are given. Control functions are
defined as u, (t), pu,(t) and ps(t).

X = _Mj_cm + LY — YmZm
Ym = Xm
Zm = —Zp + ym2 ©)
X5 = _M.xs + Lys — yszs + ()
Vs = Xs + U (8) @)

Zy = —zg + y52 + 3 (t)

The initial conditions of two chaotic system were taken as
X()m=1 5 y()m=0, and Z()m=4.5, and X()s=1 .101, y()S:().lZ, Z()s=4.5 12.
The error functions of these two chaotic systems are expressed
in Eq. (8) and error functions are taken as e/ =xs¢Xu, €2=Vs-Vm,
€3=Zs-Zp.

€y = —Mx5 + Mxy + LYs — LY — YsZs + YinZm
+ 11 (0)
€y = Xg — X + U (T)
€3 =—Zs+ Zp + ysz - ym2 + p3(t)

®)

As a requirement of active control method, the control
functions must be selected so as to ecliminate non-linear
components. Since Vi(t)=-kie;, Vit)=-kzes, Vi(f)=-kses are
taken in Eq. (9).

t1(8) = YsZs — YmZm + V1 (£)
U (t) = Vy(t)

3 (t) = yim® — ys° ©

Thus, the error dynamics will be turned into a linear
structure and their matrix form is given below by using
coefficient matrix of Eq. (8).



é; -M+kKk) 1 0 e
[ézl = L -k, 0 [ezl (10)
é3 0 0 —(1+k3)|les

Many active controller gain parameters can be selected for
Rucklidge chaotic system as eigenvalues. In this study
depending on the parameters of Rucklidge system k;=20,
k=30, k=10 were selected. The master-slave synchronization
of identical two Rucklidge systems is presented in Figure 6.

X m

Master
System

J m

“=m

Active
Controller

I v, V, Vs I

Figure 6. Block diagram of master-slave synchronization

4. EXPERIMENTAL WORK

In this chapter, simulation and real time synchronization of
chaotic systems within LabVIEW environment was achieved
by using controller parameters so that performing the Master-
Slave synchronization. Master and Slave parts of each chaotic
system were established in LabVIEW block diagram and
simulation results were achieved in front panel. The simulation
was performed for 30 seconds and the controller was activated
in 20th second. It was observed that the slave system followed
the master system shortly after the active controller switched
on.

The chaotic attractors of each master-slave chaotic system
and the error between them were projected. Error graphs for
each state variable, 2-D phase plains and xu-Xs Ym-Vs Zm-Zs
diagrams were projected on a single chart in order to ensure
the synchronization which occurred in 20th second. In the
system that was created to observe 5 different chaotic system
outputs on a single graph after synchronization status, each
chaotic system was numbered between 0-4. When the number
of the system to be watched entered in the indicator part of the
panel, the outputs of that system were observed. Output results
of each chaotic systems are given below.

NI-6009 DAQ card used for real time application of chaotic
systems. In this application since the analog output of the DAQ
card can only generate a voltage between 0 and 5 volts, the
outputs of the state variables were weakened according to the
need and DC signal component was added for the purpose of
preventing signal to go to negative. NI-6009 DAQ card and
real time application experimental setup are given in Figure 7
and Figure 8.

Real-time oscilloscope images for each chaotic system as
2D are given in Figure 9.

In addition to all these studies, secure communication
simulation was performed on Lorenz chaotic system with
master-slave synchronization and also and image encryption
application was performed using Chen chaotic system. A
sinusoidal signal (0.2 Hz frequency / 0.1V amplitude) used as
data signal. The data signal was modulated with the signal
taken from master chaotic system after the transmitted signal
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demodulated by the slave chaotic system [32]. The simulation
projections of data signal, modulated signal and demodulated
signal are given in Figure 10.

™

Figure 9. Chaotic attractors Lorenz, Sprott, Rucklidge
Moore-Spiegel, Rossler

To perform image encryption, an image which is desired to
be encrypted between Chen master and slave chaotic systems
was first encrypted with master system state variables and then
decrypted with slave system state variables. Image encryption
simulation was performed for 30 seconds. After sampling the
Xm, Ym, Zm and Xs, Ys, Zs chaotic signals which were
acquired from master and slave systems separately for 30
seconds scaled according to the desired image information
format to be transmitted. The image encryption was realized
by performing XOR processing between image data and
scaled state variables data which was sampled for 30 seconds.
Decryption was also realized with XOR processing between
encrypted data and Xs Ys Zs state variables. Then by 20th



second decryption was realized with second XOR operation
since the slave systems state variables Xs Ys Zs were equal to
the master system Xm Ym Zm state variables. As a result of
all these operations, the original image was obtained [33-36].
Encryption of the image was performed to sample images and
real time application results are shown in the Figure 11, 12 and
13.

In order to see how prosperous, the encryption process was,
the histograms of the original grayscale image and the
encrypted image were examined and when the histogram
graph analyzed, it appeared that there was very little affinity
between the encrypted image and the original image which
means that the encryption process performed successfully. The
histogram graph of original and encrypted image for Lena is
given in Figure 14.
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Figure 10. Simulated graphs of data signal modulated signal
and demodulated Signal

Figure 11. Baboon (Binary) Image (a) Input Image
(b) Encrypted Image (c) Decrypted Image

Figure 12. Baboon (RGB) Image (a) Input Image
(b) Encrypted Image (c) Decrypted Image
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Figure 13. Lena (RGB) Image (a) Input Image (b) Encrypted
Image (c) Decrypted Image
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Figure 14. Histogram graph of input and encrypted Lena
image

Other similarity parameters such as correlation coefficient,
peak signal to noise ratio (PSNR) and structural similarity
index (SSIM) between the original image and the encrypted
image examined in addition to the histogram graph used to test
the similarity. The correlation coefficient is a 2-dimensional
coefficient and varies between -1 and 1 [37, 38]. As the
similarity between the images increases, this coefficient
approaches to 1 and if the similarity decreases the coefficient
approaches -1. On the other hand, the SSIM parameter, which
is another structural similarity index, takes values between 0
and 1, and the similarity between the images increases as this
parameter approaches 1 [39]. PSNR coefficient is useful for
determining the similarity between two images [40].

The similarity parameters obtained in the study are shown
in the Table 1. When the table was examined, it was seen that
these similarity parameters between the original image and the
encrypted image were obtained optimally which means an
appropriate encryption was performed.

Table 1. Similarity measurement parameters

Parameters Between input and encrypted image
Correlation Coefficient 0.0031
PSNR 10.7576
SSIM 0.0294

5. CONCLUSIONS

So far although there are many studies on chaotic system
simulation and synchronization in the literature, there are very
few studies involving real-time applications. Real-time
applications will be easier to implement on chaotic systems
and the number of these studies will increase with the
development of programs that incorporate graphic-based
software and hardware systems such as LabVIEW. In this



paper the master-slave synchronization of five different
chaotic systems was achieved via active controller method.
Synchronization simulated in LabVIEW environment and it
was observed that the slave system followed the master system
after controller activated for all three state variables.

The error between the systems went zero after the activation
of controller as well. Chaotic attractors and error graphics of
five different chaotic systems were displayed as real time on
an oscilloscope by DAQ card. Also, a secure communication
simulation and image encryption application were performed
on the Lorenz and Chen chaotic systems successfully. As a
result, synchronization and secure communication were
performed as real time in LabVIEW environment and
according to the obtained experimental results, it was seen that
LabVIEW environment provided substantial convenience for

real

time implementation of chaotic systems and for its

applications.
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