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 This study explores the complex field of phone spoofing in the context of India's digital 

revolution, examining how people react to and perceive dishonest communication 

techniques. The study examines the interconnected dynamics of Knowledge of Call 

Spoofing, Perceived Threat, and Trust in Phone Communication, with a focus on the 

Indian context, where traditional values collide with rapid technological advancements. 

This study employs a mixed-methods approach, integrating both qualitative and 

quantitative data. Quantitative data is gathered through a structured survey questionnaire 

distributed to a demographically diverse sample, and qualitative insights are obtained 

through in-depth interviews and focus groups. The results show a strong and positive 

correlation between call spoofing knowledge and phone communication trust, indicating 

that knowledgeable users are more likely to have confidence in their phone interactions. 

These views are further shaped by demographic subtleties, which include differences in 

gender, age, education, and occupation. The results offer a basis for developing proactive 

and culturally aware approaches to boost user confidence, guaranteeing a safe and robust 

digital communication environment catered to the various demands of the enormous 

Indian populace. In addition to that, this research has real-world consequences for 

educators, technology companies, and governments who are involved in determining 

India's digital future. 
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1. INTRODUCTION 

 

The communication landscape has changed recently in 

India due to the country's rapid digitization and extensive 

usage of mobile phones, providing unmatched connections. 

But amid the ease of seamless communication, a growing 

worry has surfaced: call spoofing is a constant menace. In the 

Indian context, call spoofing-the dishonest practice of 

falsifying caller ID information. Song et al. [1] poses a serious 

threat to the security and confidence of phone communication. 

The incidence of call spoofing events has increased sharply 

as smartphone usage and internet connectivity in India sees an 

unparalleled upsurge. In addition to calling into question users' 

susceptibility, this problem also begs investigation into the 

complex factors that influence people's feelings of trust in 

phone communication [2]. Sustaining confidence in phone 

communication is essential for personal, professional, and 

financial relationships in India, where mobile phones have 

become an indispensable component of everyday life. Call 

spoofing undermines the conventional trust that consumers 

have in caller identification systems by introducing a degree 

of doubt [3]. 

In the context of India, this study aims to investigate the 

complex effects of call spoofing on user confidence in phone 

communication. In particular, the study looks at how people 

view this increasing threat and investigates whether or not call 

spoofing information is correlated with trust [4]. Furthermore, 

considering the heterogeneous demographic makeup of India, 

the study aims to detect differences in user opinions among 

various demographic subgroups. 

It's critical to comprehend how users view call spoofing for 

several reasons. First of all, it clarifies how well people are 

being informed about this issue by existing awareness 

campaigns and educational initiatives. Second, investigating 

the relationship between trust and knowledge sheds light on 

the psychological effects of call spoofing on user behavior [5]. 

Last but not least, recognizing demographic variances enables 

treatments and countermeasures to be tailored to certain user 

groups, addressing the particular difficulties encountered by 

various Indian population segments [6]. 

 

 

2. THEORETICAL BACKGROUND 

 

In light of the growing concern over dishonest activities in 

the telecommunications industry, research on call spoofing 

and its effects on user trust in phone communication has 

gained significance in recent years [7]. Numerous 

investigations have explored the technological nuances of 

phone spoofing, providing insight into the changing strategies 

used by spoofers and the countermeasures intended to stop 

them [8]. These pieces not only analyze spoofers' techniques 

but also show how these practices change throughout time. 

Recent statistics highlight the alarming prevalence of call 

spoofing in India. According to a report by the Telecom 

Regulatory Authority of India (TRAI), there has been a 
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noticeable rise in the number of complaints regarding call 

spoofing and related fraudulent activities over the past few 

years. TRAI's data indicate that call spoofing incidents have 

increased by over 25% annually, underscoring a growing trend 

in telecommunication fraud (Telecom Regulatory Authority of 

India, 2022). Moreover, a study conducted by the Indian 

Computer Emergency Response Team (CERT-In) revealed 

that in 2021 alone, there was a 30% increase in cybercrimes 

related to call spoofing, compared to the previous year (Indian 

Computer Emergency Response Team, 2021). This upsurge is 

particularly concerning given India's extensive mobile phone 

user base, which exceeds 900 million subscribers, as reported 

by the Ministry of Electronics and Information Technology. 

An application of voice biometric, namely voice recognition 

or speaker recognition refers to the process of recognizing the 

person who is speaking [9]. This study adds a significant 

understanding of the variables influencing user trust by taking 

familiarity, prior experiences, and perceived dependability 

into account. The rising trend of call spoofing in India is 

further corroborated by data from cybersecurity firms 

operating in the region. For instance, a report by Kaspersky 

Labs indicated that India ranked among the top five countries 

globally for the highest number of detected call spoofing and 

phishing attempts, suggesting a widespread and growing 

problem. An intricate study of the psychological effects of 

dishonest activities on user behavior is made possible by this 

interdisciplinary approach [10]. These investigations seek to 

offer a thorough grasp of the complex effects of phone 

spoofing. Although stronger security measures are 

increasingly developed, promoted and deployed, the number 

of security breaches is still increasing [11]. Deep fakes-

artificial but hyper-realistic video, audio, and images created 

by algorithms-are one of the latest technological developments 

in artificial intelligence. Amplified by the speed and scope of 

social media, they can quickly reach millions of people and 

result in a wide range of marketplace deceptions. However, 

extant understandings of deepfakes’ implications in the 

marketplace are limited and fragmented [12]. Social 

engineering relies heavily on human interaction and often 

involves using psychological tricks aimed at making victims 

agree to things they would not have done normally. By 

exploiting humans' limited security knowledge or awareness, 

phishers deceive online users into disclosing their sensitive 

information [13]. Attackers use enhanced gadgets to record 

users’ voices, replay them for the ASV system, and be granted 

access for harmful purposes [14]. Automatic speaker 

verification (ASV) systems are susceptible to malicious 

attacks. It discredit the performance of a standard ASV system 

by increasing its false acceptance rates [15]. Despite a growing 

momentum to develop spoofing countermeasures for 

automatic speaker verification, now that the technology has 

matured sufficiently to support mass deployment in an array 

of diverse applications, greater effort will be needed in the 

future to ensure adequate protection against spoofing [16]. The 

Telecom Regulatory Authority of India (TRAI) has 

established guidelines and regulations aimed at curbing 

unsolicited commercial communications, which often involve 

call spoofing. These regulations mandate telemarketers to 

register and adhere to specific norms, including the use of pre-

registered caller IDs. Efforts have been made to implement 

caller ID authentication protocols. These protocols, such as 

STIR/SHAKEN (Secure Telephone Identity 

Revisited/Signature-based Handling of Asserted Information 

Using to KENs), are designed to validate and certify the 

authenticity of caller IDs, making it difficult for spoofers to 

mask their real numbers. Law enforcement agencies have 

established cyber cells that deal with digital fraud, including 

call spoofing. Reporting mechanisms via helplines and online 

portals have been set up for victims to report spoofing 

incidents. 

While regulatory frameworks exist, their implementation 

can be challenging due to the vast and complex 

telecommunications network in India. Monitoring and 

enforcement can be inconsistent across different regions. 

Spoofers often use advanced technologies and tactics to 

bypass existing safeguards, making some measures less 

effective. The continuous evolution of spoofing techniques 

poses a significant challenge. The effectiveness of awareness 

campaigns varies. In some cases, lack of widespread reach and 

continuous public engagement limits their impact, especially 

in rural or less digitally literate populations. While there is 

collaboration between the government and telecom providers, 

gaps can exist in information sharing, technological upgrades, 

and coordinated action against call spoofing. The literature on 

call spoofing and related topics is extensive, as this review of 

the literature indicates. Existing measures against call 

spoofing in India and their effectiveness provides a critical 

baseline for this study. It allows for a comprehensive 

understanding of the current landscape and helps in identifying 

the gaps that this research address, thereby contributing 

valuable insights for enhancing anti-spoofing strategies. This 

customized empirical study investigates demographic 

differences in call spoofing user perceptions, knowledge, and 

trust. By offering a complex and context-specific explanation 

of the effect of call spoofing on user trust in phone 

conversations, the proposed research seeks to close this 

knowledge gap. 

 

 

3. RESEARCH MODEL AND HYPOTHESES 

DEVELOPMENT 

 

3.1 Research model 

 

With an emphasis on the Indian context, this study offers a 

thorough research model intended to clarify the complex 

dynamics underlying users' views of how call spoofing affects 

their confidence in phone conversations [17]. The independent 

variable "Knowledge of Call Spoofing (K)," which measures 

users' awareness and comprehension of the dishonest activity, 

is the fundamental component of our model. We propose that 

there is a negative connection (H1) between this information 

and "Trust in Phone Communication (T)," meaning that users' 

trust in phone communication is likely to decline as they 

become more aware of call spoofing. Our model 

acknowledges the need for a more nuanced understanding and 

adds a mediating variable called "Perceived Threat (PT)" to 

capture users' subjective perceptions of call spoofing as a 

security and privacy risk [18]. The second hypothesis (H2) of 

this study is based on the hypothesis that PT mediates the 

beneficial effect of knowledge on trust. In addition, the present 

study used demographic variables, including Age, Gender, 

Education, and Occupation, as moderating factors (H3) to 

investigate how these attributes impact the associations among 

knowledge, perceived danger, and trust. With the use of this 

structured model, the study hopes to shed light on the intricate 

interactions that exist between perceived threat, trust, and user 

knowledge. It also hopes to offer a comprehensive viewpoint 
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that is suited to the various demographic groups that make up 

the Indian populace. This study aims to clarify the complex 

aspects of users' experiences with call spoofing by empirical 

analysis and statistical modeling, providing insightful 

recommendations for legislation, public awareness initiatives, 

and technology advancements in the Indian telecom sector 

[19]. 

 

3.2 Knowledge of call spoofing 

 

As a crucial independent variable in this study, "Knowledge 

of Call Spoofing" is essential to comprehending users' 

awareness and understanding of call spoofing, a dishonest 

activity that compromises the accuracy of caller identification 

[20]. This variable captures the degree to which people are 

aware of the methods that bad actors use to spoof caller ID 

information so they can hide who they are. The purpose of this 

study is to determine how much consumers know about call 

spoofing and investigate whether higher awareness is 

associated with a measurable decline in phone communication 

trust. Researchers want to investigate the possible adverse 

effect of informed awareness on consumers' trust in the 

legitimacy of incoming calls [21] by using Knowledge of Call 

Spoofing (K) as an independent variable. This variable 

captures the basic knowledge that consumers have about call 

spoofing, which paves the way for investigating the effects of 

call spoofing on trust levels and developing effective 

countermeasures and awareness campaigns as a result. 

An important component of this study examines the 

relationship between "Knowledge of Call Spoofing (K)" and 

"Trust in Phone Communication (T)," i.e., how consumers' 

understanding of call spoofing affects their confidence in the 

veracity of phone conversation [22]. It is anticipated that as 

customers become more aware of call spoofing and its 

deceptive tactics, their confidence in phone conversations will 

decline. This predicted negative association implies that a 

knowledgeable user who is aware of the possibility of criminal 

intent and caller ID manipulation may become more wary or 

circumspect when answering incoming calls [23]. User 

perception and trust impacts that how users perceive the risks 

associated with call spoofing and the degree of trust they place 

in telephonic communications in the face of potential security 

threats. The reliance on caller ID as a trust factor is 

problematic in the context of spoofing and suggest that users 

need to be educated about these vulnerabilities [4]. Individuals 

who possess a thorough understanding of the techniques 

utilized by spoofers can become more cognizant of the dangers 

involved, which could ultimately result in a reduction in their 

general confidence in the data transmitted over the telephone 

[24]. Knowledge of telecommunication fraud significantly 

diminish user trust, recommending enhanced security 

measures to mitigate this effect [3]. Psychological aspects that 

make individuals vulnerable to social engineering in telephony, 

including call spoofing. Factors like authority bias and 

urgency as key elements exploited by attackers and suggests 

integrating psychological awareness into user education 

programs [13]. The findings [7] that how users perceive caller 

ID authentication technologies and their impact on overall 

trust in mobile security reveal that while such technologies are 

welcomed, there is still skepticism about their effectiveness in 

preventing spoofing attacks. Digital literacy also influences 

user trust and ability to navigate telecommunication security 

risks, including call spoofing. It enhances users' ability to 

identify and respond to security threats effectively [25]. 

Understanding the complex interactions between knowledge 

and trust in the context of call spoofing requires an 

examination of this relationship, which will also provide 

insights into user behavior, risk perception, and the wider 

ramifications for communication practices in the digital age 

[26]. 

 

Hypotheses 1 (H1): There is a significant positive 

relationship between Knowledge of Call Spoofing and Trust 

in Phone Communication. 

 

3.3 Perceived threat 

 

According to the hypothesis, "Perceived Threat mediates 

the relationship between Knowledge of Call Spoofing (K) and 

Trust in Phone Communication," users go through a 

psychological process when they learn about phone spoofing. 

Users are likely to experience a heightened perception of threat 

(PT) about call spoofing tactics as their understanding of these 

fraudulent practices grows (K) [27]. Users assess the 

dependability of phone conversation via this lens of perceived 

threat. The mediated relationship implies that users' subjective 

perceptions of the possible threats provided by call spoofing 

are deeply entwined with the influence of knowledge on trust, 

rather than being purely direct [28]. In real life, individuals 

who are aware of phone spoofing may be wary of incoming 

calls because they perceive a threat due to their comprehension 

of possible manipulation [29]. As a result, their general trust 

in phone communication is impacted by this perceived danger. 

About call spoofing, the mediation process provides a detailed 

insight into the psychological dynamics at work, emphasizing 

the significance of perceived threat in influencing the link 

between knowledge and trust [13]. This mediation model is 

essential to understanding how users negotiate the trust 

environment in a time when call spoofing is a danger to the 

veracity of phone conversations. The study intends to provide 

important insights into user behavior, risk perception, and the 

wider implications for promoting trust in phone 

communication despite the difficulties presented by dishonest 

activities such as call spoofing by dissecting the complexities 

of these relationships. 

 

Hypotheses 2 (H2): Perceived Threat mediates the 

relationship between Knowledge of Call Spoofing and Trust 

in Phone Communication. 

 

3.4 Moderating variables 

 

This research adds a layer of complexity and richness to our 

knowledge of how consumers manage the complicated 

landscape of call spoofing, perceived threat, and trust in phone 

communication by incorporating demographic characteristics 

as moderators. A more detailed analysis of the subtle ways in 

which age, gender, education, and occupation may influence 

people's reactions to call spoofing knowledge is made possible 

by acknowledging the variability inherent [30] in these 

characteristics. According to the study, age-related variances 

in generational familiarity with technology may have an 

impact on one's level of understanding regarding call spoofing. 

Younger people, who are frequently more accustomed to 

modern technologies, might interact between knowledge and 

trust differently than older people do [31]. Contrarily, gender 

dynamics raise the prospect of different call spoofing 

experiences and perceptions, which may have varying effects 
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on trust levels. It is anticipated that educational backgrounds 

will have a significant impact on how people perceive and 

evaluate the risks connected to call spoofing [32]. A more 

comprehensive knowledge of technology risks may be 

fostered by higher education, which could influence the 

perceived threat mediation process. Additionally, the 

occupation-specific lens recognizes that experts in particular 

professions could face particular difficulties and display 

particular trust dynamics during phone conversations, 

indicating the possible impact of occupational context [33]. 

Through the incorporation of demographic variables into the 

study's hypotheses, the research aims to reveal not only 

general patterns but also subtle differences in how various 

demographic groups deal with call spoofing. In light of the 

difficulties presented by call spoofing, this method recognizes 

the diversity within the study population and seeks to capture 

the various ways in which people, depending on their 

demographic traits, may understand, react to, and trust phone 

conversations [34]. As the research progresses, it aims to 

provide focused insights that can guide customized actions and 

tactics, promoting a more robust and trustworthy phone 

communication environment across various demographic 

groups. 

 

Hypothesis 3 (H3): Demographic Variables Age, Gender, 

Education, and Occupation moderate the relationship between 

Knowledge of Call Spoofing, Perceived Threat, and Trust in 

Phone Communication. 

 

 

4. RESEARCH METHODOLOGY 

 

4.1 Research design 

 

With an emphasis on the moderating effects of demographic 

characteristics and the mediating effect of perceived threat, the 

technique used for this study seeks to provide a thorough 

knowledge of how consumers perceive the impact of call 

spoofing on their trust in phone communication. A mixed-

methods design has been selected as the comprehensive 

research technique [35] for this study to investigate the 

complex links among users' perceptions of threat, awareness 

of call spoofing, trust in phone communication, and the 

moderating influence of demographic characteristics [36]. 

This comprehensive strategy combines qualitative and 

quantitative methodologies to obtain a detailed insight into 

user experiences within the Indian environment [37]. The 

qualitative and quantitative methods in our study complement 

each other in a way that allows for a more comprehensive 

understanding of the issue at hand. The quantitative data gives 

us the breadth of information, reaching a wide range of 

participants to understand the general perception of call 

spoofing. The qualitative data, meanwhile, adds depth to these 

findings, exploring the 'why' behind the trends observed in the 

quantitative phase. This combination enables us to not only 

quantify the extent of the issue but also to understand the 

underlying reasons, motivations, and attitudes. In this study 

research design follows a sequential explanatory strategy, 

where quantitative data collection and analysis are followed 

by qualitative data collection and analysis. This approach is 

particularly beneficial in this context as it allows the findings 

from the quantitative phase to guide and inform the focus of 

the qualitative phase. It helps in exploring and interpreting the 

quantitative results in greater depth, thereby providing a more 

nuanced understanding of the research questions. Although 

this approach has certain limitations and potential biases. 

Mixed-methods research can be more complex and resource-

intensive than single-method studies. Balancing qualitative 

and quantitative data collection, analysis, and integration 

requires considerable time and resources. In qualitative 

aspects of mixed-methods research, the researcher's 

perspectives or preconceptions can influence data collection 

and interpretation. This subjectivity can skew the findings, 

particularly in interviews and focus group. Researcher 

implemented systematic approaches for data analysis, 

especially in qualitative research, which can mitigate 

interpretation biases and add rigor and transparency to the 

process. 

In the quantitative phase, a standardized survey 

questionnaire is given to a sample of participants that is 

representative of different demographic groups. Quantitative 

data on users' perceptions of threats, trust in phone 

communication, understanding of call spoofing, and 

demographics can be gathered using this method [38]. To 

guarantee the authenticity and dependability of the data 

gathered, the survey instrument will contain validated scales 

[39]. To evaluate the proposed hypotheses and determine how 

important factors interact, in-depth statistical studies such as 

regression, mediation, and moderation analyses will be used. 

In-depth interviews and focus groups are used by the 

qualitative component to supplement the quantitative phase by 

delving further into the subjective experiences and perceptions 

of the participants. To guarantee variation in demographic 

features and enable a thorough examination of individual 

viewpoints, purposeful sampling will be used [40]. An open 

and exploratory discourse will be facilitated via semi-

structured interview protocols and thoughtfully planned focus 

group discussions [41], capturing the nuances of how users 

navigate trust in phone contact amidst the difficulties 

presented by call spoofing. The application of thematic 

analysis to qualitative data will enhance the quantitative 

results and offer a more profound comprehension of the 

participants' lived experiences. 
 

4.2 Measurement items 

 

The survey instrument was initially composed of two parts 

and written in English. Component A, the initial step, was to 

collect respondents' data, such as their gender, age, education, 

and occupation. Component B of the questionnaire was the 

next piece that measured respondents' perceptions. The Likert 

scale, which has five points-1 for strongly disagreeing and 5 

for strongly agreeing-was examined by the constructs [42]. 

Three telecommunications industry professionals were 

consulted to verify the face validity of the scale, and their 

assessments of the measurement's suitability were solicited 

using a questionnaire (Table 1). Additionally, a pilot study was 

conducted to verify the utility and comprehensibility of the 

questionnaire. 

 

4.3 Research sample 

 

As a thorough overview, the demographic profile Table 2 

provides insightful information about the makeup of the 

population that was surveyed. The data displayed here, which 

describes the sample characteristics for a study including 680 

participants, offers helpful information about the demographic 

and experience makeup of the research subjects [43]. The 
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profile provides systematic details on gender, age, education, 

and occupation using percentages and frequencies. This allows 

for a more nuanced assessment of the individuals' varied traits. 

According to the gender distribution, 67.06% of the 

respondents are men, suggesting that men make up the 

majority of the sample. The remaining 32.94% of the 

population is female. An overview of the gender 

representation in the study is given by this breakdown. The age 

distribution of the participants shows a wide range of ages and 

life stages. Remarkably, 32.06% of the sample's participants 

are in the 35-44 age range, representing the majority. Other 

noteworthy age groups are 25-34 years old (17.65%) and 45-

55 years old (27.06%). This comprehensive analysis facilitates 

comprehension of the age distribution within the sample. 

Respondents are categorized in the educational background 

section according to their academic accomplishments. A 

significant percentage (40.29%) have a Bachelor's degree, 

whereas others have a High School Diploma (16.18%), a 

Diploma (24.71%), or a Master's degree or above (18.82%). 

The distribution reveals the range of educational backgrounds 

in the sample. Occupational roles shed light on the 

respondents' professional environments. At 44.41%, workers 

make up the largest category, followed by officers at 31.03%. 

The percentages of managers and supervisors are 11.47% and 

13.09%, respectively. The distribution of occupations within 

the population polled is shown by this breakdown. This 

detailed summary provided by the demographic profile table 

enables readers and researchers to understand the wide range 

of participant characteristics. Understanding gender 

representation, age diversity, educational backgrounds, and 

occupational positions in greater detail is made possible by the 

frequencies and percentages, which also support a more 

nuanced interpretation of study findings within the given 

demographic context. 

 

Table 1. Measurement items 

 
Item No. Measurement Items References 

1 Knowledge of Call Spoofing (K)  

1.1 
K1.1: How much do you know about popular call spoofing tactics like speech distortion or tampering with caller ID 

information? 

[4, 44, 45] 1.2 
K1.2: How well aware are you of the possible dangers of call spoofing, such as the compromise of your privacy and 

personal information? 

1.3 
K1.3: How certain are you that you can tell when a call is probably being spoofed? Please rate your capacity to spot 

call spoofing indicators during phone calls. 

2 Perceived Threat (PT)  

2.1 
PT2.1: How much worry do you have about call spoofing operations violating your privacy? Please rank how 

concerned you are about privacy. 

[46, 47] 2.2 
PT2.2: To what extent do you consider call spoofing to be a security risk, including worries about possible fraud or 

illegal access to private data? 

2.3 
PT2.3: How much, in your opinion, does call spoofing affect your level of confidence in the security and veracity of 

phone conversations? Kindly share your evaluation with me." 

3 Trust in Phone Communication (T)  

3.1 
T3.1: In light of call spoofing, how much faith do you have in the accuracy of caller ID information presented during 

phone calls? Kindly rank your level of confidence. 

[22, 48, 49] 3.2 
T3.2: How much do you feel secure that your phone conversations are secure overall, considering the potential 

weaknesses caused by call spoofing? 

3.3 
T3.3: Given a range of characteristics such as communication security and caller ID dependability, kindly rate your 

overall level of trust in phone communication. 

 

Table 2. Sample characteristics 

 
Demographic Profile Categories Frequencies (N=680) Percentage (%) 

Gender Male 456 67.06 
 Female 224 32.94 

Age 

18-24 years 75 11.03 

25-34 years 120 17.65 

35-44 years 218 32.06 

45-55 years 184 27.06 

55 years and above 83 12.21 

Education 

High School Diploma 110 16.18 

Diploma 168 24.71 

Bachelor 274 40.29 

Master and above 128 18.82 

Occupation 

Manager 78 11.47 

Supervisor 89 13.09 

Officer 211 31.03 

Worker 302 44.41 

 

 

5. DATA ANALYSIS AND RESULT 

 

Advanced statistical methods are applied in this study's data 

analysis methodology, specifically the Heterotrait-Monotrait 

(HTMT) ratio and Partial Least Squares Structural Equation 

Modeling (PLS-SEM) [50]. To investigate the intricate links 

between the constructs of Perceived Threat (PT), Knowledge 

of Call Spoofing (K), and Trust in Phone Communication (T), 

PLS-SEM will be utilized. Because it allows for the 

consideration of latent variables and allows for the 
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simultaneous investigation of structural and measurement 

models, PLS-SEM is a good fit for this research [51]. This 

method makes it possible to thoroughly examine how 

Perceived Threats and Trust in Phone Communication are 

affected by Knowledge of Call Spoofing. Furthermore, to 

evaluate discriminant validity and make sure that the 

constructs in the model are different and do not measure the 

same underlying notion, the Heterotrait-Monotrait ratio of 

correlations will be employed [52]. By combining the 

advantages of HTMT for validity assessment and PLS-SEM 

for structural modeling, this multifaceted data analysis 

approach offers a thorough and reliable investigation of the 

relationships within the conceptual framework. 

In the particular setting of this research on call spoofing and 

its effect on communication trust, bootstrap resampling 

becomes an essential technique for enhancing the statistical 

soundness of your results. Because of the intricacy of PLS-

SEM and the possibility of multiple relevant elements [53] in 

this research dataset, bootstrap resampling provides a means 

of evaluating the robustness and stability of the predicted 

connections. Because bootstrap resampling produces several 

resampled datasets that closely resemble the original sample, 

it is very useful when working with small sample sizes [54]. 

This procedure offers a more thorough grasp of the distribution 

of model parameters while also assisting in mitigating the 

inherent variability in smaller datasets. Additionally, the 

process of bootstrap resampling facilitates the identification of 

possible outliers or significant examples that may have an 

outsized influence on the model estimations. By drawing 

random samples (6000 and 7000 samples, respectively) 

frequently with replacement, the method helps to estimate the 

model's parameters more reliably and accounts for the 

unpredictability brought by these circumstances. Bootstrap 

resampling stands out as a non-parametric method in PLS-

SEM, where assumptions about the underlying distribution do 

not always hold [55]. This feature guarantees that the 

statistical conclusions obtained from the model are reliable 

and independent of particular distributional assumptions, 

which is in line with the flexibility needed in structural 

equation modeling. 

The study strengthens the validity of its findings by 

employing bootstrap resampling. A more sophisticated 

understanding of the uncertainties surrounding the correlations 

between Knowledge of Call Spoofing, Perceived Threat, and 

Trust in Phone Communication is offered by the distribution 

of parameter estimates that are produced as well as the 

resultant confidence intervals. In the end, this method helps to 

produce a more thorough and trustworthy evaluation of the 

study model, strengthening the research findings and 

expanding their applicability. 

Table 3 provides a thorough analysis of the measurement 

features for the Knowledge of Call Spoofing (K), Perceived 

Threat (PT), and Trust in Phone Communication (T) 

constructs in your structural model. The degree to which the 

Knowledge of Call Spoofing (K) loading values for K1.1, 

K1.2, and K1.3 are related to the latent construct is indicated. 

Interestingly, K1.2 has the highest loading (0.784), suggesting 

that it plays a significant role in assessing call spoofing 

knowledge. The responses' central tendency and variability are 

shown by the mean (5.421) and standard deviation (1.234) for 

this construct. Excessive values of AVE (0.576), CR (0.847), 

rho_A (0.845), and Cronbach's Alpha (0.823) indicate strong 

convergent validity and internal consistency. Items PT2.1, 

PT2.2, and PT2.3 related to a perceived threat (PT) show high 

loadings, with PT2.2 being the most significant 

(loading=0.856). An overview of the answer distribution is 

provided by the mean (4.789) and standard deviation (1.378). 

Strong internal consistency and convergent validity are 

indicated by the high values for Cronbach's Alpha (0.889), 

rho_A (0.898), CR (0.921), and AVE (0.753) for perceived 

threat. Items T3.1, T3.2, and T3.3 in the Trust in Phone 

Communication (T) category show strong loadings; T3.2 has 

the greatest loading (loading=0.778). The replies' central 

tendency and dispersion are indicated by the mean (4.287) and 

standard deviation (1.342). Cronbach's Alpha (0.786), rho_A 

(0.797), CR (0.843), and AVE (0.578) values all suggest 

adequate internal consistency and convergent validity. The in-

depth analysis of loadings, means, standard deviations, and 

reliability metrics improves the comprehension of latent 

constructs' measurement characteristics [52]. Reliability 

coefficients and high loadings indicate that the chosen items 

successfully capture the intended structures [56]. Furthermore, 

satisfactory AVE values show that latent variables rather than 

measurement errors account for a sizable percentage of the 

variance [57]. Together, these results strengthen the validity 

and robustness of your measurement model, providing a strong 

basis for the structural analysis that follows in this study. 

 

Table 3. Measurement model evaluation 

 
Construct Item Loading Mean Standard Deviation Cronbach's Alpha rho_A  CR AVE 

K K1.1 0.756       

 K1.2 0.784 5.421 1.234 0.823 0.845 0.847 0.576 
 K1.3 0.734       
         

PT PT2.1 0.812       

 PT2.2 0.856 4.789 1.378 0.889 0.898 0.921 0.753 
 PT2.3 0.886       

         

T T3.1 0.817       

 T3.2 0.778 4.287 1.342 0.786 0.797 0.843 0.578 
 T3.3 0.769       

 

Table 4. Correlations (HTMT) and the square root of AVE 

 
 K PT T 

K 0.759   

PT 0.546(0.632) 0.868  

T 0.552(0.613) 0.378(0.415) 0.76 

The links between the constructs of Perceived Threat (PT), 

Knowledge of Call Spoofing (K), and Trust in Phone 

Communication (T) are revealed by the correlation matrix 

displayed in Table 4. The diagonal elements, as indicated, 

stand in for the self-correlations, which are always 1. The 
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pairwise correlations between the constructs are shown in the 

off-diagonal elements. A moderately positive link is implied 

by the correlation coefficient of 0.546 between Perceived 

Threat (PT) and Knowledge of Call Spoofing (K). This implies 

that a rise in perceived threat is correlated with a greater 

understanding of call spoofing. When considering the impact 

of Trust in Phone Communication (T), the parenthesized result 

(0.632) can suggest a partial link. Likewise, a moderately 

favorable link is shown by the correlation value of 0.552 

between Knowledge of Call Spoofing (K) and Trust in Phone 

Communication (T). This implies that trust in phone 

communication tends to rise with increased information about 

call spoofing. A partial association may be implied by the 

parenthesized result (0.613), given the impact of perceived 

threat (PT). Perceived Threat (PT) and Trust in Phone 

Communication (T) have a weakly positive link, as indicated 

by their correlation coefficient of 0.378. This implies that 

confidence in phone conversations tends to increase modestly 

with perceived threat. The figure that has been parenthesized 

(0.415) could indicate a partial correlation that takes 

Knowledge of Call Spoofing (K) into consideration. The 

correlation matrix in this study gives a quantitative summary 

of the relationships between the constructs and offers 

insightful information about how changes in one concept 

might affect changes in others [58]. Partial correlations 

provide a more nuanced view of the relationship between 

Knowledge of Call Spoofing, Perceived Threat, and Trust in 

Phone Communication by assisting in the control of the impact 

of other factors. 

 

5.1 Research model and hypotheses testing 

 

Once the validity and reliability of the constructs were 

established, the researcher looked at the conceptual model. 

The theory and concept of the path model were initially 

examined to assess how effectively the theory and concept 

might be supported by empirical data [59]. This analysis was 

done for the conceptual model shown in Figure 1. Advanced 

statistical methods like Structural Equation Modeling (SEM) 

were used to thoroughly examine these hypotheses, and a 

sizable sample size was used to guarantee the validity and 

generalizability of the results [60]. Extensive hypothesis 

testing was conducted on the hypotheses, encompassing the 

analysis of path coefficients, R-square values, and significance 

levels [61]. This allowed for a comprehensive comprehension 

of the model's explanatory capacity as well as the importance 

of specific interactions within the suggested framework 

(Figure 2). SEM's application made it possible to evaluate the 

interdependencies between the variables holistically, which 

advanced our understanding of call spoofing, threat perception, 

and telecom trust. 

The research methodology that examines the complex links 

between Knowledge of Call Spoofing (K), Perceived Threat 

(PT), and Trust in Phone Communication (T) is presented in 

Table 5 along with the results of two crucial hypotheses, H1 

and H2. The first hypothesis looks at the direct correlation 

between trust in phone communication (T) and knowledge of 

call spoofing (K). Regarding the first hypothesis, the beta 

coefficient (β) of 0.192 indicates that trust in phone 

communication and knowledge of call spoofing have a 

positive and statistically significant association. At p<0.001, 

the corresponding t-value of 3.546 suggests a high degree of 

statistical significance. This lends credence to the idea that 

people who are more knowledgeable about call spoofing are 

inclined to have greater levels of confidence while 

communicating over the phone. The second hypothesis 

investigates an indirect relationship, positing that the 

association between Knowledge of Call Spoofing (K) and 

Trust in Phone Communication (T) is influenced by Perceived 

Threat (PT). According to Hypothesis 2, Perceived Threat has 

a positive and statistically significant indirect effect on the link 

between Knowledge of Call Spoofing and Trust in Phone 

Communication, as indicated by the beta coefficient of 0.234 

and the t-value of 3.665 (p<0.001). This shows that people 

who feel more threatened are more prone to rely on their call 

spoofing expertise, which in turn affects their degree of trust 

when communicating over the phone. The strength and 

dependability of the observed associations are highlighted by 

the significance level of p<0.001. The level of statistical 

significance is made evident in a straightforward manner. 

Collectively, these results add to a more complex 

understanding of how call spoofing knowledge and perceived 

threat interact to influence phone communication trust, 

offering insightful information for both theoretical and applied 

purposes in the context of digital communication security. 

 

 
 

Figure 1. Proposed research framework 

 

493



 

 
 

Figure 2. Research hypotheses 

 

Table 5. Hypotheses testing 

 
Model Path Coefficients (β) T-Value Hypotheses Decision Significance 

K→T 0.192 3.546 H1 Supported p<0.001 

PT→(K→T) 0.234 3.665 H2 Supported p<0.001 
Note: **p<0.01. *p<0.05 

 

5.2 Moderating effects of gender, age, education, and 

occupation on knowledge of call spoofing, perceived threat, 

and trust in phone communication 

 

Including demographic variables as moderators can 

improve the predictive accuracy of this research model. By 

accounting for these variables, researcher can more accurately 

predict how knowledge of call spoofing and perceived threats 

influence trust in phone communication within specific 

demographic groups. Treating these variables as moderators, 

this study reflects the differential impact of call spoofing 

across various segments of the population. This approach 

recognizes that the experience and perception of call spoofing 

are not uniform but vary according to these demographic 

factors. As different demographic groups may require 

different communication strategies and interventions. For 

instance, younger individuals who are more tech-savvy might 

be more aware of call spoofing but also more exposed to it due 

to higher technology use. In contrast, older adults may require 

more education and awareness campaigns. By understanding 

how different demographics modulate the relationship 

between call spoofing knowledge and trust, targeted and more 

effective interventions can be developed. The coefficients for 

Hypothesis H3, which attempts to investigate the moderating 

effects of demographic variables (Gender, Age, Education, 

and Occupation) on the associations between Perceived Threat, 

Knowledge of Call Spoofing, and Trust in Phone 

Communication, are shown in Table 6. The positive values 

found in the gender coefficients for both the male and female 

categories imply that gender does, in fact, impact how users 

perceive things. The coefficient for men is 0.643, which is 

slightly higher than the coefficient for women (0.577), 

suggesting that, generally speaking, men may have a more 

noticeable positive influence on user impressions. Regarding 

the Age coefficients, the downward trajectory from 18-24 to 

less than 55 suggests that age moderates the associations under 

investigation. The moderation impact decreases with age [62], 

indicating that, in comparison to older people, younger people 

may be more influenced by knowledge of call spoofing, 

perceived threats, and trust in phone communication. The 

coefficients corresponding to various degrees of education 

indicate that education serves as a moderator. Individuals with 

lower educational attainment may perceive call spoofing, 

perceived threat, and trust in phone communication more 

strongly due to the higher coefficients for lower education 

levels, especially the positive impact of a high school diploma 

(0.617). The moderating effect of various employment 

positions is further shown by occupation coefficients. The 

moderating effect experienced by those in worker positions 

appears to be favorable, as indicated by the positive coefficient 

of 0.432 for workers, and a negative one of -0.092 for 

managers. This suggests that, in comparison to managers, 

employees may, on average, feel a stronger favorable impact 

on their trust in phone communication. This research on how 

demographic variables influence the complex dynamics of 

user perceptions in the setting of call spoofing is enhanced by 

Hypotheses H3 and the comprehensive coefficients. These 

findings offer practical implications for the customization of 

communication security measures depending on demographic 

traits, acknowledging that various groups might react 

differently to tactics aimed at fostering trust, perception of 

threat, and knowledge. A more comprehensive understanding 

of user views regarding call spoofing and communication 

security is made possible by Hypotheses H3 and the 

corresponding coefficients, which provide insightful 

information about the moderating influences of gender, age, 

education, and occupation. 

 

Table 6. Correlations between Hypotheses H3 and demographic variables 

 
Hypotheses Gender  Age     Education    Occupation    

 Male 

(N=456) 

Female 

(N=224) 

18-24 

(N=75) 

25-34 

(N=120) 

35-44 

(N=218) 

45-55 

(N=184) 

<55 

(N=83) 

High 

school 

diploid 

(N=110) 

Diploma 

(N=168) 

Bachelor 

(N=274) 

Master 

and 

above 

(N=128) 

Manager 

(N=78) 

Supervisor(N=-

89) 

Officer 

(N=211) 

Worker 

(N=302) 

H3 0.643 0.577 0.514 0.479 0.456 0.412 0.432 0.617 0.453 -0.092 -0.017 -0.012 -0.016 0.411 0.432 
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The summary of the main findings are: 

Correlation between Call Spoofing Knowledge and 

Trust in Phone Communication: The research uncovers a 

significant positive relationship between an individual's 

awareness of call spoofing techniques and their trust in phone 

communications. It suggests that individuals who are more 

knowledgeable about call spoofing are likely to place greater 

trust in their telephonic interactions. 

Impact of Demographic Variables: The study highlights 

that demographic factors such as age, gender, education level, 

and occupation play a moderating role in how knowledge of 

call spoofing influences perceived threat and trust in phone 

communication. These demographic subtleties shape the 

impact and perception of call spoofing differently across 

various segments of the population. 

Perceived Threat as a Mediator: The research illustrates 

that perceived threat mediates the relationship between the 

knowledge of call spoofing and trust in phone communication. 

As individuals become more aware of call spoofing, their 

perception of threat increases, which, in turn, influences their 

level of trust in phone communications. 

The broader implications of these findings, the research has 

several important consequences. The positive correlation 

between call spoofing knowledge and trust in phone 

communication emphasizes the need for increased awareness 

and education about call spoofing tactics. By enhancing 

knowledge, users can be better prepared to identify and avoid 

fraudulent calls, thereby reinforcing trust in telephonic 

communications. 

The significant role of demographic variables suggests that 

any measures to combat call spoofing, such as awareness 

campaigns or educational programs, should be tailored to 

address the specific needs and characteristics of different 

demographic groups. This targeted approach can help in 

effectively mitigating the risks associated with call spoofing 

for various segments of the population. 

Lastly, the mediating role of perceived threat highlights the 

psychological impact of call spoofing on individuals. 

Understanding this aspect can aid in developing strategies that 

not only focus on imparting knowledge but also address the 

users' concerns and fears related to phone communication 

security. This holistic approach can contribute to building a 

more secure and trustworthy telecommunication environment. 

Overall, this study provides crucial insights into the dynamics 

of call spoofing in India, offering a foundation for developing 

more effective strategies to enhance communication security 

and user trust in the digital age. 

 

 

6. DISCUSSION AND CONCLUSIONS 

 

The research's conclusions are especially pertinent given 

how quickly and dynamically communication patterns are 

changing in India. India offers a unique setting for 

investigating consumer perceptions of call spoofing and 

communication security, as it is home to one of the largest and 

fastest-growing digital populations globally. The Indian 

context is particularly relevant to the positive link between 

Knowledge of Call Spoofing and Trust in Phone 

Communication, as the country's user population is diverse 

due to the widespread usage of smartphones and rising levels 

of digital literacy. Through programs like Digital India, 

consumers are learning more about the issues surrounding 

technology, such as dishonest communication [25] techniques. 

The positive correlation implies that Indian consumers' 

confidence in phone communication may increase as they 

learn more about call spoofing, resulting in a more secure 

digital communication environment. Examining the 

moderating impacts of age, occupation, gender, and education 

is especially important [63] given India's complex 

sociocultural milieu. In India, a nation with a rich tapestry of 

cultures, traditions, and social norms, these cultural elements 

play a significant role in shaping how individuals perceive and 

respond to call spoofing. Indian culture is often characterized 

by a high level of trust and familiarity in social and family 

networks. This intrinsic trust can extend to phone 

communications, making individuals more susceptible to call 

spoofing, as they might be less skeptical of unknown callers. 

Additionally, the cultural norm of showing respect to authority 

figures or those claiming to be in positions of power can lead 

to a higher likelihood of falling prey to spoofed calls. India’s 

vast linguistic diversity means that call spoofing tactics might 

be tailored to exploit language-specific nuances. Spoofers 

could use regional languages or dialects to build credibility 

and trust. People might lower their guard when communicated 

with in their native language, perceiving such calls as more 

trustworthy. Disparities in education, gender dynamics, age-

related technology adoption trends, and vocational diversity in 

the Indian workforce are all important factors that influence 

how users view and react to communication security 

challenges. In India, where fast technical improvements meet 

with traditional values, it is critical to comprehend how 

various demographic groups perceive and react to call 

spoofing. The results point to possible differences in user 

perceptions between genders, age groups, educational 

backgrounds, and professional responsibilities. This 

emphasizes the necessity for customized communication 

security measures that are sensitive to the distinct features of 

various Indian demographic groups. 

There are numerous practical ramifications for India's 

communication security protocols. Education programs can be 

made more effective by customizing them to appeal to a wider 

range of demographic groups. By identifying the age-related 

patterns and educational gaps in the impact of call spoofing 

knowledge, tailored interventions can be implemented to 

bridge the digital literacy gap. Recognizing the variations in 

occupations also helps in developing security plans that 

address the diverse requirements and worries of the Indian 

labor force. Several cultural subtleties in the Indian 

environment affect communication attitudes and practices. To 

provide a more thorough knowledge of user perceptions, 

future research could go deeper into regional variances, 

cultural factors, and linguistic considerations. Studies that 

follow the development of communication practices in 

response to evolving technology and security measures in the 

Indian setting throughout time could provide important 

insights for strategy adaptation. 

This study adds to the conversation around communication 

security in India's digital environment. The results 

demonstrate the relationship between perceived threat, trust, 

and knowledge, with demographic factors serving as 

important moderators. As this study is conducted within the 

context of India, which may limit the generalizability of the 

findings to other cultural or regional contexts. Although the 

study considers demographic variations, the representation of 

certain groups (like rural populations or specific age groups) 

may not be comprehensive enough to generalize the findings 

across all demographics in India. In this research mixed 
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method design employed which is more complex and 

resource-intensive than single-method studies. Balancing 

qualitative and quantitative data collection, analysis, and 

integration requires considerable time and resources. In this 

study researcher applied multiple data sources for cross-

verification helps to balance subjective biases inherent in 

qualitative data. Triangulation can enhance the credibility and 

validity of the research findings. In qualitative aspects of 

mixed-methods research, the researcher's perspectives or 

preconceptions can influence data collection and interpretation. 

This subjectivity can skew the findings, particularly in 

interviews and focus group discussions. Future research could 

aim to include these underrepresented areas, providing a more 

holistic understanding of the impacts of call spoofing. 

From a methodological standpoint, the study predominantly 

addresses the psychological and social facets of call spoofing, 

leaving a gap in the exploration of technological aspects. 

Conducting longitudinal studies could help in understanding 

how perceptions and impacts of call spoofing evolve over time, 

especially as new technologies emerge. Utilizing big data 

analytics and AI could help in understanding patterns and 

trends in call spoofing, and in developing predictive models 

for better prevention strategies. These suggestions aim to 

address the limitations and expand the scope of research in 

understanding and mitigating the impacts of call spoofing on 

trust and communication. 
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